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Abstract

Keywords

In our dissertation, we focused on the exploratory search,
which is characterized by ill-defined information needs of
the users, is often open-ended and requires use of various
search strategies. We addressed two main goals: (1) utilisation of the data characteristic for the digital libraries
domain with the purpose of improving the quality of the
keywords extracted in the process of exploratory search
and navigation, and (2) support of iterative query formulation in the process of (exploratory) search considering
previous information needs of the users and their feedback
with the aim of improving domain sense-making and increasing important concepts coverage and understanding.

exploratory search, navigation, digital libraries, navigation leads, navigational value, query refinement, Annota

We proposed an approach of exploratory search and navigation using navigation leads, with which we augment
the search results, and which serve as navigation starting
points allowing users to follow a specific path by filtering only documents pertinent to the selected lead. Our
main contributions lies in using citation and co-citation
analysis for keywords extraction for the identification of
navigation lead candidates and in examining different aspects of selecting the suitable navigation leads based on
their informational and navigational value.
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1. Introduction
When humans look for information, they manifest their
information-seeking behaviour, which is, however, only a
part of a much broader information behaviour [18]. This
term encompasses all information activities, i.e., receiving
of information (intentional or incidental) when interacting with the environment or other humans, looking for
information, information processing, and communication
of information to others.
Although we limit the scope of our work to the information-seeking behaviour and more precisely only to the
specific type of information-seeking that humans manifest when they look for information on the Web or in the
digital libraries, there are still two views to consider:
• The traditional computer science view—denoted as
information retrieval—that understands search as a
retrieval of documents from a system that are the
best match for the user query.
• The more general information and library science
view that understands search as a human information-seeking activity. Therefore, it puts more stress
on the human (user) perspective in the process of
search.
These views complement each other [18]: information search (or retrieval) is nested in the more general information seeking, which is in turn nested in the information
behaviour. At the most specific level in this hierarchy,
query refinement serves the purpose of better conveying
the intended meaning of a user for the system to be able
to guess it more accurately, while the user’s information
need stays fixed.
However, in reality, the users’ information need can change during the process, especially if it is not clear at the
beginning; this is recognized by many information-seeking
models and theories, such as Kuhlthau’s Information Search Process [9], information foraging theory [14], berrypicking [1], or by the theories of sense-making [7, 19]. It
is also in the focus of the exploratory search; this term is
usually used to denote search tasks that have exploration,
investigation, and learning as their goals [11, 17].
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An example of such a task is researching a new domain
– a task the researcher novices, such as the master’s or
the doctoral students are usually faced with. In order
to research a new domain, they have to search the digital libraries such as ACM DL1 , Springer Link2 or IEEE
Xplore3 to find articles relevant for a given field and get to
know the main concepts and relationships among them.
This was the main scenario of our dissertation as well as
of the multi-disciplinary research project TraDiCe4 (Cognitive Travelling in Digital Space of the Web and Digital
Libraries) [12], to which also the results of our dissertation
contributed.

1.1 Thesis Goals and Research Questions
If we look closer on the domain of digital libraries and
compare it with the “wild” Web, we can find out that
there are similarities, but also specifics that need to (or
should) be taken into consideration when designing an
exploratory search and navigation approach. Examples
of these are the additional metadata that are associated
with the documents in the domain, or the connections
between the documents based on the co-authorship or cocitation. This led us to formulate our first goal:
Goal 1. Explore the similarities and the differences between the domain of digital libraries and the “wild” Web
and utilise the data characteristic for the former in order
to improve the quality of the extracted keywords, which
are used in the process of exploratory search and navigation.
The initial phase of query formulation is crucial for a successful search, especially if the users start with ill-defined
information needs. Instead of forcing them to verbalise
their needs at the beginning of the search, the search
system should allow iterative querying and provide leads
(cues) on how to reformulate the initial query. Therefore, the initial search results can be understood as mere
starting points for further exploration [13]. At the same
time, it is important to provide the users means of making
sense of the domain and of exploration, learning, and understanding the important concepts in the domain. This
constituted our second goal:
Goal 2. Support iterative query formulation in the process of (exploratory) search considering previous information needs of the users and their feedback and the subsequent navigation in the information space of a digital
library of research articles through a series of navigational
steps with the goal of improving domain sense-making and
increasing important concepts coverage and understanding.
We addressed these goals in our work by examining the
following three research questions:
1. Does the use of domain-specific metadata in the process of keyword extraction help to improve the overall quality of the extracted keyword set?
1

https://dl.acm.org
http://link.springer.com
3
http://ieeexplore.ieee.org
4
http://tradice.fiit.stuba.sk
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2. Does considering the navigation history help to identify relevant terms that are useful for exploratory
search and navigation?
3. Does considering the navigational value of terms
help to identify relevant terms that are useful for
exploratory search and navigation?

2. Approaches to Exploratory Search and Navigation
We identified and analysed several exploratory search approaches; the most prominent were the following:
• Faceted search and navigation – this is historically
the oldest approach, since it followed upon the idea
of web directories. It has firmly established itself
and is widely used in commercial systems, digital
library systems, etc. The current research problems
are with extending the faceted search into the open
Web [8].
• Results clustering and diversification – it started in
part as an alternative to faceted search when a predefined taxonomy was missing as was the case with
the open Web. There is still research into novel
ways of results clustering [3], but in recent years the
main focus has shifted more into results diversification, which has the same basic idea [10].
• Tag navigation – it started as a means of resources
organisation and their future retrieval. The current
trends in this regard include personalisation of the
tag cloud content or improving its navigability [4].
All these approaches provide a global overview of the domain. Similarly, they support view creation, since filtering is the basic feature of all the search systems. However,
they differ in the means of view creation. The faceted
search relies on the predefined taxonomy, while the tag
navigation relies on the users to create their own folksonomy. The results clustering is based on the similarity
measures comparing the document contents (or their surrogates).
There are similarities in the query formulation and refinement; users always select some values, whether they
are facets, tags, or queries. They also support navigation
to some extent (e.g., the users can preview the number of
documents with a certain facet value, importance of a tag,
or the size of the document clusters). On the other hand,
all the approaches have their limits concerning the scalability. The faceted search becomes impractical, if there
are too many facets or facet values. It there are too many
documents, it becomes very computationally demanding
to create the document clusters at a reasonable level of
hierarchy (abstraction). Also, if we use tags, there are
problems with tag clouds as analysed in [6].
All of the approaches can be personalised with the exception of results clustering, because it tries to maximise the
diversity, which is in opposition to the goal of personalisation. It is also worth noting that although personalisation
is possible with other approaches, it is still rare. As to the
transparency, the faceted search and tag navigation have
a high level, because the users are always aware, how the
documents were filtered and have also some kind of indication of the size of the information sub-space, should they
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take the next step. The clustering has a moderate level
of transparency, because the users are presented with the
identified clusters and thus have a control of what should
be filtered in the next step, but the selection itself is hidden from them.

2.1 Evaluation of Exploratory Search Systems
We analysed evaluation methodologies used in 83 research
articles in the domain of exploratory search and information seeking that were published in various journals and
conference and workshop proceedings ranging from 2003
to 2016. We found out that a typical evaluation of an
exploratory search system consists of a controlled laboratory user study, the results of which are quantitatively
assessed. We observed that there is in general a lack of
longitudinal studies that would examine the natural behaviour of the users as they use the system over longer
periods of time. Also, the number of qualitative studies
was smaller than we had expected; sometimes a quantitative study with a small user sample or a quantitative
user-centred study was incorrectly categorised as a qualitative study by its authors.
One of the trends in the exploratory search evaluation is
to simulate user navigation and search behaviour. It is
suitable in situations when there is no objective notion of
relevance, but a subjective one, which prevents using a
standardised dataset. Also, it allows to test new means
of interactions and compare different parameter settings,
which would not be feasible in a classical user study. A hierarchical decentralised search algorithm is often used for
this purpose [5], other possibilities include Markov chain
model [15] or Click chain model [16]. Although there are
limitations to this approach, since it is only an approximation of true user behaviour, we examined it in our work
and employed this methodology to evaluate our proposed
approach of exploratory search and navigation.

3. Exploratory Search and Navigation Using
Navigation Leads
In order to support exploratory search and navigation,
we proposed an approach of exploratory navigation using navigation leads—important words automatically extracted from the documents present in information space—that serve as navigation starting points allowing the
users to follow a specific path by filtering only documents
pertinent to the selected lead. We distinguish two types
of navigation leads:
1. View navigation leads, which provide a global overview of the domain—what the most important concepts or the most promising leads (paths) to follow
are—before the initial query and an overview of the
generated view of the domain consisting of the documents of the filtered information subspace at the
later stages of search. They are usually presented
to a user in a cloud and play a crucial role in formulating an initial query.
2. Document navigation leads, which highlight terms
(keywords) relevant in the context of a single document (search result) as well as the terms with the
highest navigational value. They are placed directly
in a summary (or an abstract) of a document (see
Fig. 1) or below it in order for the users to perceive
them in their context. They play crucial role in

3

query refinement and add an aspect of serendipity
by allowing the users to follow also unexpected new
paths.
The selection of a navigation lead (both view-related and
document-related) by a user results in a query refinement
and subsequently in a construction of a new partial view
of the information space (when a new set of results is
retrieved).
The proposed approach consists of two main steps that we
elaborate on in the following sections: (1) identification
of the navigation lead candidates (see sec. 3.1) and (2)
selection of the navigation leads (see sec. 3.2). There is
a third step—navigation leads placement—for which we
examined the already mentioned cloud placement (in case
of the view navigation leads) and in-text or below-text
placement (in case of the document leads). We proposed
methods for the first two steps, which we evaluated in a
web-based bookmarking system Annota 5 (see Fig. 2) and
on its associated dataset. This system was developed as
a part of the research project TraDiCe.

3.1 Identification of Navigation Lead Candidates
We explored the role of domain-specific metadata and relationships in the process of identification of navigation
lead candidates. More specifically, we focused on citations, or more precisely, citation sentences as well as cocitations, thus addressing the first research question.
We proposed a method of keyword extraction using citation and co-citation analysis that combines keywords extracted from the document content with those extracted
from citation sentences and from the co-cited articles. It
weights the extracted keywords (navigation lead candidates) using a set of defined rules based on the co-citation
weight and proximity.
We quantitatively evaluated our method in the domain
of digital libraries using experts’ judgement on the relevance of the extracted keywords. Although a single relevance judgement of an expert can be considered qualitative, since we evaluated the performance of the method
based on the set of all judgements by computing a metric (precision in our case), the evaluation is quantitative.
We collected 844 assessed keywords from eight domain experts. We found out that using citations and co-citations
outperforms the TF-IDF method. The differences were
significant with P @2 metric (based on the test of equal
proportions that uses χ2 test statistic).
Besides examining the quality of the extracted keyword
set, we also analysed, whether the use of citations and cocitations is capable of finding new words or promoting the
important words by boosting their relevance in comparison with the content-based (TF-IDF) and solely citationsbased baselines. Almost 15% of the assessed words were
identified only when considering also co-citations with
more than half of them relevant or somewhat relevant
(as assessed by the experts).
Additionally, we scrutinised the limitations of using the citation and co-citation analysis with respect to the number
of citations of an individual article. With the increasing
5
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Figure 1: Navigation leads (highlighted in green) placed directly in the text. The users can click on them
in order to refine their query.

Figure 2: Annota web interface – users can organise and retrieve their resources using tags (1). They
can create and manage groups (2), in which they can share and discuss their bookmarks with their
colleagues (3).
number of citations of an article, the performance of our
method increases; the difference proved to be statistically
significant using χ2 test statistic.

3.2 Selection of Navigation Leads
The step of navigation leads selection can be viewed as
assessment of the navigational value of the navigation lead
candidates identified in the previous step that is combined
with their document relevance in order to select terms the
most suitable for navigation. In our work, we examined
multiple aspects for assessment of the navigational value
of the candidate terms:
• User context – there are many types of user context that are relevant for search, such as temporal
context, context of activity, or social context. We focused mainly on the context of activity in the form
of previous user queries, i.e., their search history,
which can partially model short or long term interests of users.
• Corpus relevance – the existing approaches, such as
tag navigation, use term frequency and co-occur-

rence as a function of their navigational value. We
utilise the structure of the information space (underlying topics and clusters of documents) and assess, how the navigation lead candidates reflect the
information subspace that is covered by them.

3.2.1 Employing History of User Navigation
We proposed to employ—besides the document relevance
of the terms—users’ query history in a specific period of
time in the process of selection of view navigation leads
from navigation lead candidates. The terms added from
navigation history reflect the various paths foot-worn by
the users seeking for information and can, therefore, help
researcher novices to find new topics to explore. This
is especially useful for the exploratory search scenario,
because it helps users to discover and explore what other
users had been looking for. The history records from a
specific period of time are used for adapting the content
of a cloud according to the user query.
We conducted a live experiment in Annota with 17 participants that lasted for one week, thus addressing our
second research question. In total, the participants con-
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Random

History

Each identified topic represents a cluster of documents
and is in turn represented as a probability distribution
of terms. Each document is represented as a probability distribution of topics (meaning that it can belong to
multiple clusters). After selecting a navigation lead, only
documents from the associated cluster are filtered. However, since a document can belong to multiple clusters, it
is possible to explore the surrounding relevant topics as
well.
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Figure 3: Selection of terms added from history
into the cloud (denoted History ) and probability
of their selection (denoted Random) w.r.t. the
number of history terms in the cloud.

structed 45 queries consisting overall of 858 navigation
steps and 124 terms (65 unique) during the experiment.
For the purpose of evaluation, we filtered out those navigation steps that occurred with a cloud with no terms
from history present, leaving us with 764 navigation steps.
We compared the frequency of selection of terms from history by users with the probability of history terms selection. We found out that the users selected the terms from
history twice as often as they would if they selected terms
in the cloud randomly. We also examined the frequency of
selection of cloud terms added from the navigation history
with respect to the overall number of terms added from
history present in the cloud (see Fig. 3). Using a Wilcoxon
signed-rank test, we found that the users selected terms
from history more frequently; thus, they seem valuable for
the users when navigating in the information space using
view navigation leads.

3.2.2 Employing Navigational Value of Terms
We proposed to utilise a structure of the underlying information space in order to assess the corpus relevance,
i.e., the navigational value of the terms, thus addressing
the third research question. For this purpose, we cluster the information space using LDA (Latent Dirichlet
Allocation) [2]. An example of the identified topics and
relevant terms from the documents in the Annota dataset
are shown in Tab 1.

Table 1: An example of two identified topics (top
5 terms for each topic) for Annota dataset used
in our evaluation. We used 10 as a total number
of topics in our experiment (based on the 10-fold
cross-validation).
Topic #1
ontology
annotation
metadata
service
RDF

Topic #2
social
site
navigation
recommendation
collaboration

5

We carried out a synthetic quantitative experiment on
the Annota dataset, the design of which was inspired by
the existing works that examined the similarity of human
navigation behaviour and a decentralised search in the
information networks [5]. In order to simulate the navigation behaviour, we used various search strategies on a
navigational network, which we constructed from the documents in the dataset based on the selected navigation
leads. When comparing the document relevance and the
navigational value, the results of our experiment showed
that employing navigational value helps cover more (relevant) documents when conducting the exploratory search
and that the computed measure of relevance outperforms
the prevalent measure of popularity (corpus frequency).

4. Contributions and Conclusions
Addressing the goals presented in sec 1.1, the main outcomes and contributions of our dissertation are:
• A proposal of a general model of exploratory search
and navigation, which we extended with our proposed approach of navigation leads that serve as
navigation starting points and means of query refinement.
• Method of keywords extraction using citation and cocitation analysis used in the process of identification
of navigation lead candidates. We made a contribution to keywords extraction in demonstrating that
using the set of selected citations and co-citations
(based on the proposed selection rules) improves the
precision of the extracted keywords when compared
with the TF-IDF method and is capable of finding
new keywords that would not have been otherwise
extracted.
• Method of navigation leads selection focusing on the
problem of assessment of their navigational value
that would convey their information scent. We made
a contribution in navigational value assessment for
exploratory search and navigation by considering
navigation history of the users and the corpus relevance of the candidate terms employing the topic
clustering. We showed in a quantitative user study
that view navigation leads selected from the navigation history were valuable for the users, since they
were selected more frequently than other terms. In
a quantitative synthetic experiment aimed at evaluating the corpus relevance, we showed that taking
corpus relevance into account during the document
navigation leads selection improves the coverage of
the (relevant) documents in the domain, which can
lead to its better understanding by the users.
A significant amount of work on the dissertation was devoted to development and maintenance of Annota. We designed its A/B testing functionality turning Annota into
an evaluation platform capable of testing various scenarios
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and methods on different groups of Annota users based
on their activity within the system. We also extended
its core functionality; all this allowed us to collect data
from more users and in a better quality. Thus, Annota as
an evaluation platform and its related dataset that was
collected over four years of its use, can be considered a
partial outcome of this work and have potential to be used
for evaluation also in the future works.
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Nowadays, cloud computing is one of the most used information technologies. It offers an infrastructure, a platform or a software as a service over the network to the
huge number of remote users. Currently, this is a very
promising and popular way in which they are offered.
Cloud computing has a potential to change the using of
information technologies.
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There are two main open problems in cloud computing
– interoperability and privacy. Our dissertation thesis
is focused on interoperability. Nowadays it is difficult
to migrate an application between clouds offered by different providers. The thesis deals with this problem in
multicloud environment. Specifically, it is focused on an
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of the art. The method is divided into three parts: a multicloud architecture, a method of a horizontal scalability
and a taxonomy for multicriteria optimization. The principles of the method have been applied in a design of a
multicriteria optimization architecture, which we verified
experimentally. The aim of the experiment is carried on a
portal offered a platform according to the users’ requirements.
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1.

Introduction

Cloud computing is in the top 10 strategic technology
trends for 2015 [9]. It is used by an academic field as
well as by an industrial field. One of the main reasons
for the expansion of cloud computing is the need for highperformance computing in almost every modern area.
Users are requiring two main properties from clouds:
1. interoperability
2. privacy
Dissertation thesis is focused on interoperability. An intercloud migration of an application still represents a serious issue. Almost every cloud provider offers their cloud
resources through specific API. Such an approach causes
vendor lock in. The users have to adapt to provider’s API.
Nowadays there is not a standard API or a reference cloud
implementation.
The thesis is an extension of Minh Binh Nguyen’s research
[13]. He created a generic development and deployment
framework for cloud computing. The model solves interoperability on an operating system level. This thesis
improves the model, in order to carry out an application
performance optimization in a multicloud environment.

1.1

Motivation

Multicloud computing is advantageous for users as well as
providers. The main advantages are: unified cloud-based
architecture, avoiding of vendor lock-in, interoperability,
scalability, improved accessibility, reduced latency and reduced operating cost.
There exist four fundamental cloud-based collaboration
use cases [19]:
• hybrid cloud
• multicloud computing
• federated cloud
• Inter-cloud
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Users of a hybrid cloud utilize a public cloud partly (e.g.
resources of private cloud are insufficient). Alternatively,
the users offer their unused resources to cloud providers.
A hybrid cloud represents a resources’ extension of a private cloud.

provider. Users are unable to replace their provider without effort. This situation suits cloud providers who do
not engage in it at all [15].
There are two main ways to achieve multicloud computing
[19]:

Users of a multicloud computing work in a third party
environment. The provider of the environment offers interoperability. That means the provider translates messages from different end-users to cloud providers and vice
versa. However the management of resources is left to the
end-users in many cases.
The concept of an inter-cloud was introduced by Cisco
[2]. The paper describes the inter-cloud as a cloud made
up of different clouds. This is a parallel to the Internet –
the network of networks. Inter-cloud is characterized as
a group of clouds which communicates through uniform
standards. The standards provide cloud interoperability
to users. This model has been inspired by Internet and
telephone networks. It is typical for them that, in spite of
infrastructure offered by different providers, all elements
are interconnected.
Federated cloud is an aggregation of multiple cloud providers which offers its resources to improve services of
individual cloud providers [11]. The providers made their
idle resources available to each other. This policy improves scalability and flexibility across the federation.
Thus, users work with resources that come from different providers. This property does not increase the load
of the system. It is also irrelevant from the point of view
of the system.
Federated cloud, Inter-cloud and multicloud computing
are very new concepts. Computer scientists use them often interchangeably. We look at Inter-cloud as a global
federated cloud. So the federated cloud is a first step towards Inter-cloud. Multicloud computing is an abstract
concept that is an expression of the fundamentals of Intercloud and federated cloud.

2. State of the Art
There is a very good chance that the next evolution step
of cloud computing will be distributed cloud computing
– multicloud computing. Authors of paper [6] identified three evolutionary steps: monolithic, vertical supply
chain and horizontal federation. Cloud services are offered
by a single provider in the monolithic stage. Next step
is to offer a pipelined cloud service. The whole service is
offered by multiple providers. The providers create a vertical supply chain at the end of which is the service offered
to a user. The last step is horizontal federation. Providers
create a federation in which they share resources among
themselves. This approach makes their services more reliable and improves scalability of their services. On the
other hand, it is the interaction of the providers, which
represents the greatest challenge.
Currently there dominate monolithic cloud services (Amazon, Google, Microsoft . . . ). Each provider has their own
API which makes service administration and maintenance
complicated. Consequently, a user is restricted by one
provider in many cases. It is very difficult to collaborate with many providers and cloud services combining is
not supported. The heterogeneity causes vendor lock-in
[17, 14]. That means, a user becomes dependent on the

• collaborative service (middleware)
• standardization (e.g. interfaces)
A collaborative service is an intermediary between a user
interface and cloud. Its task is to ensure communication
between cloud interfaces (e.g. by messages translating).
This approach allows customers to use clouds from different providers. It ensures cloud interoperability. Standardization offers another way to ensure interoperability
(e.g. this approach was successful at network communication – it creates TCP/IP protocols). Currently, it is
very difficult to obtain standardization, so we decided to
create a collaborative service.

2.1

Standards Supporting a Multicloud Computing

The following table of standards has been based on the
survey [19]. It implies two important facts. The facts
influenced us in our research.
The first fact is that a design of a standard for multicloud
computing deals with three main factors: interoperability,
security and legality (of the service in a particular country). Other obstacles are following. Cloud providers do
not want to agree on a uniform standard. They rather
prefer vendor lock-in [14].
The second fact is that there have been produced many
standards, but neither of them has become a globally recognized for multicloud computing [14, 19] (see table 1). It
is a consequence that the providers are not able to agree
on a single standard and this situation suits them also.
We decided to focus on collaborative services only, based
on these facts.

2.2

Collaborative Services

Various collaborative services are discussed in this subsection. This is the best way to achieve multicloud computing, taking into account the current situation. The
services can be performed either on a user’s side or can
be offered as a third party service. Following analyse of
collaborative services is based on the survey [19].
Reservoir [17] is an architecture for a cloud federation.
The authors distinguish between two operations in
the model. That also means the model has two types
Reservoir sites – infrastructure providers’ sites and
service providers’ sites. Service providers offer their
customers the applications that exploits an infrastructure provided by infrastructure providers. Service providers do not own a computing resources,
network or storage. Those are owned by infrastructure providers who offer them to service providers in
the form of isolated virtual environments – virtual
execution environment (VEE).
Architecture Reservoir has three main components:
service manager, virtual execution environment
manager and virtual execution environment host.
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Table 1: The table compares current standards according to the focused problem – Provisioning (Pr),
Portability (Po), Service Level Agreement (SLA), Security (S), Monitoring (M), Economy (E), Network
(N), Autonomics (A). (Adapted from [19].)
Standard
Pr Po SLA S M E N A
DMTF Distributed Management Task Force
X X
X
X X
X
OGF Open Grid Forum
X
X
X X
X
CSA Cloud Security Alliance
X X
OCM Open Cloud Manifesto
X
X
NIST National Institute of Standards and Technologies
X X
X
CCIF Cloud Computing Interoperability Forum
X
X X
OCC Open Cloud Consortium
X
OASIS Organization for the Advancement of Structured Information Standards
X
X
X
GICTF The European Telecommunications Standards Institute
X X
ETSI Inter-Cloud Technology Forum
X
X X
CWG The Open Group Cloud Computing Work Group
X
OMG Object Management Group
X
X
X
ODCA Open Data Center Alliance
X
X
X
IEEE P2302 IEEE P2302 Working Group
X X
X X X X
SNIA CSI Storage Networking Industry Association (SNIA) Cloud Storage Initiative X X
ISO JTC 1/SC 38 ISO JTC 1/SC 38
X X
X
X X X
ITU-T FG ITU-T Focus Group on Cloud Computing
X X
X
X X
X
SIENA Standards and Interoperability for eInfrastructure implemeNtation initiAtive X X
X
X
Table 2: The table compares the multicloud collaborative services – focus of the project (F), type of the
project(T), interoperability achieving (I), provider side installation (P), client side installation (C).
Project
F
T
I
P C
Reservoir
interoperability
architecture
standardization X X
Contrail
interoperability
architecture
agent approach
X
OPTIMIS efficient use of resources software tools
agent approach
X
The service manager is on the top layer. It interacts with service providers – it receives their service manifests (e.g. deploy virtual environments,
SLA monitoring . . . ). Middle layer is virtual execution environment manager. Its role is to manage
a virtual environment, to interact with virtual execution environment manager of other pages (this
property creates a federative cloud) and to place
virtual environments into virtual execution environment hosts. Bottom layer is virtual execution environment host. It is responsible for supporting
various types of virtualization, virtual environment
monitoring and provide migration of a virtual environment within a federated cloud.
Contrail [5] enables the utilization of cloud resources offered by different cloud providers (horizontal integration) and also it gives an opportunity to work
with IaaS and PaaS (vertical integration). Contrail
is based on agents who act as intermediaries between
cloud users and cloud providers. Contrail consists
of three layers: interface, core and adapters. The
interface layer has two forms – command line and
web interface. Its role is to collect requirements from
users and provide services of a federated cloud as a
REST service. Core layer contains modules for security, application management and SLA management. The federation runtime manager looks after the application management which exploits services of the image manager and provider watcher.
Adapters layer is a bottom layer. Adapters are subdivided by type of resources provided into external and internal modules. Internal modules make
available virtual infrastructure network, global autonomous file system and virtual execution plat-

form. External modules translate messages from
federated cloud to cloud providers
OPTIMIS The main components of OPTIMIS are as
follows. Services are created by the service builder.
It has integrated development environment that allows a development (via programming model) and
a configuration (via configuration manager). SaaS
cloud is gotten at the end (a service is offered over
the Internet and it is executed in multicloud environment). Basic toolkit supply a functionality for
service management (e.g. monitoring, security . . . )
to other components. Once an assembling of a service is finished, deploying of the service is started.
Deploying is carried out with deployment engine.
It looks for the best infrastructure provider for the
service. If the search is successful, deployment engine sends a request to admission controller. The
admission controller decides if the service exploits
the resources of the infrastructure. Subsequently,
cloud optimizer allocates the resources for the new
service. Successful deployment of the service is reported to service optimizer. Afterwards, the service is observed by service optimizer which is able
to make its subsequent migration to the other infrastructure, if it is necessary and the service level
agreement is not broken.

Comparison of the collaborative services. Three significant research projects related to our research have been
identified during the analysis of the state of the art: Reservoir, Contrail, and OPTIMIS. The comparison is summarized in the table 2. Several important observations have
been made on the basis of the table. OPTIMIS focusses
on an optimization and is the extension of an (multi)cloud
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architecture. It is the set of software tools, while the other
two projects focus on interoperability and multicloud architectures. Reservoir achieves interoperability through
standardization. This is the reason for the installation on
a provider side as well as on a client side. Contrail and
OPTIMIS do not rely on standardization and therefore
are installed only on client side. They achieve interoperability through agent approach.

3. Main Objectivities of Dissertation Thesis
Building on these ideas, our architecture is created. From
state of the art, we made several observations:
1. Nowadays, there are many cloud providers offering a
cloud service through a proprietary API (e.g. Amazon, Microsoft. . . ). This situation creates vendor
lock-in [17, 14].
2. Cloud’s customers mostly focus on two types of
clouds – SaaS and IaaS [17]. This is due to that a
platform (in the current form) is suitable for small
group of users. The situation is a result of two factors. If the user is interested in a particular product,
they choose a SaaS. On the other hand, if the user
wants to be more variable (or they are interested in
a virtualized environment), they are forced to use
IaaS currently. PaaS appears to be only suitable at
first glance (see section 2). That is the reason why
the dissertation thesis is focused on IaaS at multicloud computing environment.
3. There are several ways to achieve multicloud computing [15]. The most common ways are a standardization of interfaces and collaborative services.
The state of the art shows that the standardization is very difficult to enforce. This is due to the
fact that today’s cloud providers refusing to accept
a common interface [19]. That is the reason why the
article presents a collaborative service.
4. Collaborative services offering infrastructure is a
young field of cloud computing. There exist only
several projects focusing on the services. The article has presented three FP7 – Reservoir [17], Contrail [5] and OPTIMIS [8]. The main difference
between these projects is the way an interoperability is achieved. Reservoir has to be carried out on
multicloud provider’s side. This approach has the
same problem as standardization – the providers
have to agree on it. Contrail and OPTIMIS take
reverse approach – the collaborative service is executed on user’s side (alternatively it can be provided as a service). This approach is independent
of the providers because the services are located between the providers and the users. Contrail applies
an agent approach to achieve multicloud services.
However the approach is redundant (it is too high
load on a network). In this case, the agents are used
for a discovery and selection of resources. OPTIMIS
is not a an architecture, it is a software kit allowing
some kind of an optimization.
The main ideas that influenced the design of the architecture are as follows:
• allow scalability
• allow interoperability

• avoid vendor lock-in
• provide infrastructure primary (in order to be extensible, the design has to flexible sufficiently)
• create collaborative service
• be independent of providers
• allow flexible provider administration (new provider
changes the architecture minimally)

4. Multicloud Computing Architecture
Let us start with a characterization of a multicloud problematic (see problem 1). This approach enables us to
make a method for this problem.
Problem 1. Multicloud computing
Input: virtual resources V R from different providers
Problem: to merge virtual resources V R in order to be
accessible by an uniform way
Output: multicloud virtual resources M V R
The description of proposed architecture employs the
model of abstract resources created by Minh Binh Nguyen
(see paper [13]). The formalism of multicloud computing
was derived from problem 1. A whole multicloud with
k virtual machines is labelled as Ck . Detailed definition
looks as follows [3].
Definition 1. Multicloud computing
Multicloud architecture is represented by a (k+1)–tuple
Ck = (V M1 , . . . , V Mk , M ), where V Mi is an abstract virtual machine and M is a cloud middleware of a multicloud
environment.
Software SWi = (BaseSW, App1 , . . . , Appn ) of an abstract virtual machine V Mi from Ck has to satisfy the
following condition:
∀1 ≤ i ≤ n ∃1 ≤ j1 , . . . , jm ≤ n :
check(Appi , Appj1 , . . . , Appjm ).

It is crystal clear that a tool for an application compatibility is needed. A predicate approach is supposed in this paper. The paper present a predicate check(x, y1 , . . . , ym ).
The predicate ensures that applications from a virtual
machine are compatible.
Definition 2. Abstract resources checking
check(x, y1 , . . . , ym ) is a predicate (check : {x, y1 , . . . , ym }
→ {T rue, F alse}) which on input gets an abstract application x and abstract applications y1 , . . . , ym running on
the same virtual machine as x.
(
T rue ← req(x) ⊆ ∪m
i=1 prov(yi )
check(x, y1 , . . . , ym ) =
F alse ← otherwise
The predicate verifies if there is a conflict among applications running on the same virtual machine. The basic
view is that if an application requires a property then
another application running on the same virtual machine
provides the property.
Definition 3. Abstract application interface
prov(x) = {v1, . . . , vl }, where vi is a property provided by
an application x.
req(x) = {v1, . . . , vl }, where vi is a property required by
an application x.
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Multicloud
Multicriteria optimization
Intercloud migration
Hierarchy of virtual machines
Monitoring

Cloud
Start a virtual machine
Shut down a virtual machine
Backup of a virtual machine
Restoration of a virtual machine
Command line of a virtual machine
Download data on a virtual machine
Upload data on a virtual machine

Virtual machine

Criterion
Condition of a nonsatisfiability
Consequence of a nonsatisfiability
Type of an optimization

Data

Figure 1: The schema of the taxonomy for a multicriteria optimization.

5. Methodology of a Horizontal Scalability
Let us start with a characterization of a multicriteria optimization as before (see problem 1).
Problem 2. Multicriterial optimization
Input: internal virtual resources V R1 , set of optimization criteria OC.
Problem: to reallocate internal virtual resources V R
based on the requirements OC with respect to running applications in the cloud.
Output: internal virtual resources V R0
The methodology works in the multicloud architecture.
The main advantage of the architecture is that it operates with applications as independent components. This
approach allows to run the methodology on a virtual machine’s level. It supports a creation of a virtual machine,
a deletion of a virtual machine or a migration of an application among virtual machines as necessary. So a formal
definition looks like follows [12].
Definition 4. Intercloud multicriteria optimization
Multicloud Ck = (V M1 , . . . , V Mk , M ) is balanced if and
only if:

∀1 ≤ i ≤ k : balanced(V Mi ).
1

For example it could be virtual machines of IaaS cloud

A concept of balanced multicloud expresses that a multicloud is balanced if and only if its every virtual machine
is balanced.
Definition 5. Virtual machine optimization
balanced(vm) is predicate (balanced : {vm} → {T rue,
F alse}), which gets a virtual machine vm on input. Let
us have a set of predicates T , which describes nonoptimality. The predicate is defined as follows:

balanced(vm) =

(

T rue
F alse

← ∀p ∈ T : p(vm) = F alse
← otherwise

System nonoptimality characterizes a set of rules (formally predicates), which we marked by letter T (there are
rules such as: the usage of a virtual machine processor is
less than 30%, the usage of a virtual machine processor is
more than 80% . . . ).

6.

Taxonomy for a Multicriteria Optimization
in a Multicloud Environment

A taxonomy (see figure 1) describes a functional abstraction of a multicriteria optimization in a multicloud environment. The taxonomy is also composed from properties of entities. The basic entity is a multicloud. The
multicloud offers an optimization (as defined in the definition 1). The optimization relates to a monitoring of
criteria. The multicloud has to detect nonoptimal virtual
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machines. If a virtual machine is nonoptimal then an intercloud migration is triggered. The intercloud migration
is a one of a basic functionalities offered by the multicloud.
However, an election of a suitable configuration of a virtual machine is not always straightforward. This explains
why, a hierarchy of virtual machines is needed. The hierarchy organized configurations of virtual machines respect
to the criteria of the optimization. The virtual machine’s
hierarchy has to be an oriented acyclic graph. It is obvious that the hierarchy is a partially ordered set. The
partially ordered set is visualised as a Hasse diagram. The
Hasse diagram is an abstraction of oriented acyclic graph
[10].
The multicloud entity is composed of two entities – a cloud
and a criterion. The criterion entity is modelled with the
following properties: a condition of a nonsatisfiability, a
consequence of a nonsatisfiability and a type of an optimization. The model of the criterion is a derivation of a
predicate definition of a balance (see definition 5). The
condition describes a state when a virtual machine is unbalanced. The consequence describes the transition from
a nonoptimal state to an optimal state. The last property is a type of optimization. As for any (mathematical)
optimization, it is essential to know whether the aim is to
find a minimum or maximum.
The cloud entity makes an administration of its virtual
machine. That means, it has to start a virtual machine
and shut down a virtual machine. It makes an actual
mirror of a virtual machine (making a snapshot) on the
fly. This ability is the reason why is needed backup of
a virtual machine and restoration of a virtual machine.
Last but not least, the cloud entity has to provide a way
to access to a virtual machine. That means, users are able
to download and upload data on a virtual machine and
they have an access to some type of a command line.
The cloud entity is composed of two entities – a virtual
machine and data. Data entity encapsulates other entities
often. However, it is pointlessly from the view of the
taxonomy. In the same way, the virtual machine entity is
also too low-level from the view of the taxonomy.

7. Application of the Multicriteria Optimization
Method in the Architecture Design
The architecture is based on the formal model. It’s main
aim is to provide a balanced system. The system is represented as multicloud Ck , whose virtual machines V Mi
are an input of the algorithm 1. The algorithm 1 ensures
the balance of the system.
Algorithm 1 Multicriteria Optimization Algorithm
Require: V R = {V M1 , . . . V Mk },
C = {C1 , . . . Cn },
R = {R1 , . . . Rn }
Ensure: V Ropt
1: V Ropt = ∅
2: for i := 1 to k step 1 do
3:
if V Mi is optimal then
4:
V Ropt := V Ropt ∪ {V Mi }
5:
else
6:
for j := 1 to n step 1 do
7:
if conditionj (V Mi ) then
8:
Make V Ropt satisfying rule Rj of
conditionj (V Mi ).

Let us explain the application of the multicriteria optimization method in the architecture design on an example. Let us have a multicloud that is composed of two
clouds. Eucalyptus is installed on the first cloud and
OpenStack is installed on the second cloud. The multicloud architecture has to have drivers for both environments. The driver functionality is represented by element
M in the definition of multicloud computing (see definition 1). Let us have four virtual machines – Ck =
(V M1 , V M2 , V M3 , V M4 , MEucalyptus,OpenStack ). The virtual machines have installed Unix-based operating system
(e.g. Linux Ubuntu – ∀i ∈ {1, 2, 3, 4} SWi : BaseSW =
U buntu14.04). Compliance of software interfaces is simplified by the installation from repositories. In case the
repositories are unavailable, this functionality has to be
ensured within the architecture (as stipulated in the formal model of the multicloud architecture).
The algorithm 1 also gets the set of predicates T . The
set expresses the imbalance of the system. The predicates
are divided into two parts in the algorithm. The first part
consists of the conditions of imbalance (it is represented as
tuple C). The second part is contains events, that allow a
transition from an imbalanced state ci to a balanced state
ri (it is represented as tuple R).
The multicriteria optimization is divided into several suboptimizations which are represented by the set T . Each
predicate corresponds to one partial optimization. Thus
the state of the system is not defined by one criterion, but
by n criteria where n = |T |2
The aim of our optimization approach is to search events
from R, which enable a transition to a more balanced
system. The event can be imagined as a virtual machine
configuration change (e.g. performance of processor, size
of RAM and so on). Virtual machines are monitored regularly, and if imbalanced is occurred, the relevant event
is performed.
Let us have a user who does not want to waste of processor
performance and RAM – C = (usage of CPU < 30%,
usage of RAM < 30%) and R = (reduction of processor
frequency, reduce of RAM). Monitoring tools check the
actual status of CPU and RAM of every virtual machine
in the multicloud system. If there is waste of resources,
then relevant event is carried out.
This approach is inspired by the hill climbing search algorithm [18]. The algorithm is one of the basic approaches
which searches the space of states (locally). The actual
state is replaced by better neighbouring state in each iteration of the algorithm. It belongs to the greedy algorithms [7].
The main contribution of our method is the automatic
configuration of virtual machines due to actual usage. If
we would like to compare a nonoptimized system with an
optimized system, the main benefit is in an effective allocation of multicloud resources. A provider gets a more
balanced load of clouds. A user’s virtual machines work
only with the resources of the multicloud system which
they are using actively. This is one of the main character2
The tuples C and R has the number of elements equal
to the cardinality of the set T . It is a direct consequence
of the definitions of the tuples.
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Figure 2: The schema of multicriteria optimization modules.
istics of cloud computing - pay as you go. This property
is not ensured within infrastructures offered as a (cloud)
service.

8.

Implementation

The implementation is based on the results of previous
sections. It is composed of three components (see figure
2): multicloud interface, multicloud manager and cloud
driver. Whole implementation is made in Python.
Multicloud interface obtains requests from users and it
offers multicloud services in form of REST services. Multicloud manager carries out a integrity of cloud resources
provided by different providers and it processes requests
from users. The last part of the implementation is cloud
driver. Cloud driver transforms a requests which were
sent between a cloud manager and a cloud provider.
For a multicriteria optimization, multicloud manager has
been extended by monitoring tools and optimization algorithm. In order to know the actual state of a virtual
machine load, monitoring tools have been implemented
into the multicloud manager. Monitoring is focused on
an infrastructure. Virtual machines are monitored (e.g.
processor, RAM, storage and so on) and this information
is mediated to other subsystems. Nowadays, there are
many monitoring tools for big distributed systems. However, the approaches are not usable straightforwardly in a
multicloud environment. The main complication is a heterogeneous aspect of the environment. Cloud providers
offer cloud services through a different API which makes
monitoring difficult. The implementation is able to monitor cloud resources independent of cloud providers.
Monitoring information is important for an optimization
algorithm (see algorithm 1). The algorithm controls

whether all virtual machines satisfied every optimization
condition. The algorithm is testing a balance of a virtual
machine. If a criterion is not satisfied then the operations
(defined by a user) addressing the situation are carried
out. Multicloud interface is expanded with the possibility
to enter an optimization criterion.

9.

Experiment

Presented approach had been tested in an environment
of tailored platforms – platforms created to users’ needs.
The current situation implies that a future (cloud) services will be more plastic. This means that the services
will be adapted to users not vice versa. However it cannot
be achieved immediately. The technology has to grow up.
The starting point could be to think about multicloud
environments – platforms created according to users’ requirements. Nowadays platforms are preconstructed.
Users need just such a platform that offers a provider or
have to move to another type of cloud (it is often a cloud
offering an infrastructure). This is problematic in many
cases, especially for noninformatics users. Another important problems are caused by an integration of a software
executing on the platform and lack of knowledge about an
operating system. The characterization of tailored platforms is described by following problem (see problem 3).
Problem 3. Tailored platform
Input: internal virtual resources V R3 , a set of requests
on a platform P R.
Problem: to reallocate internal virtual resources V R into
the tailored platform T P which satisfies the demands P R.
Output: tailored platform T P .
3

For example, it could be virtual machines of IaaS
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Application
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Several properties are provided by the virtual machine
manager. The active virtual machines are shown to the
user. A virtual machine can be backed up or deleted. The
virtual machine manager is responsible for a creation of
a new virtual machine and a restoration of a virtual machine (from a snapshot). The user of the portal is not tied
with one provider. The provider can be changed with a
minimal effort (a provider name is one of the parameters
of a creation or a restoration of a virtual machine). The
remaining operations of the virtual machine manager are
the commands for a virtual machine. The user is able to
download or upload a data of a virtual machine and make
a connection with a command line of the virtual machine.
It is very important to note that the applications could
not be very tied with the operating system. Portable applications are very suitable. The reason is that the application has to be able a intercloud migration. The manager
of the optimization conditions provides basic functionality for the conditions – overview, creation and deletion of
the conditions.

Figure 3: The schema of a portal offering tailored
platforms.

The main contribution of our approach is to make the
sharing and allocating of multicloud resources as much
effective as possible. An application should work with resources that are needed at the moment. It was achieved
through the monitoring of a virtual machine load at regular intervals. Through the monitoring, unbalanced virtual
machines had been detected, and they were transformed
into balanced.

A portal (see figure 3) supporting tailored platforms is
designed according to the problem 3. The portal consists
of three parts: authentication, tailored platform provider
and virtual machine manager [4]. The portal consists of
multicloud resources. As has been mentioned, authentication is not taken to account. It is left to cloud providers.

The balanced multicloud is also much more loaded as an
unbalanced multicloud. This is due to the fact, an user
makes an estimation of the resources amount needed by an
application. However, the resources amount is too much
larger. This phenomenon causes that the resources are
artificially allocated, even if they could be used by other
applications.

Operating system

Operating system

Platforms have been represented as images. The user
chooses an image and virtual machine configuration. The
portal creates a platform based on these demands. Such
simple approach allows us to give users some form of freedom in the platform context. The images (of platforms)
could be prepared by portal provider or other users.

9.2

The runtime platform model (see figure 4) describes deployment the elements of the portal. The experiment was
carried out on FedCloud’s clusters (on infrastructure offered by the Institute of Informatics of Slovak academy of
sciences concretely). A cluster has 176 cores with 3 GB
RAM and its storage is 50 TB. The biggest offered virtual
machine has 8 cores with 16 GB RAM and its storage is
160 GB. Application server of the portal is Django since
that portal is implemented at Python.

The parameters of the experiment. The experiment was

Description of the Experiment

The experiment simulated the load of the multicloud system and we observed as our approach increased effectiveness of the multicloud resources. Consequently, the optimized cloud was compared with unoptimized cloud.

This work does not focus on security as has been mentioned before. Therefore user connects directly to the
portal in a network model (see figure 5). Security issues
are left on cloud providers.

carried out on the infrastructure of the Institute of Informatics of the Slovak Academy of Sciences. We worked
with three virtual machines at OpenStack environment.
A user’s behaviour has been simulated in the environment. Optimization focused on RAM and CPU. The optimization rules were as follows: if CPU usage is greater
than 80% increase the processor frequency; if CPU usage
is less than 20% decrease the processor frequency; if RAM
usage is greater than 80% increase size of RAM; if RAM
usage is less than 20% decrease size of RAM4 . The monitoring of the virtual machines was carried out every 15
minutes.

9.1

The load simulation was performed by programs written
in the programming language Python. The cause of load

Prototype

The experimental environment for the portal have been
made. The achieved results have been verified through the
prototype. That means, the architecture of the portal was
multicloud with multicriteria optimization. The form of
the prototype was dynamic web application. The application has two basic environment – the virtual machine
manager and the manager of the optimization conditions.

4
The OpenStack does not allow to change the processor frequency, but merely the number of processor cores.
Therefore, the CPU usage has been represented as the
sum of the load of all CPU cores and so the CPU frequency changing operation has been replaced by changing
of the CPU core number.
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Figure 4: The runtime platform model of a portal offering tailored platforms.

Figure 5: The network model of a portal offering tailored platforms.
is irrelevant from the point of view of the system behaviour. CPU load was simulated by the infinite loop,
multicore load was carried out by parallel execution of
the infinite loop and RAM load was performed by saving
a large array into RAM.
The environment of OpenStack was not customized. It
causes an issue with preconfigured virtual machines (see
table 3), namely when we wanted to change one of the
parameters of the virtual machine. This is not possible in
OpenStack (other cloud environments behave similarly).
If users want to change a parameter, they need to choose
a different virtual machine configuration – so all parameters are changed. However, this may not be demanded.
This unwanted effect can be solved by defining more preconfigured virtual machines.

Design of the experiment. The initial configuration of
all virtual machines was medium with Ubuntu 14.04. Two
virtual machines had CPU load at 15.3%. Another virtual
machine had CPU load at 97.6%. All virtual machine had
RAM load on 6.4%. This is a common situation. A user
has to estimate the amount of resources that is needed in
average. A low amount of resources slows down the virtual machine. A high amount of resources is uneconomical
from user’s point of view. The result of the phenomenon
is a time interval when the virtual machine has an inadequate amount of the resources.

Table 3: The table shows preconfigured virtual
machines in OpenStack.
CPU cores Hard disk
RAM
tiny
1
1 GB
512 MB
small
1
20 GB
2 048 MB
medium
2
40 GB
4 096 MB
large
4
80 GB
8 192 MB
xlarge
8
160 GB
16 384 MB

Our optimization method adjusted the amount of allocated resources with regard to the actual need. Two virtual machines were running Ubuntu 14.04 only so they
had been transformed into configuration small (configuration tiny does not satisfy the minimal hardware requirements of Ubuntu 14.04). The last virtual machine had
been transformed into configuration large. Subsequently,
the loads of virtual machines were changed and we observed the reaction of our approach on the actual load.
The experiment is summarized in the table 4.

9.3

Evaluation of the Experiment

Resources of unoptimized (multi)cloud system remain unchanged. The allocation is independent of the actual load
of the virtual machines. As a consequence, the system
wastes the resources. Resources are insufficient – the virtual machine is able to work with more resources and so
the computation would be accelerated. Or, on the contrary, the amount of the resources is high – the virtual
machine is not able to use the amount of the resources
and so the computation is uneconomical.
The experiment shows that our approach is able to solve
this issue. It relieves the user from the manual managing of virtual machines. However, it was also problems
caused by the current implementation of cloud environments. The biggest problem was the small offer of virtual machine configurations and so the user is not able to
change one parameter of the virtual machine configuration. They can only increase or decrease all parameters

Table 4: The table shows the configurations of the
virtual machines during the experiment.
15 min. 30 min. 45 min. 60 min.
VM 1
small
medium
small
small
VM 2
small
medium
large
xlarge
VM 3
large
medium
small
medium
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Table 5: The table compares
Infrastructure
as a service
Amazon EC2
Yes
Microsoft Azure
No
Google App Engine No
Ruby on Rails
No
Saleforce
No
Eucalyptus
Yes
OpenStack
Yes
Reservoir
Yes
Contrail
Yes
Our approach
Yes

our approach with approaches presented
Multicriteria
Multicloud
optimization
environment
Manual
No
–
–
–
–
–
–
–
–
Manual
No
Manual
No
Manual
Clumsy
Manual
Yes
Yes
Yes

of the virtual machine configuration. This situation can
lead into a loop. Improving of a parameter leads into a
damage of another parameter and vice versa. A poor offer of configurations can cause that a virtual machine can
only be increased (e.g. the computation produces a data).
The frequency of monitoring was important parameter of
the experiment. It turned out that the parameter is very
specifics for the multicloud system. It depends on the
applications that are performed on the virtual machines.
It is affected by frequency of resource requirements. The
experiment shows that if application often asks for a large
amount of resources and the newly allocated resources
releases immediately, then the application is not suitable
for (multi) cloud. The reason is that, the migration is a
time consuming operation.
We realized that the verification should be more rigorous.
We plan to deploy the method on real projects and replace simulated data with real data. On the other hand,
although the verification was academic, it demonstrates
the benefits of our approach clearly.

9.4

Conclusions of the Experiment

Several conclusions have been made based on the experiment:
vendor lock in can be dealt with interoperability
– the thesis shows that interoperability deals with
vendor lock in adequately. A user is able without
stronger efforts to change a provider of (multi)cloud
services.
support of multicloud environments and multicriteria optimization is insufficient – it turns out
that cloud computing will pass through similar developments as computer networks. The result of the
evolution will be multicloud computing. However,
it is not very widespread for obvious reasons. Thus
the resource optimization is not sufficiently investigated. However, if multicloud computing is going to
be the next step of cloud computing, it has to respect cloud computing – users pay as they go. This
is maintained only if the resources are not wasted.
collaborative service is more accepted then standard – a form of (multi)cloud computing is a very
important question. Nowadays, there are two forms:
collaborative service and standard. Our research
confirmed that there are certain advantages in the
development of a collaborative service. The main
reason is the model is independent from providers.

before.
Monitoring
tools
Yes
–
–
–
–
Yes
Yes
Yes
Yes
Yes

application have to be portable – if the migration is
performed at the application level, then the application has to be as much independent of operating
system as possible. The applications have to behave
on the abstract level like containers with clearly defined interfaces.
services have to be adaptable – our experiment
shows that flexible services represent a one way to
improve the current status of PaaS. The user have
not to adapt to services, but the services have to be
able to adapt to the user.

10.

Approach Contribution

Considering the current situation, there does not exist a
method providing a multicriterial in multicloud environment, we decided to compare our approach with current
cloud providers and scientific multicloud projects (see table 5). There does not exist commercial multicloud environment. One of the biggest problems of cloud computing
(in common form) is vendor lock-in. We propose to deal
with the problem through interoperability, as other research groups.
Efficiency of virtual resources utilization is another problem which is equally important as previous problem. This
aspect is important particularly for a cloud offering an infrastructure as a service (IaaS). Other cloud models have
some mechanisms solving the problem by definition. Only
IaaS’ users have to deal with it.
Amazon offers one of the most used IaaS’ cloud. It offers
extensive monitoring tools as a CloudWatch. This tool allows some type of an optimization. A user is able to set up
some alerts (they are similar with our optimization criteria) checking a load of cloud resources. However they are
not resolved automatically. It is left to the user. Another
significant cloud provider is Microsoft and its cloud Azure.
However Microsoft is relying on that its products are used
by every big corporation and so Microsoft decided to offer
its products in virtual form over the Internet. Microsoft
relieved its users of administration, however on the other
hand it locked its users to a greater extent than Amazon.
Similar way also chooses Google App Engine, Ruby on
Rails and Saleforce.
The situation is quite similar in the cloud open-source
projects. Other important characteristics of the projects
are that they are ”cloud operating systems” only. That
means they do not own resources. This may be a problem
for many users. Eucalyptus and OpenStack contain, as
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well as Amazon, monitoring tools. Nevertheless, virtual
machines utilization is not optimized in any way.
The situation is more interesting among research projects.
Reservoir is an architecture for cloud federation. However development has shown that the architectural design
does not take root. The reason is the same as with cloud
standards. In order to care out of the architecture, it
has to be installed on provider side also. Nowadays, the
leading cloud providers do not want to merge with other
providers. Therefore, an architecture has to be independent of providers. Reservoir, as well as Contrail, does
not support optimization. OPTIMIS is the only project
that supports both multicloud computing and optimization. However OPTIMIS focuses on SLA, while presented
approach focuses on the user’s requirements.
The architecture is based on two aspects. First aspect,
that lead us to create a new architecture is that the projects, mentioned above, do not offer a sufficient freedom to
new providers of (multi)cloud services. We suggested also
the new multicloud taxonomy for multicriteria optimization. The taxonomy clearly specifies a cloud functionality.
Thus, if new providers want to be a part of a federation,
then they just create a driver characterizing a dictionary
of the taxonomy. The second aspect is to provide an optimization tailored by users’ requirements. This issue is
solved by using a multicriteria optimization.

11.

Conclusion

The dissertation thesis addresses the issue in the field of
cloud computing. Nowadays, cloud computing is becoming one of the leading computing paradigm of parallel and
distributed computing which has a potential to process
huge amount of data [1, 16]. Significant IT companies
such as Google, Amazon or Microsoft decided to build
huge data centres providing cloud computing. Because of
virtualization, physical nodes are transformed into virtual
nodes which creates the illusion of infinite resources. This
service is provided to a huge mass of customers through
the Internet.
The thesis is focused on application performance optimization in multicloud environment. The issue is modelled as abstraction problem which the aim is to make
optimization based on user’s requirement. It is a multicriteria optimization therefore. The user may, for example,
require that their application completes the calculation in
a particular time or use CPU and RAM optimally. . .
Based on state of the art, the thesis proposes the method
which addresses the optimization task. The method is
composed of the model of multicloud environment and
taxonomy for multicriteria optimization. The optimization is carried out by a group of logical rules that allows
the assessment of individual plans for the allocation of
cloud resources upon which the most efficient plan is chosen. This approach allows effective handling of applications running in virtual machines.
Based on the model, the architectural design for the multicriterial optimization in multicloud environment was created. The approach has been subsequently verified and
compared with similar approaches. The aim of the experiment was to provide a portal that offers a platform based
on users’ needs.
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his supervisor Assoc. Prof. Ladislav Hluchý and his consultant Dr. Viet Tran for their valuable advices and comments.

References

[1] D. Ardagna and B. Pernici. Adaptive service composition in
flexible processes. Software Engineering, IEEE Transactions on,
33(6):369–384, 2007.
[2] D. Bernstein, E. Ludvigson, K. Sankar, S. Diamond, and
M. Morrow. Blueprint for the intercloud-protocols and formats for
cloud computing interoperability. In Proceedings of the 2009
Fourth International Conference on Internet and Web
Applications and Services, Venice, Italy, May 2009.
[3] M. Bobák, L. Hluchý, and V. Tran. Abstract model of k–cloud
computing. In Proceedings of the 11th International Conference
on Fuzzy Systems and Knowledge Discovery, FSKD 2014,
Xiamen, China, Aug. 2014.
[4] M. Bobák, L. Hluchý, and V. Tran. Tailored platforms as a cloud
service. In Proceedings of 13th International Symposium on
Intelligent Systems and Informatics, SISY 2015, Subotica, Serbia,
Sept. 2015.
[5] E. Carlini, M. Coppola, P. Dazzi, L. Ricci, and G. Righetti. Cloud
federations in contrail. In M. Alexander, P. DÁmbra, A. Belloum,
G. Bosilca, M. Cannataro, M. Danelutto, B. Di Martino,
M. Gerndt, E. Jeannot, R. Namyst, J. Roman, S. Scott, J. Traff,
G. Valle, and J. Weidendorfer, editors, Euro-Par 2011: Parallel
Processing Workshops, volume 7155 of Lecture Notes in
Computer Science, pages 159–168. Springer Berlin / Heidelberg,
2012.
[6] A. Celesti, F. Tusa, M. Villari, and A. Puliafito. How to enhance
cloud architectures to enable cross-federation. In Cloud
Computing (CLOUD), 2010 IEEE 3rd International Conference
on, Miami, USA, July 2010.
[7] T. H. Cormen, C. E. Leiserson, R. L. Rivest, and C. Stein.
Introduction to Algorithms. MIT press Cambridge, 2009.
[8] A. J. Ferrer, F. HernÃandez,
˛
J. Tordsson, E. Elmroth,
A. Ali-Eldin, C. Zsigri, R. Sirvent, J. Guitart, R. M. Badia,
K. Djemame, W. Ziegler, T. Dimitrakos, S. K. Nair,
G. Kousiouris, K. Konstanteli, T. Varvarigou, B. Hudzia, A. Kipp,
S. Wesner, M. Corrales, N. ForgÃş, T. Sharif, and C. Sheridan.
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Abstract

1.

Nowadays, the Internet serves to huge masses of users
who often browse anonymously or sometimes use duplicate identities. Methods aimed at recognition of users
work with machines, but fail to distinguish real persons
behind the computers. We present a concept of biometric
component as a part of user model for recognition on the
web including a framework for assessing quality of features
based on input devices. Mouse-based features are compared from different aspects in a case study from e-shop
environment. Further, the we propose a method for recognition individuals based on comparing features distributions, which is evaluated from different points of view.
Method application as deduplication of visitors records
on the web based on mouse usage is also described in the
paper. In addition to this, a method for estimation of user
characteristics based on input devices usage is proposed.
Its evaluation shows modeling of age and gender of users
in e-shop environment from mouse usage data.

The Web in its beginnings was based on the trust that
users contribute using their own identity. But nowadays,
anonymous world of the Internet makes it hardly possible
to distinguish the truth. Mechanism which assign identities to users are easily avoided and users can hide behind
multiple identities. This results in various negative effects, such as trolling or even abuse in the first place.
Secondly, duplicated identities degrade services delivered
to users. Visitors who change identities cannot have fullfeatured personalization. Also, website owners have difficulties to improve the user experience with low-quality
data. There are mechanisms which are able to identify
browsers and machines (e.g. cookies [15], browser fingerprints [7]), but all of them have one common shortage inability to distinguish physical persons.

Categories and Subject Descriptors
H.5.2 [Information Interfaces and Presentation]:
User Interfaces—input devices and strategies, interaction
styles; D.4.6 [Management of Computing and Information Systems]: Security and Protection—authentication
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Defended at Faculty of Informatics and Information Technologies, Slovak University of Technology in Bratislava on
May 4, 2017.
c Copyright 2017. All rights reserved. Permission to make digital
or hard copies of part or all of this work for personal or classroom use
is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies show this notice on
the first page or initial screen of a display along with the full citation.
Copyrights for components of this work owned by others than ACM
must be honored. Abstracting with credit is permitted. To copy otherwise, to republish, to post on servers, to redistribute to lists, or to use
any component of this work in other works requires prior specific permission and/or a fee. Permissions may be requested from STU Press,
Vazovova 5, 811 07 Bratislava, Slovakia.
Krátky, P. Biometric User Model for Recognition of Web Users. Information Sciences and Technologies Bulletin of the ACM Slovakia,
Vol. 9, No. 2 (2017) 19-24

Introduction

In our dissertation thesis, we introduce a novel approach
to distinguish and categorize web visitors based on lowlevel behavioural patterns. Usage of input devices, such
as keyboard, computer mouse or phone touchscreen differs among their users. And this has become a part of
biometrics, known as behavioural biometrics, which studies behavioural differences of humans [14].

1.1

Input Devices Usage Biometrics

Research in the field of biometrics based on input devices
usage is aimed mainly at improving security of information systems. There are two main categories of articles in
this field according to which problem it addresses:
• Static authentication. The aim is to secure verification of user’s identity at login time. The works are
focused on typing dynamics of a short predefined or
known text to user (e.g. password) [21, 16, 5], moving with the mouse in a predefined manner [9, 2, 20]
or unlocking the phone [6].
• Dynamic authentication. Identity is verified continuously while the user works with the system. These
works study typing an arbitrary text [11] or free,
arbitrary movement with the mouse [18, 22, 1].
The performance of such systems is quantified by false
acceptance rate of impostors and false rejection rate of legitimate users. Works focused on authentication based on
keystroke dynamics show better results than mouse-based
methods, often error rates are lower than 5%. Also, few
mouse-based and touchscreen-based methods obtained
such results. However, comparison using these metrics is
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• Define properties of the biometric characteristics
based on input devices. Regarding the recognition
method, our partial goal is to create a framework for
assessing quality of biometric features in order to select suitable ones for verification and recognition in
particular domains. The purpose is to make the input devices features comparable from various points
of view, such as changes of mouse usage over time
or due to hardware replacement. Such framework
could help the researchers to improve the stages
prior to recognition.

not very relevant due to different experiment conditions
or methodology used.
In our work, we devote to finding duplicate identities and
this task is related to the identification problem from biometrics, which in context of input devices usage has been
explored just marginally. Our purpose is not connecting users with their real world identities, therefore we use
more neutral term recognition in order to avoid this rather
negative meaning.
Among tens of related papers, only a single is devoted to
identification [17], based on keyboard dynamics. Methods from the continuous authentication category became
a cornerstone for our research, especially those focused
on mouse usage. This is because of free and navigational
character of browsing the web, when a pointing device is
essential. The works differs a lot in various stages of the
process of biometric verification. We focused on the preprocessing stage, studied the approaches across the works
and we gathered the ideas in one place. For example, we
set up a collection of mouse-related features along with
their formulas.
Apart from biometric traits with potential to distinguish
individuals, there are also soft biometric traits, which are
low in distinctiveness, but characterizes some group traits
[13]. There are a few papers [8, 12, 10], in which automatic way of extracting these traits is presented. The
source of data for these works are keyboard dynamics and
gender, age group or handedness was classified as well as
whether one or two hands were used for typing.

1.2

Goals of the Thesis

An extensive research of papers in the area of input devices biometrics lead us to identification of two open problems. These papers are focused mostly on verification of
identity, but assigning identity to one out of many subjects has been studied just marginally, although this is
a common task in biometrics field. Another task which
deserves attention is extracting so called soft traits from
biometrics data, such as age, gender and so on. And both
tasks have a potential to be used in the web science. We
set up two hypothesis for our research:
• Recognition of users within a website using input
device biometrics is a possible task taking into consideration non-trivial number of users,
• Inferring additional information about user from input device usage is also a possible task.
Based on these hypothesis, we identified three goals for
our dissertation thesis.
• Design and evaluate a method for recognition of
users on the web according to their work with input devices. This is the main goal of our thesis. We
assume that such recognition on the web is possible with sufficient performance to improve current
techniques. Important aspects for the method evaluations are recognition success rate as well time to
achieve recognition results. Further, the method
should be scalable as well as independent from system domain where it operates.

• Design and evaluate a method for categorizing users.
The third goal is to design and evaluate a method
for categorizing users according to input device usage. We hypothesize that there are properties of
users which influence their work with the devices
and therefore could be estimated, so it could help
to overcome the cold-start problem of personalization, for example.

2. Biometric Component of a User Model
The process of building a biometric profile of a user has a
lot of common with user modeling process in adaptive systems. Specifically, collecting relevant actions from users in
implicit way and inferring conclusions about the user [3].
A suitable abstraction is layered model [4], in which finegrained raw events are processed into higher-level structures.
Recognition in its essentials requires some unique characteristics which characterize each individual. In our proposed solution, biometric traits become a part of user
model and serve as an additional identifier. We denote
this part as biometric component.

2.1

Proposed Biometric Component Based on Input
Devices Data

From the top level of view, process of building the biometric profile has several stages. The input data for the
process come from user interface, where computer mouse,
touchscreen or another device events are logged (e.g. time
and code of a pressed key or time and position of the cursor movement). It is worth mentioning that data are not
captured onetime, but rather flow in time. The process
then continues with actions composition in which events
are grouped into actions (e.g. movement stroke). This
is closely associated with features extractions stage when
various characteristics are calculated for each action and
stored (e.g. movement stroke with velocity, curvature,
etc.). Finally, the biometrics profile construction takes
place and the biometric component is updated in the
database.
There are three types of data objects (events, actions,
biometric profile) each at the different level of granularity. Higher-level objects require multiple lower-level objects. Therefore data with low granularity are cumulated,
stored and pushed forward in batches. These three types
of objects correspond to three vertically stacked layers of
the biometric component (see Figure 1). As the component stores measured facts about the user, it belongs to
evidence layer of the user model.
The upper layer of biometric profile holds aggregated data
used for the subsequent recognition. We propose representing the profile in form of histograms, where each fea-
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Figure 1: Three vertically stacked layers form the
biometric component - fine-grained events at the
bottom, higher-level actions in the second layer,
biometric profile at the top.

In the context of pointing devices, the decent number of
features could be calculated for everyone using the device,
so these features easily fulfil the requirement for universality and collectability. Regarding the other two requirements, we propose description of quality of the feature bfi
as a 4-tuple, formally:

Q(bfi ) = (di , ci , pi , hi ),

(1)

where di stands for distinctiveness of the feature fi , ci
for consistency (short-term persistence), pi for long-term
persistence and hi for hardware independence. The last
three are components of the permanence requirement.
• Distinctiveness. It could be quantified as a probability that two persons differ in the feature. Estimation equals to number of couples with significantly
different values (by statistical test) divided by all
couples.
• Consistency. Estimation equals to number of users
with not significantly different values of two samples taken without time delay divided by number of
users.
• Long-term permanence. It could be estimated as
number of users with not significantly different values of two samples taken with time delay divided by
number of users.

Consistency

Permanence

HW Indepen.

• Hardware independence. Estimation equal to number of users with not significantly different values of
two samples taken with different device divided by
number of users.

Framework for Assessing Biometric Features of
Input Devices Usage

Biometric features have different qualities and this should
be taken into account when deciding which characteristics to store in the biometric component. The adjective biometric necessarily means that the feature satisfies
four requirements: universality (each person should have
the trait), distinctiveness (any two persons should differ
in trait), permanence (invariant over time), collectability
(quantitatively measured) [19].

Distinctiveness

Figure 2: Estimation of mouse-based biometric
features properties by categories (median for each
category).

ture has a separate histogram built from values of actions.
The reason is to depict distributions of features which are
according to our observations characteristic for each user.

2.2

Strokes
temporal

An desired case is to select the features with the highest sum of the four values. However, biometric features
from input device usage are not ideal, so there is usually
a trade-off. Features with higher permanence might not
have a great value of distinctiveness or short-term consistency and vice versa. Also, estimations of the properties
might differ in various domains.

2.3

Mouse-Based Features under Review

Navigational character of the web and privacy issues led
us to study pointing devices as a source of data. computer
mouse provide us four events: mouse movement, mouse
button up and button down and mouse wheel scrolling.
Events are grouped into actions of suitable granularity,
specifically mouse strokes (a series of movement events
ended with click or pause). Features describing strokes
could be calculated from event information, which contains time in milliseconds and coordinates (X and Y).
According to literature we divided all features (as well as
few added) into 7 categories: click features, temporal, angular, holistic, local stroke features, silence and scrolling
features.
To examine the features we conducted a controlled experiment with 25 participants browsing an e-shop while doing several tasks to simulate the shopping activity. It was
designed to ensure the same environment for all participants - we provided unified user interface (size, positions
of elements) and hardware (monitors, computer mouses).
Some of them (19) provided data with hardware replacement, and some (12) did similar activity after one month.
Then we estimated quality properties of the features and
compared particular categories. The most distinctive are
click features which seem to be consistent in short-term,
but rather changing progressively with time. One more
advantage of click features is that it requires logging and
storing minimum number of events, in contrast to movement features calculated from large number of events. As
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Figure 3: Illustration of the proposed classification method histogram-based kNN - (a) twodimensional space (features A and B) containing
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Figure 4: Influence of users pool size on performance (10 features and Kolmogorov-Smirnov
statistics as distance metric).

3.2

Method Performance on Mouse-Based Data

We examined several aspects of the proposed method: influence of data availability, level of grouping instances,
number of users in the database, applicability in various
domains.

We studied also influence of preprocessing on the features.
An interesting finding is that the smaller parts of mouse
strokes does not have as good properties as full strokes so
higher level of grouping is desired. Mouse strokes seem
to provide reasonable level detail. Further, we found that
approximation of the path has a positive impact on movement features when hardware is replaced.

We prepared several datasets. The basic dataset was acquired in a tourist portal containing data from 100 active
users (providing sufficient amount of data). The extended
dataset was collected in the same domain containing more
than 2000 active users. The third dataset contains data
acquired in three different domains (e-learning system,
e=shop and again tourist portal) each containing tens of
active users.

3. Recognition Using Biometric Component

Comparing the proposed method with other types of classifiers on the basic dataset shows that histogram-based
kNN has a great recognition rate, especially when statistics from Kolmogorov-Smirnov test was used as a distance
metric to compare distributions. Recognition rate rises
logarithmically with amount of data provided by the user,
but 20 movement strokes are required.

The biometric component is a kind of identifier that is
not completely unique but provides sufficient distinctiveness to differentiate users. The recognition process takes
place right after the biometric component is built. In
its essentials, the component is matched to the template
components stored in the database in order to find the
matching one and consequently to determine identity. After the decision is made, an action could be made, for example, merging duplicated identities or splitting records
from shared computer.

3.1

Histogram-Based k-Nearest Neighbors

For matching biometric profiles, we propose a modification of k-Nearest Neighbors classifier. It is based on the
idea that the particular movement instances (actions described with features) alone do not hold enough information about the user identity, but statistics about group
of the instances do. In the database there are multiple
groups of instances (one or more for each user) with computed histograms for each feature within the group, denoted as biometric profile above.
In the classification phase, an unlabeled group is compared to all labeled groups and the distance is estimated
using a suitable distance metric. We propose using statistics adopted from non-parametric tests to express distance
between histograms as most of the features follow nonnormal distributions.
Finally, when the unlabeled group is classified, label (identity) of k nearest groups using majority voting scheme is
returned as a result.

As for scalability, the proposed method was able to pick
one user out of 2000 with recognition rate over 80%. The
rate decreases slowly with increasing number of users.
Also, the method was able to operate with similar performance in both e-shop and e-learning domain.

3.3

Deduplication of Website Visits

The proposed recognition method requires static number
of classes when determining identity. Some real-world applications might require also making a decision whether
the user has its template in database. Such an application is deduplication of website visits, which takes place
when users erase identifiers (e.g. cookies) and duplicated
identities are created. This affects statistics of the website
traffic as returning visitors have status of new ones.
This requires to extend the method to work with dynamic
number of classes. To determine whether the user has its
template in database or not, we establish threshold t. If
the shortest distance returned by the proposed method is
greater than the threshold it is considered as a new class
(unknown user).
In our work we propose a dynamic threshold. When calculating distances, one more distance is calculated between
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the current and an average user (whose biometric profile
is based on data from all users) and this distance becomes
the new threshold. As distance between two histograms
depends also on how smooth histograms are, in this approach the average user serves as an mediator, which eliminates this bias.

For evaluation we used the large dataset with users having
variable amount of data (long-tail distribution mostly).
We simulated erasing identifier each day during the period
of 5 weeks. This method was able to determine number
of new and returning visitors more accurately in comparison to common tools based on cookies. Obviously, when
number of users rises in the database each day, the performance decrease. We consider using this method for
historical data no more than 14 days old.
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Figure 5: Boxplots illustrating differences of medians between users low and high in the neuroticism
trait of the two selected features.
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In the context of deduplication of website visits, we do
not rely solely on mouse biometrics. When comparing
biometric profiles, filtering of the users pool is done using device factors, such as screen resolution, operating
system, browser, etc. And our mouse-based method is
applied to determine whether user has its template from
the reduced pool.
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4. Categorization Using Biometric Component
Another utilization of the biometric component is categorization of users. We propose extending a user model
with soft biometrics , which holds high-level information
about the user. The soft biometrics are inferred from the
biometric component stored in the evidence layer, which
is at the lower level. The process of modeling soft biometrics does not use the biometric profile, but the layer
of actions below it described with features. To infer the
characteristics, machine learning is employed to infer the
information from actions characterized with values of features.
Characteristics modeled this way is not based on what
the user browses, but how the user browses. This means
that information about context is not necessary and the
process of modeling has more general application.

4.1

Soft Biometrics from Mouse-Based Data

In order to explore possibility of modeling soft biometrics
we studied differences in features between groups of users.
We prepared two datasets. The first contained data from
controlled experiment in e-shop from the first part of our
study with both males (16) and females (9). The second
dataset contained data from 73 students fulfilling a personality questionnaire Big Five that results in quantified
five traits.
We sampled several groups of all classes and tested
whether differences within and between classes are significant or not using Wilcoxon rank test. As for gender, we
found few weak features only, such as deviation of acceleration or average horizontal velocity. Regarding personality, a discriminating feature for people lower and higher
in neuroticism was found average curvature change, for
instance.

4.2

Estimating Gender and Age in E-Shop

Going further, we performed an experiment in large-scale
with goal to estimate gender and age group (two classes).
We prepared a dataset containg mouse data browsing a
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Figure 6: Estimation of major category for age
groups. Estimated values are illustrated with
darker bars, real values with lighter bars in background.
book e-shop from more than thousand users with gender
and age label assigned. After selection of active users
balancing gender classes, we end up with dataset from
424 visitors.
We trained multiple classifiers and combined them using
sum fusion scheme. As for estimating gender we reached
F-score 0.6 when using data from 9 visited pages by each
user. Age group could be estimated better, with F-score
0.67, based on 10 visited pages.
Although this method does not provide sufficient performance as a standalone solution for modeling, we see a
practical application for estimating major category viewing a website. Testing the method to determine whether
the major audience was younger or older resulted in 90%
success rate.

5.

Conclusions

The research in biometrics based on input devices has progressed a lot in identity verification problem. We believe
that recognition task also deserves attention, especially in
the context of web. Moreover, biometric features might
be used for inferring information about users.
Our work presents a novel approach to recognition and
categorizations of website visitors based on biometrics.
We designed and evaluated the person-level recognition
method for the web based on biometric component, specifically input devices usage biometrics. The method was
evaluated from different points of view, such as scalability or applicability in other domains. Our next contribution is definition of properties of the biometric features
from input devices and a method how to quantify them.
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This framework might help researchers to improve performance by enhancing the preprocessing stage. Finally,
we proposed extension for modeling user properties with
utilization of biometric component.
When fulfilling goals of our dissertation thesis, we have
built various datasets from controlled and uncontrolled
experiments. This output could be beneficial for the community working in this field of research.
We see another possible direction in users recognition by
approaching it as a time series problem. The data could
be processed as the flow of angle and velocity changes in
time. The combination with the proposed method could
improve not only performance but also hardware independence.
Despite the fact that the method was evaluated on the
mouse data, we assume that it will work for other types
of input devices as well. Especially, mobile devices provide a big opportunity of multiple sources of data. New
sources of data and approaches open new research questions not only for recognition issue but also modeling of
characteristics of the users.
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Abstract
This dissertation investigates causal relationships leading
to emergence in agent-based models of human behaviour.
A new method based on nonlinear structural causality is
formulated and applied to a model of human behaviour
from project EUSAS for European Defence Agency EDA.
The method is based on the concept of a causal partition
of a model variable which quantifies the contribution of
various factors to its numerical value. Quantifying and
separating their effects makes it possible to judge their
relative importance in crucial early periods during which
the emergent behaviour begins to form. Moreover, causal
partitions can be used as the predictors of emergence: the
time evolution of the predictive accuracy of their components hints at the deeper causes of emergence and at the
possibilities to bring it under control.

Categories and Subject Descriptors
I.2.11 [Artificial Intelligence]: Distributed Artificial
Intelligence—Intelligent agents, Multiagent systems; I.6.6
[Simulation and Modeling]: Simulation Output Analysis

Keywords
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and machine learning

1. Introduction
The recent European Agent Technology Roadmap [15]
views agent-based computing as “one of the most vibrant
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and important areas of research and development” in IT.
The Roadmap considers agent technologies from three
perspectives: (a) agents as design metaphor; (b) agents
as a source of technologies; and (c) agents as simulation.
This dissertation is concerned mainly with the third perspective in which agents figure as natural models for many
complex real-world phenomena. In particular, their ability to generate surprising emergent behaviours from simple rules governing individual agents has made them an
attractive modelling tool for social sciences. Yet the underlying causes and the actual processes by which the
emergent behaviours arise have often remained a mystery. The Roadmap states that “understanding the mechanisms that can be used to model, assess and engineer
self-organisation and emergence in multi-agent systems is
an issue of major interest.” In a similar vein, a UK governmental report [3] declares that the “difficulty in forming rigorous causal characterisations of the aggregate behaviour of a complex system (rather than the absence of
regularity or predictability in this aggregate behaviour)
. . . is the more legitimate barrier to adopting complexsystems approaches in an ICT engineering context.” This
dissertation is an attempt to contribute towards the discovery and exploration of causal relationships leading to
emergence in agent-based models of human behaviour.
This goal has been realised in three steps. First, a generic
agent architecture has been designed for easy incorporation and exploration of various models of human nature
and behaviour. Second, a new analytical method was proposed on the basis of the theory of nonlinear structural
causality, which is a nonlinear and nonparametric form
of Structural Equation Modelling – SEM. Third, the new
method was demonstrated through an exemplary application to the simulation data from experiments conducted
in the proposed agent architecture.
As a result, the dissertation spans four large fields: (a)
human behaviour modelling; (b) agent-based simulations;
(c) nonlinear structural causality; and (d) data mining
and machine learning. The first has provided the investigated model, the second various technologies for its
software implementation and simulation, the third general analytical principles, and the fourth the means for
applying those analytical principles to large amounts of
computer-generated simulation data. Each of these four
fields is large enough to merit a dedicated dissertation of
its own. In order to keep the dissertation manageable, it

26

Kvassay, M.: A Contribution Towards the Discovery of Causal Relationships in Agent-Based Models of ...

was therefore necessary to restrict the attention only to
the most relevant aspects of each field. The focus was provided by the needs and requirements of project EUSAS
(“European Urban Simulation for Asymmetric Scenarios”)
for European Defence Agency EDA, in the context of
which a major part of this dissertation was realised. The
project dealt with asymmetric security threats in which
security forces face rioting crowds, insurgents or terrorists
rather than regular military forces [9]. Its main goal was
to build a virtual training environment for security forces
in which real people (security forces) would interact with
simulated characters (civilians) in a highly realistic 3-D
cyber environment in real time.
The rest of this article is organised as follows. Section 2
briefly reviews the four areas relevant for the dissertation,
and section 3 lists the main thesis objectives. Section 4
describes the investigated model from project EUSAS and
the simulation scenario that served as the motivating usecase of the dissertation. It also briefly introduces the design of a generic agent architecture for human behaviour
models as a contribution toward the fulfilment of the first
thesis objective. Section 5 then introduces the concept of
a causal partition, section 6 provides a generalized version of causal partitioning, and section 7 summarises the
results achieved by the application of causal partitioning
to the investigated model. Finally, section 8 characterises
the main scientific contribution of this dissertation and
outlines ideas for further research.

2. State of the Art
2.1

Human Behaviour Modelling

In the relevant subfield of human behaviour modelling for
security and military applications, the focus is often on
modelling the military combatants and higher-level military units [22]. Project EUSAS on the other hand focused on modelling the non-military participants – civilians in their various roles as rioters, insurgents or casual
bystanders – and the emergence of collective aggression on
the civilian side. Collective aggression means the instrumental use of violence by people who identify themselves
as members of a group against another group or set of individuals, in order to achieve political, economic or social
objectives [28]. Metzger [16] notes that collective violence
should not be equated with the aggregation of individual
aggressive behaviours. Individual aggression mostly targets an individual person, whereas collective aggression
targets another collective. According to Nolting [17], individual violence is self-motivated, i.e. the individual decides and acts on his own. By contrast, collective violence
is mostly caused by external motivations (e.g. obeying
commands or following role models) and compunction is
often reduced because of anonymity, distribution of responsibility and group ideology. Moreover, “the activities
of most functioning groups are not determined by the motivations of each member in equal proportion to the others
in his group” [2]. This implies that individual and collective violence need to be distinguished. Based on these
observations, a socio-psychological model for the emergence of collective aggression was developed for project
EUSAS by a team from Cassidian (now Airbus Defence
& Space)1 . This model underlies the motivating use case
of this dissertation and is presented in detail in section 4.
1

http://airbusdefenceandspace.com/

2.2

Agent-Based Simulation Platforms

The choice of a suitable agent-based simulation platform
for project EUSAS was a two-step process. The first phase
consisted of perusing existing surveys, such as [5, 1, 24],
and short listing the most promising candidates. In the
second phase, the short listed candidates were evaluated
in depth through the implementation of a simplified exemplary scenario. Simulation platforms mentioned in the
surveys included NetLogo, MASON, Repast, Swarm and
Java Swarm. Out of these, NetLogo and MASON were
shortlisted for an in-depth evaluation by implementation.
Based on the exemplary implementation, MASON2 – a
Java-based open-source simulation library – was selected
as the most suitable agent-based platform for project EUSAS.
Since MASON was not geared specifically towards modelling human behaviour, the PECS reference model [30,
25] was chosen for the purpose. According to [25], “PECS
is a multi-purpose reference model for the simulation of
human behaviour in a social environment.” The “PECS”
acronym stands for P hysical conditions, E motional state,
C ognitive capabilities and S ocial status – the four kinds
of internal factors that need to be modelled in order to
achieve realistic agent behaviour. At the same time, the
PECS model only provides these four empty slots without specifying the factors to be modelled or the level of
modelling detail: these decisions are left to the modeller
as they depend on the task at hand. The PECS simply
requires that these factors be modelled as state variables
with associated state transition functions conforming to
general systems theory.
The “canonical” internal structure of PECS agents is
shown in Figure 1. Black arrows represent causal dependencies, red arrows the actual flow of information. Following general systems theory, PECS agents are structured
into input, internal state and output. Sensor and Perception components receive and pre-process the information
from the environment, so they represent input. The middle four components (Social Status, Cognition, Emotion
and Physis) together represent the internal state of the
agent. Each of them has its own internal state variables
(Z) along with their state transition functions (F). Cognition component additionally includes goals (G), action
plans (P) and thinking functions. Behaviour and Actor
2

http://www.cs.gmu.edu/ eclab/projects/mason/

Figure 1: Structure of a PECS agent (reproduced
from [25]).
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components represent output: the first determines the actions to be executed, the second executes them.
The PECS also requires that some state variables produce
or act as motives, i.e. forces that drive agents to action.
A good example is the level of physical energy (a state
variable in the “physical conditions” slot) and hunger –
a motive driving us to search for food and replenish the
energy. In the PECS model the motives compete for control over the behaviour of the agent: the strongest wins
and becomes action-guiding. The motives thus need to be
mutually comparable, which is typically achieved by normalizing and restricting their values to the closed interval
[0, 1].
Agent behaviours are conceptualized in PECS as sequences of atomic, uninterruptible elementary actions,
e.g. one step in a certain direction or one stone-throw.
When a new motive becomes action-guiding, it only takes
effect after the current elementary action is completed:
the current behaviour pattern is then cancelled and a new
one activated.

2.3

Causal Analysis

This dissertation deals mainly with practical aspects of
causality, such as the relationship between causality and
manipulability [32] or between causality and scientific explanation [33]. The focus is on computational approaches
to causality surveyed for example in [26]. Although there
exist several competing accounts of causation, a prominent place among them belongs to the comprehensive nonlinear structural approach formulated by Judea Pearl and
others [20, 6, 7], which subsumes and unifies the probabilistic, manipulative, counterfactual, and other specialized approaches. Its comprehensiveness makes it particularly suitable for the purposes of this dissertation. This
section broadly follows Pearl’s account from [20, 18, 19].
The structural approach to causality is usually termed
structural equation modelling (SEM). It first appeared in
1921 in the work of American geneticist Sewall Wright and
was further developed by Trygve Haavelmo and Tjalling
Koopmans in the 1940s and 1950s. These early structural
models were linear.
The extension of structural approach from linear to nonlinear systems was primarily due to Judea Pearl and his
collaborators. In his seminal book on structural causality [20], Pearl considers a very general system described
by the structural equations of the form

xk = fk (pak , uk ),

k = 1 . . . n,

(1)

where pak stands for the set of the parent variables of xk ,
uk for the errors (or disturbances) due to omitted factors,
and fk for an unspecified nonlinear function encoding the
real or hypothesised causal mechanism determining the
value of xk . Pearl and his collaborators used the language and formalism of directed acyclic graphs (DAGs)
to establish a number of strong results for such systems
without any need to restrict the form of fk . As a result,
this approach is not simply nonlinear, but also nonparametric in the sense that we do not need to estimate any
hypothesised internal coefficients of fk .

Figure 2: Two simple electrical circuits.
As in the linear case, the causal mechanisms encoded in
fk (and, in consequence, the equations as well) should
be autonomous so that any of them could be changed
by external intervention without affecting the remaining
ones [21]. A set of such equations is called a “structural
model.” If, in addition, each variable (apart from the
error terms uk ) has a distinct equation in which it appears
on the left-hand side, then the model is called a “causal
model.”
In order to illustrate the concept of a structural equation,
let us consider two simple electrical circuits shown in Figure 2. Both include a variable resistor connected to an
ideal source of (a) voltage or (b) current.
The relationship between the current I passing through
the resistor and the voltage U on its terminals depends
on its resistance R and conforms to the Ohm’s law, which
can be expressed in many nearly equivalent ways:
I · R = U;

U/I = R;

I = U/R;

R = U/I.

From the algebraic point of view all these formulations are
permissible and any of them could be said to apply to both
circuits. Structural causal theory, by adding extra rules
governing the form of equations, manages to encode in
them additional information about the flow of causality.
Essentially, it treats the equality sign as an assignment
operator in programming languages. Thus, on the lefthand side of a structural equation there can be only one
variable. Moreover, this variable has to be genuinely “dependent” on the right-hand side, which is meant to capture the causal mechanism determining (or “assigning”)
its value in the system under investigation. Interpreted
in this way, each of the two circuits can be represented
by just one form of the Ohm’s law. In order to identify
the correct “structural” forms, we need to contemplate
the effect of an “intervention” by an experimenter: what
would happen if he or she changed the value of the resistor
from r0 to r1 ? We can immediately see that for (a) it is
the current that would change, while for (b) it is voltage.
Thus the structural equations describing the circuits are
(a) I = U/R and (b) U = I · R.
Let us now consider a slightly modified version of Figure 2(b): instead of an ideal current source we might have
a photovoltaic cell producing current dependent on the
intensity of light (E), and our resistor might be a thermistor whose resistance depends on temperature (T ). A
simplified structural model of such a circuit might look as
follows:
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I = g(E)
R = h(T )

(2a)
(2b)

U =I ·R

(2c)

where g, h are unspecified nonlinear functions. By including only these equations in the model we stipulate
that there are no other significant dependencies among
the model variables, at least in the space of parameter
values under consideration. It is not our intention to defend this model as realistic; it serves merely to illustrate
the principles of structural causality and our new method
of causal partitions.
The variables that occur on the left-hand side of structural equations are called endogenous, i.e. determined by
the model. In our example, these are {I, R, U }. The remaining variables {E, T } are exogenous: in their case we
are not interested in modelling the mechanisms that set
their values and simply consider their values as given.
The value assignment to the exogenous variables, e.g.
(E = e1 , T = τ1 ), is called the background or context
in which we try to solve the model equations.
In structural theory, causation is interpreted as a relation
between events. A primitive event is defined as a model
variable assuming a value from its permitted range, e.g.
R = r1 [6]. More complex events can be expressed as
Boolean combinations of primitive events. We normally
speak of an event when something happens as a consequence of model equations, e.g. in our case the event
R = r1 would imply that the temperature T assumed a
value τ1 such that h(τ1 ) evaluated to r1 . Causal thinking
also requires a special kind of event called intervention
(sometimes also action): this is when we intervene from
“outside” and impose the value assignment R = r1 regardless of the temperature or the causal mechanism h(T ), e.g.
by replacing the thermistor with a normal resistor whose
resistance equals r1 . An intervention means that we wipe
out the affected structural equation from the model and
replace it with another (typically a straightforward value
substitution). The solution of this modified system of
equations represents the response of the model to the intervention. In our case, equation (2b) would be replaced
with R = r1 , giving the model response U = g(e1 ) · r1 .
Structural approach to causality enables us to inquire
whether one event (X = x) is a cause of another (Y = y)
in a given context C = c. Unfortunately, for causal models with real-valued variables, it will typically lead to the
conclusion that each event X = x is a cause of the event
Y = y, so long as (a) X is a parent variable of Y (i.e. X
occurs on the right-hand side of the structural equation
which has Y on the left-hand side), and (b) X = x was
observed in the system alongside Y = y. And while such
an answer may be formally correct, it is not really helpful
for understanding the dynamic behaviour of the modelled
system. A key contribution of this dissertation is the way
to extract additional meaningful information from such
models through causal partitioning of its model variables,
which we introduce in section 5.

2.4

Data Mining and Machine Learning

In this dissertation, data mining and machine learning
are used as auxiliary techniques in order to determine the

predictive accuracy of causal partitions with respect to
the investigated phenomena. Drawing on [31], we recapitulate here their salient aspects.
Data mining can be viewed as the extraction of information from raw data, i.e. of regularities or patterns from
recorded facts. Machine learning is the technical basis
of data mining – the algorithms used to extract information and to express it comprehensibly. Machine learning
tries to infer the structure underlying the raw data – in
other words, to perform abstraction or generalization. It
can be characterised as the acquisition of structural descriptions from examples. These structural descriptions
support not only prediction of future data but also explanation and understanding of the existing data from which
the description was derived.
The input to the machine learner typically takes the form
of a set of examples or instances. Each instance usually belongs to one, and only one, class. Instances are
characterized by the values of attributes (features) that
measure their different aspects. There are many different
types of attributes, although typical data mining schemes
deal only with numeric and nominal (also called “categorical”) ones. When the measured attributes are too low
level, they may be augmented by intermediate concepts
(i.e. functions of basic attributes) which are defined in
consultation with experts and embody some causal domain knowledge.
In general, there are four types of machine learning. In
classification learning, the learning scheme is presented
with a set of classified examples from which it is expected
to learn a way of classifying unseen examples. In association learning, any association among features is sought,
not just ones that predict a particular class value. In
clustering, groups of examples that belong together are
sought. In numeric prediction, the outcome to be predicted is not a discrete class but a numeric quantity. Regardless of the type of learning involved, we call the thing
to be learned the concept and the output produced by
a learning scheme the concept description. Concept descriptions have to be intelligible so that they can be understood, discussed, and disputed, and operational so that
they can be applied to actual examples.
Considering the very specific and limited role that data
mining and machine learning play in this dissertation, we
briefly characterise below only the most relevant groups
of machine learning methods.

2.4.1

Linear Models

A linear model is a simple style of representation applicable when both the output and the input attributes are
numeric: its output is a weighted sum of the attribute
values and the trick is to come up with good values for
the weights. Linear models are easiest to visualize in
two dimensions, where they are tantamount to drawing
a straight line through a set of data points.
Linear models can also be applied to binary classification problems. In this case, the line produced by the
model separates the two classes: It defines where the decision changes from one class value to the other. Such a
line is often referred to as the decision boundary. This
model can be extended to multiple attributes, in which
case the boundary becomes a high-dimensional plane, or
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ters so that at the top level the instance space divides
into just a few clusters, each of which divides into its own
subcluster at the next level down, and so on. Clustering
is often followed by a stage in which a decision tree or rule
set is inferred that allocates each instance to the cluster
in which it belongs. Then, the clustering operation is just
one step on the way to a structural description.
In this dissertation, clustering is used as a prerequisite
for classification. In the early stages the Weka’s simple
k-means clusterer was used. Later experiments relied on
the Weka’s hierarchical clusterer.

3.
Figure 3: A maximum-margin hyperplane separating two classes in two dimensions illustrates
the principle of support vector machines (SVM).
(Reproduced from [31]).

1. Design a generic agent architecture enabling easy
incorporation and exploration of various models of
human nature and behaviour;

“hyperplane,” in the instance space. Examples of linear
classifiers include perceptrons (precursors to modern neural networks), logistic regression, and support vector machines (SVM).

2. Analyse the limitations of the standard approach to
structural causal analysis from the point of view of
simulation studies;
3. Propose a new method based on structural causal
analysis that overcomes these limitations and can
assist in the discovery of causal relationships leading to emergence in agent-based models of human
behaviour;

In this dissertation, SVM with SMO (sequential minimal
optimization) was used to gauge the predictive accuracy
of causal partition components. SVM tries to maximize
the margin between the decision boundary and the closest
instances of both classes as shown in Figure 3. These
closest instances are called support vectors.

2.4.2

The same kind of tree can be used to predict numeric
quantities. In that case, each leaf might contain a numeric
value that is the average of all the training set values to
which the leaf applies. Such trees are called regression
trees. A regression tree whose leaf nodes contain linear
models is called a model tree. A model tree with oblique
splits (a result of testing linear combinations of attributes
against a constant in its internal nodes) is called a functional tree.
The results obtained in this dissertation through SVM
classifiers were independently validated in [8, 13] by C4.5
decision trees and M5P model trees.

2.4.3

4. Implement the algorithmic elements of the proposed
method at the level of “proof of concept”;

Trees

When the classes in question are not linearly separable,
more powerful methods are needed. One of them, based
on a “divide-and-conquer” approach, is a decision tree.
Its internal nodes involve testing a particular attribute
against a constant. (In two dimensions this amounts to
splitting the data vertically or horizontally). Leaf nodes
then give a classification that applies to all instances that
reach the leaf. To classify an unknown instance, it is
routed down the tree according to the values of the attributes tested in successive nodes, and when a leaf is
reached the instance is classified according to the class
assigned to the leaf.

Clusters

When a clusterer rather than a classifier is learned, the
output takes the form of a diagram that shows how the
instances fall into clusters. In the simplest case this involves associating a cluster number with each instance.
Some algorithms produce a hierarchical structure of clus-

Thesis Objectives

In line with the main goal of this dissertation, the following detailed thesis objectives were set:

5. Apply the method to simulation data and validate
the results.
These objectives were realised in the context of project
EUSAS. As a result, the dissertation analyses the agentbased model used in project EUSAS and investigates its
surprising emergent behaviour in one of the project’s scenarios, which became a motivating use-case for the dissertation. Both the model and the scenario are described
in more detail in the next section.

4.

The Model and the Scenario

In this scenario, which was inspired by the peacekeeping
ISAF mission in Afghanistan, a crowd of civilians is looting a shop and an approaching security patrol is supposed
to stop the looting and disperse the crowd. The scene is
depicted in Figure 4. The black areas represent buildings
and barriers unreachable to agents. The rectangle with
gray interior near the top is the looted shop. It is surrounded by dots, each representing one agent. The dark
ones are the looters; the white ones are aggressive individuals whose intention is to attack the soldiers. In the
scenario there are 40 looters and 15 aggressive individuals.
The security patrol is represented by the three medium
gray dots in the bottom part of the figure.
Civilian agents are endowed with one “default” motive and
a matching behaviour by which they try to satisfy it. For
looters this leads to looting and for the violence-prone individuals to stone-pelting the soldiers. The agents also
monitor their surroundings. As the patrol approaches,
this may induce fear in some looters who then start leaving the scene. The violence-prone individuals, however,
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As depicted in Figure 5 (starting from the top left corner), the number of people surrounding the agent, their
actions and other events in the vicinity affect the agent’s
emotional motives (fear, anger) and other internal variables (arousal, readiness for aggression). Besides events
and actions, there is also a direct social influence of other
agents on the agent’s fear and anger. This was modelled
according to Latané’s formula of strength, physical proximity and the number of influencing agents [14].

Figure 4: Initial setting of the simulation scenario.

do not get afraid but rather attack the patrol. The violence may impact the remaining looters in two possible
ways – they may either get afraid and leave, or get angry
and join the attack. The ratio of looters who get afraid
to those who get angry depends on their motivational dynamics, which we explain next.
A simplified diagram of the key factors affecting the behaviour of our civilian agents is shown in Figure 5. The
model draws primarily on Berkowitz [2], Prentice-Dunn et
al. [23], Staub [27] and Cañamero [4]. The main ideas and
processes underlying the model were developed by Airbus
Defence and Space (former EADS Deutschland GmbH)3
in collaboration with the Department of Social Psychology of the University of Zurich and the chair for Operations Research at the University of Passau on behalf of
the German Bundeswehr.
3

http://airbusdefenceandspace.com/

Speaking qualitatively, the agent’s internal arousal depends on the number of people in the vicinity and their
violence: the higher the number and the more violent they
are, the sharper the increase of the agent’s arousal. Deindividuation means the agent considers himself a part
of the crowd and no longer a separate individual: the
higher the agent’s arousal and the cohesion of his group,
the higher the de-individuation. Readiness for aggression
(RFA) is jointly affected by the norms for anti-aggression,
de-individuation and external events as follows: (a) the
higher the norms for anti-aggression, the lower the RFA;
(b) the higher the de-individuation, the higher the RFA;
and (c) the more violent actions are witnessed, the higher
the RFA. The form of the agent’s eventual aggression depends primarily on the RFA. In our scenario, the initial
value of RFA was set to a level guaranteeing that civilians
would resort to stone-pelting the soldiers whenever they
became aggressive.
Our model includes four state variables that act directly
as motives: fear, anger, looting motive (present only in
looters) and will to attack (present only in violence-prone
civilians). These compete for control over the behaviour
of the agent: the strongest wins and becomes actionguiding. Unlike fear and anger, which were endowed with
complex dynamics described below, the looting motive
and will to attack were both set to constant values which
fear and anger had to cross in order to affect the agents’
behaviour.
Each motive, when it becomes action-guiding, pre-selects
a group of behaviours that can satisfy it. In our model,
for example, there are three “fearful” behaviours: withdrawal (walking away), flight (running away) and panic
flight (running away at extra speed with sensory perception blocked). Which of them is triggered when fear becomes action-guiding depends on a secondary selection
criterion, in this case the actual intensity of fear. This
criterion can be arbitrary, e.g. while anger pre-selects
a group of aggressive behaviours, the final choice of the
form of aggression depends on the readiness for aggression (RFA). As we have already mentioned, we set RFA
so that aggressive civilians would always resort to stonepelting the soldiers.
As for the dynamics of the simulated emotions fear and
anger, they comprise a continuous part and a discrete
part. The continuous dynamics of fear (F) is driven by
the differential equation

dF
= c1F · F · (c2F − F ) · (c3F + IF )
dt
Figure 5: Key factors affecting the behaviour of
civilian agents.

(3)

where c1F , c2F , c3F are fear-related constants (see Table 1)
and IF fear-related social influence of nearby agents. Anal-
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Figure 6: Internal structure of civilian agents for project EUSAS (implementation view).
ogously, the continuous dynamics of anger (A) is driven
by the equation
IV = c4V ·
dA
= c1A · A · (c2A − A) · (IA + L − c3A )
dt

(4)

where c1A , c2A , c3A are anger-related constants (see Table 1), IA anger-related social influence of nearby agents
and L the model variable arousal.
Social influence IV of nearby agents on a motive variable
V (where V stands either for fear F or anger A) of an
observing agent j is defined by the following sum:
Table 1: Fear- and Anger-Related Constants
Name
c1F

Value
5

c2F

1.1

c3F

0.1

c4F

12.5

c5F

1

c1A

2

c2A

1.1

c3A
c4A

0.3
12.5

c5A

1

Interpretation
Sensitivity of the first derivative of fear
dF/dt.
Maximum value of fear F at which
dF/dt becomes zero.
Inbuilt tendency of fear to increase – a
composite constant defined as the difference between the effect of the expected negative consequences and the
agent’s resilience to fear.
Sensitivity to fear-related social influence of other agents.
Sensitivity to fear-inducing events (see
Table 2).
Sensitivity of the first derivative of
anger dA/dt.
Maximum value of anger A at which
dA/dt becomes zero.
Resilience to anger.
Sensitivity to anger-related social influence of other agents.
Sensitivity to anger-inducing events
(see Table 2).

X  (Vk − Vj ) · prestigek · sympathyjk 
k6=j

distancejk

(5)

Here, the summation is over those agents (indexed by the
subscript k) who are not farther away from agent j than a
certain social influence radius (set to 100 metres for both
fear and anger ), and in whom the motive V happens to be
action-guiding at the moment of evaluation. Each agent
is assigned a constant social rank prestigek which modulates its influence on others: group leaders enjoy higher
prestige than ordinary members, and thus influence the
others more. Analogously, there are constant sympathies
assigned between groups: sympathyjk captures the sympathy of agent j’s group towards agent k’s group, and is
interpreted here as the susceptibility of the former to the
influence of the latter. Finally, distancejk is the physical
distance between the two agents. In the original model,
variables and many constants were expressed in the percentage scale [0, 100]. For the sake of simplicity, in this
paper we have converted them into the ratio scale [0, 1]
(see Table 1).
During the simulation, differential equations (3) and (4)
for each agent are solved numerically by the Euler method
with a constant (but user-definable) time step ∆t. Resorting to numerical method enabled us to ignore the specific
form of the equations’ right-hand side and consider the
general case

dF
= f (F, IF )
dt
dA
= h(A, IA , L)
dt

(6a)
(6b)
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where f, h are bounded (but not necessarily continuous)
nonlinear functions. The Euler method approximates the
new values of fear F (t + ∆t) and anger A(t + ∆t) on the
basis of the current ones F (t), A(t):

F (t + ∆t) ≈ F (t) + ∆t · f (F (t), IF (t))

(7a)

A(t + ∆t) ≈ A(t) + ∆t · h(A(t), IA (t), L(t))

(7b)

After calculating these new “continuous” values, discrete
dynamics come into play: the cumulative effects of the
perceived external events on fear (∆EF ) and anger (∆EA )
are added in order to obtain the new “total” values:

FT (t + ∆t) = F (t + ∆t) + c5F · ∆EF
AT (t + ∆t) = A(t + ∆t) + c5A · ∆EA

(8a)
(8b)

In the next iteration the new total values of fear FT and
anger AT will be used as initial conditions in the numerical solution of the differential equations representing
their continuous dynamics. This sequential coupling of
the continuous and the discrete dynamics qualifies our
agent models as sequential hybrid in the sense of Swinerd
and McNaught [29].
The constants c5F , c5A (see Table 1) capture the agent’s
individual sensitivity, while ∆EF and ∆EA are the sums
of the emotion-inducing impacts as per Table 2 for all the
events perceived by the agent during the time interval
(t, t + ∆t). The “direct” values from Table 2 are used
when the perceiving agent is within 20% of the maximum
perception distance. When the agent is farther away than
40% of this maximum distance, the “indirect” values are
used. In the intermediate zone (from 20% to 40%), a
weighted average is used, sliding down linearly from the
direct value towards the indirect one. Sensory perception
of the agents is limited by a radius of 50 m for events like
throwing stones and 150 m for gun shots.
Besides the constants in Table 1 and the event impacts in
Table 2, emotional dynamics is greatly influenced by the
initial values of fear F0 and anger A0 . In our scenario,
these were set to F0 = 0.3 and A0 = 0.2. Additionally, our
agents underwent the moderating influence of emotions
and fatigue: when the average of fear F and anger A
(termed in our model the emotional moderator ) crossed
the level of 0.5, further sensory perception of external
events was blocked. Moreover, as the physical energy of
our agents decreased with expended effort and sustained
injuries, they slowed down and their actions took longer.
Numerical solution of this model by iterating through
equations (7) and (8) can give us a complete and detailed time-evolution of simulated fear and anger of civilian agents. Our present goal, however, is more ambi-

Table 2: Main Event Impacts on Fear and Anger
Event
Effective shot
Warning shot
Stone thrown

Impact
Direct
0.4
0.3
0.002

on Fear
Indirect
0.35
0.3
0.002

Impact
Direct
0.1
0.1
0.18

on Anger
Indirect
0.25
0.1
0.15

tious. In the case of fear, for example, we want to know
what portion of its actual value at any time should be
attributed to the social influence of nearby agents (variable IF in equation (7a)) as opposed to the direct impact
of external events (variable ∆EF in equation (8a)). We
tackle this question in the sections that follow.
In contrast to our civilian agents, the soldier patrol characters were intended primarily as avatars to be controlled
by real people in a high-fidelity 3D cyber-environment
of a commercial battlefield simulator VBS24 . In consequence, our soldier agents were not defined at the same
level of detail as the civilian ones. In our scenario, for
example, they are just passing by and act in self-defence.
Their rules of self-defence say that when a given civilian
first throws a stone at a particular soldier, that soldier
responds by a warning shot in the air. If the same civilian throws a stone at the same soldier a second time, that
soldier is permitted to use an effective shot aimed at the
legs of the attacker in order to immobilize him. That is,
of course, an extreme simplification, but it proved useful
in the early phases of project EUSAS for calibrating the
civilian agents.
While experimenting with this model in this scenario, we
noticed that for the parameter setting listed above, the
emergent collective behaviour of the civilians seemed to
bifurcate along two different trajectories. In some cases,
almost all the looters got afraid and left the scene, while
in others almost all got angry and joined the attack. Because our model incorporated an element of randomness,
some variation in its behaviour was expected, but the extreme variation we witnessed was unusual and called for
an explanation. This spurred our search for analytical
methods that could unravel causal chains and dependencies in complex systems of this kind. The method of causal
partitions presented below is the result.

5.

The Concept of a Causal Partition

We shall illustrate the concept of a causal partition on
the same electrical circuit that was used in subsection 2.3
to elucidate the concept of a structural equation. Let
us again consider a variation of Figure 2(b) with a photovoltaic cell and a thermistor described by structural equations (2). As mentioned there, the application of the classical structural causal theory to the variable U (voltage)
in this circuit leads to the correct but rather unilluminating conclusion that its actual value was caused by the
values of its parent variables I and R on the right-hand
side of its structural equation (2c). This problem of the
triviality of results occurs as a side-effect of working with
real-valued model variables.
In our previous work [11] we suggested how to extend
the structural approach in order to cope with real-valued
variables. Instead of asking, “What is the cause?” we
proposed to ask a modified question: “In what proportion
have all the causes contributed to the effect?” Continuing with the example, we should try to determine the
proportion in which the change of U from some previous level u0 to the present one u1 could be attributed to
(or split among) its parent variables I and R. Let us assume that U = u0 was observed at time t0 together with
I = i0 , R = r0 in the context C = c0 = (E = e0 , T = τ0 ).
4

http://www.army-technology.com/contractors/
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For the sake of simplicity, let us further assume that our
two observations were so close in time that the state-space
trajectory of the system between them can be considered
linear. In such a case we can approximate the change of
U by a scalar product of two vectors. The first is the
gradient of U along its parent variables according to its
structural equation (2c). The second is the vector form
of the change in these parent variables between the two
observations (contexts C = c0 and C = c1 ):
∆U ≈ grad(U ) · (∆I, ∆R)


∂U ∂U
,
· (∆I, ∆R)
≈
∂I ∂R
∂U
∂U
≈
· ∆I +
· ∆R
∂I
∂R

(9a)
(9b)
(9c)

Equation (9c) can be interpreted as a general “recipe” for
quantifying the responsibility of the parent variables I, R
for the change of their dependent variable U : the first
summand on the right-hand side (∆I · ∂U/∂I) captures
the contribution of I, the second one (∆R · ∂U/∂R) that
of R.
Suppose that we trace further evolution of U at times
t2 . . . tm as it assumes new values u2 . . . um along some
trajectory representing our observational study or experiment. Expressing each of these changes of U as per (9c)
and summing up the contributions of I separately from
those of R, we obtain a general formula quantifying the
total contribution of each causal factor (parent variable)
along an arbitrary trajectory (implicitly approximated
here by a piecewise linear curve):

m
X

∆U (j)

j=1

≈


∂U

∆I (j) ·
∂I I=Iˆ(j)
j=1
R=R̂(j)


m
X
∂U
∆R(j) ·

+
∂R I=Iˆ(j)
j=1

m
X



(10)
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Note that in this example the contribution of the initial
value u0 remained constant throughout the trajectory, i.e.
(j)
UU 0 = u0 , j = 1 . . . m. In general, however, this contribution can vary.

6.

Summary and Generalization of the Method
of Causal Partitioning

The concept of a causal partition introduced above on a
simple electrical circuit can be generalized. This leads
to a generalized method of causal partitioning applicable
to systems modelled by structural equations whose righthand sides are differentiable with respect to their parent
variables.

Causal partitions and their components. A causal partition of a model variable Y is a vector-like structure
(YC1 , YC2 . . . YCn ) whose components sum up to Y and
where each component YCi represents the portion of the
value of Y attributed to one specific causal factor Ci . In
this way it is possible to quantify the extent to which various factors can be considered “responsible” for the value
of Y at a given time and in a given simulation scenario.
In order to cover the general case, let us consider a model
variable Y driven by the structural equation

Y = f (Xk , k = 1 . . . n),

(11)

where {Xk , k = 1 . . . n} are the parent variables of Y and
fk is an unspecified nonlinear function differentiable with
respect to all these parent variables. Let us further assume that Y starts from the initial value Y = y0 and
proceeds through Y = yj , j = 1 . . . m. (This means
that the potentially arbitrary trajectory along which Y
moves is implicitly approximated here by a piecewise linear curve.) The causal partition vector of Y at the end of
this trajectory (Y = ym ) is then expressed as the structure

R=R̂(j)

The above formula uses superscript indexing where X (j)
denotes the value of the variable X at time tj , and ∆X (j)
its backward difference: ∆X (j) = X (j) − X (j−1) . Partial
derivatives are evaluated at midpoint (Iˆ(j) , R̂(j) ) of each
linear segment of the trajectory, so Iˆ(j) = 0.5 · (I (j) +
I (j−1) ) and R̂(j) = 0.5 · (R(j) + R(j−1) ).
In order to keep the total contribution of each causal factor separate, we proposed a new, vector-like representation of model variables termed a causal partition. Thus
the variable U at the end of our observational study would
be represented by the causal partition vector (UU 0 , UI , UR )
where
UU 0
UI

=
=

u0 ,
m
X

∆I

(j)

j=1

UR

=

m
X
j=1

∆R

(j)

∂U
·
∂I
∂U
·
∂R

I=Iˆ(j)
R=R̂(j)

!

I=Iˆ(j)
R=R̂(j)

!

(YY 0 , YX1 , YX2 . . . YXn ),

(12)

where each partition component YXk stands for the total contribution of the corresponding parent variable Xk
along this trajectory and is calculated as

YXk =

=

(j)

m
X




∆X (j) · ∂Y
k

∂Xk
j=1

m
X




∆X (j) · ∂f
k

∂Xk
j=1





X1 =X̂1 
···
(j)
Xn =X̂n
(j)



(13)




X1 =X̂1 
···
(j)
Xn =X̂n
(j)

(j)

where (X̂1 . . . X̂n ) is the midpoint of the j-th linear
segment of the approximated trajectory.
The first partition component YY 0 has a special role: it
denotes the contribution of the initial setting Y = y0 to
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the final value Y = ym . It makes the partition components sum up to the value of the represented variable,
which helps to interpret causal partitions:

ym = YY 0 +

n
X

(YXk )

(14)

k=1

This approach implies that, at the beginning of the trajectory, Y is represented by the causal partition vector
(y0 , 0, 0 . . . 0).

Practical steps of causal partitioning. Let us assume
that we already have at our disposal the structural equations describing the system of interest, as well as their executable implementation in the form of a simulator. The
application of causal partitioning to such a system then
involves the following steps:
1. Choice of model variables for partitioning. In
all but the most rudimentary cases it will be impractical to partition all the variables in the model.
The analyst should start with the variables directly
connected with the phenomenon of interest, and add
others as and when needed.
Regarding the agent-based model investigated in this
dissertation, the phenomenon of interest was the
surprising bifurcation of simulation trajectories
along either the timid or the aggressive path. Since
the timid behaviours were triggered by fear and the
aggressive ones by anger, the model variables representing these two emotions were the obvious choices
for causal partitioning. As a matter of fact, the
analysis was successfully concluded without having
to partition any other model variable like arousal or
readiness for aggression.
2. Deriving formulas for individual partition
components. In the ideal case, each model variable Y chosen for causal partitioning will have a
dedicated structural equation in the model in which
it appears on the left-hand side, such as (11) above.
The “basic version” of causal partitioning will then
produce one partition component for each parent
variable on the right-hand side of that equation, and
each such component can, in general, be calculated
as per formula (13). In practice, however, it may
be necessary to go beyond this basic form of partitioning in order to gain more information, improve
interpretability, remove redundant parent variables,
or factor in dependencies among them.
These more advanced forms of causal partitioning
were demonstrated on the simulated emotion of fear
F in chapter 5 of the dissertation, whose full text is
available online elsewhere in this ACM bulletin5 .
3. Software implementation and data provision.
The algorithms for computing and logging the causal
partition components for the chosen model variables
have to be implemented in the simulator, and appropriate simulation experiments then need to be
defined and executed.
5

http://acmbulletin.fiit.stuba.sk/abstracts.php

4. Data analysis and hypothesis generation. Logs
of simulation runs deemed relevant for causal analysis need to be analysed by suitable machine learning techniques (clustering, classification, etc.) using partition components as predictors in order to
generate and test hypotheses about the causes and
developmental stages of the phenomena of interest.
This typically proceeds iteratively in conjunction
with the next step.
5. Hypothesis validation by confirmatory simulation experiments. In this phase we need to
go beyond statistical hypothesis testing by taking
advantage of the fact that simulation models are
fully observable and manipulable by setting their
initial conditions, parameters and, if necessary, by
the modification of their software implementation.
Thus we can ultimately prove or disprove our causal
hypotheses by directly manipulating the suspected
causes and observing the effects of our interventions
on the behaviour of the simulated system.
This step is required because high predictive accuracy of a given partition component does not by
itself guarantee that the causal factor behind it is
actually causing the phenomenon – it may be merely
associated with it. Additional validation activities
are needed – separate experiments manipulating the
suspected cause and confirming or disconfirming its
effect on the emergent phenomenon. In any case, the
best early predictors help us focus on the relevant
aspects of the system in search for its real causes
and generating processes.
In conclusion it needs to be stressed that causal partitioning involves numerous heuristic elements. Its application
therefore does not automatically guarantee analytical success. Rather, it is meant as a set of guidelines that should
significantly improve our chances in this respect.

7. Results of the Application of Causal Partitioning to the Investigated Model
Causal partitioning was applied to the model and the scenario from project EUSAS described in section 4. In this
scenario, for certain initial values of fear F0 and anger A0 ,
a surprising emergent phenomenon was observed: simulations starting from these initial values seemed to bifurcate
along two radically different paths. Along one branch, almost all the looters in the simulation became angry and
attacked the security patrol, while along the other nearly
all the looters became afraid and fled to safety. Such bifurcation is typical of complex systems whose behaviour
cannot be captured by a closed-form expression. The goal
of this investigation was to uncover the causes and the
stages of the observed bifurcation and, if possible, to suppress it. Through the application of causal partitioning,
the following results were obtained:
1. Confirmation of the existence of two highlevel clusters of simulations. Our clustering
exercises confirmed the existence of two clusters of
simulations in both series of simulation experiments
carried out in the dissertation. These clusters
broadly corresponded to each simulation taking either a timid or an aggressive turn. Clustering results for the second set of simulation experiments
are shown in Figure 7.
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Figure 8: Time-evolution of predictive accuracy
of selected predictors.
Predictor ALL incorporates all components of causal partitions of fear and anger, predictor MoE the three traditional MoE measures (numbers of stone-throws, warning
shots and effective shots), predictor Fec only the contribution of civilian actions to the value of fear, predictor
Fes only the contribution of security actions, and Fs only
the contribution of social influence of nearby agents.
Figure 7: Two global clusters of simulations in the
new set of experiments.
Each simulation is represented as a dot with coordinates
(A-count, F-count), where A-count says how many times
anger prevailed among its civilian agents and F-count how
many times fear prevailed. (Each simulation included a
total of 55 civilian agents, out of which 15 were aggressive.)
2. Confirmation of the relevance of causal partitions. Already the first set of experiments using
a less-developed version of causal partitioning succeeded in establishing the relevance of causal partitions to the observed phenomenon. In other words,
causal partitions reliably indicated the timid or aggressive turn of each simulation and equalled in this
respect the more traditional Measures of Effectiveness (MoE) used in project EUSAS (these MoE included the numbers of stones thrown as well as of
warning and effective gun shots).
3. Support for hypothesis generation. Causal partitions also supported and guided the process of hypothesis generation regarding the possible causes
and stages of the observed phenomenon. In contrast, the more traditional Measures of Effectiveness
did not provide any such guidance.

6. Establishing the stages of emergence. The
peaks of predictive accuracy of individual partition
components in this time-frame (shown as local maxima in Figure 8) helped us identify three distinct
stages through which the resulting emergent behaviour of the system gradually arose: (a) the initial attack of aggressive individuals on the security
patrol; (b) the patrol’s response; and (c) the reaction of the looters who could either join the attack
or flee to safety.
7. Identifying the mechanism of emergence. Investigation of selected model variables in this timeframe revealed that, by the 14th second, sensory
perception of most civilian agents was already
blocked. This led to the formulation of the final, correct hypothesis that the timid or aggressive turn of
each simulation depended on how quickly and resolutely the patrol members reacted before the sensory
perception of civilians got blocked. This hypothesis
was confirmed by a subsequent simulation experiment in which the patrol reaction time was varied
and whose results are shown in Figure 9. Prolonged
patrol reaction time was shown to dramatically increase the probability of the aggressive turn of the
scenario.

4. Early onset of the predictive accuracy of
causal partitions. Subsequent improvements to
the method of causal partitioning made it possible to
study the time evolution of the predictive accuracy
of causal partitions. Figure 8 shows that already in
the 16th second of simulated time they could predict
the subsequent timid or aggressive turn of each simulation with 99% accuracy. In this respect they significantly surpassed MoE, which in this early stage
only reached about 70% accuracy.
5. Establishing the time limits for the casual
mechanism of emergence. Early onset of the
predictive accuracy of causal partitions helped us
delimit the time interval in which the “cause” of
the bifurcation must have acted: the future turn of
each simulation was shown to be invisibly decided
between the 8th and the 14th second of simulated
time.

Figure 9: Proportion of “aggressive” simulations
in the batch as a function of patrol reaction time.
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8. Suppressing the bifurcation. Setting the patrol
reaction time to five seconds suppressed the bifurcation and forced all the simulations along the “aggressive” path.

8. Conclusions and Future Work
The main scientific contribution of this dissertation has
three aspects:
1. Formulation of a new causal analytical
method. Causal partitioning is based on nonlinear
structural approach to causality, which is a nonlinear and nonparametric form of structural equation
modelling (SEM).
2. Successful application of the new method to
a surprising emergent phenomenon in a complex system. Results of the application of causal
partitioning to the investigated agent-based model
of human behaviour are summarised in section 7.
3. Generalisation of the method. Causal partitioning was generalised in section 6 so as to apply
to systems described by nonlinear structural equations with differentiable right-hand side.
Regarding future work, there are several directions. The
first is to investigate our agent-based model in greater
depth and elucidate certain subsidiary aspects before we
try to apply our method to other systems.
The first such aspect is the significance of social influence
for the bifurcation of simulation trajectories. At present
we tend to think that social influence is not crucial, i.e.
the bifurcation would persist even if we kept IF and IA
in equations (3) and (4) at zero level, e.g. by setting the
constant c4V in equation (5) to zero. Furthermore, we do
not expect this to significantly affect the time-evolution of
predictive accuracy of causal partition components shown
in Figure 8. What we expect to change is the composition
of the clusters, that is, some simulations might shift their
cluster affiliation, although we are at present unable to
say which cluster would grow and which would shrink.
We also expect this effect to be relatively mild (if any).
Another interesting question is how many clusters really
are there. In our early report [10] we decided to work
with two clusters, but that was a provisional decision in
order to keep the analysis simple. We were not at all sure
that we would succeed and were ready to consider more
clusters if necessary. The fact that we could complete
the analysis using only two clusters does not by itself settle the question; it might merely show that our method
tolerates some uncertainty in this respect.

of this method. In order to apply causal partitioning to
them we would have to define, first, what we mean by
cause and effect in these systems and, second, how we
could quantify such causal effects.)
We also see an exciting possibility to adapt our method for
use in artificial neural networks – these too are described
by structural equations, because each neuron has only one
output (the dependent variable) which is a function of one
or more inputs. In this way we might be able to study e.g.
the processes of learning in complex neural architectures.

System Dynamics example. The discipline of System
Dynamics (SD) merits special mention: it not only deals
with dynamical systems, but also meticulously maps the
flows of causality through them. In most cases, therefore,
SD model equations should qualify as structural equations, which would make causal partitioning applicable
to them at least in principle. This enables us to offer a
few broad hints regarding the application of causal partitioning to an SD model. As an example, let us consider a
variable X (modelled in SD as a stock ) with n inflows and
outflows x1 , x2 . . . xn . For simplicity, let us assume that
the dynamical process we are interested in starts at time
t = 0 with zero initial value of X. Then its value at an arbitrary subsequent point of time t can be expressed as the
sum of all its inflows and outflows separately integrated
(or summed) over the time interval [0, t]. Thus, if Xi denotes the integrated or summed flow xi over the concerned
period, then X(t) = X1 +· · ·+Xn . We can then represent
X(t) by a vector-like structure (X1 , . . . Xn ) which closely
corresponds to what we called the basic causal partition
introduced in the dissertation.
In this “basic” version of causal partitioning we look on
each flow as contributing to its own dedicated partition
component of X. More sophisticated (“enhanced”) forms
of causal partitioning might try to re-define this basic partition, typically by splitting some components into two
or more in order to gain more information, or by eliminating others in order to improve interpretability. Any
significant functional dependencies among the inflows and
outflows of X might have to be taken into account as well.
The whole point in calculating causal partitions is to gain
additional information: we learn not only the resulting
value of X but also how much each flow contributed. This
might provide valuable clues for understanding the global
dynamics of the model, especially if we study the timeevolution of predictive accuracy of partition components
and succeed in mapping their local maxima to various
developmental stages of the observed global behaviour.

The second direction – and a natural next step – is to
apply our method to other similar systems. By similarity
we mean that, besides being modelled through structural
equations, the variables and functions used in them should
be numerical (ideally, real-valued). The most straightforward application would be to systems governed by ordinary differential equations, but we believe an extension to
systems driven by partial differential equations should be
possible as well.

Finally, the last direction of future work comprises the
study of the method’s mathematical properties, especially
the limits of its stability. Elsewhere in the dissertation
we mentioned that we had to reject some data because
it exhibited signs of numerical instability. We did not
go into details, but in [12] we mentioned how this could
be improved, and we intend to follow it up alongside our
work on further practical applications.

Agent-based models using structural equations would
make another legitimate and interesting analytical target. (Note, however, that other types of agents, e.g. simple rule-based agents, are likely to fall outside the scope
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Abstract

1.

Content Delivery Networks have been the driving force
of globally scalable services on the Internet for almost
two decades. They have always been developed and implemented as overlay networks run by companies independent from the network providers. In the recent years
there has been a significant pressure to make it possible
for content providers and telecom operators to be able to
enter the content delivery market. This move is a sensible one because they have access to information about
their network topologies that puts them into an unique
position to distribute and deliver content more efficiently
than the over the top players.

In today‘s Internet majority of traffic is transferred via
unicast[1]. Unicast means that traffic is transferred directly from a source host to a destination host without
any multiplexing on the way[7] [8]. The reason for the
popularity of unicast communication is rooted in the fact
that it is the most versatile and easy to implement method
available today. Its problem is that it is inefficient. This
inefficiency is especially significant in cases of popular content that has a single source and a large group of destinations that it needs to be delivered to.

The only problem is that these Telco companies usually
only have a local coverage. This means that a protocol
has to be developed to make it possible for multiple local
CDN‘s to interconnect into a single CDN Federation witch
much broader coverage. The design of such a protocol and
related research are the goals of this thesis.
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Introduction

The obvious solution would be to use a delivery method
other than unicast for this type of content. One example
of such use is multicast[20]. It is a method that makes it
possible to send a single packet of data in such a way that
allows the network infrastructure to multiplex it and deliver it to large group of destinations. The mayor problem
with this approach is that it has never managed to gain
significant popularity in the scope of public Internet. This
means that it can be used for solutions that are locally
scoped, but cannot be practically used for applications
that require global coverage.
In the recent years the most popular way of overcoming
the issue of unicasting popular content has been the use of
Content Delivery Networks (CDN‘s)[2][3]. These are application layer networks that are specifically designed to
intelligently cache and multiplex content[4][5]. The basic
principle of their operation is based on adding multiple intermediary nodes between the source of the content and
the group of destinations that are interested in receiving it[6]. This enables multiplexing without requiring any
changes to network infrastructure. It also makes it possible to cache content on the nodes because they are not
limited in storage as much as common network devices
are. Content Delivery Network nodes are based on fullfledged server hardware as opposed to classical network
devices that are build on hardware specialized for routing
and switching.
The problem with Content Delivery Networks is that they
are based on proprietary protocols and centrally managed[15]. This means that every Content Delivery Network is completely autonomous with no way of exchanging resources with others[14]. The most reasonable way
of overcoming this limitation would be to design a standardized interconnection protocol that would clearly define the language in which CDN‘s could communicate between each other [9]. The creation of such a protocol is
the main goal of this dissertation.
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This document is split into six chapters, each of them
documenting a separate stage of work done on the thesis.
You are now reading the first chapter of the thesis which
includes the introduction to the thesis and the overview
of the structure of the document. The second chapter
includes the analysis of the state of the art in the problem area. The third chapter clearly specifies the goals
of the thesis. The fourth chapter describes the design
of the Content Delivery Network Interconnection protocol. The fifth chapter documents the verification process
performed in relation to the thesis. The sixth chapter includes the conclusion of the work, highlighting the original
contributions of the author of the thesis.

2. State of The Art
2.1

Problem Impact Analysis

New standards and technologies are always developed
ahead of the time when they are to be used. This means
that it is important to look at various predictions and
forecasts when analyzing their possible use cases and design requirements.
The Cisco Visual Networking Index (VNI) Forecast[1]
clearly indicates that the Video traffic type will very
quickly become the most significant portion of global Internet traffic. This is the one of the main reasons why
CDN‘s (as the most efficient methods of optimizing video
traffic) are more relevant now than ever before and will
only keep on being even more relevant in the future.

2.2

CDN Technology

Content Delivery Networks (CDN) are systems for the
efficient delivery of digital objects (e.g. files with multimedia content as video on demand or other file types) and
multimedia streams (e.g. live television streams) over IP
networks to many end points and viewers[11]. Typically, a
CDN consists of one or more servers that deliver the digital objects and/or streams, and a management/control
system. The management/control system takes care of
content distribution, request routing, reporting, metadata
and other aspects that make the system work.[5] [19]

on the locations of distribution nodes that the CDN controls. It is often inefficient to build new distribution nodes
that are not in the region in which the company running
the CDN is operating. A solution is to interconnect two
CDN‘s and share existing infrastructure for content delivery. Interconnection of CDNs is achieved by interconnecting the centralized functional entities that represent
the logic behind the decisions in each CDN. This is called
CDNI or Content Delivery Network Interconnection.
CDNs are in general autonomous networks offering different services to their users. A CDN’s primary function
is to optimize content distribution and delivery. In addition to this primary function many CDNs chose to implement various other capabilities like content manipulation,
digital rights management (DRM), intelligent handling of
segmented content and others.
Because of this fact, different feature sets need to be defined. A basic feature set is a set of features that are
mandatory for every CDN that wants to take part in a
CDN federation (a group of interconnected CDN‘s). This
set of features is described in the next section. The following section describes a set of features that a CDN may
optionally implement.
To simplify the design and description of this relationship
a simple semantic model was designed. This model defines
two roles in which each CDN can operate. The first mode
is one in which a CDN is redirecting requests of its clients
to another CDN‘s nodes for delivery to those clients. A
CDN operating in this mode is called upstream CDN (or
uCDN in short). The CDN that is serving content for the
clients of another CDN is called the downstream CDN (or
dCDN in short).
The basic features that every CDN interconnection requires in order to work are these:
• Interconnection control
• Request Routing

Currently implemented CDNs are based on a widespread
network of distribution nodes controlled by a functional
entity taking care of content distribution decisions[16] [18].
The control functional entity keeps track of all content
locations, manages distribution amongst the distribution
nodes and/or clusters and also decides which distribution
node should serve a client request.
The distribution tree representing the flow of content data
blocks from its source to its destination can be visualized
as a tree graph rooted in its source. The leaves of such
a tree are the destinations. The traffic flow of the same
traffic would take the same path if CDN was not used
but the difference is that the data does not need to be
sent over the higher-level links (the ones closer to the
root) if CDN is used. This means that in if there were
a CDN with one source, three nodes and three hundred
destinations evenly distributed amongst the three nodes
then the data would only have to travel once between the
source and the first node if CDN is used. It would have
to travel three hundred times over that link if CDN was
not used[10].

2.3

CDNI Technology

Every CDN may have a specific network footprint in which
it can deliver content effectively. This footprint depends
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• Content Distribution
• Footprint Exchange
• Metadata Exchange
• Content Status exchange
• Report Exchange
• Capability Exchange
Capability exchange is a functionality allowing a dCDN
to inform an uCDN about the features that it is capable
to offer to the uCDN in addition to basic content distribution and delivery. Some of these features are metadata defined reporting, content integrity control, content
adaptation, multi-segment content support, content access control, content security, content DRM and others.

3.

Problem Area Definition and Thesis Goals

The main goal of this thesis is to create a protocol for
interconnection of Content Delivery Networks and position it in such a way that the inventions created within
will have the best possible chance of being implemented
in production environments all over the world.
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The main goals of the thesis are as follows:
• Design a CDN Interconnection architecture and disseminate it via contributions to the ETSI CDNI
standard
• Design a set of theoretical tools and methods to describe and evaluate CDN and CDNI networks
• Verify all the designs via experiments in the area of
interconnection of multiple CDN networks
Based on the analysis of current state of standardization
in this field, it was concluded that the best possible way
to disseminate the work is via contributions to the ETSI
CDNI standard. These contributions, when combined together, will form a fully functional CDNI standard architecture.
ETSI is a standardization organization that took a complementary role to IETF. While IETF works to define
the basics of CDN Interconnection, ETSI directs its effort
towards the research of various additional functionalities
and more specific use cases that CDN interconnection can
offer.
Because ETSI is a much smaller group working a lot closer
together than IETF, its work progress is likely to be much
faster. This means that the ETSI standard is likely to be
published far ahead of the IETF standard. This means
that it will have to include a definition of the basic feature set of a CDN-I protocol. This is a disadvantage from
practical point of view (the basic feature set is not likely
to ever be directly implemented in the industry). However, from the point of view of impact creation, this is an
amazing possibility. While the fact that this standard is
scheduled to be released too early makes it practically unusable from the industry‘s point of view, it is undisputable
that any and all ideas published as part of the standard
will be used as a template for the IETF standard that will
most likely be adopted by the industry.
As such this group is the perfect breeding ground for innovative ideas in this field and is believed to be the best
possible ground for disseminating CDN-I at this moment.
Another goal of the thesis is to design a set of theoretical tools and methods to be used for evaluation of the
standard once it is implemented in various production
environments. These tools are meant to be used by the
actual players in the industry to evaluate the impact of
CDNI in their own environments.
To verify the functionality of the architecture and the
procedures developed as a part of the thesis, various experiments in the area of interconnection of multiple CDN
networks will also executed.

4. CDNI Protocol Design
4.1

Basic Principles of the CDNI Protocol

Content Delivery Networks (CDN) are systems for the
efficient delivery of digital objects (e.g. files with multimedia content as video on demand or other file types) and
multimedia streams (e.g. live television streams) over IP
networks to many end points and viewers. Typically, a
CDN consists of one or more servers that deliver the digital objects and/or streams, and a management/control

system. The management/control system takes care of
content distribution, request routing, reporting, metadata
and other aspects that make the system work.
Currently implemented CDNs are based on a widespread
network of distribution nodes controlled by a functional
entity taking care of content distribution decisions. The
control functional entity keeps track of all content locations, manages distribution amongst the distribution
nodes and/or clusters and also decides which distribution
node should serve a client request.
Every CDN may have a specific network footprint in which
it can deliver content effectively. This footprint depends
on the locations of distribution nodes that the CDN controls. It is often inefficient to build new distribution nodes
that are not in the region in which the company running
the CDN is operating. A solution is to interconnect two
CDNs and share existing infrastructure for content delivery. Interconnection of CDNs is achieved by interconnecting the centralized functional entities that represent
the logic behind the decisions in each CDN. This is called
CDN-I or Content Delivery Network Interconnection.
The CDNI standard defines the architecture and principles of the interconnection between CDNs according to
the requirements defined in ETSI TS 102 990 [17], which
contains informational use cases for CDN interconnections.

4.2

Functional Architecture for CDN Interconnection

The functional architecture is based on a multi-layer architecture that enables separate functionalities used for
interconnection of CDNs that may involve up to 3 different level of functionalities and related reference points
required. The first layer is responsible for content distribution, the second for controlling of content and request,
and the third for the controlling of the interconnection
itself. The CDN-I functional architecture should enable
CDNs to agree on a minimal level of interconnection, depending on available capabilities and their needs. In case
of CDN peering, both interconnected CDNs may be in the
role of upstream and/or downstream CDN, depending of
direction of content request.
A CDN Interconnection Control Function (ICF) shall
manage, create, terminate and exchange CDN networks
properties, status report required for CDN interconnection between two or more CDNs (CDN peers).
The Request and Content Control Function (RCF) is responsible for content control and request routing as well
as exchanging metadata related to content control. [12]
[13]
Distribution of Content Function (DCF) is responsible
for distribution of content between CDNs in form of files,
streams, and metadata.

4.3

CDNI Protocol Procedures

The basic process of CDN interconnection may consist of
three basic phases:
• Interconnection establishment, during which the
CDNs negotiate the interconnection.
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Figure 3: Interconnection release phase.
Figure 1: Interconnection establishment procedure.
• Interconnection phase, during which the CDNs are
fully interconnected and able to share their resources.
• Interconnection release, during which the interconnection between the CDNs is released.
The interconnection establishment is a procedure in which
an uCDN and a dCDN begin with no relationship between
each other and proceed by exchanging all the information
needed to verify each other’s identity and thus establish a
secure communication channel between each other. This
communication is between the ICF’s of the CDN’s and
spans the first three steps of the procedure. The rest of
the phase consists of three sub procedures in which the
dCDN informs the uCDN about its capabilities, footprint
and starts notifying it about its status. After the uCDN
receives the first positive status exchange from the dCDN,
it can safely assume that the dCDN is ready to process
its requests. The conclusion of this phase is the establishment of communication between dRCF and uRCF and
the whole CDNI relationship moves to its interconnection
phase (Figure 1).
The second phase is simply called interconnection phase.
In interconnection phase shall be both CDNs already fully
interconnected and through their interconnection interfaces ICF’s and RCF’s. Interconnection interfaces are
fully useable by both CDNs and agreed capabilities accessible over CDN interconnection. The general procedure of the interconnection phase consists of concurrent
executions of multiple separate procedures (Figure 2).
The interconnection release is a phase that begins when an
uCDN or a dCDN decides to release a CDN peering relationship with each other (for a specific ICF-ICF relation,

Figure 2: Interconnection phase.

and associated RCF-RCF relations). This means that
the procedure has two variants, depending on whether it
was initiated by the uCDN or the dCDN. In both cases
it concludes the interconnection relationship by cleanly
finishing all outstanding actions between the two CDN’s
(Figure 3).

5.

Verification of Proposed Designs

This chapter describes information about all the experiments executed in relation to this thesis.
From practical point of view, the two most important
products of such nature are the CDN laboratory and an
experimental CDN-I adapter software that can be used to
interconnect multiple CDN‘s together. It was also necessary to set up a virtualization laboratory in order to be
able to fully test all the elements of the environment.
The base of all the interconnection experiments is a set of
infrastructural components that form a fully functional
laboratory for testing interconnected Content Delivery
Networks.
The laboratory is comprised of two separate parts. One of
them is a fully functional CDN based on Cisco CDS technology and the other one is a virtualization platform for
simulating access networks and clients. The virtualization
platform is implemented using Linux, Xen and VMware.
The whole laboratory is interconnected by the means of
a switched gigabit Ethernet network.
The high level overview of the laboratory is visualized
in Figure 4. The diagram also shows which entities are
internal and which are external to the laboratory. Only
the internal entities are fully controllable.

Figure 4: CDNI laboratory overview.
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5.2

CDNI Adapter Testing Overview

Four different CDN networks were used for evaluation of
the functional capabilities of the CDNI adapter (and the
underlying CDNI protocol).
• The first one is a CDN network based on Cisco VDSIS located in our laboratory in Bratislava.
• The second one is a CDN network based on Cisco
VDS-IS located in Delft, The Netherlands, in the
laboratory of the TNO research institute.
• The third one is a CDN network operated by Jetstream (a commercial CDN provider in the Netherlands).
• The last one is a dummy CDN with a single node
(apache http server) located our laboratory in Bratislava.

Figure 5: Basic CDN interconnection life cycle.

5.1

CDNI Adapter

The CDN-I adapter is a piece of software whose main goal
is to make it possible to enhance any CDN with ETSIcompliant CDN interconnection capability. This can be
achieved by exploiting the APIs already present in most
CDN solutions.
The CDN-I adapter is capable to demonstrate complete
basic functionality according to the ETSI standard. This
means that it is able to execute all the mandatory procedures referenced by the basic interconnection lifecycle
scenario of the standard. The basic overview of this scenario is visualized in Figure 5.
The CDNI adapter is a PHP based application with
MySQL storage backend. The code of the application is
logically separated into uCDN and dCDN functionality.
It is also written in a way that will make it very simple
to modify to adapt to any CDN other than those already
supported. Support for a dummy CDN, Cisco CDS and
Jetstream CDN are included. The procedures that are
already implemented are:
• Interconnection establishment
• Footprint exchange
• Capability exchange

We used the API‘s provided by the various solution to
map them to the procedures specified in this thesis (compliant with the ETSI CDNI standard).
The adapter module implementation for the Cisco-based
CDN was straightforward because all the required API
calls were supported out of the box and the documentation was on an excellent level.
For the Jetstream Streamzilla CDN the implementation
was a bit harder because the CDN does not support on demand ingestion of content (it only supports pre-positioning). We had to use an intermediary server that transparently uploads content items to the data store of the CDN
as necessary.
The dummy CDN was developed only as a testing platform for this thesis and as such was designed from the beginning to be interoperable with the CDN adapter. There
was obviously no problem integrating with it as we had
full control of all its code.

5.3

CDNI Adapter Test Results

All the procedures of the CDN‘s were tested with each
other to see if the functionality was successfully implemented. Keep in mind that ALL the inter-CDN messaging is done purely by the means of the procedures compliant with the ETSI CDNI standard. There is no inter
CDN communication of any other kind. Communication
between the adapter and specific CDNs is on the other
hand always specific to the particular CDN (with the exception of the two Cisco-based CDNs that share the same
API, they differ only in their location).

• Bootstrapping of remaining interfaces
• Single-delivery request routing
• Interconnection release
These procedures make it possible to establish basic interconnection between two CDN‘s from different vendors.
In fact the first successful pairing of two CDN‘s using this
application was globally the first ever standard-based interconnection of two CDN‘s.

Figure 6: Interconnection establishment / Footprint exchange / Bootstrapping of remaining interfaces / Interconnection release - test results.
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design such a protocol and prove that it is a viable enabler
for the emergence of a global CDN Federation.

Figure 7: Capability exchange - test results.

Figure 8: Single-delivery request routing test results.

The effort was successful. The protocol was not only designed and tested in the environment of our own experimental CDN federation, but majority of its ideas have
been accepted as parts of a CDN Interconnection standard
published by the European Telecommunication Standards
Institute (ETSI TS 182 032).
The next step needs to be taken by the operators and technology vendors themselves. To make their task easier, a
method of modeling their Content Delivery Networks and
CDN Federations was designed as a part of this work. To
verify the viability of this method, it was used to model a
sample federation of two CDN networks. The method has
proven to be very effective at pinpointing specific areas of
possible optimizations in these networks.

*The code had to be modified to resolve overlap of footprint. This was just an issue of the actual implementation, as the standard does not dictate how to handle
overlapping footprints. This decision is left to be decided
by specific CDN algorithms. The result in our case was
that we were not able to pick which CDN to use for an
overlapping footprint. Our code makes the decision based
on longest prefix priority.
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6.

Conclusion

Internet is without a doubt the most important technology for communicating information across the globe today. As such it is crucial to make sure that the infrastructure behind it can scale to support any current and
future needs.
One of the main obstacles in this area is the fact that
point to multipoint communication was never successfully
resolved on a network level. In fact the most successful
method of addressing this issue nowadays is by addressing
it on application level, via Content Delivery Networks.
They are definitely a technology that can help scale mass
distributed content for many years to come.
Today‘s Content Delivery Networks have one significant
drawback which is rooted in the fact that majority of them
are centralized and managed by a single entity. This is in
fact the opposite of the values of de-centralization, neutrality and freedom of speech that made Internet itself
such a success. I strongly believe that the way forward is
to create a decentralized federation of independent Content Delivery Networks, similar to the concept of independent autonomous system known in today‘s Internet.
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Original Contributions

Unlike in today‘s Internet, CDNs do not have a protocol
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Abstract

1. Introduction

The main aim of this dissertation is the creation of a new
architecture that interconnects several domains. The network elements of these domains are controlled by Software Defined Networking technology (SDN), and these
domains also contain virtualized network functions
(NFV), so the term SDN/NFV domain is used in the
work further. The SDN/NFV domain combines all the
benefits that both technologies bring, creating a fully automated domain to deliver network functions in virtualized form. These SDN/NFV domains can be implemented
in a different way. Currently there are existing solutions
from Cisco, Juniper, HPE, IBM, Metaswitch and many
others containing various SDN controllers, various other
applications helping to manage the SDN/NFV domain.
The result of the research is a new architecture for interconnection and transparent management of different
SDN/NFV domains. The proposed solution has been
successfully verified using the Petri Color Mathematical
Modeling Tool.

Today’s computer networks are undoubtedly one of the
most widely used means of communication that has gained
tremendous popularity among all layers of users. Through
computer networks a widespread public Internet network
is spreading. Internet allows to exchange of information between different autonomous systems all around the
world.
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Networks of Internet and Network Service Providers use
established mechanisms that are the result of network
standardization, and have only partially changed since
their inception - negligible. Surveys unambiguously show
the tendency of the huge growth of computer networks,
also due to the huge number of connected devices around
the world[5]. This trend requires ever higher demands on
the networks and their provided features.
The work includes a description of two emerging technologies - Software-Defined Networks and Virtualization
of Network Functions. These technologies offer many advantages that can benefit from not only Internet and Network Service Providers but also users themselves and basically our entire society of people. In spite of the huge
research done by many subjects, very little work is focused on the use of programmability of networks to interconnect autonomous systems and the use of this programmable feature to provide applications and services in
virtualized form. No significant research has been carried
out in the field of data center integration, which can be
done through these two technologies. The benefits of this
interconnection are significant and need to be taken into
account.
The aim of this dissertation is to create a universal architecture that can be deployed in different domains of
Software-Defined Networks and Domains of Virtualized
Network Functions, which can be arbitrarily combined.
This concept makes it possible to take advantage of the
already-known benefits that these technologies provide,
as well as the benefits that are new and identified in this
work. The work includes a description of two emerging
technologies - Software-Defined Networks and Virtualization of Network Functions, offering many benefits that can
benefit not only Internet and network service providers
but also users themselves and basically our entire company of people. In spite of the huge research done by
many subjects, very little work is focused on the use of
programmability of networks to link autonomous systems
and the use of this programmable feature to provide ap-
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plications and services in virtualized form. No significant
research has been carried out in the field of data center
integration, which can be done through these two technologies. The benefits of this connection are considerable
and need to be taken into account.

2. General Issues of Computer Networks
Today’s times could be characterized as times of informatics and information technologies, computers, computer
networks. By 2015, around 5 billion people will be connected to the global public Internet network, more than
4 billion people will use network services through mobile
devices, and more than 2 billion people will use broadband fixed Internet connections. Claus G. Gruber[5] has
the following assumptions as well as the assumption that
network traffic will have a growth rate in the coming years
from 40% to 200% compared to today’s network traffic.
For this reason, it is relevant to evaluate the state of the
current computer networks and other elements that are
an integral part of it. Internet expansion has promoted
and accelerated the use of mobile devices such as laptops, mobile phones, tablets. Mobile users’ requirements
are many times more demanding than those of users with
fixed network connections, especially when it comes to
accessibility at any time, anywhere[13]. For that reason,
today’s networks must be adaptable and agile, providing
not only high service availability but also their quality.
One of the most successful models of today’s networks
is the Open System Interconnection (OSI)[3] architecture
that allows the network to be layered - split into layers.
The modularity that has been achieved by this layering
leads to a better understanding of the entire system of networks. Repeated use of the same lower layers for applications and services reduces their development costs. Layering simplifies network design but leads to the creation of a
large number of robust scalable protocols on the Internet.
However, multi-layer network diversification suffers from
the lack of flexibility and sup-optimality that is caused by
the impossibility of exchanging information between layers as shown in the work [14]. Reducing this complexity
is especially important for researchers who require realworld networking tests and experiments, for revolutionary
ideas, innovative ideas and improvements.
At present, there is practically no way to experiment with
new network protocols, device settings to the extent that
this experiment gains credibility for broad deployment in
Internet Service Provider (ISP) networks and Network
Service Provider (NSP) networks ). For the sake of clarity
- Internet service providers are particularly interested in
internet access, internet traffic, domain name registration,
”Web hosting”, usenet discussion system. Network service
providers are essentially business entities that provide or
sell services such as network access and bandwidth by
accessing part of their infrastructure or accessing the network access point. Quite often, network service providers
are considered to be Internet service providers, but in
principle they are the ones who provide access to backbone networks and services.
Authors at [10] confirm that a huge number of networking devices already deployed uses the same network infrastructure with the same network protocols being used
for decades are a huge barrier to the entry of innovative
solutions, development and research into computer networks. As a result of this common approach, the fact

that many new ideas from the research community are
untested, unverified, unpracticed.
It is important to note that the Internet project has been
built for research. However, architects building an Internet infrastructure did not realize the possibility of coming
to the giant networks we have today. Security, mobility,
network flexibility has never been solved, as in the time of
Internet formalization the computers were not mobile and
the researchers wanted to unceremoniously spread new
ideas through open environments. The vision of the perfect Internet environment has begun to disappear with
an ever-increasing number of network users. A number
of basic concepts have not changed since their creation.
With the rapid development of information technology,
the public Internet computer network is unable to meet
emerging requirements. Obviously, today’s networks need
a new proposal that is better suited to new trends.
The following chapters will outline the general issues facing today’s networks of Internet Service Providers and
Network Service Providers as well as two current technologies to address these general issues in more detailed
contours.

2.1 Costs of the Computer Networks
The operation and maintenance of computer networks,
since their very creation, requires a large amount of costs
that can generally be broken down as follows:
• Investment so-called CAPEX - Capital expenses,
these are costs of a one-off nature, that must be
spent on purchasing a certain material, tangible, intangible and financial assets, which includes[2]:
– Technical resources, hardware by type of resources (servers, end stations, routers, cable
distributions, etc.)
– Software, i.e. License fees and updates
– Individual applications and other software resources
– Buildings and workplaces for new procurement
and not for rent
• Non-investment so-called Operating, OPEX - Operative expenses, costs continuously to be spent on the
management, operation, maintenance and development of resources, also includes the costs associated
with the collection of certain services, namely:
– Purchased services - application and infrastructure services, communication services, consulting services, customization, implementation,
integration, prophylaxis
– Post-warranty service, training, help desk, marketing
– Personal expenses - wages, qualification increases, insurance
– Buildings and workplaces if it is a rental
– Consumables
– Other and overhead costs - travel, interpretation.
There are countless small, larger or fatal problems with
network devices that are dedicated to a specific function[12]. These problems, on the one hand, reduce their
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guaranteed service life and operation and, on the other
hand, these devices require a huge amount of interventions, repairs, maintenance that must be carried out by
administrators or service technicians - these operations
are related to operating costs, i.e. OPEX.

2.2 Operational Complexity
In the work Managing Complexity of Information Systems The value of simplicity [7], the authors outlined
the fact that the heterogeneous environment of information systems is growing. Employees of companies, and
especially end-users, often work in heterogeneous environments, using different technologies, programming languages, business applications, and operating systems. Because of this situation, operational complexity is considerable. That’s why the Internet service providers, network service providers, as well as other key organizations
and businesses perceive this high complexity as one of the
most important problems of the present.
Operational complexity concerns in particular all sales
units, called stock keeping unit (SKU), which NSPs and
ISPs provide. As part of the provision of this unit, it
is also the warranty period for which this unit needs to
be maintained, repaired, and thus the operating costs incurred[11]. Direct pride goes with the more diverse SKUs,
the more complex the salesperson or the provider has to
make. For this reason, the operational complexity is the
highest in telco telecommunications operators, as the occurrence of multiple SKUs is in those networks in the
order of thousands.

3. New Approaches in Computer Networks
Looking at the above-mentioned problems, it is necessary
to think about an innovative approach to networks, in
the best case to realize a change in the basic architecture of the networks. In the following sections the new
approaches in computer networks will be described.

3.1 Software-Defined Networking
The basic idea of SDN networks, and at the same time the
biggest benefit, is the separation of the network structure
and the network configuration in the way that the management and management functionality is located in the
central control element in the issue called SDN Controller.
This separation of the control and data network allows for
more flexible and flexible network management.
SDN technology enables innovation in the network design
and management. This innovative network approach has
been brought to the community’s awareness just a few
years ago and since then, SDN technology has been the
number one topic for computer systems and networks.

Figure 1: Basic architecture of SDN technology.

• Control plane - Replaces the basic decision logic that
each network device previously had. Through the
control layer, it is possible to centrally manage the
switching, routing and configuration of all devices
in the network.
• Data plane - Contains hardware network devices
that have basic packet recognition capabilities according to flows and their transmission based on
instructions contained in the flow table. If an unknown packet is delivered to the machine, it will
be sent to the control unit and decides where the
packet will popup or discard. The control unit can
also complete the flow tables of the network devices
in question so that the packet can be transferred to
the target by the correct network path.

This paper contains only basic information about SDN.
Further information e.g. about OpenFlow protocol being
used in the SDN networks and SDN history may be found
in [1], [9].

3.2 Network Functions Virtualization

The sketch of the basic architecture of SDN technology
shows the figure 1, where it is possible to distinguish
between three layers of SDN technology similarly to the
works [6], [8]:

Telco operator networks, Internet or network service
providers networks contain a number of proprietary hardware devices, and have caused the above described general network problems in computer networks. There are
CAPEX, OPEX problems, operational and time complexity for deploying and maintaining new or existing network
services. The emerging network virtualization technology,
widely named as Network Functions Virtualization (NFV)
aims to address these issues.

• Application plane - This layer includes all the applications and services that are needed to program
the network topology. Apps can meet various logical
features such as securing consistent policies, securing the configuration of specific network devices for
seamless delivery and service delivery, routing computing applications based on network line parameters, and so on.

The European and American continent has announced
the emergence of a new Industrial Specification Group
(ISG) under the auspices of the European Telecommunication Standards Institute (ETSI), a global leader in the
development of standards for information and communication technologies, such as Information and Communication Technologies ICT). It is this specification that deals
with the standardization of NFV technology.
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The field research demonstrates the complementarity of
SDN and NFV technologies. SDN technology provides
a unique feature of network programmability, NFV technology provides a unique virtualization capability for network services. Identified problems are the combination of
these two properties, the combination of two SDN and
NFV technologies. The NFV domain will provide orchestration and management of virtualized services, complex
service maintenance, but a solution for automated use of a
virtualized service, and does not provide proper customer
network setup.

4. Thesis Objectives

Figure 2: NFV technology in nutshell[4].

The nascent idea of the NFV technology shown in the
figure 2 is to virtualize a number of network devices of
different types and place them on industry standardized
servers located in data centers.[4].

3.3 Evaluation of Current State of the Art
Current research and development in the area of SDN
technology is predominantly centered on one network that
contains one central element - the SDN control unit, which
is dedicated to network management. This network
achieves elasticity and flexibility, thanks to simple programmability. This important feature of SDN networks
uses applications that communicate directly through the
northern interface with the SDN control unit. All this
miracle takes place on a single network that communicates directly with the public network infrastructure. In
other words, SDN networks lack an idea that could fully
exploit the basic feature of programmability from another
network.
The same research and development is being implemented
in the field of NFV technology to provide networked functions in virtualized form, to connect them, as well as to
all the orchestration and management of these virtualized network functions. All this effort is focused on the
independent development of the NFV domain that is selfsufficient.
We can talk about a number of subjects that are affected
by SDN and NFV. With regard to SDN networks, network service providers (NSPs) and Internet (ISP) services,
telco network operators, as well as other major corporate network solution companies are currently involved.
Software-controlled networks find their way in the home,
small or bigger companies, companies, datacenters and
telecom operators for their directness and simplicity. As
far as NFV networks are concerned, the telecom operators’ networks for which the technology is standardized
and deployed are most affected, as well as all other virtualized services provided. In summary, SDN and NFV
technology is very hot topic not only discussed but also
considered as future concept of all computer networks.

This section provides a definition of the thesis objectives
that the work is focusing on, and a basic sketch of the
design for their solution.
The vision is to enable automated provision of virtualized
network services to end-customers who are part of a network managed by SDN technology. In order to achieve a
fully-fledged provision of virtualized network service to a
customer, SDN and NFV domain collaboration is needed.
This results in the problems described in the subchapters
below.

4.1 Proposal of the SDN and NFV Domain Interconnection Architecture
• Objective No.1 - Specification of the NFVi
control unit functions
In this case, it is an NFV control unit that has the
ability to communicate with another NFV control
unit located in a remote domain. These units are
labeled with the letter ”i”, in a matter called ”interconnect” or linking. First of all, it is necessary
to answer the question whether it is possible to use
the currently designed and functioning SDN control
units for the purposes of the NFVi control unit, or it
is necessary to specify and design a new NFVi control unit. Currently, there is no control unit that
would manage the administration and orchestration
of virtualized network services beyond the logical
network domain - domain. It is important that this
controller can handle SDN devices. It is assumed
that the logical network connections between virtualized network services will be implemented through
SDN technology and thus the SDN control unit.
This idea strengthens me and aims to extend the
SDN of the controller to the functionality necessary
for the administration and orchestration of virtualized network functions.
• Objective No.2 Interconnect between multiple NFVi control units
The communication between NFVi control units can
be understood as communication between two SDN
controllers. In the present state of the art, there
is no way to communicate in a standardized format
between SDN control units. It is important for this
communication to ensure that the SDN communications (SDN forwarder) switches are set up correctly to ensure the availability of virtualized network functionality.
• Objective No.3 Proposal of a Data Model
Protocol and Management Messages for
Proper Communication between SDN - NFV
Domains
In the current state of the art, there is no standard for communication between the SDN and the
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NFV domain. The concept of communication between these domains was not designed by anyone.
ETSI seeks to enforce orchestration and virtual network management in its architecture - in a domain
that is further subdivided into individual subdomains for the needs of virtualization itself and its
maintenance. However, there is no sketched and
mentioned linking of an SDN domain with an NFV
domain. For this reason, it is necessary to design
management reports that will serve to communicate
and exchange information between SDN and NFV
domains. A further specification of these messages
will be included in the proposal.

4.2 Proposal of Interconnecting SDN/NFV Domains
An important aspect for interconnecting the SDN/NFV
domains is in particular the reliability of the link. This is
meant to resume interconnection in the event of a random
incident, which may be, for example:
• Network issues - packet discards due to reduced network quality through which a connection is made packet outages
• Software and Hardware Issues - Dropouts and Interface Disorders
The solution to the problem should cover these basic most
frequently occurring situations and re-interconnect automatically after the failure.
• Problem No.4 Proposal of architecture for
creating the interconnection between two and
more SDN/NFV Domains
Interconnecting multiple SDN/NFV domains may
be important in terms of expanding available resources as well as a way to avoid a single failure
point in data centers. It can be assumed that the
service provider will operate multiple data centers.
It is for this reason that the service provider will require the connection of these data centers in order
to allow the exchange of important information between the data centers.
Attractive is the idea of consolidating financial resources to build infrastructure in places where a particular user either does not have a deployed network
technology with sufficient network and computing
parameters or simply does not have it at all in that
location. In this case, it is possible to establish a
link between two independent entities on the basis of a predetermined contract - an agreement on
the conditions for the provision, sharing or lending
of existing infrastructure. If such agreement is to
be established, it is important to be able to specify
what will be the subject of providing infrastructure
not only on paper but also in practice - ideally as
automated as possible without the administrator’s
intervention, in the less ideal case, reduce the time
needed to establish domain and deployment of customer service. The consolidation of funds may also
involve the migration of such network services where
the risk or threat of leakage of sensitive data has not
been identified. For a better idea, for example, a
public cloud, which has a significantly lower cost of
running network services as a dedicated cloud with
precisely set parameters and service protection, can
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serve. Of course, this idea is only relevant if its
application is possible, ie in the case of the aforementioned network services, where there is no risk
of leakage of sensitive data.
• Problem No.5 Proposal of continuous operation - providing virtualized network functions
It is important to say that the correct identification and selection of the infrastructure can lead to
a reduction in a downtime and increase in the availability of services and thus to the observance of the
service level agreement (SLA). For software products, in case of SDN and NFV we can definitely talk
about, it is important to create real-time software
backups to identify when and under what circumstances the system should be restored. The SDN,
NFV, or NFVi controllers are software products that
can run on secure infrastructure, and this infrastructure may protect them in certain degree against
their downtime. Of course, only a layer of infrastructure is protected, not a software layer, where a huge
amount of potential threats are opened - software
error, reduced functionality due to the dropout of
a particular communicating module, a configuration
error that did not occur immediately, an unexpected
outage caused by inconsistent treatment of all possible scenarios. In the field of software products, there
are already some mechanisms that address service
failure, but to provide virtualized network services,
it is necessary to define and implement such algorithm, a system, a model that guarantees a loss-free
operation, or a drop in the character unnoticed within a few seconds. This issue has not yet been
addressed in SDN networks.

5. Proposal of Architecture for Delivery of Virtualized Network Functions
Due to complexity of the individual problems formulated,
this dissertation thesis is strictly focused on the proposal
of the architecture for the interconnection of several
SDN/NFV domains.
The proposed architecture consists of two domains that
are hierarchically separated and have their own distinctive
function in architecture, and are as follows:
• Core Domain Management (CMD) - This Domain
serves solely to manage the connections created between SDN/NFV domains. Within this domain,
there are specified messages to establish, maintain,
or terminate the link.
• SDN / NFV Domain (SND) - This domain has the
virtualized network functions itself and therefore
does not only exchange management messages with
the Core Management Domain, but also exchange
data among other SND domains that have been interconnected through the Core Management domain.
Controlling messages exchanged between domains of different or the same hierarchy are defined in the INT protocol, whose design and specification is incorporated in
this dissertation works as well. Architecture proposal respects existing SDN or SDN domains where virtualized
network features are deployed. In both types of domains
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has an SDN controller that serves for proper routing - setting up a network path, or setting forwarders. Above the
SDN controller there is an NFVi controller that directly
communicates with both the SDN controller across the
northbound interface and with the other NFVi controller
via the East-West interface. It is important to say that
this communication is going through INT module, which
includes various drivers for transparent communication
with different SDN/NFV domains. Various SDN/NFV
domains are in this assumption domains that have been
designed - implemented by using various techniques supporting different types of communication for the internal
purposes of a specific domain. In principle, it can be
domains implemented by various key companies such as
Juniper, HPE, Cisco, IBM, a domain that today can not
communicate with each other. A precondition for successful communication is the driver that should be developed
by the company that created / made the domain for coverage of all features and proper support. INT module will
therefore be a modular system that will support drivers as
plug-ins. Based on the domain identification, a suitable
driver will be used that will correctly support all features
of the domain. In this way, it is virtually possible to link
any SDN/NFV domain implemented over any infrastructure, or even devices directly designed for the delivery of
virtualized network services.

5.1 Core Management Domain
As mentioned above, due to the complexity of the solution, the newly created architecture consists of two hierarchically different domains. The Core Management
Domain is hierarchically superior, and serves to access,
create, manage, and interrupt SDN/NFV domain connections as well as CMD domains.
NFV Management is a feature present only in the CMD
domain and serves all customers, administrators, and
other legitimate users to access the management of either
one or more SDN/NFV domains. The domain linking
options are as follows:
• CMD <-> CMD - Interconnecting hierarchically and
organizationally identical CMDs in order to achieve
high availability or interconnection of hierarchically
identical, but organically distinct CMD domains such as interconnecting domains of different companies and creating an SDN/NFV federation
• CMD <-> SND - linking hierarchically different domains to interconnect multiple SND domains in an
organization. To interconnect the SND domains of
different providers, firstly the CMD domains interconnection has to be made.

5.2 SDN/NFV Domain
The proposed architecture respects the existing SDN
topologies as well as the already implemented NFV solution - in this case we are talking about the SDN/NFV
domain. Such domain may already include an SDN controller for controlling and changing network topology, a
NFV orchestration for the management and orchestration
of virtualized network services. For the correct creation
of interconnections between domains, it is necessary to
incorporate the NFVi controller as described above. Just
thanks to this component, it’s possible to enable transparent communication and profit from the benefits that
this interconnection offers.

6. Verfication of Proposed Architecture
Since the architecture of the proposed solution is complicated and the design itself requires multi-entity collaboration, the Petri Network, namely the Color Petri Network,
was designed to verify the solution. This type of network
belongs to high-level networks offering much wider system modeling, processes and features. An important fact
is that it is in the Color Petri Network that it is possible
to model data types, work with data, model functions,
and integrate their calculations into network states. The
undoubted advantage of such networks is the better clarity, the visibility of individual token types, which can be
distinguished by colors. An example may be the sending
and receiving of packets, where each location, transition,
edge, function, mark is indicated by a specific color.
Other network specifics are described in the following subsections.

6.1 The Color Scale of Proposed Coloured Petri Network
As mentioned above, the individual parts of the proposed
Petri Color Network are marked with colors as follows:
• All processes related to the transmission, generation
and receipt of the packet are marked in red. The
RECEIVE HELLO function is also marked with this
color that processes the received packet.
• The state of the physical interface and its associated
processes are marked with a purple color. This status is important for the entire network that switches
to clean mode in the event of an interface failure, so
the link reboots and creates a resume.
• The NFV database records and the associated processes are marked in green. WRITE TO NFV DB
is also marked with this color through which the
entire write to the database is controlled.
• When two CMDs are interconnected to high availability, the processes for maintaining a backup domain are activated in blue. In this case, the backup
algorithm provides a backup domain that can operate in full mode operation
• The processes related to the IP address setting on
the INT module are marked with a brown color.
• For proper operation of the proposed network, it is
necessary to maintain auxiliary variables such as the
number of neighboring domains, temporary memory
for storing the resulting link, and the like.

7. Conclusions
In assessing the fulfillment of objectives I would like to
highlight the following for each individual thesis objective:
• Specification of the NFVi control unit functions - in the work, the NFVi functions of the control unit are specified. The functionality and reliability of the NFVi unit has been verified in the
proposed Petri Color Network.
• Interconnect between multiple NFVi control
units - In the proposed architecture, the Core Management Domain was specified in the proposed architecture. Functionality and reliability of Core Do-
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main Management has been verified in the proposed
Petri Color Network.
• Proposal of a Data Model Protocol and Management for Proper Communication between
SDN - NFV Domains - dissertation thesis describes comprehensive INT protocol that defines
simple management messages for the proper establishment and maintenance of interconnection of multiple SDN - NFV domains. The correctness of the
protocol was verified in the proposed Petri Color
Network.
• Proposal of architecture for creating the interconnection between two and more
SDN/NFV domains - Interconnection of multiple
SDN/NFV domains of different levels is defined and
the verification of this interconnection was successfully verified in the proposed Petri Color Network.
• Proposal of continuous operation - providing Virtualized Network Functions - Because
of the robustness and complexity of a problem that
addresses a different issue, this problem was not addressed in this work.
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Abstract
The subject of the study was the possibility of application
of compressed sensing in wireless sensor networks. Compressed sensing is a fast-forwarding area that provides the
basis for data acquisition methods in which it does not
apply established signal sampling procedures but, subject to certain conditions, it allows to significantly reduce
the number of signal measurements. As a result, it may
be faster to obtain data or reduce energy demands on
data acquisition. The aim was to verify the impact of
data gathering through compression scanning on the consumption of the network for a defined single-purpose task.
On the simulation example of acoustic localization, appropriate methods and parameters of the transmitted signal
were proposed, which was the basis for verifying the consumption optimization hypothesis for the wireless sensor
network and the comparison with the classic approach.

Categories and Subject Descriptors
C.2.1 [Network Architecture and Design]: Network
Topology

Keywords
compressed sensing, WSN, localization

1. Introduction
Wireless Sensor Networks (WSN) are a relatively new
technology in intelligent environments. Through them
it is possible to monitor the required information from
the surroundings. This system consists of spatially distributed autonomous modules that are capable of interacting with each other. They are located in the observed
∗Recommended by thesis supervisor: Assoc. Prof. Ondrej Karpiš
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area and continuously evaluate the status of the watched
object. The basis of these networks are the modules
(nodes) with implemented sensors in relation to the application requirements. An example of this can be recording
of acoustic emissions in traffic, the movement of persons in
monitored object, an acquisition of meteorological data,
or the wide use of WSN in intelligent buildings and, most
recently, in various IoT applications. Interaction between
nodes is provided by RF communication. According to
cite Harop2008, up to 99% of the installed sensors are
currently communicating using wires. The assumption for
the next 10 years is that WSN technology should cover
10% of all sensor networks. Nowadays, the applications
of so called ”Intelligent sensors” are spreading. The difference between the classic and the intelligent sensor lies in
the added intelligence sensor capabilities. As the classical
sensor node gets the data it will just sent them to the sink
node, the intelligent sensor node is able to pre-process the
data before they are sent so that only the necessary information is sent, what is reducing transmission channel
requirements. The communication in the wireless sensor
network is significantly limited. Individual nodes often
need to be placed in an area without the presence of a
power grid, resulting in a large energy limitation. To this
the transmitting and computational power of the nodes
has to be adapted. Nodes have a defined permeability
depending on the type of the application and the available amount of energy. Using WSN technology requires
minimal installation and maintenance requirements.
In this work we are focusing on the possibilities of using
the Compressed Sensing (CS) in WSN. Compressed sensing is a method of capturing and reconstructing a signal
using sparse sampling, assuming the signal sparsity, resulting in a reduction of the amount measurements, thus
simplifying the process of obtaining data from the environment and thereby saving the energy of network elements. The main objectives of the work are:
• to investigate the possibilities of using compressed
sensing in WSN,
• to use CS for chosen task,
• to verify proposed solution in simulation,
• to evaluate the effect of CS on the network consumption.
The first chapter is devoted to the description of WSN
technology and its use in practical applications. There
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are also described standard methods of digital signal processing, their advantages, and disadvantages. The second
chapter deals with the theoretical principles of compressed
sensing using sparse sampling and discusses the possibilities of using compressed sensing in WSN applications. In
the third chapter there is described a solution of a specific
task of localization of the object and there are summarized
the knowledge gained from the simulation experiments.

2. WSN Technology
The main idea behind the creation of WSN was to create a network of sensors spreaded out in an environment.
These sensors were low-cost and capable of working autonomously while working with other nodes in the network, including sensors, communication unit and data
processing module [32], [13].

2.1

Hardware Platform

WSN consists of spatially distributed sensor nodes. In
WSN, each sensor is able to independently perform sampling, preprocessing and data processing tasks. In addition, the nodes communicate with each other or with a
central sink node, depending on the network topology. In
order to use a node, one or more sensors, CPU, memory,
and power source are implemented.

2.2

Communication

The wireless sensor network consists of a number of nodes
that have wireless communication modules. Nodes can be
located on a large area in hard-to-reach terrain, so it is
necessary for the captured data to be collected by several
central (sink) nodes that have access to the infrastructure,
e.g. to the Internet or to have easy access to download
data in person.

2.3 Applications
2.3.1 Monitoring of the Environment
Environmental monitoring includes, for example, animal
tracking, forest ecosystem evaluation, flood detection, or
weather forecast [15]. These are ideal applications for
WSN because the measured parameters are supposed to
be transmitted over a long distance.

2.3.2

Medical Purposes

WSNs can be used in hospitals to monitor the health of
patients. These devices form a special group of WSN
nodes, called the Body Sensor Network (BSN). BSN is a
set of sensors that introduces the revolution to health care
by providing cost-effective, long-term monitoring with the
continual renewal of health records over the Internet. One
application is, for example, a chest band that serves to
monitor patients with cardiac arrhythmias [21].

2.3.3

electrical power from which the nodes could be powered
are not available. Therefore, there is still an effort in WSN
applications to minimize consumption. The electricity is
consumed in the subsystem of signal sampling, the signal
processing subsystem, and also the communication process.

2.4.1 Signal Sampling
To get the information from the environment, it is necessary to capture the given continuous quantities using
the sensors which are part of the node. A considerable
amount of energy is consumed by analog to digital conversion of signal samples. A conventional approach to signal sampling is Shannon’s theorem, which states that the
sampling frequency of the AD converter must be equal
to or greater than twice of the maximum frequency of
the measured signal. In general, we consider deterministic and periodic (equidistance) sampling. This pattern of
sampling, according to which the signal samples are taken
in time intervals of constant duration, is the most used.
It is obvious that such a procedure for obtaining samples
seems to be the most natural and has several advantages.
However, it was introduced earlier and is not suitable for
some applications.
A periodic sampling model is not always useful to apply.
For example, in case when the samples are supposed to
be captured in irregular time intervals or even at random
times. Studies show that random sampling may not always be negative. Irregularities also bring some benefits,
such as suppressing aliasing. Even in the case of energy
saving, randomness can produce good results.
The aliasing effect leads to an indeterminate representation of the signal, as can be seen in Fig. 1 [3]. These
signal samples can be used during reconstruction to create an original sinusoid. Sinusoid, rendered in black, suit
the data. However, if we look at the possibilities of the reconstruction process, we can see that the other sinusoids
of different frequencies also fit the samples taken. There
are known methods how to avoid such complications, e.g.
using the anti-aliasing filter.
Fig. 2 [3] shows how to avoid the alias effect by using
unequal sampling. Once again, the sinusoid was sampled
at the same frequency as in the previous case. In this
case, the timing distances between the samples are not
the same. The picture shows that only one sinusoid is
suitable for all samples.

2.4.2 Communication
The most burdening factor in terms of WSN consumption
is the communication, especially the sending of measured

Transport Systems

Many crossroads use information from sensors to control
traffic lights with emphasis on minimal waiting or maximum permeability [12]. The sensors are mostly located
above the crossing or inside the road [30], [26].

2.4

Consumption of WSN Network

One of the reasons for the creation of wireless sensor networks is the need for placing sensors (static or portable)
to inaccessible and remote terrain without established infrastructure. In this environment, permanent sources of

53

Figure 1: Periodic sampling - aliasing effect.
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Figure 2: Nonperiodic sampling - suppression of
the aliasing effect.
data. That is why we are trying to reduce the amount of
data transmitted. There are three approaches. The first
approach utilizes signal processing methods to evaluate
data, and then only useful information (resulting solution) is sent, which, due to low data volume, minimizes
the power supply. In the second approach, the signal
characteristics (parameters) are transmitted. Sometimes,
however, it is necessary to send the whole captured signal,
which is the third case. In periodic sampling, the volume
of data transmitted is very large. By sparse sampling, this
volume can be quickly reduced and only samples that are
really useful are sent.

3. Compressed Sensing Principles
The original idea of data compression was to collect all the
data, choose the appropriate transformation over them,
evaluate the significant coefficients, and discard most of
the data which for some reason have little of the useful
information. Compressed sensing comes with a different
strategy: assuming the signal sparsity in a suitable area,
it is efficient to sample the signal irregularly, and only as
many times as is really needed. The subsequent reconstruction of the signal leads to solving a system of linear
equations with an infinite number of solutions. Among infinitely many solutions that can be found, those who have
the most unknowns equal to zero at the same time (sparse
solutions) are required because these solutions are usually
very likely to be correct. This thematic area extends historically to the first use of the Matching pursuit algorithm
[27] and the decomposition of the signal to atoms using
Basis pursuit [11]. Compressed sensing was named as a
research area in 2004 at Standford University. Professor
D. Dono [17] and his former student, now Professor E.J.
CandÃĺs [7], devoted themselves to the areas of sparse
representation of signals, wavelet, reconstruction methods, signal processing and a wide range of mathematical
optimizations. CS is also discussed in the literature [2],
[24], [23].

3.1

Sparse Signal Representation

Signal y (e.g. sound, image or video sequence) can be
represented as linear combination ob basis vectors ai .
y=

X

xi ai ,

i

where xi are the weights or coordinates y in the system
ai . Each ai are called atoms and the whole system is
called the dictionary.
This model can be also presented as linear system in matrix form
Ax = y,

Figure 3: System of linear equations.
where x is the vector of unknowns and y is known vector. The matrix A is called besides dictionary also the
representation system, often called measurement matrix which is not completely correct and this term will be explained in the subhead 3.5 dedicated to compressed sensing.
So the k-sparse vector is that, which has the maximum
of k non zero components. By the relative sparsity of the
vector x of the length N we understand the ratio k/N .
Next let CN to be the matrix of all k-sparse vectors with
length of N .
However, the real signals are not completely sparse as defined above. Instead of zero, they contain small nonzero
values. Therefore, it is appropriate to define an approximation error.

3.2

Sparse Solution of Linear Systems of Equations

It is necessary to solve the common linear system of equations Ax = y, however, the unknown vector x is supposed
to be as sparse as possible thus, to contain as many zero
components as possible. The task is following:

min kxk0 subject to Ax = y,
x

(1)

where the known vector is y ∈ Cm (observation, measurement, signal) and the matrix A ∈ Cm×N . Let’s suppose
only the cases when m < N , or m  N , and A is the
matrix with complete row rank. The scheme of the task is
illustrated on the Fig. 3. Vector x contains only few non
zero components (coordinates) thus, the observed vector
y is the linear combination of only few columns of matrix
A. The pseudo-color schematic is used - the blue color
represents zero and the warmer the color is the higher
value it contains.
All x that meet the condition of Ax = y are acceptable
solutions. It is known from linear algebra that given the
above conditions, the matrix A permits endlessly many
solutions and forms affinity space. Matrix A guarantees
the ability to reconstruct the original x from y.

3.3

Bases

By basis of vector space we can understand a set of linear
indipendent vectors which linear combination it is possible to get to arbitrary vector from given vector space
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set. In the finite space of dimension N is the base each
set containing N linear independent vectors. If the B =
{b1 , ..., bn } is basis each component x ∈ V is possible to
express with unambigous coordinates ci in given basis as
x=

N
X

ci bi = Bc.

(2)

i=1

If the vector space has several bases than all of them contain same number of generating vectors (generator).

Figure 4: Contour lines of norms l0 , l0,5 , l1 a l2 and
the contact with the hyperplane defined by the
system Ax = y.

Most often we encounter orthogonal and orthonormal
bases. The orthogonal base is where for any two vectors
from the base B = {b1 , ..., bn } applies

Definition 3.1. lp -norm of the vector x ∈ CN is defined as:

hbi , bj i = 0, pre i 6= j, hbi , bi i =
6 0.

(3)

3.4 Reconstruction Algorithms
3.4.1 Computational Complexity of the Problem
Assume that spark(A) > 2k0 is true and there is some
k0 -sparse solution of the system. If we insist on finding
a precise solution, it is necessary to go through all kN0
combinations of subsets of matrix atoms. This is equal
for NP-complexity (a non-deterministic polynomial problem) which in practice where N is a large number, is not
acceptable [6]. Therefore, several approximation methods have been developed to address this problem, which
are not deterministically accurate, but significantly faster.
These methods are divided into roughly two main categories - greedy algorithms and relaxations, although new
types of algorithms are growing.

3.4.2

Greedy Algorithms

The group of ”greedy” algorithms consists of those methods whose main principle is to find one or more ”most
important” atoms in each iteration. Important is that in
the next course of the algorithm, the selected atom will
already be part of the final solution. The advantage of
these methods is low complexity, the disadvantage is that
it is not guaranteed to achieve a global optimum. Known
algorithms in this category are Matching Pursuit [27] and
the most commonly used variation Orthogonal Matching
Pursuit - OMP [31]. Other derived algorithms are Regularized OMP, Stagewise OMP, OMP with Replacement,
and sublinear algorithm OMPR-Hash. This category also
includes Subspace Pursuit [16] and Least Angle Regression - LARS [18]. Some algorithms are able to guarantee
stability as a BPDN (relaxation algorithm) and are faster
and better understood.

3.4.3

Relaxation Algorithms

This group of methods is based on convex optimization
and is based on l1 -relaxation, which means they are more
computational complex. These algorithms rely on the fact
that under certain conditions we can get exact, or at least
relatively close solution. From these methods it is, for
example, Basis Pursuit - BP [11], Basis Pursuit Denoising - BPDN, Modified Least Angle Regression - LARS
[18], [19], Interior Point Methods − IPM [25], Projected
Gradient Methods, Iterative Reweighted Least Squares
âĂŞ IRLS, FOCal Underdetermined System Solver − FOCUSS[20], [19] or Dantzing Selector [8].

L1 - minimization (L1-relaxation)
In order to capture the essence of relaxation principles of
L-minimalizations, several concepts need to be defined.

kxkp :=

N
X
i=1

kxkp :=

|xi |

N
X
i=1

p

! p1

f or 1 ≤ p < ∞,

|xi |p f or 0 < p < 1,

(4)

kxk∞ := max|xi |,
i

kxk0 := |sup(x)| .
The norm is accually only if 1 ≤ p ≤ ∞. However, for
simplicity for all p will be used uniform marking lp -norm.
For a better idea of how the norms work, a sphere is drawn
in the all norms in the Fig.4.
Definition 3.2. The sphere BpN in the norm lp is defined as

BpN := {x ∈ CN | kxkp ≤ 1}.

(5)

Definition 3.3. Vector x ∈ CN is called k-sparse while
applies

kxk0 ≤ k.

(6)

(Pseudo)norm l0 is not a convex function, thus it is not
possible for the computation of the task 1 use any of the
methods of convex optimization algorithms (convex programming) [4]. Since the norms lp are convex for p ≥ 1
we consider using of ”nearest” convex norm l1 , at least to
approximation of solution of the NP-complex problem. It
is necessary to solve the task:
min kxk0 subject to Ax = y.
x

(7)

While the conditions of NSP and RIP are satisfied it is
possible to use l1 norm instead of norm l0 . Even in most
cases solution of both tasks match. In the Fig. 4 it
is shown the solution of the task minx kxkp considering
Ax = y v R2 , iteratively for p = 0; 0, 5; 1; 2. The space of
all acceptable solutions is represedted by the red straight
line. It is obvious from the figure that solution of the
problems 1 and 7 is consistent. The solutions in the case
when the Euclidian norm, p=2,is used is different (solution with minimal energy which means narrow continuity
with the least squares method).
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Figure 5: Form of the measurement matrix A.

3.4.4

Other Algorithms

Other algorithms that are not included in these categories
are thresholding based algorithms [18] and other hybrid
algorithms that take advantage of each of the two groups
of algorithms. One of these is the A*OMP algorithm
that uses the A* algorithm for information tree crawling.
This algorithm achieves better signal reconstruction results than relaxation algorithms, and in addition, has less
complexity than relaxation methods. There are also combinatorial algorithms - HHS Pursuit that are very fast,
but they need quite a lot of measurements. The special
type is Total Variation - TV algorithms. These are mainly
used when reconstructing images where the sparsity of
signal is required. They are especially suitable for images
composed of smooth surfaces separated by curves (images without complex textures). Such images can often
be found in the medical environment (MRI, angiogram).

3.5

Compressed Sensing

Compressed sensing is probably one of the most attractive
applications in the field of sparse signal representation.
The main idea of this approach lies in the non-adaptive
sampling of signals only by the number of samples that is
really needed. This is the same problem - the search for
approximation of the 1 task by using l1 -minimalization,
but the construction of the A matrix is special (as mentioned in chapter 3.1).
It is assumed that signal is sparse is in some dictionary
(in our case, orthogonal bases). Let the base be labeled
with Ψ, so the signal can be expressed as z = Ψx, where
x is k-sparse. The goal is to provide a small number of
non-adaptive measurements that will have the character
of scalar products with a signal that can be expressed as
y = Pz = PΨx. Where P is the so-called the measurement matrix of the dimension m × N a the individual
components of the vector y are measurement results that
are generated as a linear combination of signal samples.
By the term sample is meant a scalar formed by a linear
combination of original signal values. The number of measurements is m  N . From the Fig. 5 we can see that the
measuring matrix A mentioned in the previous chapters
has in this case the form A = PΨ and it is neccessary to
use the l1 -minimization for the task:
min kxk0 subject to y = PΨx.
x

(8)

The basic task is to find such a measurement matrix P,
to be possible from a “small” number of measurement to
reconstruct the signal correctly. Suitable measurement
matrix are considered in the form P = RΦ. Where Φ
is the matrix N × N and R is the matrix which is cre-

Figure 6: Illustration of the situation in compressed sensing (without noise): measured vector
y is equal to the product of measurement matrix
P = RΦ, unit matrix Ψ and sparse vector x. In
the process of sampling there is a vector z = Ψx
which is not sparse itself but it is sparse in some
base Ψ in the figure it is in a orthonormal base
of the inverse DCT. Matrix Φ is Gaussian in this
case. The matrix R came from unit matrix N × N
by uniformly-random keeping of m rows.
ated from the unit matrix N × N by keeping only m randomly chosen rows thus it works as a random selector
of the rows from the matrix Φ. Random selection R is
controlled by uniform probability distribution. Overall
shape of the measurement matrix A is composed of matrices A = RΦΨ. Complete schematic of the compressed
sensing is provide on the Fig. 6.
To be possible to recontruct signal by using l1 -relaxation
it is neccessary to define how many measurement have
to be provided (number of rows m of the matrix P). In
case of random measurement matrix R this count depends
on mutual coherence (µ). In case when the matrix
is

composed of two orthonormal bases Φ and Ψ thus Ψ, Φ
is


µ Ψ, Φ = max ψi> φj
(9)
1≤i,j≤N

and the value of the coherence (9) is between √1N a 1.
Following proposal gives a conditions when the exact reconstruction from the measurement is granted.

Proposal 3.4. [10] Let’s have the signal z, which has
in the basis Ψ k-sparse representation x. Then the solution of l1 -minimization
min kxk1 vzhl0 adom na y = RΦΨx,
x

(10)

where y are the measurement, is at the same time with
high probability the most sparse possible solution wince
the number of the rows is chosen by this:


m ≥ C · µ2 Ψ, Φ · k · N · lnN,
(11)
for the specific constant C.

It follows from this that the number of measurements depends only on the sparsity of the signal. The coherence
quadratically effects the necessary number of measurements. Therefore, it is an effort to look for such
 a pairs
whose mutual coherence is minimal - for Ψ, Φ with co√
herence 1/ N it is enough to provide k · ln N measurements. However, if the coherence increases, measurement
under this condition ceases to be relevant because the
count of measurements m exceeds the number of signal
samples N x (e.g. Φ = Ψ).
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Figure 7: Measurement process - multiplication of
the signal z by the matrix P represents m linear
measurement of the signal z.

3.6

Figure 8: Triangulation.

Compressed Sensing in Applications

In general, CS applications can be found wherever the
signal can be expressed in a sparse, wheater in a standardized manner or in a system that has been adapted to
the signal. In computer tomography (CT), it is necessary
to obtain a body image of the patient from different angles using X-rays. Taking a complete set of measurements
would expose the patient to a long and dangerous dose of
radiation, so the number of measurements should be as
small as possible and should guarantee a sufficient image
quality for medical purposes [9].

Figure 9: Multilateration.

4. Compressed Sensing in the Application for
Object Localization

a synchronized clock signal. Unlike the first case,
it is not necessary for the receiver to record the
absolute time for which the pulse was sent. Only
the time difference from synchronized transmitters
needs to be known. Two TDOAs are obtained from
the two transmit modules. At least two time constants are required to determine the position. From
three transmitters at known positions, it is possible to determine the position of the object on the
hyperbola in the 2D space or from the four transmitters the position on hyperboloid in the 3D space.
The basic hyperbolic property, which says that the
hyperbola is the curve of the constant difference of
the arrival time of the signals transmitted by the
modules, is used here. The focus of each hyperbola
is determined by these modules [5].

As an application example of CS, the object localization
task was selected. Determining the position of objects is
not longer just a matter of the outside environment. Increasingly, these tasks move into the interior, they come
into production halls or logistics centers or combine both
outside and inside environments. Two types of localization are distinguished. It can be done based on absolute
location due to geographic location. The second type is
the relative location where it is to determine the position
relative to the space in which the object is located.

4.1

57

Localization Principles

Localization technologies use different measurement principles to determine the right position. Time-based methods are divided into two main groups (an overview of other
commonly used methods is given in [28]):

4.2
• TOA (Time of Arrival) This method is based
on measuring the absolute time at which the signal
arrives from the transmitter to the receiver. The
Euclidean distance between the two devices can be
derived by multiplying the time that the signal traveled with the wave velocity. If the wave passes
through different materials, it is necessary to know
its speed in the given conditions. However, the TOA
depends strongly on the exact synchronization of
the transmitter and receiver clock. In this case, the
positioning is projected into intersections of circles
with their centers defined by transmitter modules.
• TDOA (Time Difference of Arrival) When
measuring the arrival time difference, it is not necessary for the transmitter and the receiver to have

Using KS Methods to Solve Localization Tasks

We have chosen the localization task based on acoustic
emissions as an example suitable for WSN with use of
CS. The baseline scenario contemplates the use of nodes
that are equipped with a loudspeaker in the role of transmitters V1 to V3 and one node D1, which is designed
to scan the transmitted acoustic signals and at the same
time is a point of localization interest. Applying the CS
to the recorded signal and sending the fine samples for
processing will be cover by the detection node D1. In
this proposed solution with a centralized topology, the
evaluation of the obtained data will be carried out in the
central node C1 with sufficient performance parameters
where reconstruction algorithms will be applied to the
received samples and the position of the object will be
evaluated. The principal scheme of the task is shown in
the Fig. 10.
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4.3

Simulation Tools

Matlab
For simulation purposes, the L1-magic library was used
which originates at the center of the theory of compressed
sensing – at Standford University. It is a collection of
Matlab routines for linear programming and convex optimization that focuses on compressed sensing.The simulation script has a wide range of parameter settings, the
main ones are:
Figure 10: Illustration of simulation example.
In order to progress with this example, new terms need
to be introduced.
Compression Ratio (KP)
Let N be the number of samples of the signal y(n) obtained at uniform sampling with the sampling frequency
fvz determined by Shanon theorem at the given interval
and let m be the number of samples of the signal y(n)
selected at the same interval based on the measurement
matrix P (described in the chapter 3.5), then the compression ratio is defined as
KP =

N
.
m

KP is a basic indicator of the efficiency of using the compressed sensing. The task is to maximize KP while keeping the maximum permissible reconstruction error.

Reconstruction Error
The reconstruction error is defined as the mean absolute
deviation of the signal difference
e=

N
1 X
|r(n)| ,
N 1

where the difference of signals r(n) = y(n) − y 0 (n), while
y 0 (n) is the reconstruction of the originally generated signal y(n) from the samples gained by the compressed sensing and N is the number of the elements of the vector
r(n). After multiplying by the constant K = 100, we
present the error in percent as follows. The error in the
frequency domain is determined analogously as the mean
absolute deviation of the frequency spectrum difference.
Other terms found in text and spreadsheets:
• name - name of the signal

1. Parameters for signal generation: A frequency of
sampling, signal frequency, number of periods, signal type, noise ratio.
2. Parameters for the signal reconstruction: Type of
measurement matrix, compression ratio, base of the
signal, reconstruction type.
3. Parameters for evaluation of reconstruction: Error
evaluation, Calculation time, Type of rendering,
Drawn items.
In addition to these parameters, it is possible to implement custom routines needed for analysis of the selected
task.

4.4

Transmitted Signal

This task takes into consideration using an acoustic signal. The basic task was to investigate the type of broadcast signal - the signal can be transmitted continuously
(continuous) over time or in batches (burst).

4.4.1

Continuous

In the case of a continuous signal transmission, the reconstruction is less demanding, which means that the compression ratio can reach higher values at the desired deviation, see Tab.1. The resulting error can be considered in
practice to be zero, but it is an ideal case (no noise) when
the sampled signal reach its maximum. Further, it can
also be seen from Fig. 11 that the signal before and after
reconstruction shows a minimal error. The disadvantage

Table 1: Results of the
name
f
[Hz]
cont 1
100
cont 2 200 a 500
cont 1a
100
cont 2a 200 a 500
cont 1b
100
cont 2b 200 a 500

Reconstruction, KP = 100
fvz
SNR
error
[Hz] [dB]
[%]
2000
6,1E-9
2000
1,2E-8
2000
11
14,8
2000
11
35
2000
2,5
10,28
2000
2,5
25

• f1 , f2 - carrier frequency of generated signal, unit:
Hz
• ratio - carrier frequencies ratio define as f2 /f1
• fvz - sampling rate, unit: Hz
• measurement matrix - number of rows (m) of the
measurement matrix P
• number of periods - number of useful (non-zero)
periods of the generated signal with the carrier freqency f1 , f2

Figure 11: Signal cont 2 from the Tab. 1 before
and after reconstruction.
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Table 2: Tests of Basic Burst Signals and
measur.
f [Hz] fvz [Hz] matrix
KP
burst1f 01 100
2000
200
10
burst1f 02 200
2000
200
10
burst1f 03 300
2100
250
8,5
burst1f 04 400
2000
200
10
burst1f 05 500
2000
200
10
burst1f 06 800
4000
300
13
burst1f 07 1000
4000
200
20
burst1f 08 2000
8000
300
27
name

59

Their Parameters
Num. of
error [%]
periods
10
3,73
10
3,95
10
2,11
10
3,26
10
2,05
10
1,89
10
1,6
10
1,09

Table 3: Tests of Combined Bursts Signals and Their Parameters
f1
f2
fvz
measur. error
name
KP
matrix
[Hz] [Hz] ratio [Hz]
[%]
burst2f 01a 100
300
3
4000 13,33 300
3,78
burst2f 01b 100
400
4
4000 13,33 300
1,5
burst2f 01c 100
130
1,3
4000 20
200
1,27
burst2f 02a 200
130
0,65
4000 20
200
3,02
burst2f 02b 200
350
1,75
4000 13,33 300
1,32
burst2f 03a 500
144
0,288 4000 20
200
2,68
burst2f 03b 500
630
1,26
4000 13,33 300
1,58
burst2f 04a 1000 1300 1,3
4000 13,33 300
1,53
burst2f 04b 1000 840
0,84
4000 13,33 300
1,17
of this sampling is that the localizing task is not trivially
solvable and it is not clearly evident in which period the
signal is located, so the determination of the distance is
not unambiguous. It is possible to implement other software solutions, e.g. inserting auxiliary signals into continuous broadcasting to ensure unambiguous time-lines.
However, with this solution, there is also an increase in the
performance requirements of each network node, which is
an undesirable effect.

4.4.2

Burst

By modifying the transmission from continuous to burst,
the tests confirmed that the compression ratio would be
lower in this case. However, it is possible to analyze more
accurately the captured signal. Under ideal conditions,
it is possible to determine the beginning of the broadcast quite accurately. The tests were performed using an
acoustic burst signal in the range of 100Hz to 1kHz. Simulations have confirmed that reconstruction can be considered sufficient if the error between the original and the
reconstructed signal is up to 5%. In reconstructed signals
that contain one carrier frequency with an error rate of
up to 15%, this frequency is still strongly represented, but
the time domain signal is not usable without further filtration. In Tab.2 there are the selected experiments – in
the first approach, the tested burst signals contained one
carrier frequency. For each of these items, 100 tests were
repeatedly applied, and the chyba column indicates an average error of all iterations. In the next table, Tab. 3 the
signal was generated using two different carrier frequencies, the frequency ratios have been determined randomly.
In testing this type of broadcast, several important facts
have been observed. Upon reconstruction of the burst
signal, there is a high error rate, mainly at the beginning
and end of the signal Fig. 12. If the same compression
ratio as in the continuous signal is kept, an unusable rate
of reconstruction has been achieved (Fig. 13), where the
upper row represents the burst signal and the lower row
of the continuous signal. These findings have led to the
next stage of modifying the generated signal. The task is
to generate such a signal so its representation in the fre-

Figure 12: Signal burst before and after reconstruction and the illustration of the error on the
edges. Compression ratio: 10, carrier frequency:
100Hz.
quency domain is as sparse as possible. For the smoothing weighing windows can be applied. Figures 14 and 15
illustrates using window functions and the effect the frequency spectrum of the signal. Real signals are, in most
cases, close to the sparse. The displayed result is a test
with Hamming window that confirmed improvements in
the frequency domain representation. If the signal is not
sparse in given area than the reconstruction of the signal
with L1-minimization will get more significant errors.

4.4.3 Use of the Weighing Window and Its Influence
on the Frequency Spectrum
In order to increase the compression ratio and preserve the
quality of the reconstruction, windows of different types
except the rectangle, which are burst signals themselves,
were applied to the signal. Window functions were applied sequentially to a signal with varying signal-to-noise
ratio.
Window functions are the weighting functions [29], [1]
that are applied to the data to reduce the spectral leakage
associated with the final interval observation. From a
signal processing perspective, the window is applied to
the base set so that the signal from any frequency has a
significant amplitude only on those base vectors that have
a frequency near the signal frequency.
Mathematically, these are functions that have zero functional values outside the selected interval. The weighing
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Olešnanı́ková, V.: Use of Compressed Sensing in Wireless Sensor Networks

Figure 13: Comparison of continuous and burst signals while keeping the same KP=200. The first row
corresponds to the burst signal, the second line of the continuous signal.
process works so that the original signal is multiplied by
the window function. To the resulting signal can be further applied the desired operation, most often spectral
analysis. The following text briefly describes the window
functions used in our case, where N represents the width
of the window and n the number of the sample.
Impact of the noise to the windows
The transmitted signal was weighted throughout the
whole burst signal interval. From Tab. 4 it is visible that
by adjusting the signal using the window, the error significantly decreases compared to the signal without the use
of window function, the bold letters show the smallest re-

construction errors compared to the original signal. The
experiment was conducted on three test scenarios with
different levels of noise added:
• signal without noise,
• white noise with SNR = 11dB,
• white noise with SNR = 2,5dB.
After the window is applied, the most noticeable difference is in the error in the case of signal without noise.
Based on the experiments, the maximum permissible error rate was determined for the given signal as shown
in Tab. 5. The table shows at what maximum reconstruction error it is possible to recognize and use signal
parameters without the need for further filtering of the reconstructed data. It is clear from the table that, in some
cases, the recognition of the carrier frequency is considerably greater than that of detecting the time course of

1
Bartlett
Hamming
Gauss
Blackman−Harris
Bartlett−Hanning
Hanning
Parzen
Nuttall
Chebyshev

0.9

Figure 14: Frequency spectrum of the burst signal
without window.
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Figure 15: Frequency spectrum of the burst signal
using a window.

Figure 16: The winding windows that were used
for testing. Illustration is rendered on a even
number of elements, N = 64.
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Table 4: Application of various window functions to signal with parameters: f = 100Hz, fvz = 2000Hz;
number of rows of the matrix = 200; KP = 10. The average error is calculated from ten reconstruction
iterations.
no noise SNR = 11dB SNR = 2,5dB
applied window error [%]
error [%]
error [%]
no widnow
Bartlett
Hamming
Gauss
Blackman-Harris
Bartlett-Hanning
Hanning
Parzen
Nuttall
Chebyshev

4,4005
0,2543
0,1975
0,1782
0,0895
0,0851
0,0602
0,0305
0,0043
0,0024

6,8020
3,6553
3,0891
2,6845
3,8651
3,6039
2,7795
3,4071
3,5920
3,1662

10,4077
5,7728
6,2740
6,4022
4,5833
6,0955
7,2183
4,9526
4,5528
4,5753

Table 5: The maximum permissible error of the reconstructed signal y’(n) versus the originally generated
signal y(n). Parameters of the generated signals are as follows: signal with single carrier frequency:
f1=100Hz, fvz = 2000Hz; signal with two carrier frequencies: f1=100Hz, f2=370Hz, fvz = 2000Hz. The
Chebyshev window was applied and the recognition test was repeated 100 times.
time domain
num. of applied freq. domain
freq.
window max. error [%] max. error [%]
1
no
15
15
1
yes
7
5
2
no
15
7
2
yes
5
5
the signal (start of transmission detection). Based on the
table we can consider the best case so the maximum error
rate is 5%. If we wanted to preserve the compression ratio, only the unsigned signal according to Tab. 4 could be
used for reconstruction purposes. In the case of weighting
the noised signals, the error is not so significantly reduced
as in the first case, but it is still below the permissible
limit. The noised signal without applied window is not
suitable for further processing. Fig. 17 shows the signal
in all three cases of adding noise, in which case the Chebyshev window was used. The superimposed noise was has
a white-noise character with zero mean value.

4.5

Parameters of the Transmitted Signal

Localization tasks based on TDOA (Sec. 4.1) do not assume that the transmitting nodes have a common sync
signal with the sensing node. Synchronization takes place
only in transmitters, for a real WSN can be used e.g. synchronization algorithm FUSA [14].

0.8
0.6

1.5

amplitúda

1

amplitúda

amplitúda

In general, the transmitters can generate data or signals
that are uniquely identifiable for digital signals (RF signals) that can be, for example, an identifier with a defined
position in a location map, unique device number, relative coordinates, or precise geographic coordinates. After
obtaining the identifiers and the times of the difference of

1

1.5

their reception, the location of the object can be determined by multilateration.
In our case, the acoustic signal is transmitted. In order
to uniquely designate the transmitters, each sends an assigned signal at a specific frequency in the range 100Hz
- 1kHz. Synchronized transmitters transmit according to
the time schedule proposed in Fig. 18. Time ts represents the time period during which the transmitter is
active. Each transmitter has to generate a signal with
a minimum number of periods of 10. If we consider the
simplest example, this means that the length ts is down
bounded by the 100Hz transmission frequency, which is a
100ms broadcast. The transmitter with the set maximum
frequency (f1 = 1kHz) therefore transmits 100 signal periods. The signal may contain multiple carrier frequencies;
for this, we consider one and two carrier frequencies (Tab.
2 and 3). In addition to broadcast time, the inactive time
tp is also defined. If we take into account the rectangular room with dimensions a × b, then the largest distance
of the transmitter from the localized object is given by
the length of the diagonal c. The length of a break between the broadcast is defined as tp > c/v, where v is
the acoustic signal propagation rate in the given environment. In the simulation, we are considering a room with
a = 30m and b = 30m, then the minimum break time
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Figure 17: Signal with Chebyshev widnow applied
- without noise impact (a), with superimposed
noise (b) with SNR = 11dB and (c) SNR = 3dB.
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Figure 18: Transmission cycle for three transmitters V1, V2, V3 and obtaining delay times.
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Figure 19: Configuration options for burst signal transmission periods and window width influence on
the analyzed signal. Use of three transmitters with zero signal delay. An illustrative example considers
the ideal case, which means that the D1 object is located at intersection hyperbolas with zero delay time.
is tp > 141ms (42, 42m/300ms−1 ). In the reconstruction
with the L1-minimization the signal should be as sparse
as possible, due to this fact, it is necessary to set the appropriate ratio of the broadcast parameters ts and tp . In
Fig. 19 is a broadcast signal with different ratios ts : tp .
Further, these signals are altered by windows w1 to w3 .
The windows serve to select the section of the signal being
analyzed. The window length in the image is determined
by the T1 and T2 periods. In our case, we use the second type of configuration, ie ts : tp = 1 : 2. For signal
analysis, we need to apply a window w with a defined
length, as shown in the image 19 (1: 2 configuration).
The longest window that makes sense for the analysis is
equal to the length of the T1 period, which is the sum of
the broadcast and pause times. However, as mentioned,
for reconstruction purposes it is an attempt to analyze
a signal with a minimum number of carrier frequencies.
Since the frequencies rotate during the broadcast (in our
case, the three frequencies see Fig. 19 (f1 to f3)) it means
that in the case of w1 in some cases we will capture two
partial burst signals at different frequencies. When using
window w2 or w3 , ideally, only the signal from one transmitter needs to be reconstructed. Both windows meet the
requirements, which means that w ∈ (T1 /2; T2 ).

Figure 20: Multilateration.

4.6

Evaluation of Object Location D1

Estimation of time difference of arrival (TDOA) can be
done in two ways: by subtracting the TOA from a pair
of transmitters (all modules synchronized) to obtain relative TDOAs or using correlation methods. In our case,
this means to determine the centers of the transmitted
burst signals and therefore the TDOA. By the multilateration in Fig. 20 we determine the location of the desired
object D1. To determine the position in the plane, it is
necessary to obtain at least two hyperbolas. From the
known times of TDOA, it is clear which branch of hyperbola is a sought solution to [22]. In the simulation image,
delay times were ∆tV 1V 2 = 50ms, ∆tV 3,V 2 = 30ms and
∆tV 1V 3 = 20ms. If the object is at the same distance
from all three transmitters, the delay of each signal after
getting tp between the transmission is zero, the illustration is in Fig. 21.

4.7

Simulation

On the basis of the previous analysis, we have approached
specific scenarios for verifying the presented knowledge.
In simulations, we decided to use four transmitters to
increase position accuracy. Another factor that determines the accuracy of the solution is the sampling fre-

Figure 21: Multilateration, ∆t1 = 0, ∆t2 = 0.
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quency. When sampling at 8 kHz, we get a resolution of
125ms. When working at 44.1 kHz, the accuracy increases
to 22, 6µs which gives the deviation ±6, 8mm. The area
of the simulation task is a = 30m and b = 30m, as in the
previous analysis. This also means the minimum break
time of 141ms. The duration of the basic broadcasting
cycle after adding another transmitter is 1200ms, with
each transmitter ts = 100ms and tp = 1, 1s. Transmitters are located in the corners of the simulated room. The
next simulation procedure is as follows:
• the random position of the localized object is generated,
• phase shift of signal based on given position is calculated,
• signal sampling starts in random time,
• reconstruction of the signal takes a place,
• the center of the burst signal is identified,
• the TDOA is calculated (based on the centers of the
signals),
• position of localized object is determined,
• the absolute deviation of the generated and determined position is evaluated.

Table 7: Scenario B. AO - Absolute Deviation,
rec. err - Reconstruction Error in %
SNR rec. AO
SNR rec. AO
KP
KP
[dB]
err [cm]
[dB]
err [cm]
88
0,06 5,01
100 0,22 5,79
88
11
0,98 15,21 100 11
1,81 13,45
88
2,5
3,21 37,24 100 2,5
5,33 45,01

The simulation verified that the results of both scenarios
are comparable. In one case, Scenario B shows a better
solution than Scenario A (Tab 7: KP = 100, SNR = 11).
In most cases, the results obtained by Scenario A are more
accurate. For each case, 50 simulations were performed.
The compression ratio used is much larger than the KP
used in the analysis. Experimentally, it was confirmed
that at fvz z = 44, 1kHz a maximum permissible error
was obtained with only 441 samples being taken - which
corresponds to KP = 100. In one case, the tolerance limit
of 5% was exceeded, Tab. 7, KP = 100, SNR = 2,5. The
compression ratio was not further increased due to the
longer reconstruction time that would be needed and in
real applications, the algorithm would then not have to be
used. The reconstruction time at KP = 100 was approximately 35 seconds and KP = 88 average 8 seconds. The
reconstruction was performed on a PC with performance
parameters: Intel Core i3 2,4GHz processor; RAM: 4GB,
64-bit operating system Windows 8.1 .

4.8
The experiment was further subdivided into two categories: single carrier frequency signal transmission with
one transmitter and transmission of a signal with two carrier frequencies by one transmitter. Parameters and results of each experiment are described in the following
scenarios.

4.7.1

Scenario A

We used an acoustic signal with one frequency for each
transmitter. In this case, the individual transmitters were
assigned the following frequencies:V 1 : 100Hz, V 2 : 300,
V 3 : 500, V 4 : 700Hz. A Chebyshev window was applied
to the signal. The location has been tested for signals
with and without noise. The results can be found in Tab.
6.

4.7.2
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Influence on Consumption

Determining the consumption of WSN modules is a complex issue, depending on a number of factors - from the
number of instructions that mainly affect compiler setup,
programming style, memory usage, and the type of instructions the MCU supports. The most common energy
requirements is usually peripheral work, e.g. data acquisition by AD-conversion, transmission of information using
an external communication module and control of other
necessary peripheral devices. In our case, we focus on
the difference in consumption when using the compressed
sensing and without using it. To generalize the evaluation, we use the following variables:
• C1 , C2 , C3 - overall costs for sampling, processing
and transmission,
• e1 , e2 , e3 - the energy needed to perform one operation (sampling, processing and transmission),

Scenario B

In this scenario, two frequencies were used for each transmitter. From the previous analysis, it was found that
the f1 and f2 ratio did not have a major impact on the
reconstruction. For individual transmitters, the following frequencies were selected: V 1 : 1kHz and 300Hz;
V 2 : 700Hz and 400Hz; V 3 : 300Hz and 500Hz; V 4 :
100Hz and 600Hz. The location was as tested in the previous case with and without noise applied to generated
signals and the Chebyshev window was used.

• N - the number of elements of the task in case of
classic approach,
• M - the number of elements of the task in case of
CS.
Let’s assume, that e3  e1 > e2 . Based on the following
relations, it is possible to compare the value of individual
solutions on the selected device.
C = C1 + C2 + C3 ,

Table 6: Scenario A. AO - Absolute Deviation,
rec. error - Reconstruction Error in %
KP
88
88
88

SNR
[dB]
11
2,5

rec.
error
0,078
2,42
4,25

AO
[cm]
4,21
13,98
33,57

KP
100
100
100

SNR
[dB]
11
2,5

rec.
error
0,083
4,23
3,89

AO
[cm]
4,34
18,12
39,45

Sampling and Processing. While in the classic sampling
the entire window section w is sampled with the number
of samples N (a), in compressed sensing is the number of
samples M (b), and often combinations of these methods
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are combined in the sense of classical sampling and then
selecting M required samples (c).
(a) C1 = N e1 ; C2 = 0e2 ,
(b) C1 = M e1 ; C2 = 0e2 ,
(c) C1 = N e1 ; C2 = M e2 .

Data Transmission. The constant e3 is considered the
largest because transmitting modules require the most energy for their operation. The energy to be transmitted in
individual cases can be expressed as follows
(a) C3 = N e3 , (b) C3 = M e3 , (c) C3 = M e3 .

Total consumption. Overall consumption of the equipment in various scenarios can be expressed as follows
Ca = N e1 + 0e2 + N e3 ,
Cb = M e1 + 0e2 + M e3 ,
Cc = N e 1 + M e 2 + M e 3 .
It is known, that KP = N/M , in the simulation we
achieved usable KP ≈ 10. The constant N can be substituted as 10M and the comparison of solution can be
expressed as
Ca = 10M e1 + 10M e3 ,
Cb = M e1 + M e3 ,
Cc = 10M e1 + M e2 + M e3 .
From these relationships results that, scenario (a) has the
highest energy demands, followed by scenario (c). Consumption for (pre)processing for scenario (b) depends in
general on how the compression sampling algorithm is implemented. In this case, it is expressed as zero, but it does
not have to apply in all cases. The efficiency of using a
CS based solution depends even from the compression ratio (KP) value. Consumption calculations do not include
reconstruction costs because in the designed application
we are considering a central node that meets energy and
power requirements for data reconstruction.

5. Conclusion
The possibilities of using compressed sensing in WSN applications are constantly expanding. The purpose of this
work was to investigate the possibilities of using compressed sensing in an application of object localization in
wireless sensor networks. With this application, it would
be possible to monitor, for example, the movement of the
transport carriage in the production logistics hall or to
track the position of the robotic arm and consequently
to control it. There is recently named area using sensor
solutions and WSN - Industry IoT (IIOT) where these
methods could be used and the results could be provided
through an intranet or the Internet. In the thesis, several
aspects of this task were examined according to defined
goals.

Compressed sensing is based on the theory of a sparse representation of data. Therefore, the basic task was to find
a suitable signal that is easy to use in a certain domain.
Another signal requirement was to be easily generated
with limited HW means. The acoustic signal fulfilled all
the conditions and therefore we used it further in the simulation example. When designing the transmitted signal,
it was also necessary to determine the carrier frequency
of the signal. For experimental purposes, we were in the
audible area. Another objective was to explore the type
of broadcast. Two types were considered: continuous and
burst broadcasting. With the first type of transmission,
a very good compression ratio was achieved. However,
further implementation of synchronization signals would
be needed. The analysis would displace the original application of the CS to a different area. The burst method
of transmitting the signal has been selected. Although we
achieved a slightly lower compression ratio, we can accurately analyze the signal. This method of transmission
also results in a reduction in the signal frequency spectrum. The signal contains a zero-value sample outside the
transmitting period, and superimposed noise is present
throughout the transmission time. One of the benefits of
the work is also the use of weighing windows functions to
suppress the aforementioned effect. Due to their use, the
reconstruction error has been greatly reduced.
For the localization task, broadcasting and signal sampling configurations have been defined, which are dependent on the room size and also on the required accuracy. The simulation example consisted of distributing
the transmitters into the coordinate system of the required dimensions. Localization can be done in two ways.
The first method requires the synchronization of the transmitters and the receiver, the second method only synchronizes the transmitters. We decided for the second
case when no further synchronization was needed. Each
transmitter generated a signal with a specific frequency
and its position in the coordinate system. By measuring the delay times (known as TDOA) of individual burst
signals, we were able to determine the location of the
hyperbolic intersections, based on known algorithms. In
addition, we have described energy dependence scenarios
in the last subchapter, which was the last of the defined
goals.
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Abstract
In the PhD thesis, we focus on the analysis of the acoustic signal and its characteristic properties, which we use
for further processing of the acoustic signal. Its further
processing is ensured that we are able to find the carrier
frequencies of the selected signal with frequency analysis.
We use compression methods to reduce the data needed
to classify acoustic signals. We also use neural networks
that serve mainly to classify these signals. In addition, a
method has been proposed to classify acoustic signals that
are commonly found in transport. The result of the PhD
thesis is the design of a method that is able to classify signals characteristic for different environments or different
acoustic sources. In the PhD thesis, there is a description
of several experiments that have been carried out for the
mentioned purposes. For each experiment is created evaluation and classification success rate on selected acoustic
signals.

Categories and Subject Descriptors
C.2.1 [Network Architecture and Design]: Network
Topology

Keywords
WSN, acoustics, spectral analysis, neural network

1. Introduction
Wireless sensor networks (WSN) experts attach a great
future in WSN. These are small, low-cost and low-power
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devices that can communicate wirelessly for data collection purposes, respectively. management. So far, this is a
technology with great potential. Its real use in practice
is not common. Only in the recent past have standards
emerged that define this kind of networks. The vast majority of today’s sensor networks are built on the standard
IEEE 802.15.4, which defines radio transmission and media access. Until recently, however, a superstructure was
used to apply this standard for the real deployment of
wireless sensor networks in industrial practice.
An example of this is the recording of acoustic emissions in traffic, the sensing of movement of persons in the
building or the acquisition of meteorological data, or the
wide use of WSN in intelligent buildings. The communication between the nodes is secured by this standard.
Nodes in wireless sensor networks have their throughput,
processing power and other features, depending on the
application and the available amount of energy.
The set of tasks for the use of acoustic signal analysis in
road transport is broad. That is why the aim of the work
is to focus mainly on the classification of different acoustic
signals. Another objective is to create new methods and
algorithms for classifying audio signals and not least the
reduction of data that are necessary for the successful
classification of the acoustic signal. It is also necessary to
verify the functionality of these methods or algorithms by
the experiment.

2.

The Objectives of Dissertation Work

The objectives of the dissertation are described in the
individual subchapters.

2.1

Analysis of Acoustic Signal Properties

The analysis will focus on determining the characteristics
of the acoustic signal for further use in the design of methods and algorithms for efficient data processing by the
sensor node.

2.2

Design of Methods and Algorithms for Efficient
Data Processing by Sensor Node

The proposed methods allow data processing, based on
the characteristics of the acoustic signal, without loss of
the information content of the signal in terms of optimal
coding.
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2.3

Designing New Methods and Algorithms for
Identifying Traffic Flows and Classifying Acoustic Signal Sources

Methods of identifying traffic flow parameters and classifying acoustic signal sources (sorting of means of transport) will enable the development of applications in the
field of increased safety of transport systems, traffic flow
management, as well as planning of construction, Maintenance of transport infrastructure.

2.4

3.

wireless sensor in the road network, which would be used
for monitoring and control applications. When mobile elements are part of the road network, WSN could increase
road safety. Recently, most WSN applications are focused
on:
• Road traffic monitoring [4], [5].
• Monitoring parking parcels and their management
[6], [7].

Experimental Verification of Theoretical Conclusions

Experimental verification will focus on intelligent transport systems. The purpose of the experiments will be confirmation, respectively. Reversal of the theoretical conclusions of the dissertation.

Applications in WSN

Successful implementation of Wireless Sensor Networks
(WSN) is conditional on the development of technologies that enable the implementation of reliable and costeffective applications [1]. Development is possible in the
following areas:
• Modern low power electronic devices.
• MEMS elements (Micro - Electro - Mechanical Systems).
• High Energy Density Power Supplies.

• Adaptive control traffic lights [8], [9].
The WSN consists of many sensor nodes that are located in the [26] territory. These nodes are located at random or at a predefined position. Each node must meet
often conflicting requirements, e.g. A high-performance
central processor unit with minimal energy costs, a long
maintenance-free life despite the low capacity of the power source [23], [24], [25]. The consumption of the communication element is closely related to the transmitting
power as well as the sensitivity of the receiver. For these
reasons, the sensor node is usually designed as a compromise solution between application requirements and the
possibilities of existing technologies.

3.1

Sensor Node Requirements

Each sensor network consists of many simple sensors located in the vicinity. Each node should be able to perform
the following basic functions:

• Devices used to collect energy from the environment.

• Data Collection.

• New RF Communication Standards.

• Data processing.

• New HMI (Human Machine Interface) principles.
This means solving various problems in the areas of measuring devices, electronics, Communications devices, programming, and many more [2]. In general, it is possible to
state that WSN is applicable wherever distributed information resources are available. Perspective applications
of WSN applications could be classified as follows:
• Monitoring and protection of the environment.
• Monitoring of environmental damage as well as preventive protection against its effects.
• Military applications.
• Medical applications.
• Traffic applications.
• Industrial use.
• Business applications and many more.
Road transport is a very interesting area where WSN can
be used in various ways [3]. Obviously, monitoring and
control, eventual traffic control, requires the collection of
information from many sensors that are suitably divided
into large zones. This is the reason why the research and
development of its natural focus on the implementation of
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• Communication.
• Automatic position detection if WSN is not structured, GPS allows us to determine this localization
problem. Another solution is based on the principle
of assessing the intensity of RF signal [10], [11].
• Time synchronization of network elements is required in most applications. The problem can be solved
by GPS. Other accesses are listed in [12], [13], [14].
Additional requirements of network nodes that are necessary to evaluate:
• Computing performance and memory capacity in
one node.
• Low power consumption or long service life.
• Cost per node.
• Security.
• Error Resistance.
It is important to note that it is not possible to create a
universal wireless network that would meet all of the requirements. Also, each WSN node must ensure that these
three basic functions are achieved: data collection, data
processing, and data transmission.
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Monitoring of Transport Systems

Monitoring of transport systems mainly serves:
• Vehicle Detection - to set traffic junction curves.
• Vehicle counting - to determine the number of vehicles at junctions, which is important information
To control semaphores.
• Vehicle classification - vehicle type identification for
different applications.
• Measure traffic flow intensity - information needed
for effective traffic Road surface maintenance, traffic
control.
• Vehicle Speed Measurement - Supports driving safety and efficiency.
Vehicle tracking monitoring allows safe passage through
the intersection. Because the emergency vehicles use sirens, the tracking of these vehicles is reliably ensured by
acoustic sensors [22]. Weather conditions monitoring allows the driver to adapt the riding style to avoid accidents.
Monitoring of environmental conditions serves to collect
information on air pollution: CO2 emissions, dust concentrations, acoustic noise associated with operation in this
area. This information is valuable for:

the acoustic oscillation of the elastic environment (in the
frequency band from 16 Hz to 20 kHz) capable of producing sound. The range of audible sound is individual. Only
a few are able to perceive the entire band of frequencies
(especially the frequency of higher frequencies is very variable and age-dependent). We do not hear sounds outside
of this band, yet we are able to perceive them and may
also have an adverse effect on health or psyche. Sounds
below the audible range (0.7-16 Hz) are called infrasound,
sounds from the range of 20 kHz to 50 kHz are known as
ultrasound.
However, pure harmonics occur only with the simplest
sounds. In common acoustics, we do not really care about
them. The acoustic signal of most sources is more or less
deformed [20], [21]. However, it is possible to determine
the base frequency in each periodic signal and to determine its harmonic components using a frequency analysis.
The sum of the other frequencies together with the base
frequency create a distorted curve. The result of the frequency analysis is the frequency spectrum, from which it
is possible to synthesize the reverse signal by frequency
synthesis.

4.1

• λ - Wavelength: The distance of the two closest points that oscillate with the same phase. For the sake
of clarity, we can imagine the distance of two places
of the environment that are at the same time the
same level - compression or particle dilution.

• Development of applications for the protection of
citizens’ health.
• Planning the reconstruction of historical objects, etc.

• f - Frequency of sound: The unit is hertz (Hz). We
can imagine it as the number of particle concentration (dilution) at a given point of environment as
the basic unit of time.

The sensor node must be able to communicate with the
nearest nodes of the network or with the base station via
wireless communication. The communication unit is the
main energy source of the system. Low data rates are
expected for WSN applications because higher Frequency
channels are improperly defined. Selecting a lower communication frequency between sensor nodes has a positive
impact on communication:

• p - Acoustic pressure: The air in which the sound
diffuses has a slight overpressure at the atmospheric
pressure at the points of compaction of the particles,
and at the dilution points. This creates the pressure
waves that cause the auditory sensation. When disseminating them, they are resisted and so the volume with increasing distance is weak. The unit of
sound pressure in the SI system is 1 pascal (Pa).

• Closer channel bandwidth - this can be achieved by
increasing the number of channels for a defined frequency range.

• P - Acoustic power: This term means acoustic energy
that passes through any flat S per second.

• Increases the communication distance.

• vz - Speech propagation velocity: Depends on the
environment in which the sound spreads. The environment depends on the physical state of the environment. The sound propagation rate is not dependent on its frequency. The velocity in the air, where
the sound is the most common, is 340 m per second,
in the water 1480 m per second, in the steel 5000 m
per second.

• Reduces communication loss - less energy loss, higher quality, and better communication.
• Lower impact of barriers to signal strength.
• Better weather resistance - lower system error rate.
Based on the above data, it can be stated that the lower
frequency band is attractive to WSN design solutions.

4. Spectral Analysis of the Acoustic Signals
We can generally define the sound (acoustic signal), such
as the mechanical vibration [19], which is characterized by
parameters of movement of the elastic environment particles or wave movement by the sound field parameters.
Part of the acoustic signal is an audible sound - which is

The Properties of the Acoustic Signal

The acoustic signal is characterized by the following properties [41]:

With these basic features of acoustic signals we are able
to implement various types of transformation and other
operations.

4.2

Fourier Transform

Fourier transform is an integral transformation that transmits the signal from the time domain to the frequency
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domain from the dependent expression by means of harmonic signals, sin(x) and cos(x). The Fourier Transform
can process a signal that can be either continuous or discrete in time [18].

4.2.1

Types of Fourier Transform

We know several types of algorithms for calculating Fourier transform:
• Discrete Fourier Transform (DFT),
• Fast Fourier Transform (FFT),
• short-term Fourier Transform (STFT),
• and others.

4.3

4.3.2

69

Bank of Frequency Filters

The term frequency filter bank means a set of frequency
filters, such as bandwidth type, that pass the defined frequency range. A special case of bandpass is a resonance
filter, which is often used as the base of a filter bank.
If we focus only on one filter, at the frequency at which
the filter is tuned, it will amplify and hence amplify this
frequency with that gain. The number of frequency filters
may vary by application. Some acoustic applications require 10 different filters for the entire frequency spectrum
other require 100.
The bandwidth sizes may also vary. Depending on the
application, from simple linear distribution, logarithmic
distribution, Mel scale to special, one-purpose scale.

Frequency Filters

The signal processing filter is a model describing the system (real or virtual) describing the relationships between
its input and output (transmission characteristic).

4.3.1

Types of Frequency Filters

Frequency filters can be divided into several criteria. In
terms of the general characteristics:
• linear, nonlinear
• causal, non-causal
• with memory, without memory
In terms of implementation on:
• analog (continuous):
– active
– passive
• digital:
– filters with infinite impulse response (IIR)
– filters with finite impulse response (FIR)

Comparison of FIR and IIR Filters:
The transfer function of FIR filters contains only zeros
(the roots of the reader), that is, this filter is always stable.
The IIR filter has both zeroes and poles (transmission denominator roots). Can be Unstable if the poles are outside
the unit circle. The FIR filter is easy to implement, but
its likes are higher As with the IIR filter. In the FIR filter, a linear phase can be achieved, with the IIR filter
being specified only amplitude The linear phase can only
be approximated.
In terms of frequency permeability of the filter:
• low-pass,
• high pass,
• band-stop,
• band pass,
• and others.
Each designed filter has its liking. The likes of the filter (model order) determines how faithful (accuracy) the
model properties of the filter are.

5. Principal Component Analysis
In this chapter, we will become familiar with the Principal Component Analysis (PCA). This method was introduced in 1901 by English mathematician, philosopher
and founder of the Department of Mathematical Statistics, Karl Pearson, defines it as a descriptive statistical
method, which mainly served to reduce multivariate data.
Harold Hotelling wrote his work in 1933 in a way that he
generalized the application method of component analysis
to random vectors and proposed the use of the Principal
Component Analysis for analyzing the covariance structure of variables. That’s why we can also find this method
under the name Hotelling Transform. In the current statistical literature, the main components method is especially recommended as a prominent tool for exploratory
analysis of data for verification of assumptions, as a separate tool for analyzing the structure of relations in a set
of interdependent observations and, last but not least, as
a useful aid to some methods of multidimensional statistical analysis. The Principal Component Analysis helps
as one of the possible first solutions, for example in discriminatory analysis, in the case of small numbers of observations and a large number of variables, it also allows
for regression analysis to eliminate problems with multicollinearity and an excessive number of interdependent
explanatory variables, also assists cluster analysis in classifying objects into Homogeneous groups based on a large
number of variables, but also factor analysis and other
multidimensional distribution [43], [45]. The main source
for the creation of this chapter were articles and books
[42], [43], [44], [46], [47], [48].

5.1

Objectives of the PCA Method

The main purpose of the PCA method is to simplify the
description of a group of mutually dependent, i.e., correlated, characters. The method attempts to reduce the size
of the job, i.e. to reduce the number of characters with the
allowed loss of information, which is advantageous in particular for displaying multidimensional data. Particularly
measured quantities often show a strong correlation. In
order to simplify the analysis and simplify the evaluation
of the results, it is worthwhile to examine whether the
whole group of variables (ie the studied properties of the
observed objects) can be replaced by a single quantity or
a small number of variables that will contain almost the
same information as the original variables. This problem
can be described as a method of linearly transforming the
original characters into new, uncorrelated variables that
have more convenient properties and are significantly less.
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The PCA method therefore attempts to find these hidden (artificial, latent, non-measurable) quantities, called
the main components. The newly created variables are a
linear combination of the original variables and they are
required to best represent the original variables, in other words, to best explain the variability of the original
variables.
The basic characteristic of each major component is its degree of variability, ie scattering. The main components are
ranked according to their importance, According to decreasing scattering, from the largest to the smallest. The
first major component contains most information about
the variability of the original data, the second major component, in turn, is the largest portion of the original data
scatter not included in the first component. The least information is contained in the last component. If any original character has little or no scatter, then it is unable
to contribute to the resolution between the objects. The
main component method allows only a small number of
uncorrelated main components to be analyzed instead of
investigating a large number of original characters with
complex internal links.
In practice, the PCA method is used, for example, to effectively recognize human face images. In this case, the
main component method reduces the original image space
and provides a very sensible extraction of features. The
practical task is to identify people according to the chosen
biometric feature, such as eye iris or facial features [50],
[51].

6. Neural Networks
A great interest in artificial neural networks is centered
not only on the professional public. The simulations of
these networks surprisingly yield very good results. As
has been said, artificial neural networks (hereafter neural
networks) are simplified mathematical models of nervous
systems of living organisms. They thus prove the ability
of human thinking to learn [52].

6.1

Basic Terms

The basic structural functional element of the nervous
system is the nerve cell, neuron. Only the brain cortex of
humans is made up of about 13 to 15 billion neurons, each
of which can be linked to 5000 other neurons. Neurons are
separate specialized cells designed to transfer, process and
store the information needed to realize the body’s vital
functions. The structure of the neuron is schematically
shown in the figure 1.
The neuron is adapted to transmit signals so that besides
the body itself, somat, also has input and output transmission channels: dendrites and axons. The axon usually
turns a number of branches, Of terminals terminated by a
blister which is predominantly intertwined with the dendrites of other neurons. The information transfer then
serves uniquely between neural interfaces, (chemical) synapses. The rate of synaptic permeability carries all the
significant information throughout the life of the organism. The dissemination of information is made possible
by the fact that soma and axon are encapsulated by a
membrane that has the ability to generate electrical impulses under certain circumstances. These pulses are from
the axon Transmitted to dendrites of other neurons by synaptic gates, which by their permeability determine the
intensity of irritation of other neurons. The so-irritated

Figure 1: Schematic representation of a biological
neuron.

neurons at reaching a certain threshold limit, Threshold,
they themselves generate an impulse to ensure the dissemination of relevant information. After each signal pass,
the synaptic permeability changes, which is a prerequisite
for the memory capabilities of neurons. Also, the neuronal
connection is transformed during the life of the organism.
New memory tracks are created during learning. The synaptic joints are interrupted during the trip [54].

6.1.1 Neuron
The mathematical model of the neural network is based on
the artificial (formal) neuron that we obtain by reformulating the simplified function of the neurophysical neuron
into mathematical speech. Its structure is schematically
shown in the figure 2.
Artificial neuron (hereinafter neuron) has N generally real
inputs x , ..., xn , that model dendrites. The inputs are generally evaluated by the real synaptic weights w , ..., wn ,
which determine their permeability. In accordance with
neurophysical motivation, the synaptic weights can be negative, expressing their inhibitory nature.
The weighted sum of input values represents the intrinsic
potential of the neuron:

u=

n
X

wi xi .

(1)

i=1

The intrinsic potential of u after the threshold value Θ induces the output of the neural y, which model the electric

Figure 2: Schematic representation of an artificial
neuron.
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pulse of the axon. The nonlinear increase of the output
value y = S(u) at the threshold value of Θ is given, With
the S activation function.
By formal adaptation, we can see that the S function
will have a zero threshold, and our own threshold of the
neuron will be understood as weight, The bias of another
formal input with a constant unit value [54].

6.2

Learning Neural Network

Teaching the ability of neural networks lies in the ability to change all weights in the network according to
appropriate algorithms, unlike biological networks, where
the ability to learn is based on the possibility of creating
new connections between neurons. Physically, therefore,
both learning abilities are based on different principles,
but from a logical point of view.
The algorithm is usually divided into two phases: activation (decision-making) and adaptive (learning) that require a training set for their activities. The training set is a
set of vectors containing information about the given learning problem. If we teach the network with a teacher, then
they are the pairs of I/O vectors. If we teach a net without a teacher, then the training set only contains input
vectors. If we only use activation phases, then we are talking about decision-making. This phase is used only when
the network is taught. Cyclical rotation of both phases is
actually learning.
The activation phase is the process in which the transmitted vector information input to the network input is
recalculated through all connections, including their weighting to the output where the network response to that
vector appears as an output vector. In learning, this vector is compared to the original (required, output) vector
and the difference between the two vectors (local error error) is stored in the memory variable.
The adaptive phase is a process in which the local network
error is minimized by converting the weights of the individual links from the output to the input in order to match
the output response to the original vector as closely as possible. After this, the activation phase is repeated again.
The difference obtained (local deviation) is added to the
previous one, etc. If this procedure passes through the
entire training set, one epoch is completed. The total deviation for one epoch is called global deviation - error. If
the global deviation is less than the error required by us,
the learning process will end. From the above described,
it can be seen that the process of learning is nothing but
the passing of information from the input to the output
and vice versa.
Whether the network learns the right answer for the given stimulus depends on a number of circumstances. On
the number of vectors and their size, the network topology, the differences in the characteristics of each class,
the preparation of the training set and other [53].

6.2.1

Back-Propagation Algorithm

A specific and recently used algorithm for learning neural
networks is the Back-Propagation algorithm - Backward
propagation (error propagation). An iterative gradient learning algorithm that minimizes error value.

Figure 3: Block diagram of the proposed method
for classification.

Principle of Back-Propagation:
The error-backed adaptation algorithm is used in about
80% of all neural network applications. The algorithm itself has three stages: the feed-forward spreading of the
training pattern input signal, error redistribution and
updating of weight values on connections.
During the forward propagation of the signal, each neuron
in the input layer receives the input signal and mediates its transmission to all the inner layers of the neuron.
Each neuron in the inner layer calculates its activation
and sends this signal to all the neurons in the output layer. The individual neurons in the output layer calculate
their activation, which corresponds to their actual output after submitting the input pattern. This is essentially
how we get a response of the neural network to the input stimulus given by the acquisition of the input layer
neurons.
During the adaptation of the neural network by the BackPropagation method, the calculated activations with defined output values for each neuron in the output layer
and for each training pattern are compared. Based on
this comparison, a neuronal network error is defined for
which the δ, factor is calculated, which corresponds to a
portion of the error that propagates back from the given
neuron to all the neurons of the previous layer and has
this neuronal-defined linkage.
Adjusting the weight values for the connection between
particular neurons and the higher layer then depends on
the corresponding δ factor and the neuronal activations
in the layer [55].

7.

Design of the Method for Classification

The proposal for a method for classifying acoustic signals
in transport is shown in the figure 3. With this method,
we have succeeded in achieving the greatest success of the
acoustic signal classification.
The proposed method is composed of the following steps.
Using Frequency Analysis to get carrier frequencies from
an acoustic signal. In the experiments, we tried different
frequency analyzes and procedures from which the frequency filters were best tested. Especially because of their
rapid response and lower computational demands. By creating a time window, we are able to preserve the time
changes of the signal. Keeping these changes is important
because the acoustic signals are not one-time occurrences,
so they need to keep their time-dependent dependence (for
example, siren sound). We also need data that we work to
reduce and maintain their significant information. For this
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reduction, the main component method was used. Data
reduction is needed for faster processing and evaluation of
data running on the neural network. Also, this reduction
causes the neural network to not be robust. The neural
network is of a forward type and uses the Back - Propagation algorithm. However, other types of neural networks
and algorithms can also be used. For the individual blocks
of the proposed method experiments were created to serve
the individual steps.

8. Various Methods of Acoustic Signal Classification
In the experimental part of the thesis were tested different
types of experiments, which served to achieve the goals of
the work. Our designed and performed the experiments
are:

Table 1: Input
Channels
Sampling frequency
Coding
Bits order

Data Parameters
Single channel (Mono)
44100 Hz
32 bit float
Little-endian

Table 2: Types of Input Data
Record title
Record data, record length 2 minutes
rain.raw
Rain
water.raw
Flowing water
wind.raw
Wind
leaf.raw
Rustling of leaves
white noise.raw
White noise
car.raw
Cars
siren.raw
Siren
saw.raw
Chainsaw/Motorbike
PassingCars.raw
Passing cars

• classification using Fast Fourier Transformation.
• classification using frequency filters.
• classification using neural network:
– input into the neural network are FFT coefficients,
– input into the neural network is the result of
frequency filters.
• classification using time window.
• classification using the PCA components.
Each experiment has moved us closer to the intended work
goals. The benefits of work are also closely related to meeting the job goals. The most successful experiment, the
classification using the main components, will be discussed in the next subchapter.

8.1

Classification Using the PCA Components

The experiment was successful in successfully identifying
multiple signals (9 input acoustic signals), but also in reducing the carrier information in the data. We’ll get closer
to each point.
By adding the main component method to reducing the
size of the input matrix into the neural network, we have
succeeded in retaining signal significant information and
even reducing the data needed to successfully identify it.
The block diagram of this experiment is shown in the
figure 4.

8.1.1 Input Database Acoustics of Signals
The input database is created by random access to the
data from which one time window is filled. The next window is filled in by random access. This is repeated until
the input stream is created. Two random input streams
are created for testing and training.
In the experiment, it was necessary to use raw data (data
without a header) whose individual parameters are displayed in the table 1.
Creating input data consists of randomly selecting the
time slots from the individual data displayed in the table
2.
The algorithm randomly accesses individual files in files,
randomly chooses a position and selects a time period
(e.g., 1 sec.). This algorithm passes through individual files if it does not collect a sufficient number of samples
(e.g., 60 seconds). Two files are created in this way. Training file and test file. The input data stream is shown in
the figure 5.
The spectrogram for a given waveform is shown in the
figure 6.
The number of input raw data in the experiment varied
to the stage as described above. At the beginning of the
experiment, only three types of data were compared: si-

Figure 5: The input data stream, 60 seconds.

Figure 4: Block diagram of the resulting experiment.

Figure 6: Spectrogram of the input data stream,
60 seconds.
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8.1.3 Normalization
The output data from the filters should be normalized to
the interval (-1: 1) using the line equation. This standardization was performed mainly for neural networks, which
easily process the distributed data.

8.1.4 Time Window

Figure 7: Spectrograms for car, chainsaw, and siren.
ren, chainsaw, car (figure 7). This was due to the fact that
the frequency representation of individual data is diametrically different: the car is represented by low frequencies,
the saw also contains higher harmonic components (it manifests almost in the whole frequency spectrum) and the
siren contains frequencies in the range of 600 - 1350 Hz
with repetition 12 Times per minute.
Another procedure was to add individual data. The last
added set of data generated white noise, which mainly
serves to increase the inaccuracy of the whole evaluation
system.

8.1.2

Frequency Filters

The resonant filters align with the frequency at which
they are set. They are able to release or suppress selected
frequencies. These filters are typically described by their
resonant frequency and quality factor K, which describes
their sharpness.

The filter outputs are regularly stored to create a time
window that is further processed. The time window size
is variable and can vary from a few ms to several seconds.
For example, from 200 ms to 4 seconds. In the experiment,
we found that the best results are obtained at the window
size of 4 seconds and the data changes every 200 ms.
Time window format:
the result of the filters is stored in the vector every 200
ms. In this way, the vectors are stored up to the required
number of 20 (20 * 0.2 = 4 seconds). On figures 8, 9
is visible on x - axis width of the window, y - axis as
individual filters resonated from the input signal at the
interval (-1: 1).

8.1.5 Principal Component Analysis
PCA - Principal Component Analysis serves mainly to
reduce the two-dimensional space with a large number
of elements in a one-dimensional space with a relatively
small number of elements. The matrix of 2000 elements
(time window 20 * 100) is reduced to a 95 size vector.
The PCA algorithm was tested separately on the data of
the numbers that were distributed and re-composed with

In our case, we tested a variety of resonance filters (table
3) to process and divide the input data into the frequency
domain.
The experiment shows that the most successful rate is at
200 filters.
Bandwidth for one filter we are determined by the sampling frequency and the number of required filter:
Bw =

Fvz
,
Cf

(2)

is bandwidth for one filter,
where Bw is bandwidth for one filter, Fvz is sampling frequency and Cf is the number of filters. Parameters for individual variables: Fvz =  Hz, Cf = , bandwidth
for individual filters was ,  Hz.

Table 3: Success in Various Numbers Resonant
Filters
Number of filters Success rate (From NN)
100
89%
160
93%
180
94%
200
98%
210
55%
220
30%
240
12%
300
11%
400
11%

Figure 8: Time window, data from the chainsaw 4
seconds.

Figure 9: Time window, data from the siren 4 seconds.
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a 20% error. This error may seem great. Our goal, however, is not to retrofit the original signal, but to build its
main components, which we will continue to process. We
can imagine this as a frequency spectrum standardized at
intervals (-1: 1) entering the PCA. The output is the main
component vector and their weight for each component.

• In the analysis of the acoustic signal by various methods, which provide suitable signal processing data.

We used the Oja rule to learn the PCA algorithm. Oja
rule that we can write as:

• In the design of an acoustic signal processing method. This method is suitable for classifying acoustic
signal sources when monitoring the emitted sound
in road traffic.

∆wij = ηVi (ξj −

N
X

Vk wkj ),

(3)

k=1

where η is the speed of learning, V is i-th neuron, N dimensional input pattern ξ created from distribution
P (ξ), wkj are synaptic weights from the neuronk to neuron j.

8.1.6

Neural Network

Using the neural network, we are able to classify input
data. Given that our approach reduces 44100 * 4 input
data to a 95 elements vector, the neural network proposed
by us may not be robust to correctly classify the acoustic
signal. The proposed neural network contains one hidden
layer. The topology of the network is as follows: the input
layer - 95 neurons (PCA output), one hidden layer of 95
neurons and the output layer with 9 neurons that belongs to each set of data. The Hidden Layer Transmission
feature has been selected as a hyperbolic tangent, and
a linear function has been selected for the output layer.
The so-called neural network is able to identify data with
a 98% success rate. Of course, this is only possible with
set parameters for certain values. The neural network also
contains a parameter, threshold, which regulates the ability of a neural network to recognize an unknown signal. If
the individual probabilities of outputs are below a given
value, it means that the neural network does not recognize
this signal and evaluates it as an unknown signal.

8.1.7

Success Rate of Classification

From these experiments, we can claim that the classification is successful for the parameters listed in the 4 table.
We can say that the 98% success rate is sufficient for our
requirements.

9. Conclusion
The dissertation deals with the analysis of the acoustic
signal using the characteristics of the acoustic signal in
the area of intelligent transport systems. The benefit of
the work is mainly:

Table 4: Results of the Classification Experiment
Number of filters
200
Length of time window
4 seconds
Number of samples in the time window
20
Number of PCA components
95
Number of hidden layers NN
1
Number of neurons in the hidden layer
95
Number of classified outputs
9
Resulting success rate
98%

• In combinations of data reduction methods, so that
characteristic information about the solution of the
selected set of classification tasks does not disappear.

In the work we have been tested various methods to analyse and detect characteristics of different acoustic signals.
We performed experiments, which were used for the gradual implementation of the proposed method. The ability
of the proposed method is to successfully classify different
types of acoustic signal. The positive side of this method
is an extension of other acoustic signals, which is capable
of recognizing.
Experiment with fast Fourier transformation was used to
determine the carrier frequency of the acoustic signal. We
were able, to imagine how these signals are shown in the
frequency spectrum. Further experiments, we found that
the speed of calculation of the Fourier transformation is
not sufficient. For this reason, we used the frequency filter
bank to convert from the time domain into the frequency
range.
With the frequency filter bank, the experiment achieved
the same results, but faster. We also verified the ability of
the neural network to classify different acoustic signals in
the frequency domain. However, the time sequence of the
samples was missing. We add time window to experiment
to solve this problem. The neural network was unable to
classify acoustic signals at the desired level. The proposed
experiment, which includes data reduction using the main
components, has increased the classification to a sufficient
level.
The contribution of the thesis is the proposal of the method of acoustic signal processing. The method is suitable
for classifying acoustic signal sources when monitoring the
emitted sound in road traffic. The results can be further
used in traffic flow classification, crossing control, vehicle
monitoring, etc. The proposed method focuses on reducing the data needed to recognize the acoustic signal, with
no less successful classification. An acoustic signal analysis
and the possibility of using its properties in classification
were also performed. The goals of the dissertation were
fulfilled. Whether the proposed method of classification
is proven in practice, time will show.
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