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Abstract

1.

Content Delivery Networks have been the driving force
of globally scalable services on the Internet for almost
two decades. They have always been developed and implemented as overlay networks run by companies independent from the network providers. In the recent years
there has been a significant pressure to make it possible
for content providers and telecom operators to be able to
enter the content delivery market. This move is a sensible one because they have access to information about
their network topologies that puts them into an unique
position to distribute and deliver content more efficiently
than the over the top players.

In today‘s Internet majority of traffic is transferred via
unicast[1]. Unicast means that traffic is transferred directly from a source host to a destination host without
any multiplexing on the way[7] [8]. The reason for the
popularity of unicast communication is rooted in the fact
that it is the most versatile and easy to implement method
available today. Its problem is that it is inefficient. This
inefficiency is especially significant in cases of popular content that has a single source and a large group of destinations that it needs to be delivered to.

The only problem is that these Telco companies usually
only have a local coverage. This means that a protocol
has to be developed to make it possible for multiple local
CDN‘s to interconnect into a single CDN Federation witch
much broader coverage. The design of such a protocol and
related research are the goals of this thesis.
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Introduction

The obvious solution would be to use a delivery method
other than unicast for this type of content. One example
of such use is multicast[20]. It is a method that makes it
possible to send a single packet of data in such a way that
allows the network infrastructure to multiplex it and deliver it to large group of destinations. The mayor problem
with this approach is that it has never managed to gain
significant popularity in the scope of public Internet. This
means that it can be used for solutions that are locally
scoped, but cannot be practically used for applications
that require global coverage.
In the recent years the most popular way of overcoming
the issue of unicasting popular content has been the use of
Content Delivery Networks (CDN‘s)[2][3]. These are application layer networks that are specifically designed to
intelligently cache and multiplex content[4][5]. The basic
principle of their operation is based on adding multiple intermediary nodes between the source of the content and
the group of destinations that are interested in receiving it[6]. This enables multiplexing without requiring any
changes to network infrastructure. It also makes it possible to cache content on the nodes because they are not
limited in storage as much as common network devices
are. Content Delivery Network nodes are based on fullfledged server hardware as opposed to classical network
devices that are build on hardware specialized for routing
and switching.
The problem with Content Delivery Networks is that they
are based on proprietary protocols and centrally managed[15]. This means that every Content Delivery Network is completely autonomous with no way of exchanging resources with others[14]. The most reasonable way
of overcoming this limitation would be to design a standardized interconnection protocol that would clearly define the language in which CDN‘s could communicate between each other [9]. The creation of such a protocol is
the main goal of this dissertation.
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This document is split into six chapters, each of them
documenting a separate stage of work done on the thesis.
You are now reading the first chapter of the thesis which
includes the introduction to the thesis and the overview
of the structure of the document. The second chapter
includes the analysis of the state of the art in the problem area. The third chapter clearly specifies the goals
of the thesis. The fourth chapter describes the design
of the Content Delivery Network Interconnection protocol. The fifth chapter documents the verification process
performed in relation to the thesis. The sixth chapter includes the conclusion of the work, highlighting the original
contributions of the author of the thesis.

2.
2.1

State of The Art
Problem Impact Analysis

New standards and technologies are always developed
ahead of the time when they are to be used. This means
that it is important to look at various predictions and
forecasts when analyzing their possible use cases and design requirements.
The Cisco Visual Networking Index (VNI) Forecast[1]
clearly indicates that the Video traffic type will very
quickly become the most significant portion of global Internet traffic. This is the one of the main reasons why
CDN‘s (as the most efficient methods of optimizing video
traffic) are more relevant now than ever before and will
only keep on being even more relevant in the future.

2.2

CDN Technology

Content Delivery Networks (CDN) are systems for the
efficient delivery of digital objects (e.g. files with multimedia content as video on demand or other file types) and
multimedia streams (e.g. live television streams) over IP
networks to many end points and viewers[11]. Typically, a
CDN consists of one or more servers that deliver the digital objects and/or streams, and a management/control
system. The management/control system takes care of
content distribution, request routing, reporting, metadata
and other aspects that make the system work.[5] [19]

on the locations of distribution nodes that the CDN controls. It is often inefficient to build new distribution nodes
that are not in the region in which the company running
the CDN is operating. A solution is to interconnect two
CDN‘s and share existing infrastructure for content delivery. Interconnection of CDNs is achieved by interconnecting the centralized functional entities that represent
the logic behind the decisions in each CDN. This is called
CDNI or Content Delivery Network Interconnection.
CDNs are in general autonomous networks offering different services to their users. A CDN’s primary function
is to optimize content distribution and delivery. In addition to this primary function many CDNs chose to implement various other capabilities like content manipulation,
digital rights management (DRM), intelligent handling of
segmented content and others.
Because of this fact, different feature sets need to be defined. A basic feature set is a set of features that are
mandatory for every CDN that wants to take part in a
CDN federation (a group of interconnected CDN‘s). This
set of features is described in the next section. The following section describes a set of features that a CDN may
optionally implement.
To simplify the design and description of this relationship
a simple semantic model was designed. This model defines
two roles in which each CDN can operate. The first mode
is one in which a CDN is redirecting requests of its clients
to another CDN‘s nodes for delivery to those clients. A
CDN operating in this mode is called upstream CDN (or
uCDN in short). The CDN that is serving content for the
clients of another CDN is called the downstream CDN (or
dCDN in short).
The basic features that every CDN interconnection requires in order to work are these:
• Interconnection control
• Request Routing

Currently implemented CDNs are based on a widespread
network of distribution nodes controlled by a functional
entity taking care of content distribution decisions[16] [18].
The control functional entity keeps track of all content
locations, manages distribution amongst the distribution
nodes and/or clusters and also decides which distribution
node should serve a client request.
The distribution tree representing the flow of content data
blocks from its source to its destination can be visualized
as a tree graph rooted in its source. The leaves of such
a tree are the destinations. The traffic flow of the same
traffic would take the same path if CDN was not used
but the difference is that the data does not need to be
sent over the higher-level links (the ones closer to the
root) if CDN is used. This means that in if there were
a CDN with one source, three nodes and three hundred
destinations evenly distributed amongst the three nodes
then the data would only have to travel once between the
source and the first node if CDN is used. It would have
to travel three hundred times over that link if CDN was
not used[10].

2.3

CDNI Technology

Every CDN may have a specific network footprint in which
it can deliver content effectively. This footprint depends
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• Content Distribution
• Footprint Exchange
• Metadata Exchange
• Content Status exchange
• Report Exchange
• Capability Exchange
Capability exchange is a functionality allowing a dCDN
to inform an uCDN about the features that it is capable
to offer to the uCDN in addition to basic content distribution and delivery. Some of these features are metadata defined reporting, content integrity control, content
adaptation, multi-segment content support, content access control, content security, content DRM and others.

3.

Problem Area Definition and Thesis Goals

The main goal of this thesis is to create a protocol for
interconnection of Content Delivery Networks and position it in such a way that the inventions created within
will have the best possible chance of being implemented
in production environments all over the world.
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The main goals of the thesis are as follows:
• Design a CDN Interconnection architecture and disseminate it via contributions to the ETSI CDNI
standard
• Design a set of theoretical tools and methods to describe and evaluate CDN and CDNI networks
• Verify all the designs via experiments in the area of
interconnection of multiple CDN networks
Based on the analysis of current state of standardization
in this field, it was concluded that the best possible way
to disseminate the work is via contributions to the ETSI
CDNI standard. These contributions, when combined together, will form a fully functional CDNI standard architecture.
ETSI is a standardization organization that took a complementary role to IETF. While IETF works to define
the basics of CDN Interconnection, ETSI directs its effort
towards the research of various additional functionalities
and more specific use cases that CDN interconnection can
offer.
Because ETSI is a much smaller group working a lot closer
together than IETF, its work progress is likely to be much
faster. This means that the ETSI standard is likely to be
published far ahead of the IETF standard. This means
that it will have to include a definition of the basic feature set of a CDN-I protocol. This is a disadvantage from
practical point of view (the basic feature set is not likely
to ever be directly implemented in the industry). However, from the point of view of impact creation, this is an
amazing possibility. While the fact that this standard is
scheduled to be released too early makes it practically unusable from the industry‘s point of view, it is undisputable
that any and all ideas published as part of the standard
will be used as a template for the IETF standard that will
most likely be adopted by the industry.
As such this group is the perfect breeding ground for innovative ideas in this field and is believed to be the best
possible ground for disseminating CDN-I at this moment.
Another goal of the thesis is to design a set of theoretical tools and methods to be used for evaluation of the
standard once it is implemented in various production
environments. These tools are meant to be used by the
actual players in the industry to evaluate the impact of
CDNI in their own environments.
To verify the functionality of the architecture and the
procedures developed as a part of the thesis, various experiments in the area of interconnection of multiple CDN
networks will also executed.

4.
4.1

CDNI Protocol Design

system. The management/control system takes care of
content distribution, request routing, reporting, metadata
and other aspects that make the system work.
Currently implemented CDNs are based on a widespread
network of distribution nodes controlled by a functional
entity taking care of content distribution decisions. The
control functional entity keeps track of all content locations, manages distribution amongst the distribution
nodes and/or clusters and also decides which distribution
node should serve a client request.
Every CDN may have a specific network footprint in which
it can deliver content effectively. This footprint depends
on the locations of distribution nodes that the CDN controls. It is often inefficient to build new distribution nodes
that are not in the region in which the company running
the CDN is operating. A solution is to interconnect two
CDNs and share existing infrastructure for content delivery. Interconnection of CDNs is achieved by interconnecting the centralized functional entities that represent
the logic behind the decisions in each CDN. This is called
CDN-I or Content Delivery Network Interconnection.
The CDNI standard defines the architecture and principles of the interconnection between CDNs according to
the requirements defined in ETSI TS 102 990 [17], which
contains informational use cases for CDN interconnections.

4.2

Functional Architecture for CDN Interconnection

The functional architecture is based on a multi-layer architecture that enables separate functionalities used for
interconnection of CDNs that may involve up to 3 different level of functionalities and related reference points
required. The first layer is responsible for content distribution, the second for controlling of content and request,
and the third for the controlling of the interconnection
itself. The CDN-I functional architecture should enable
CDNs to agree on a minimal level of interconnection, depending on available capabilities and their needs. In case
of CDN peering, both interconnected CDNs may be in the
role of upstream and/or downstream CDN, depending of
direction of content request.
A CDN Interconnection Control Function (ICF) shall
manage, create, terminate and exchange CDN networks
properties, status report required for CDN interconnection between two or more CDNs (CDN peers).
The Request and Content Control Function (RCF) is responsible for content control and request routing as well
as exchanging metadata related to content control. [12]
[13]
Distribution of Content Function (DCF) is responsible
for distribution of content between CDNs in form of files,
streams, and metadata.

Basic Principles of the CDNI Protocol

Content Delivery Networks (CDN) are systems for the
efficient delivery of digital objects (e.g. files with multimedia content as video on demand or other file types) and
multimedia streams (e.g. live television streams) over IP
networks to many end points and viewers. Typically, a
CDN consists of one or more servers that deliver the digital objects and/or streams, and a management/control

4.3

CDNI Protocol Procedures

The basic process of CDN interconnection may consist of
three basic phases:
• Interconnection establishment, during which the
CDNs negotiate the interconnection.
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Figure 3: Interconnection release phase.
Figure 1: Interconnection establishment procedure.
• Interconnection phase, during which the CDNs are
fully interconnected and able to share their resources.
• Interconnection release, during which the interconnection between the CDNs is released.
The interconnection establishment is a procedure in which
an uCDN and a dCDN begin with no relationship between
each other and proceed by exchanging all the information
needed to verify each other’s identity and thus establish a
secure communication channel between each other. This
communication is between the ICF’s of the CDN’s and
spans the first three steps of the procedure. The rest of
the phase consists of three sub procedures in which the
dCDN informs the uCDN about its capabilities, footprint
and starts notifying it about its status. After the uCDN
receives the first positive status exchange from the dCDN,
it can safely assume that the dCDN is ready to process
its requests. The conclusion of this phase is the establishment of communication between dRCF and uRCF and
the whole CDNI relationship moves to its interconnection
phase (Figure 1).
The second phase is simply called interconnection phase.
In interconnection phase shall be both CDNs already fully
interconnected and through their interconnection interfaces ICF’s and RCF’s. Interconnection interfaces are
fully useable by both CDNs and agreed capabilities accessible over CDN interconnection. The general procedure of the interconnection phase consists of concurrent
executions of multiple separate procedures (Figure 2).
The interconnection release is a phase that begins when an
uCDN or a dCDN decides to release a CDN peering relationship with each other (for a specific ICF-ICF relation,

Figure 2: Interconnection phase.

and associated RCF-RCF relations). This means that
the procedure has two variants, depending on whether it
was initiated by the uCDN or the dCDN. In both cases
it concludes the interconnection relationship by cleanly
finishing all outstanding actions between the two CDN’s
(Figure 3).

5.

Verification of Proposed Designs

This chapter describes information about all the experiments executed in relation to this thesis.
From practical point of view, the two most important
products of such nature are the CDN laboratory and an
experimental CDN-I adapter software that can be used to
interconnect multiple CDN‘s together. It was also necessary to set up a virtualization laboratory in order to be
able to fully test all the elements of the environment.
The base of all the interconnection experiments is a set of
infrastructural components that form a fully functional
laboratory for testing interconnected Content Delivery
Networks.
The laboratory is comprised of two separate parts. One of
them is a fully functional CDN based on Cisco CDS technology and the other one is a virtualization platform for
simulating access networks and clients. The virtualization
platform is implemented using Linux, Xen and VMware.
The whole laboratory is interconnected by the means of
a switched gigabit Ethernet network.
The high level overview of the laboratory is visualized
in Figure 4. The diagram also shows which entities are
internal and which are external to the laboratory. Only
the internal entities are fully controllable.

Figure 4: CDNI laboratory overview.
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5.2

CDNI Adapter Testing Overview

Four different CDN networks were used for evaluation of
the functional capabilities of the CDNI adapter (and the
underlying CDNI protocol).
• The first one is a CDN network based on Cisco VDSIS located in our laboratory in Bratislava.
• The second one is a CDN network based on Cisco
VDS-IS located in Delft, The Netherlands, in the
laboratory of the TNO research institute.
• The third one is a CDN network operated by Jetstream (a commercial CDN provider in the Netherlands).
• The last one is a dummy CDN with a single node
(apache http server) located our laboratory in Bratislava.
We used the API‘s provided by the various solution to
map them to the procedures specified in this thesis (compliant with the ETSI CDNI standard).
Figure 5: Basic CDN interconnection life cycle.

5.1

CDNI Adapter

The CDN-I adapter is a piece of software whose main goal
is to make it possible to enhance any CDN with ETSIcompliant CDN interconnection capability. This can be
achieved by exploiting the APIs already present in most
CDN solutions.
The CDN-I adapter is capable to demonstrate complete
basic functionality according to the ETSI standard. This
means that it is able to execute all the mandatory procedures referenced by the basic interconnection lifecycle
scenario of the standard. The basic overview of this scenario is visualized in Figure 5.
The CDNI adapter is a PHP based application with
MySQL storage backend. The code of the application is
logically separated into uCDN and dCDN functionality.
It is also written in a way that will make it very simple
to modify to adapt to any CDN other than those already
supported. Support for a dummy CDN, Cisco CDS and
Jetstream CDN are included. The procedures that are
already implemented are:
• Interconnection establishment
• Footprint exchange
• Capability exchange

The adapter module implementation for the Cisco-based
CDN was straightforward because all the required API
calls were supported out of the box and the documentation was on an excellent level.
For the Jetstream Streamzilla CDN the implementation
was a bit harder because the CDN does not support on demand ingestion of content (it only supports pre-positioning). We had to use an intermediary server that transparently uploads content items to the data store of the CDN
as necessary.
The dummy CDN was developed only as a testing platform for this thesis and as such was designed from the beginning to be interoperable with the CDN adapter. There
was obviously no problem integrating with it as we had
full control of all its code.

5.3

CDNI Adapter Test Results

All the procedures of the CDN‘s were tested with each
other to see if the functionality was successfully implemented. Keep in mind that ALL the inter-CDN messaging is done purely by the means of the procedures compliant with the ETSI CDNI standard. There is no inter
CDN communication of any other kind. Communication
between the adapter and specific CDNs is on the other
hand always specific to the particular CDN (with the exception of the two Cisco-based CDNs that share the same
API, they differ only in their location).

• Bootstrapping of remaining interfaces
• Single-delivery request routing
• Interconnection release
These procedures make it possible to establish basic interconnection between two CDN‘s from different vendors.
In fact the first successful pairing of two CDN‘s using this
application was globally the first ever standard-based interconnection of two CDN‘s.

Figure 6: Interconnection establishment / Footprint exchange / Bootstrapping of remaining interfaces / Interconnection release - test results.
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design such a protocol and prove that it is a viable enabler
for the emergence of a global CDN Federation.

Figure 7: Capability exchange - test results.

Figure 8: Single-delivery request routing test results.

The effort was successful. The protocol was not only designed and tested in the environment of our own experimental CDN federation, but majority of its ideas have
been accepted as parts of a CDN Interconnection standard
published by the European Telecommunication Standards
Institute (ETSI TS 182 032).
The next step needs to be taken by the operators and technology vendors themselves. To make their task easier, a
method of modeling their Content Delivery Networks and
CDN Federations was designed as a part of this work. To
verify the viability of this method, it was used to model a
sample federation of two CDN networks. The method has
proven to be very effective at pinpointing specific areas of
possible optimizations in these networks.

*The code had to be modified to resolve overlap of footprint. This was just an issue of the actual implementation, as the standard does not dictate how to handle
overlapping footprints. This decision is left to be decided
by specific CDN algorithms. The result in our case was
that we were not able to pick which CDN to use for an
overlapping footprint. Our code makes the decision based
on longest prefix priority.
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6.

Conclusion

Internet is without a doubt the most important technology for communicating information across the globe today. As such it is crucial to make sure that the infrastructure behind it can scale to support any current and
future needs.
One of the main obstacles in this area is the fact that
point to multipoint communication was never successfully
resolved on a network level. In fact the most successful
method of addressing this issue nowadays is by addressing
it on application level, via Content Delivery Networks.
They are definitely a technology that can help scale mass
distributed content for many years to come.
Today‘s Content Delivery Networks have one significant
drawback which is rooted in the fact that majority of them
are centralized and managed by a single entity. This is in
fact the opposite of the values of de-centralization, neutrality and freedom of speech that made Internet itself
such a success. I strongly believe that the way forward is
to create a decentralized federation of independent Content Delivery Networks, similar to the concept of independent autonomous system known in today‘s Internet.
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