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Eötvös Loránd University, Budapest, Hungary
Johann Eder
University of Vienna, Austria
Viliam Geffert
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Technical University in Košice, Slovakia
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Václav Snášel
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Abstract
In this work, a new innovative Multicast Repair (M-REP)
IPFRR mechanism, which uses an IP multicast technology, is presented. The proposed M-RER mechanism uses
Protocol Independent Multicast - Dense Mode (PIM-DM)
with modified algorithm of the Reverse Path Forwarding
(RPF). The key contribution of this work is the fact that
the proposed M-REP IPFRR mechanism is independent
of the link-state routing protocols and the internal algorithm does not explicitly calculate the alternative path.
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1. IP Fast Reroute
After a link or node failure, a process of network convergence starts in a network, during which routers must
update their routing tables. The overall time of network
convergence might take from a few milliseconds up to tens
of seconds. During this process, several destinations in
the network might become unavailable, packet loss might
increase or even routing loops might occur. Several solutions have been introduced and developed for solving
these negative impacts - these mechanisms are called by
a common term Fast Reroute (FRR) mechanisms.
The first FRR mechanism was Multiprotocol Label Switching (MPLS) FRR, which uses an explicit backup routes.
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However, since the MPLS mechanisms are not used in every network and MPLS is not scalable enough, the next
development lead towards the IPFRR mechanisms.
The main goal of all IPFRR mechanisms is to minimize
the network recovery time after a node or link failure.
The key feature of these mechanisms is the calculation
of alternative route before the failure occurs [13, 9]. The
computation of alternative route requires network topology information and therefore most of the existing IPFRR
mechanisms strongly depend on the usage of link-state
routing protocols.
When there is a link failure in the network, the IPFRR
mechanism routes the packets to a pre-computed alternative route until the network converges, Figure 1. During
this time, the routing protocol makes updates about the
network topology changes. This update of routing protocols happens in the background. After its completion, the
routing protocol takes back the control over the routing
of packets.
An important factor in IPFRR is the recovery time after
the node or link failure. This time should be one of the
key factors when evaluating the IPFRR mechanisms. The
average reaction time of current IPFRR mechanisms for
fast recovery is 50ms [10, 3].
Many IPFRR mechanisms have been proposed. They can
be categorized into three main groups:
- Loop Free Alternates (LFA) mechanisms [5],
- Equal Cost Multiple Paths (ECMP) mechanisms [11],
- Multihop solutions: Tunnels, Multiple Routing Configurations (MRC), Maximally Redundant Trees (MRT), PQSpace, U-Turn Alternative, Remote LFA (rLFA) [6, 4].
Modern network routing protocols use a relatively slow
and complex hello mechanism. The failure detection time

Figure 1: Basic IPFRR principle.
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Figure 2: LFA.
of routing protocols alone is insufficient for rapid rerouting requirements. Therefore, fast failure detection is an
important part of an IPFRR mechanism. There is a number of existing alternative failure detection mechanism approaches that can be used [13]:
- Physical detection mechanism (loss of carrier, loss of
light, increase in bit error rate, etc.),
- Independent detection mechanism (Bidirectional Failure
Detection protocol) [12],
- Routing protocol detection (Hello mechanisms).

1.1

Loop Free Alternates

When the source router S detects a link failure, it sends
traffic to an alternate back up router - also called an LFA
(see Figure 2). The selection of the LFA router is precomputed in advance. An LFA router must be directly
connected to the source router S. The LFA router must
provide a loop-free path to forward packets to the destination D. The source router may have precomputed more
than only one next-hop LFA router [5].
The LFA router election is defined by two criteria. These
conditions guarantee that LFA router provides a loop free
path:

Figure 3: U-Turn.

1.2

U-Turn Alternative

LFA mechanisms usually use directly connected neighboring routers to send data traffic around the failed link.
When an LFA router is not available, the U-Turn mechanism can be used instead [9]. The mechanism allows
the source router S to send traffic to a so-called U-Turn
alternative router N (see Figure 3).
U-Turn router (N) then recognizes the special traffic from
the source router S and this traffic will not be dropped.
When the U-Turn router receives packets from the source
router S, packets will be forwarded to the LFA router of
router N. The LFA router then sends these packets to
destination.
In the case the router U does not implement the U-Turn
mechanism, packets from router S can be blackholed, misrouted or looped.
The U-Turn alternative candidate must pass following
condition [9]:

Loop-Free Criterion:
Node Selection Criterion:
Cost(N, D) < Cost(N, S) + Cost(S, D)

(1)
Cost(N, D) ≥ Cost(N, S) + Cost(S, D)

Downstream Path Criterion:
Cost(N, D) < Cost(S, D)

(2)

where S is a source router, N is a potential LFA router,
D is the destination router and Cost(N, D) is the cost of
the shortest path from N to D, Cost(N, S) is the cost of
the shortest path from N to S, Cost(S, D) is the cost of
the shortest path from S to D. LFA mechanism has good
basic protection against a link or a node failure. Other
LFA mechanisms improvements allows the locations of
the LFA backup router more than one hop away from the
source router (for example Remote LFA mechanism).

(3)

where S is a source router, N is a potential U-Turn router,
D is a destination router and Cost(N, D) is the cost of the
shortest path from N to D, Cost(N, S) is the cost of the
shortest path from N to S, Cost(S, D) is the cost of the
shortest path from S to D.
A U-Turn router must be able to recognise the traffic
from the source router S, either in implicit or in explicit
way. Implicit detection means that the U-Turn router has
a special algorithm for recognition of an IP FRR traffic
sent from a source router S. The algorithm tells the router
which traffic from source router S is sent over a backup
path as opposed to normal routing.
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Explicit detection occurs when the source router S will
somehow modify header of packets and the U-Turn router
is able to receive and recognize these modified packets.
Modification of packet headers may possibly cause problems with compatibility among other routers within the
network.
In the next section, we focus on analyzing the disadvantages of existing IPFRR mechanisms.

2. Problem Specification
2.1

Pre-computing

The basic principle of IPFRR mechanisms is based on the
fast detection of the link failure and precomputed alternative routes. The complexity of these pre-calculations is
not trivial.
The computational complexity increases with the number
of the routers in the network. The computations need to
be performed again after topology change in order to update the alternative routes. The routers usually perform
these calculations as processes with low priority during
the idle time of the router CPU. The additional alternative route calculations thus consume time and system
resources of the router. Therefore we consider these precomputations to be one of the problematic areas of the
existing IPFRR mechanisms.

2.2

Another important factor is that many of the existing
IPFRR algorithms require the topology information about
the network in order to pre-compute the alternative route.
This fact limits the usage of IPFRR mechanisms to the
networks with link-state routing protocol. Majority of existing IPFRR mechanisms depend on the link-state routing protocols.

2.3

Figure 4: Protocol PIM-DM.

Dependence on Link-State Routing Protocols

Research Direction

The analysis of existing solutions shows that the existing mechanisms meet the basic IPFRR requirements, but
they are complicated. Our goal was therefore to develop a
new simpler mechanism that would meet the basic IPFRR
requirements. One of the possibilities that has not been
used in the current IPFRR mechanisms is the multicast
technology [7]. This was the starting point of our search
for a new mechanism that would bring a new principle
into IPFRR area. After we had made the decision to use
the multicast technology, the question was which multicast protocol to use? We have focused our efforts mostly
on the PIM protocol. The PIM protocol can work either
in sparse [8] or dense [2] mode.

3. Protocol Independent Multicast - Dense Mode
(PIM-DM)
PIM-DM protocol assumes, that all routers in network
want to receive multicast traffic. At the beginning of multicast transmission, routers with enabled PIM-DM protocol send multicast packets to all other routers in the network. This process is called flooding [2]. PIM-DM protocol uses Reverse Path Forwarding (RPF) protection mechanism against micro-loops, which can occur during initial
flooding of multicast communication. If some routers with
enabled PIM-DM do not want to receive specific multicast
communication, they send Prune message to upstream
router. This process is called pruning.

Interfaces on routers, which send the Prune message, get
to pruned state. Pruned state is valid for a limited period
of time. After this period, routers receive the multicast
communication again. The prune state is related to a specific multicast (S, G) pair. If a new receiver appears in the
pruned area, the PIM-DM protocol uses the PIM Graft
message to cancel the pruned state. The PIM Graft message is sent by the corresponding router to its upstream
router.
In order to minimize the number of pruning and flooding
processes, the PIM-DM protocol uses a State Refresh message. This message is for extension of the pruned state.
Flooding and pruning processes cause unwanted traffic in
the network. The PIM-DM is more efficient when it is
used in a network with dense multicast traffic.
The protocol PIM-DM uses an RPF protection against
micro-loops. Multicast packet is accepted by a router only
if it passes an RPF check. RPF check in PIM-DM means
that a multicast packet is accepted only if it is received via
interface, which is used in unicast communication to reach
the source of multicast transmission. In other words, the
multicast packets are accepted only if they arrive via an
interface, which is on the shortest path by unicast routing
table to source of multicast transmission.

4.

Proposal of New M-REP IPFRR Mechanism

At the beginning of flooding multicast communication, the PIM-DM sends packets to all routers
with enabled PIM protocol. This fact means, that
multicast packets (independently of any failures)
will get to the destination router. We want to
use this specific behavior of PIM-DM protocol to
develop a new IPFRR mechanism.
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Modification of RPF

The original behavior of RPF mechanism is not compatible with our intended RPF utilization in IPFRR. Under
some circumstances, a specific router with original RPF
mechanisms may drop our IPFRR communication.
The original RPF mechanism uses information from unicast routing table to select the correct RPF interface for
specific multicast (S, G) flow. However, in network, where
router or link failure has occurred, the information in
unicast routing table may not be correct on the affected
routers by failure until the process of network convergence
is complete. It means that some router on the original
path to destination can drop our IPFRR multicast flow
because of RPF check.
Using a simple modification of the original RPF mechanism, we can flood IPFRR communication around the
failed link or router. Our new IPFRR mechanism still
uses the RPF mechanism in PIM-DM, but it focuses on
modification of RPF mechanism, which selects the correct
RPF interface for specific multicast communication.

4.2

Figure 5: M-REP IPFRR mechanism.

Description of New IPFRR Mechanism

Our new IPFRR mechanism is not designed to provide a
link or node protection, but to protect a specific unicast
flow (flow protection).
We assume that a customer sends an important flow of
data to the destination D. If any router on the path to the
destination detects a connection failure (link or node), it
becomes the router S - source router.
The source router encapsulates protected unicast flow to
a specific multicast flow (specific Source, G pair), which is
immediately flooded to all active interfaces with enabled
PIM Dense Mode. The router performs this tunneling
of unicast flow until the process of convergence in the
network is complete.
From the moment, when the link or node failure occurs
on the original shortest path between the source and the
destination, the routing information in the routing tables
is outdated. The result is that the routers do not have
the current information about the correct RPF interface,
until the convergence process in the network is complete.
If we retain the original RPF mechanism (the packet must
enter via interface, which according to the routing table
is on the shortest path back to the sender of the packet),
one of our routers on original shortest path can drop our
specific multicast flow because of RPF check failure.
When the first multicast packet for a group G enters on a
specific interface of router (non-S), this interface becomes
the RPF interface for our IPFRR multicast flow. The
term ”first packet” denotes a multicast packet, processing
of which leads to the creation of a new route record in
the multicast routing table for a specific (Source, G) pair.
In other words, the RPF interface of all routers, will be
the interface of the first arrival, 6 of specific IPFRR
multicast packets for a specific (Source, G) pair. After the
selection of the RPF interface, routers forward multicast
packets to all other PIM enabled interfaces 5.
Each router can have only one RPF interface. It can
be proved that for a network with point-to-point links,

Figure 6: The rule of first arrival.

our modified RPF mechanism provides loop-free paths
to all other routers in the network, including the destination router D. In dissertation work is mathematical
proof, which proved, that our modification of original
RPF mechanism does not cause micro-loops during initial flooding of multicast packets.
The alternative path, which is created by selection of
modified RPF interface, is a randomly generated path.
In other words, the created path may not be the shortest
possible path (IPFRR techniques generally do not provide
the shortest alternative paths).
The IPFRR encapsulated packets must be restored back
to the original format while leaving the network domain.
The restoration process of IPFRR communication is performed by the destination router (D). Router D is the
router, which has directly connected the original recipient of unicast packet. Router D performs the necessary
decapsulation, which means that the end of IPFRR multicast distribution tree is on this router. After this process,
the packet can be sent to its original destination.
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Our modification of the original RPF mechanism for specific multicast (Source, G) flow does not cause micro-loops
between routers with point-to-point links. Requirements
of our new IPFRR mechanism for physical network topology are:
- point-to-point links between routers,
- router D, original destination of protected flow, must be
directly connected to this router.
We note that the original pruning process in the PIMDM protocol is not modified. If a router receives unnecessary protected multicast flow, for which it does not
have a recipient, it prunes from the multicast distribution tree. The final result of the flooding process is only
one route created from the router S (performs tunnelling
communication) to the router D (performs restoration of
communication).
Tunnelling mechanism of IPv4 unicast communication is
one of the many possible solutions how to back up information of original source and destination of the packet.
Another way how to backup the original source and destination of the protected unicast flow in IPv6 is the use
of next headers, in which we can backup this information.
This information can then be restored by router D from
the next header of the packet.

4.3

Multiple Failures

Protocol PIM-DM uses the Graft message to re-initialize
the distribution tree and cancel the Prune state. In the
classical PIM-DM, the Graft message is sent through the
RPF interface. In our mechanism, we need to deal with
the loss of the RPF interface and therefore we have modified the terms of use of the Graft message.
In the following example, we show the application of the
modified RPF procedure and Graft mechanism M-REP.
Suppose we have the topology shown in Figure 7, and
the first link failure happens on router R2. The router
which detects this failure, becomes router S and starts
encapsulating unicast communication for specific multicast specified by pair (Source, G). Suppose the alternative route created using the rule of first arrival is S →
R1 → R2 → R3 → R4 → D. The routers, which receive
the unwanted multicast communication, send the Prune
message. When there is another failure in the network,
this time router R4, the router D must restore the alternative route. The question arises, which interface should
be selected on router D as the RPF interface for sending
the Graft message to its upstream router.
If the router D selects fa 0/0 as the RPF interface and
uses it to send the Graft message, the router R5 cannot
use it to restore the alternative route, because it would
lose the connectivity with the upstream router R4. This
means that the router D cannot determine the proper
RPF interface in this situation. Therefore the router D
does not select any RPF interface for the specific (Source,
G) multicast flow and sends the Graft message through
all remaining interfaces and removes the item for (Source,
G) from its own multicast routing table. After receiving
the Graft message, the router R6 sets the given interface
to forward and uses its own RPF interface of the first
arrival to send the next Graft message to the upstream
router. When the router D receives the specific (Source,
G) multicast flow again (clearly from router R6), it sets
its new RPF interface. The alternative route is restored

Figure 7: Solution to subsequent failures.
and it will be S→ R1 → R2 → R3 → R6 → D. Packets will
be delivered to their destination only after the multicast
distribution tree is restored. Until the specific (Source,
G) multicast distribution tree is restored, the packets are
thrown away by router R3 or any of its upstream routers.
If we modify previous topology to topology on picture
(Figure 8), problem may arise if we use same scenario as
in previous case. Assume, that in time of failure or router
R4 another link failure between routers R3 and R7 occurs.
When router R7 detects failure on its RPF interface of
first arrival, it sends Graft message to all other PIM en-

Figure 8: Solution to subsequent failures part 2.
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abled interfaces, which means in given topology sending
Graft message to router R6. In classical PIM-DM router,
which receives Graft message via RPF interface, won’t
accept it. Therefore we must modify behavior of router,
which receives Graft message via RPF interface of first
arrival. If router receives Graft message via its RPF interface of first arrival, it removes specific (Source, G) record
in multicast routing table, cancel current RPF interface
of first arrival and sends Graft message to all other remaining interface. After arrival of new specific (Source,
G) packet router sets new RPF interface based on first
arrival again. Final alternative route will be S → R1 →
R2 → R3 → R6 → D.

5. Testing
In this section, we describe the testing of the M-REP
IPFRR mechanism in the OMNeT++ simulator (version
4.5). We have used the existing implementation of the
PIM-DM protocol from the ANSA library (version 2.2) [1]
as the basis for the simulations and we have then implemented the M-REP mechanism functionality into the
ANSA library.
To generate the data flow, we use the Source1 in the simulations and Host2 is the recipient of the generated flow.
The data flow from Source1 to Host2 is protected by the
proposed M-REP mechanism. The primary route for this
data flow is R1 → R3 → R5, Figure 9.
We simulate the failure of the whole router that lies on the
primary path to the destination. This scenario represents
the disconnection of all links connected to the router R3.
Table 1 shows the breakdown of the R3 failure time.
The expected behavior of the M-REP mechanism is that
after the R3 failure, it finds an alternative route bypassing
the failed router and delivers the protected unchanged

Table 2: Network Communication After the
Router Failure
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32

Time (sims)
50.00001162
50.00003497
50.00005832
50.00008167
51
51.00001173
51.00002346
51.00003519
52
52.00001173
52.00001173
52.00002346
52.00002346
52.00002346
52.00002346
52.00003519
52.00003519
52.00003519
52.000036099999
52.000036099999
52.000041909999
52.000047829999
52.000047829999
52.000053639999
53
53.00001173
53.00002346
53.00003519
54
54.00002335
54.0000467
54.00005843

Action
Source1 → R1
R1 → R3
R3 → R5
R5 → Host2
Source1 → R1
R1 → R3
R3 → R5
R5 → Host2
Source1 → R1
R1 → R2
R1 → R4
R2 → R4
R4 → R2
R4 → R5
R4 → R6
R5 → Host2
R5 → R6
R6 → R5
R2 → R4
R4 → R2
R2 → R1
R5 → R6
R6 → R5
R6 → R4
Source1 → R1
R1 → R4
R4 → R5
R5 → Host2
Source1 → R1
R1 → R3
R3 → R5
R5 → Host2

Type of message
appData
appData
appData
appData
appData
appData
appData
appData
appData
appData
appData
appData
appData
appData
appData
appData
appData
appData
PIMJoinPrune
PIMJoinPrune
PIMJoinPrune
PIMJoinPrune
PIMJoinPrune
PIMJoinPrune
appData
appData
appData
appData
appData
appData
appData
appData

unicast data flow to the destination Host2. Figure 9 shows
the topology after the R3 failure.
Router R1 detects the link failure on the original path to
destination and starts modifying the packets designated
to go to Host2. R1 sends the packets to all output interfaces (except the incoming one).
Every router in the network receives the packets (Table 2,
green color, lines 9 to 18). Router R5 determines that it
is directly connected to the destination and restores the
packets as previously described.
The alternative route that is created using the rule of the
first arrival of specific multicast packets is R1 → R4 →
R5 (Table 2, lines 9 to 18, lines 25 to 28). Table 2 shows
the communication in the network before and after the
router R3 failure.

Figure 9: The rule of first arrival.
Table 1: Description of Router Failure Scenario
Time (sims)

Component

1

50

Source1

2
3

52
54

R3
R3

Action
Source1 sends data to
Host2, period 1sims
Failure of router R3
Restoration of router R3

This scenario represents a situation that often happens
also in the real ISP operation. The test has confirmed
that the M-REP mechanism is able to protect the specific
unicast flow against router failure. The dissertation thesis
also contains other tests, e.g. subsequent failures of links
or routers in the network.

6.

Benefits of M-REP IPFRR Mechanism

The main benefit of our new IPFRR mechanism is the
fact, that it is independent of pre-computation. Alternative path is not calculated by internal algorithm as in
existing IPFRR mechanisms. Due to this feature, we can
say that M-REP IPFRR mechanism is currently unique.
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According to analysis of existing IPFRR mechanisms only
a few are implemented in operating systems of routers. By
utilizing of existing multicast protocol PIM-DM, its minimum modification of RPF logic and modification of Graft
mechanism, M-REP mechanism can be implemented in
real routers.

RPF interface as well as the modification of Graft mechanism modification in this protocol, we used its native behavior in new IPFRR area. PIM-DM protocol is currently
supported by many important manufacturers of routers.
One advantage of M-REP mechanism is thus its simple
implementation.

In the following sections we discuss important benefits
of our M-REP mechanism, problem areas and future research.

6.6

6.1

Independent of Pre-computation

Most of existing IPFRR mechanisms are based on precomputation of alternative paths. M-REP mechanism
does not require pre-computation of alternative route. We
use a specific multicast address and the process of flooding/pruning in PIM-DM to send protected traffic around
the failed link or router.
For existing IPFRR mechanisms, the network size affects
the amount of pre-computation. This means that the size
of network increases the number of preparatory calculations of alternative backup paths.
Proposed M-REP mechanism is independent of pre-computation of alternative path, which means, it is not affected by size of the network

6.2

Independent of Routing Protocols

With pre-computation of alternative route there is also
the related dependence on routing protocols. Some of
the existing IPFRR mechanisms require network topology
information for calculation of alternative backup path.
That means, they are dependent on usage of link-state
routing protocols. M-REP IPFRR mechanism does not
require preparatory calculations of alternative route and
construction of multicast distribution tree is not also
based on information from unicast routing table, which
means, that it is independent of routing protocols. It
supports static routing, distance-vector routing protocols
and link-state routing protocols.

6.3

Problem Areas and Future Research

Problem areas of M-REP mechanism are related to its
specified requirements on physical topology of network.
The first requirement for network topology is the existence of point-to-point links between routers.

6.6.1 Multi-access Networks
The proposed M-REP mechanism uses modified RPF logic
so that RPF interface on the router is determined by
the rule of first arrival. This means that for our specific
IPFRR multicast group we do not use information from
unicast routing table. This information is based on shortest paths to destinations. If we use M-REP mechanism
in multi-access networks, micro-loops can occur.
We have a give topology, Figure 10, where router S sends
IPFRR packet on network with multi-access. If the router
R first receives the IPFRR packet via interface fa 0/0
from router D, according our RPF rule of first arrival,
this interface will be chosen for RPF interface. A microloop might occur between routers D and R.
Therefore, this issue needs further research in future. We
note that some of existing IPFRR mechanisms have also
problems in multi-access networks (for example Remote
LFA).

6.6.2 Random Alternative Route
Existing IPFRR mechanisms use SPF algorithm to calculate the alternative shortest path from source to destinations. These calculations require the processing power
of router, but calculated alternative route is the shortest
possible route.

100% Repair Coverage

Another advantage of M-REP IPFRR mechanism is, that
it solves the problem of multiple failures in network. Protected unicast flow, which is encapsulated as specific multicast traffic, floods via functional links in the network.
When multiple link or node failures occur and there is
only one possible path from source to destination, our
M-REP IPFRR mechanism is able to find it and use it.
In other words, M-REP mechanism provides 100 percent
repair coverage.

6.4

Subsequent Link or Node Failures in Network

Existing IPFRR mechanism are tested mostly against link
or node failure. M-REP mechanism is based on multicast protocol PIM-DM with modified RPF and Graft
mechanism. M-REP mechanism was tested against multiple, e.g. subsequent failures within network at different
times. Simulations in simulator OMNeT++ proved that
proposed mechanism can provide alternative path after
multiple, e.g. subsequent link or node failures.

6.5

Simple Implementation

M-REP mechanism uses existing multicast protocol PIMDM. By simple modification of RPF logic for selecting

Figure 10: Micro-loops in multi-access segment.
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Original PIM-DM protocol creates Shortest Path Tree
(SPT). The creation of these SPT trees provides RPF
mechanism in PIM-DM. RPF mechanism in M-REP do
not use information from unicast routing table to verify
the correct RPF interface, but the RPF interface is selected by the rule of first arrival of specific unicast (Source,
G) packet. Multicasts packets reach the destination, but
it is not possible to guarantee the shortest path. Multicast data may or may not get to destination by shortest
path.

anisms. The new M-REP IPFRR mechanism relies on
the innovative use of multicast PIM-DM protocol. At the
beginning of the multicast transmission (flooding), the
PIM-DM protocol delivers the multicast data to every
PIM router in the network (regardless of failure). This
is the specific property of the PIM-DM protocol that we
have used when designing the new M-REP mechanism.
This mechanism is primary designed to protect the specific unicast flow using the backup multicast distribution
tree defined by the unique multicast address.

The second requirement of M-REP mechanism is that
router D must have directly connected destination on its
output interfaces. Original unicast flow of data is delivered to this destination. Destination router is identified
by this requirement. Specific multicast (Source, G) tree
is created from the source to destination router.

As previously mentioned, the majority of the IPFRR
mechanisms requires pre-computing of alternative routes
for the case of various failure of links or routers in the
network. These preparatory calculations have undesired
effects, e.g. loading of router CPU, dependence on the
link-state routing protocols etc.

6.6.3

M-REP mechanism does not require preparatory calculations of backup routes, because it uses the PIM-DM
protocol’s flooding process to floods the multicast communication. With respect to the specific conditions and
purposes, under which this system is supposed to operate, it was necessary to modify the RPF mechanism in
PIM-DM. RPF interface is chosen based on the arrival of
the first packet with special multicast address. All routers
in the administrative domain must have exactly one RPF
interface for specific (Source, G) flow.

Packet Encapsulation

Our mechanism uses in IPv4 encapsulation of protected
unicast flow with additional IP header (multicast tunneling). In IPv6 can be used the same principle or new
IPv6 header can proposed for this purpose. Modifications
of original packets brings problems with MTU, increased
CPU load and other problems. However, it should be
noted that most of existing IPFRR mechanism also encapsulates packets or modify specific bits in packet header.
Encapsulation of packets is one of the biggest disadvantages of existing IPFRR mechanism, but in present this
technology is most common.

6.6.4

Flooding/Pruning Process in PIM-DM

PIM-DM protocol at the beginning of multicast transmission sends multicast packets to all routers in administrative domain (flooding process). Routers, which don’t have
recipients for specific multicast communication, prune
from multicast distribution tree (pruning process). Besides these processes, PIM-DM periodically sends ”Hello”
messages to other routers. Flooding and pruning processes brings unnecessary load in the network. However,
M-REP IPFRR mechanism encapsulates protected unicast flow to specific (Source, G) multicast flow until process of network convergence is complete. When the process of network convergence is complete, routing protocol
routes packets again.

6.7

Future Research

Companies such as Cisco Systems and Juniper Networks
focus they future development on IPFRR technology, because the requirements on ISP grow every day. Future research should focus on further validation of the proposed
mechanism M-REP, solving of the problem areas and implementation in an experimental environment Quagga.
The current requirements of M-REP mechanism for pointto-point links or directly connected destination may be
sometimes limiting.
The proposed M-REP IPFRR mechanism is designed to
protect a specific unicast flow. Therefore, further research
should focus on verification whether it is possible to protect all flows, whose primary route lead through the failed
link.

7. Conclusion
This work presents a new M-REP IPFRR mechanism that
solves some of the disadvantages of existing IPFRR mech-

Protocol PIM-DM with modified RPF mechanism explicitly creates a tree, which means that no routing loops
are created among the routers. The alternative route is
created using the rule of the first arrival of the specific
multicast packet. The protected unicast communication
is encapsulated until the network convergence process is
completed.
The new M-REP IPFRR mechanism solves the problem
of performing the pre-comutations by the existing IPFRR
mechanisms, the dependence on routing protocols and
problem of multiple failures in the same network, e.g.
subsequent failures. Other advantages are the 100% repair coverage and simple implementation into the existing
operating systems of routers.
Acknowledgements. This paper is the outcome of the
project ”Quality education by supporting innovative forms,
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Community Question Answering (CQA) provides people
with a possibility to ask various questions and, at the
same time, provide answers on questions of other users
(e.g. Yahoo! Answers). Our thesis concerns with two
open emerging problems closely related to the CQA concept: (1) a long-term sustainability of CQA ecosystems,
and (2) their transferability to educational and organizational environments.
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At first, we conducted a case study on recent negative
development of Stack Overflow’s community which is reflected in increasing amount of low-quality content created by undesired groups of users. Consequently, we suggested to preserve a long-term sustainability of CQA communities by means of robust reputation mechanisms and
answerer-oriented adaptive support methods that in addition involve the whole community. We put these suggestions into practice by means of two novel methods: (1) for
reputation calculation focused on quality of users’ contributions, and (2) for recommendation of new questions to
potential answerers with utilization of non-QA data.
Our main contribution to the second open problem lies
in introduction of a novel organization-wide educational
CQA system Askalot, which takes educational as well as
organizational specifics into consideration.
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1. Introduction
Standard information retrieval tools, such as Google
Search, represent the most popular way how to search
for required information on the Web. However, successfulness of these tools decrease when a user wants to find
information, which is highly context-specific, subjective
(e.g. a recommendation), scattered across many sources
or which cannot be easily described by keywords. In these
cases, Internet users have a possibility to utilize alternative tools that are based on knowledge sharing in great
online communities of people. One of the most successful examples of these community-based knowledge sharing
systems is Community Question Answering (CQA).
Knowledge sharing in CQA systems take place in four
main steps (see Figure 1):

1. Question Creation. Any member of community
is able to post a new question by providing its name,
detailed description and usually it is also necessary
to assign it into a hierarchy of categories or tags. In
contrast to standard information retrieval tools, the
description of question is not limited to keywords
and thus an asker can define his/her information
need more precisely.
2. Question Answering. As soon as the question is
posted, all other members of the community have a
possibility to provide their answer candidates, vote
for the best answer, vote for the question (if they
consider it as an interesting one) or provide additional comments.
3. Question Closing. In the case of obtaining correct answer, the asker can mark one of the provided
answers as accepted one.
4. Question Search. After best answer acceptance,
the corresponding question is moved to the archive
of solved questions, where it can be retrieved if additional users will seek for the same information in
the future.
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Some of the existing CQA systems provide a possibility
to ask questions without any topic restriction, such as Yahoo! Answers or Wiki Answers. On the hand, there are
CQA systems focused on specific topic areas, for example Stack Overflow, which concerns only with questions
related to programming.
The first CQA systems (e.g. Yahoo! Answers established
in 2005) emerged as a result of rapid Web 2.0 development. Since then, they have gained a great popularity
and nowadays, they contain communities with millions
of users who collaborate together to provide answers on
thousands of new questions asked each day.

1.1 Two Perspectives on Community Question Answering1
In order to understand principles and concepts of CQA
systems better, we can describe the question answering
process from two perspectives. In the first perspective,
CQA systems can be characterized as information systems fundamentally based on knowledge sharing, more
specifically they utilize a number of modern theories how
online communities work, such as communities of practice, collective intelligence, wisdom of the crowd, social
interaction, crowdsourcing or human computation.
At the same time, we recognized that the question answering process is actually a specific type of informal learning.
Therefore, CQA systems can be also perceived from more
alternative perspective of community-based collaborative
learning. In this second perspective, we can characterize
CQA systems by means of theories related to technology
enhanced learning, such as computer-supported collaborative learning, peer-learning or knowledge building communities.

1.2 Collaboration Support in CQA Systems1

Number of research
papers

Figure 1: Standard question lifecycle in CQA systems.
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Figure 2: A number of research papers tackling
with CQA systems covered by our survey. The
last year 2014 covers all papers that were available
in digital libraries before February 2015.

However, in spite of a great number of research papers
published during the 10-years-long history of research on
CQA systems, this area lacks the comprehensive survey
which reflects the state of the art. Absence of this kind
of survey have caused many negative consequences (e.g.
missing established terminology, difficult orientation in
the area especially for novices). In order to face these
drawbacks, we proposed the first complex classification
and survey of research problems solved in CQA systems.
To achieve the best possible coverage of our survey, we
looked up papers explicitly aimed at CQA systems in digital libraries (ACM DL, IEEE Xplore, Springer Link and
Science Direct). Consequently, we supplemented the list
of found papers also with additional publications referenced in the related work. Finally, we obtained the list
consisting of 265 papers created before the end of year
2014 (see Figure 2).

Overall successfulness and popularity of CQA systems attracts researchers from many areas, mainly from computer science, psychology and sociology. As the result,
CQA systems became the subject of many research publications, which also comprise the bases for our thesis.

Among obtained research papers, we identified also a few
surveys, however, they were published several years ago
and thus they did not reflect the state-of-the-art approaches (e.g. [7]) or they were focused only one specific
problem (e.g. question routing in [2]).

1
The results summarized in this section have been published in I. Srba, M. Bieliková, A Comprehensive Survey
and Classification of Approaches for Community Question
Answering.

In order to prepare solid foundations for our survey, we
proposed a description framework at first. Following the
analyses of 265 obtained papers, we identified a set of attributes that characterize research papers and their con-
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tributions (i.e. category of approach, subject of research,
type of solved problem, input information, gold standard,
algorithm, evaluation metrics and dataset). Consequently,
we utilized this descriptive framework to propose a complex three-level hierarchy of tasks solved in CQA systems.
On the first level, we divided the approaches according to
category of approach into three groups: (1) exploratory
studies, (2) content and user modelling; and finally (3)
adaptive support. On the second and the third level, we
categorized approaches according to subject of research
and type of solved problem respectively. In each of these
groups of approaches, we described several representative
approaches with utilization of remaining attributes from
the descriptive framework.

1.3 Open Problems and Thesis Goals
Following the state of the art in the area of CQA systems,
we identified open problems, which resulted from constant
development of these systems.

• Absence of approaches addressing emerging
problems of CQA ecosystems. In spite of overall popularity and successfulness, some of the most
popular CQA systems have recently experienced
negative development of their content and community. The most eminent problems, which significantly hinder the question answering process, are
a rapidly increasing amount of low-quality content
and a growing number of undesired groups of users
who purposefully abuse CQA systems (e.g. in order to quickly solve their problems without returning the received help back to the community). In
spite of the great effort in supporting collaboration
of users, the existing state-of-the-art approaches do
not sufficiently address these negative trends. Moreover, some of the approaches for providing users
with collaboration support even indirectly support
these undesired groups of users. The main reasons
for this discrepancy is that collaboration support
is primarily aimed at askers and their goals to receive answers in the shortest possible time. On the
other hand, answerers and their expectations are not
taken into consideration sufficiently. In addition, existing approaches involve in the question answering
process only a small subset of highly active and expert users, while the rest of the community is usually
left unutilized.
• Undiscovered potential of educational CQA
systems. In addition, in spite of many positive results of CQA systems on the open Web, their beneficial effects have not been fully discovered in other
environments yet. Nowadays, we witness initial efforts on taking advance of their concepts in business
context. Question answering in CQA systems can be
perceived, however, not only as a process of knowledge sharing, but also as a specific kind of informal
collaborative learning. Therefore, CQA systems incorporate also interesting and undiscovered learning
potential that can be utilized especially in educational domain. This potential is obvious particularly at organizational level, as students are quite
often struggling with various problems related to a
learning process or learning materials that cannot
be answered easily in CQA systems outside their
educational organization.

We aim to address these open problems by exploring sustainability and transferability of community question answering. In particular, our thesis goals are:

• Goal 1: Proposal and evaluation of new methods to preservation of CQA sustainability. In
order to suppress the negative consequences of the
current development in the most popular CQA systems and to maintain the long-term sustainability of
their ecosystems, our first goal is to investigate the
emerging problems in more details. Consequently,
we aim to propose novel methods that can support
the collaboration between users and at the same
time contribute to the long-term sustainability of
CQA systems. For example, the recommendation of
questions to potential answerers represents a possibility to motivate and involve all kinds of answerers (not only active and expert ones) with respect
to their interests in particular topics, question difficulty etc.
• Goal 2: Adapting successful concepts of CQA
systems for specifics of organization-wide and
educational environment. Our second goal is to
examine how verified CQA systems can be adapted
in two transitions: (1) from a non-educational to an
educational context; and (2) from the open Web to
an organizational environment. Consequently, we
introduce the novel organization-wide educational
CQA system Askalot that is specifically designed to
support the question answering process while taking
organizational as well as educational specifics into
consideration.

2. Proposed Solutions for Preservation of CQA
Sustainability2
With the aim to describe the emerging problems in CQA
communities more precisely, we conducted a case study
on CQA system Stack Overflow. At first, we evaluated a
community perception in Meta Stack Overflow (a specific
part of Stack Overflow, which is dedicated to questions
about system itself). Starting from year 2014, it is possible to witness an increasing trend of questions that point
out a negative development of the community. The community identified three main groups of undesired users:

1. Help vampires, who create a great number of questions without any effort to find the required information by means of standard information retrieval
tools, while they are interested only in getting their
questions answered and they do not return any received help back to the community.
2. Noobs who create trivial and low-quality questions.
3. Reputation collectors who purposefully answer
mainly low-quality and uninteresting questions
(mostly created by the previous two groups of users)
in order to gain as much reputation as possible.
2
The results summarized in this section have been published in I. Srba, M. Bieliková, Why Is Stack Overflow
Failing? Preserving Sustainability in Community Question Answering, 2016.
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Consequently, we supported and statistically confirmed
the community perception by easily reproducible quantitative analyses, which are also suitable for monitoring the
community evolution in the future.
As the solution to this negative trend, we proposed to
change the standard reputation mechanisms and to research new methods for adaptive collaboration support,
which are primarily answer-oriented (since the most of
the existing methods are asker-oriented) and which involve the whole community (since the most of the existing
methods involve only small part of highly active experts).
In order to verify our suggestions, we proposed and evaluated (1) a method for reputation calculation with consideration of content quality and question difficulty; (2)
a method for question routing with consideration of nonQA data (i.e. data that are not the result of the question
answering process itself).

2.1 Reputation Based on Content Quality and Difficulty3
User reputation in CQA systems represents the global
value of user for the community and it reflects his/her
expertise and activity in the system. The existing methods for reputation estimation, however, emphasis mainly
user activity and thus they very often give high reputation for very active users (despite the real quality of their
contributions). The same problem is also present in rulebased reputation mechanisms employed in CQA systems
(e.g. in Stack Overflow).
We proposed a new method for reputation calculation,
which puts emphasis on the level of user expertise. In
other words, users gain a bigger amount of reputation for
asking difficult questions and for providing high-quality
answers on difficult questions. The correctness of the proposed method was evaluated on two independent datasets
from Stack Exchange platform. Experimental results
showed that our method achieved better results in comparison with original method for reputation calculation
in Stack Exchange platform as well as in comparison with
other metrics proposed in the previous research papers,
e.g. Z-score [8]. In addition, in comparison with Stack
Exchange reputation, the distribution of reputation calculated by our method follows approximately Gauss normal distribution (what correspond to expectation that the
majority of users have average level of expertise).

2.2 Question Routing Based on Non-QA Data4
In order to evaluate our remaining suggestions for preservation of CQA sustainability, we proposed a novel method
for question routing (i.e. recommendation of new questions to potential answerers). On the basis of the stateof-the-art analyses, we found out that almost all existing
question routing methods work solely with QA data (i.e.
data that are the result of the question answering process,
mainly logs about asked questions and provided answers).
3
The results summarized in this section have been published in A. Huňa, I. Srba, M. Bieliková, Exploiting Content Quality and Question Difficulty in CQA Reputation
Systems, 2016.
4
The results summarized in this section have been published in I. Srba, M. Grznár, M. Bieliková, Utilizing NonQA Data to Improve Questions Routing for Users with
Low QA Activity in CQA, 2015.
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This solution, however, cause that these methods are able
to route questions only to a small part of the whole community, which consists of highly active and expert users.
On the other hand, the big potential of the rest of the
community (mainly newcomers and lurkers) is left unutilized. If it will be possible to recommend questions also to
these users, we can motivate them to participate on question answering more actively and thus we can contribute
also to long-term sustainability of CQA ecosystems.
In order to achieve this shift, we proposed to consider
during question routing not only QA-data but also nonQA data (i.e. user information which are publicly available inside or outside of CQA systems). Non-QA data
have been already previously utilized in CQA systems,
however, only for determination of social attributes (e.g.
[3]) or to determine user expertise, nevertheless only with
simple term vectors [4], which have been already in other
works outperformed by models based on latent topics.
To fill this gap, we proposed and implemented the method
for question routing that connects utilization of non-QA
data with verified state-of-the-art user expertise modelling
by means of latent topics (LDA). The recommendation is
performed in four steps: (1) construction of question profiles; (2) construction of non-QA data profiles; (3) constructions of user profiles; and finally, (4) matching question and user profiles.
We experimentally evaluated the proposed method on a
dataset from CQA system Android Enthusiasts. We compared three versions of out method which considers QA
data, non-QA data and their combination. The results
showed that non-QA data improved precision of recommendation for all kinds of users and not only for those
with low level of QA data as we originally hypothesized.

3. Utilization of CQA Systems in Organizational
and Educational Environment5
In the second part of our dissertation thesis, we investigated transferability of CQA systems to additional domains. In spite of the large number of research paper,
just a few of them concern with utilization of CQA systems in organizational environment, e.g. [5]. Specifically,
educational organizations represent an interesting area,
where CQA systems have a potential to improve knowledge sharing among students as well as communication
with a teacher.
Utilization of CQA systems in education is not, however,
straightforward. Standard open CQA systems are not
appropriate to support learning. Some of them even prohibit asking questions related to homework or assignments
(e.g. Stack Overflow). Moreover, organizational environment has many specifics that on one hand make question
answering more difficult (e.g. a higher probability of expert overload), and on the other hand, provide new possibilities (e.g. presence of a teacher, a possibility to ask
question closely related to the organization).
5
The results summarized in this section have been published in I. Srba, M. Bieliková, Askalot: Community
Question Answering as a Means for Knowledge Sharing
in an Educational Organization, 2015 and in in I. Srba,
M. Bieliková, Design of CQA Systems for Flexible and
Scalable Deployment and Evaluation, 2016.

14

Srba, I.: Promoting Sustainability and Transferability of Community Question Answering

EŽŶͲĞĚƵĐĂƚŝŽŶĂů
ĐŽŶƚĞǆƚ

ĚƵĐĂƚŝŽŶĂů
ĐŽŶƚĞǆƚ

zĂŚŽŽ͊ŶƐǁĞƌƐ
tŝŬŝŶƐǁĞƌƐ
^ƚĂĐŬKǀĞƌĨůŽǁ
YƵŽƌĂ

/DŽŶŶĞĐƚŝŽŶƐ

KƉĞŶ^ƚƵĚǇ
DŝƌşĂĚĂy

ƐŬĂůŽƚ

WŝĂǌǌĂ
'ƌĞĞŶŽůƉŚŝŶ
ůĂƐƐƌŽŽŵ^ĂůŽŶ

KƉĞŶ
ĞŶǀŝƌŽŶŵĞŶƚ

KƌŐĂŶŝǌĂƚŝŽŶͲǁŝĚĞ
ĞŶǀŝƌŽŶŵĞŶƚ

KƌŐĂŶŝǌĂƚŝŽŶ
ĚĞƉĂƌƚŵĞŶƚ

Figure 3: Askalot system in the context of existing CQA systems.
We built on these organizational and educational specifics
and we proposed a new concept of university-wide educational CQA system. In order to verify its feasibility, we
designed and implemented CQA system Askalot6 , which
specifically supports collaborative learning in communities of learners across the whole organization. Existing
educational CQA systems (see Figure 3) are focused either on question answering in open communities outside
organization, e.g. OpenStudy [6], or inside organizations,
however, only at class-level, e.g. Green Dolphin [1].
CQA system Askalot supports specifically two groups of
users: students and teachers. At first, it provides them
with standard question answering functions (asking a question, posting answers and comments, voting, best answer
selection, see Figure 4), but also with more advanced
community-features (e.g. community profiles, following,
see Figure 5) and workspace awareness (e.g. dashboard,
activity feed, complex notification system). Teachers have
in addition possibility to see statistics describing how well
students are able to perform during question answering.
Besides Askalot’s primary goal to support educational
question answering, it can be also characterized as an
open experimental platform. It is built on an experimental infrastructure, which allows to implement and evaluate
any adaptive collaboration support methods in a simple
and effective way. The experimental infrastructure can
be used in offline experiments with datasets coming from
Askalot itself or even with datasets from any system in
Stack Exchange platform, or in live experiments with a
community of students in Askalot.
Askalot is implemented as an open-source web application7 , which provides responsive user interface so it can
be used on personal computers as well as on mobile devices. The development of system is driven by test with
test coverage at 90%.
System Askalot was experimentally evaluated at our Faculty of Informatics and Information Technologies, Slovak
University of Technology in Bratislava during the summer
term of academic year 2015/2014. During the pilot evaluation, 600 bachelor students from four selected courses
6
Demo of CQA system Askalot is available at:
https://askalot.fiit.stuba.sk/demo
7
Source code of CQA system Askalot is available at:
https://github.com/AskalotCQA/askalot

and their teachers joined the community in Askalot and
asked 180 questions and provided 250 answers. Nowadays, students have a possibility to ask questions related
to any subject taught at our faculty.

4. Contributions and Conclusions
Contributions achieved in the dissertation thesis can be
divided into three main groups:
1. Overview of theories and state of the art in
CQA systems. In spite of significant interest in
this area in academy as well as in industry, the systematic overview of theories standing behind their
success was missing. In our work, we described CQA
systems from two perspectives - from the perspective of knowledge sharing and collaborative learning. In each of them we identified the most important theories, which provide an insight how the
community-based question answering process works.
At the same time, we did an analyses of 265 research
publications, which served us as the basis for proposal of descriptive framework, complex three-level
categorization hierarchy of approaches as well as for
describing representative approaches from each category. This survey should help novice researchers
to get better overview of the research domain and
to identify optimal techniques in methods’ proposal
and evaluation.
2. Supporting long-term sustainability of CQA
ecosystems. We identified the increasing negative
trend in development of some CQA systems. In order to describe it in more details, we conducted the
case study on CQA system Stack Overflow. In the
study, we analysed community perception, which
we supplemented with easily executable and reproducible quantitative analyses. These analyses allow any other researchers continue monitoring development of the negative trends not only on Stack
Overflow but also on all other CQA systems built
on the top of Stack Exchange platform. Following
the achieved insight in the case study, we proposed
several remedy solutions (e.g. new attitude to reputation calculation or systematic involvement of the
whole community). These suggestions were illustrated and verified by means of innovative methods
for (1) reputation calculation based on content quality and difficulty; and (2) question routing based on
non-QA data.
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Figure 4: Detail of a question posted in Askalot. (1) Question evaluated by a teacher as a good one. (2)
Answer posted by a teacher is highlighted with a different background so it can be easily distinguished
from other answers posted by students. (3) Answer is marked by a student as an accepted one.

Figure 5: Detail of a user community profile in Askalot. (1) User gravatar with a gold reputation level.
(2) User activity heat map.

16

Srba, I.: Promoting Sustainability and Transferability of Community Question Answering

3. Investigation of CQA transferability to educational domain. Last but not least, we identified
a potential of CQA systems to be employed not only
on the standard open Web, but also in organizational and educational environment. The proposed
concept of university-wide educational CQA system
has been evaluated by implementation of CQA system Askalot. Askalot has been deployed as a supplementary tool to formal educational process at our
faculty. Its community consists of more than 1100
students and teacher. In addition, Askalot provides
also the experimental infrastructure, which has been
already used in evaluation of several research papers
and bachelor or master theses.
The achieved results in the dissertation thesis provides
good basis for additional research in the area of CQA
systems. At first, it is possible to continue in proposal
of additional methods for adaptive collaboration support,
which will also contribute to sustainability of CQA community ecosystems. We perceive another potential in further development of educational CQA systems. We plan
to deploy Askalot at Lugano University as a part of collaboration project in SCOPES programme. Moreover, we
have started a collaboration with Harvard University with
the aim to adjust implementation of Askalot so it can be
used for question answering in MOOC system edX.
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Due to size and heterogeneity of large information spaces,
methods of data processing use metadata as their main
source for their tasks. Usage of already created metadata
decreases necessity of raw data preprocessing and it increases efficiency of data processing methods. But large
information spaces as the Web or especially source code
repositories are not stable. Information stored in them are
modified continuously. These modifications affect quality
of metadata.
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In our work we challenge the problem of metadata management for large information spaces, while we focus to
three main goals: (I) proposition of a metadata model
suitable for information exchange and efficient metadata
maintenance; (II) proposition of scalable metadata repository which respects characteristics the metadata model;
(III) approach to medatada maintenance which keep metadata valid and consistent.
To fulfil these goals we propose novel metadata representation via information tags as class of descriptive metadata. We also proposed information tags model based
on standardized Open Annotation model and information
tags repository which provides effective access to information tag for main information tags use cases. We address metadata maintenance via proposition of robust location descriptor for anchoring information tags to source
code and the maintenance approach based on querying a
stream of events about tagged content.

Categories and Subject Descriptors
H.3.5 [Information Storage and Retrieval]: Online
Information Services—Data sharing; D.2.8 [Software Engineering]: Metrics
∗Recommended by thesis supervisor:
Prof. Mária
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1.

Information Tags

Large information spaces like the Web or information
spaces of software houses are create by humans with the
main idea to share information to humans. So resources
of these information spaces are structured with focus to
readability and understandability by humans. In spite of
this, these information spaces are not directly accessed by
humans but they are processed by systems with the goal
to make information accessible to humans. But only direct presenting resources to humans is often not enough
and systems have to be able to find correct, requested
information. To fulfil goals like this, systems have to process resources to obtain new information or knowledge
from information spaces. In this cases it is not efficient
for systems to directly process resources but they use descriptive metadata (describe resources with information
identifying resources [4], e.g. titles of web-page) with previously obtained information about resources.
In the case of the Web is this problem addressed by the
Semantic Web initiative, which stores descriptive metadata in ontologies [13] and maps them to web-pages via
semantic links[1], microdata1 or microformats2 , that are
stored directly in web-pages. Although this solution can
be generalized to other domains, it has to deal with the
problem of instability of information spaces. Resources of
information spaces are continuously created, modified and
removed from information spaces. All these modifications
leads to necessity of updating ontologies and references to
them, what is in case of ontologies often problematic and
it is ineffective to process all resources if they do not contain reference to updated parts of ontologies.
We address this problem by proposition of information
tags as subset of descriptive metadata with semantic relations to a tagged content. We define information tags
are defined by triplet (Type, Anchoring, Body) [2, 8]:
• Type – defines a type and a meaning of the information tag;
• Anchoring – identifies the tagged information artifact;
1
2

http://www.w3.org/TR/microdata/
http://microformats.org/
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Is-a Topic
Downloaded 198x

Is-a Definition
Words 33
Is-a Year
Visited 12x
Visited 24x
Visited 573x
Figure 1: Examples of simple information tags in a human-readable format. An arrow and a highlighted
text represent anchoring, the first word defines a type and the second word represents a body of an
infor-mation tag.
• Body – represents a structured information, the
structure of which corresponds to the type of the
information tag.
An information tag is a tag which contains structured
machine-readable information which tags information artifact with its property, e.g. number of words in a paragraph, type of phrase, number of downloads or visits of
some resource (see Figure 1). As a result information tags
can describe the whole resource in detail with its global
(e.g., the topic of the resource) and partial (e.g., a number of clicks on hyperlinks in the resource) properties that
can be used for various purposes such as comparing documents or mining new information.
Main advantage of information tags is their independence
from tagged resources. All informations stored in information tags can be used without necessity to access resources and information tags directly reference tagged resources so edits of resources do not affect references to
them.

of information tags repository âĂŞ efficient access, efficient maintenance, ease of a use and scalability [9], we
have lightened the Open Annotation Model (we have retained only inevitable elements) and redesigned the model
to the object model.
Based on this redesign of the model we are able to store
information tags in scalable document databases. These
databases give as possibility to manipulate with information tags as with whole units and we do not have to request multiple RDF triplets. On the other side it decrease
inference possibilities of the Open Annotation Model. We
deal with this problem by proposition of SPARQL query
processing algorithm base on MapReduce programming
model. By evaluation of this algorithm we proved, that
it has performance comparable with native RDF repositories [9].

3.

Information Tags Maintenance

We split the problem of information tags maintenance to
two independent sub-problems:

2. Information Tags Model and Repository

• Maintenance of information tag anchors – information tags refers parts of resources, so when tagged resources have been changed, these references should
be repaired;

An information tag is a triplet of a body, an anchoring
to an information artifact and a type. These features are
common with human annotations, so information tags can
be modelled as annotations. Annotations’ “data structure” has quite long history and so several annotation
models have been standardized. A problem is that annotation models have not been proposed with the requirement to efficiency of annotation maintenance by reason
that maintenance of a freeform, human-readable body is
too complex task.

3.1

To supply acceptable information tags model, we based
the information tags model on existing the Open Annotations Model [11]. The Open Annotation Model has been
proposed by wide Open Annotation community and it
provides lot of possibilities that covers almost all requirements of different types of annotations. Since an information tag is not so complex data structure as general
annotation and we have to respect specific requirements

Repairing metadata anchoring after a modification of documents belongs to basic problems of the metadata maintenance. The complexity of this maintenance is anchoring descriptor dependent. In case of textual documents,
a popular anchoring descriptor is based on column and
line indexes that characterize metadata position in a document. The descriptor based on indexes is easily interpretable, but it is very sensitive to changes in documents,
that can affect metadata positions in three ways [7]:

• Maintenance of information tag bodies – bodies of
information tags contains main information so they
are the most sensitive to changes in information
spaces.

Maintenance of Information Tags Anchors
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• Without a change – a document has been modified
after metadata anchoring position;

• Information tags repository – to utilize contributions of information tags, we proposed information
tags repository based on MongoDB that stores information tags in the model based on the standardized Open Annotation Model. This in combination
of proposed SPARQL query processing algorithm
guarantees integration possibility with existing systems.

• Simple shift – a document has been modified before metadata anchoring position. This modification
causes simple shifting metadata to new position;
• Complex modification – a document has been modified on the place, where metadata is anchored. In
this case, a determination of new position may be
complicated and a resolution whether metadata still
have original meaning or they have to be updated
or deleted has to be made.

• Robust descriptor for source code – information tags
reference tagged information artifact via robust descriptors. For this reason we proposed robust location descriptor and its interpreting algorithm, which
is able to identify tagged source code artifact in realtime.

In case of textual documents there are many solutions to
this problem, e.g. SGDOM based anchoring [5] or treebased descriptors [3, 6]. But there is no specialized solution for source code, which respect source code characteristics, support real-time interpreting anchors and direct
comparison of anchors. For this reason we analyzes more
than 60,000 C# source code files and identified their characteristics that can be utilized for proposition of robust
location descriptor for source code [9].
We propose descriptor, which consist of index location
decriptor and context based descriptor. The index location descriptors are directly comparable and can be resolved effectively, if the tagged source code has not been
modified. On the other side the context-based descriptor is robust to source code modification. For interpreting the context based descriptor we proposed algorithm
which combines tokenization and string similarity algorithms with Smith-Waterman algorithm. This combination of algorithms allows real-time interpreting even after
complex source code modifications [9].

3.2

Maintenance of Information Tags Bodies

Maintenance of information tags bodies has to react to
all types of changes in characteristics of resources of information systems. In general we can define structural,
semantic and empirical characteristics of resources. To
which characteristic information tags are sensitive, depends on types of information tags. E.g. when an information tag contains LLOC source code metric, simple renaming tagged class does not affects the information tag.
But if an information tag contains number of views of the
class, the information tags is affected even by scrolling in
a source code file.
We reflect this diversity by proposition of the tagger [10],
which transforms users’ and systems’ activities over resources of information space to a stream of events in form
of linked steam data [12]. After that the tagger queried
the stream and executes maintaining actions after obtaining results of stream queries.

4. Conclusions and Contributions
In the dissertation thesis we discussed problems of metadata management for large information spaces. As main
problem we identify invalidation of medata caused by instability of information spaces. A solution of this problem
we split to four main contributions of the thesis:
• Information tags – we proposed novel representation
of descriptive metadata, that is natural for systems.
This representation is independent from described
resources what fulfils initial requirement of effective
metadata maintenance.
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• Stream-based metadata maintenance – to keep information tag space valid and consistent we proposed method for creating, updating and removing
information tags based on querying steam of events
about users and systems actions over information
spaces. The method executed necessary maintenance actions after receiving results from stream
queries.

We evaluate contributions of our work in the domain of
the project PerConIK3 (Personalized Conveying of Information and Knowledge). In the project we used proposed
methods for management of metadata about source codes.
We deploy implemented repository as main information
store in the PerConIK architecture. The tagger continuously processed stream of developers’ activities in IDEs
(Microsoft Visual Studio and Eclipse) and web browsers
and source code changes from git repositories.
In addition we proposed set of information tag types for
developers, that can be used by developers for manual tagging of source code [10]. These tags are proposed mainly
for reviewing source code. To support this process we develop system CodeReview4 (see Figure 2), that has been
used in school course Team project for two years.
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Tvarožek, P. Lacko. Platform Independent Software
Development Monitoring: Design of an Archi-tecture In : V.
Geffert et al., editors SOFSEM 2014, LNCS 8327, pages
327–336, Starý Smokovec, Slovak Republic, 2014. Springer.
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Software developer’s expertise can be defined as a degree
of his or her familiarity with source code artifacts of a software system, respective to other developers of the system.
Existing approaches to estimate developer’s expertise are
usually based on evaluating a degree of developer’s source
code authorship. In addition to the authorship, developer’s development productivity should be considered.
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The contributions of this work can be split into three
parts. First, we propose a developer’s model overlaying
domain model and a method for its automatic acquisition.
The model provides software project-related information
at different levels of abstraction (e.g., at level of software
concerns). It is based on metadata and relationships between them derived from corresponding resources. Second, we propose a method for estimation of developer’s
expertise in the subject software system at level of software concerns. The method considers both developer’s
development productivity and his or her familiarity with
a concern. Finally, we propose a method to recommend
an expert developer for a newly created development task
at level of concerns. We evaluate the proposed approach
by applying it to the expert recommendation for development tasks.
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1.

Introduction

In many explanatory dictionaries, expertise is defined as
“a special skill or knowledge a person has in a particular
field”. The person is called as an expert in that field. The
“or” conjunction between the terms skill and knowledge
in the definition can cause questions. Can a person be
an expert if he or she has only a special skill in a field of
interest? Can a person be an expert if he or she has only
special knowledge-base in that field of interest? What
does “special” mean, i.e. how to quantify the difference
between two special knowledge/skills in the same field of
interest?
For those questions, it is not simple to take a clear position in general. Let’s consider. Is a “theoretical” physicist
an expert if he or she is not able to check his or her theory
in practice? If someone would say “no”, it could be interesting to hear a Richard Feynmann’s answer. There is one
more example which is even more extreme. Consider two
car mechanics. Both have special knowledge in repairing
cars but only one of them has skills which enable him or
her to repair the car with available tools. Then, are the
mechanics both experts?
Previous research on modelling software developer’s expertise can be categorized into implicit and explicit approaches:
• Implicit approaches investigate how data collected
from developer’s working activities can be used to
estimate what he or she knows in a software project,
a degree of his or her familiarity with software artifacts, or what he or she wants/needs to know.
• Explicit approaches empirically study developers,
they propose models describing different parts of
knowledge and investigate how developers comprehend source code.
In our work we deal with implicit approaches. Expert
recommendation systems in software engineering help to
locate (discover) and to recommend individuals (experts)
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who have appropriate expertise on a given source code
artifact. IT managers and software development team
leaders are increasingly challenged with the need to improve the efficiency and quality of software system development. The size of a software system and high rate of
changes of source code make it difficult for developers to
identify who, from the team, knows a particular part of
the system. The identification of the software developer
with right knowledge (expertise) to the developer who
needs help during the implementation can improve collaboration and awareness of the development team. The
waiting time for an answer can be reduced by contacting
the expert directly.

developer’s expertise in a software there should be
considered both his or her knowledge and development skills. One thing is to be aware of the existence
of some functionality, another thing is to be able to
perform a correction, enhancement, or reduction of
source code effectively in terms of the spent effort.
• Limited interconnection of tasks with codebase in expert identification. Existing approaches to recommend an expert for a newly created development
task are often based on use of a repository to identify the person who has solved the tasks similar to
the target task. The similarity is measured through
comparing descriptions of the tasks [22, 11]. The
time required to implement a new functionality, to
change an existing functionality, or to fix a bug can
be significantly reduced if the task is assigned to a
developer who knows corresponding source code (a
particular part of a software system) [4]. When the
developer’s expertise is estimated only at the level of
the tasks, it does not consider sufficiently the developer’s expertise of a particular part of the codebase
of a software system. The source code that a developer has to consult in the target task does not
have to be the same as in the similar tasks. Looking
at the software system as a web of conceptual concerns inferred from both the tasks and codebase we
can recommend the most expert developer to a task
who best covers the task in terms of his or her (estimated) expertise in the concerns included in the
target task.

In general, existing approaches to estimate developer’s expertise in/familiarity with source code artifacts are based
on investigating interaction activities [4, 14], changes [10,
8, 5, 9], bugs [1, 12, 11, 21], or usage of technologies [15,
19, 20, 7, 18].
The proposed approaches are not usually generalizable,
the metrics are usually defined with regard to the structure of software repositories, there are no metrics estimating developer’s expertise at higher level of abstraction
such as software concerns. In the field of expert recommendation there is no a clear baseline with which to compare expertise metrics to each other. There are several
definitions of developer’s expertise in literature, however,
without a clear baseline, it is difficult to determine which
automatic expertise method best approximates his or her
expertise.
We identified the following open problems:
• Insufficient separation of domain conceptualization
and resources. Conceptual concerns of a software
system refer to main technical concepts that reflect
business logic or domain of the system [3]. There
is no clear distinction between the concerns representing the domain conceptualization and resources
such as: tasks defining developers’ work, software
artifacts resulting from developers’ activities for the
tasks, and interactions capturing and describing developers’ activities with the artifacts. A lot of knowledge about a software and its developers is contained
in these resources, however, the resources and the
domain model are often seen as one layer [17, 16,
2]. The vocabulary or language used in source code
differs from the one used for describing development
tasks. It results in a lack of flexibility in estimation
of developer’s expertise at the level of the concerns
and the level of the particular software artifacts.
• None or minimal consideration of developer’s development skills. Existing approaches to estimate
developer’s expertise in a part of a software system
usually rely on the assumption that the developer’s
commits to the code reflect his or her expertise in
(familiarity with) that part of the system [10, 8,
14]. However, while solving tasks the software developers rewrite their code, reverse (undo) changes,
try alternatives, familiarize with surrounding code,
explore information space, etc. Estimation of developer’s expertise in source code has an impact on how
quickly and successfully development task is supposed to be solved [12, 14]. The concept of expertise includes both knowledge and skills. To estimate

We aim to address these problems by devising methods
for automatic domain model acquisition, expertise estimation, and expert recommendation at the level of conceptual concerns. In particular, thesis goals are:
• To design a domain model of a software project and
a method for its acquisition that provides a clear
separation between domain conceptualization and
resources.
• To propose and evaluate a method for estimation of
developer’s expertise at the level of conceptual concerns that covers both developer’s familiarity with
tasks and codebase, and his or her development skills
measured through development productivity reflecting the effort he or she expends while working on the
particular concern.
• To propose and evaluate a method to recommend
an expert for a newly created development task at
the level of conceptual concerns inferred from both
the tasks and the codebase of a software system.

2.

Software Developer’s Model Overlaying Domain Model

In our work we define developer’s expertise through his
or her familiarity with a software system or its part as
follows:
Developer’s expertise refers to a degree of being aware of
existing functionality in a subject software system and a
degree of ability to locate relevant source code artifact(s),
respective to other developers of the software system.
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Figure 1: Developer model we propose overlays the domain model. Domain model elements are metadata
elements and topics. Metadata elements can be instances of source code entity abstraction and task
abstraction. They contain relevant domain terms and a set of attributes, e.g., source code properties
estimated by using various software metrics. Topics are inferred from the metadata corpus containing
the relevant domain terms. The developer model is updated when the overlay model receives information
on developer’s activities from the repository layer.
To construct a domain model we use primary data from
a version control system, an issue tracking system and
interaction data.
Developer model we propose overlays the domain model
(see Figure 1). Domain model elements are metadata
elements and topics. Metadata elements can be instances
of source code entity abstraction and (development) task
abstraction. They contain relevant domain terms and a
set of attributes, e.g., source code properties estimated
by using various software metrics. Topics are inferred1
from the metadata corpus containing the relevant domain
terms. The developer model is updated when the overlay
model receives information on developer’s activities from
the repository layer.
We distinguish two types of relationships, namely, developer–metadata element relationship and developer–topic
relationship. The developer–metadata element relation1
Software concerns can be automatically extracted (inferred) by using statistical topic modelling techniques
adapted to software. Such technique can be used to approximate software concerns as (latent) topics.

ship between a developer and a metadata element is created iff the developer (co)authors the corresponding resource element to the metadata element. The developer–
topic relationship between a developer and a topic is created iff the topic is assigned to a metadata element and
there is a relationship between the developer and the
metadata element.
The developer–metadata element and developer–topic relationships can have attributes. A developer–topic relationship can have attributes (expertise characteristics)
such as a degree of the developer’s familiarity with the
topic and his or her development productivity on the topic
(expertise metrics to estimate these characteristics will be
defined later). A developer–source code entity abstraction
relationship can have an attribute such as a degree of developer’s authorship of the source code entity with respect
to co-authors.
The proposed model provides general apparatus to define
different types of relationships between domain elements.
Various attributes can be assigned to the elements and
relationships.
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3. Software Developer’s Expertise Estimation
The software system can be seen as a web of topics. We
propose a method to recommend an expert for a target
(newly created) development task of a topic. It is based
on estimation of developer’s expertise on particular topics
of the software system relative to other developers developing the same system.
To estimate developer’s expertise for a topic we propose
two metrics. The first one estimates developer’s development productivity on the topic. The second one estimates his or her degree of familiarity with the topic. Both
metrics are based on previous developer’s work (resolved
tasks) on the subject topic.
Developer’s development productivity metric considers
two characteristics influencing on development time required to complete a given task of a topic, namely, complexity of the task, and developer’s activities performed
while solving the task. It reflects the following assumptions:
• The more complex a developer’s change in a source
code entity is and the less time he or she needs to
perform the change, the higher his or her productivity probably is.
• The more edit interactions a developer performs in
a development session and the less exploration interactions he or she carries out in that session then
the more expert he or she probably is.
The metric for estimation of developer’s familiarity with a
topic considers his or her real source code contribution to
the topic, i.e. the amount of created and modified source
code. This metric reflects the following assumptions:
• The more lines of code a developer owns in a source
code entity the more expert he or she is in the entity.
• Code contributions committed earlier in the past
have a smaller weight than recent code changes.
While the productivity metric focuses on the process of
development, the familiarity metric operates with the result of the development (process).

4. Contributions and Conclusions
Expertise is difficult to estimate or observe directly. There
are many types of expertise, competing definitions, and
possible taxonomies of expertise in literature. The most
direct way to show developer’s expertise, perhaps, is to
give the developer to solve a test (proposed for professional licensing). However, a method of manual testing
to identify an expert for a part of a software is not effective in practice.
Finding experts is critical in the development of large software systems, especially if there are (geographically) distributed teams. Authors [6] estimate that about half of
development time software developers spend communicating with each other. A substantial portion of this time is
the information communication [13]. The time can be reduced by an expertise-finding support that helps software
developers to determine with whom to communicate during development tasks. On the other side, if we directly

assign a task to a software developer who knows the corresponding part of the software system and/or his or her
development productivity on the topic of the task is high,
the time required to resolve the task can be (significantly)
reduced.
Contributions achieved in this work are as follows:
• proposal of a developer model overlaying the domain
model and a method for its automatic acquisition,
• proposal of a novel method for estimation of developer’s expertise at the level of topics that considers
both developer’s familiarity with a topic and his or
her development productivity on the topic,
• proposal of a novel method for recommendation of
experts to newly created development tasks at the
level of topics that are inferred from both the tasks
and the codebase of a software system.
We conducted experiments on five open-source projects
and performed a case study on two commercial/closed
software projects. Although, experiments performed on
the five open source projects and the two commercial
projects do not provide enough justification of generality of our approach, the general results indicate that our
approach can be useful in recommending experts.
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Abstract

1.

Named entity recognition (NER) is a key task of mining
semantics from text. Recent growth of social media raised
new challenges for NER. Our evaluation of a number of
popular NE recognizers over a micro-post dataset showed
a significant drop-off in results quality. Current state-ofthe-art NER methods perform much better on formal text
than on micro-posts. However, the experiment provided
us with an interesting observation – although individual
NER tools did not perform very well on micro-post data,
we have received recall over 91% when we merged all the
results of the examined tools. This means that if we were
able to combine different NE recognizers in a meaningful
way, we might be able to get NER in micro-posts of a very
high quality. We propose a method for NER in microposts, which is designed to combine annotations yielded
by existing NER tools in order to produce more precise
results than input tools alone. We combine NE recognizers utilizing machine learning techniques, namely decision
tree and random forest using the C4.5 algorithm. Evaluation on a standard dataset shows that the proposed
approach outperforms underlying NER methods as well
as the state-of-the-art NE recognizer specially trained on
the micro-post data. To the best of our knowledge, upto-date, the proposed approach achieves the highest F1
score on the #MSM2013 dataset.

Recent years have seen a significant growth in social media
interaction. People are able to interact via the Internet
from almost anywhere at any time. They can share their
experiences, thoughts and knowledge instantly and they
do so in mass dimensions. The easiest and probably the
most popular way of interaction on the Web is through
micro-posts – short text messages posted on the Web.
There numerous such services offering such communication. Notorious examples of micro-posts include tweets,
Facebook statuses, comments, Google+ posts, Instagram
photos. Micro-posts analysis has a big potential in hidden
knowledge that can be used in wide range of domains such
as emergency response, public opinion assessment, business or political sentiment analysis and many more. The
most important task in order to analyse and make sense
of micro-posts is the Named Entity Recognition (NER).
NER in micro-posts is a challenging problem due to the
limited size of a single micro-post, prevalence of term ambiguity, noisy content, multilingualism [3]. These are the
main reasons why existing NER methods perform better
on formal newswire text than on micro-posts and there is
clearly a space for new methods of NER designed for social media streams. In a thesis, introduced by the current
paper, we propose an approach for combining NER methods represented by different NE recognizers in order to
make a new NE recognizer intended to be used on microposts. The method is designed to combine annotations
produced by different NER tools by exploiting machine
learning (ML) techniques. We use the term annotation to
refer to a substring of an input text that has been marked
by a NER tool as a reference to an entity of one of target
classes; i.e., LOC, MISC, ORG and PER. The main challenge is the transformation of text annotations produced
by NER tools into a form usable for training ML classification algorithms. Once the NER annotations were transformed to an appropriate format, we have performed an
evaluation of a number of popular ML classification techniques. The best performing on our problem domain was
the C4.5 algorithm [17] that was used to train decision
tree (DT) and random forest (RF) models. The resulting
classification model outperformed the best of the combined recognizers by gaining more than 16% in F1 score
and the best baseline model by gaining 1% in F1 score.

Categories and Subject Descriptors
I.2 [ARTIFICIAL INTELLIGENCE]: Natural Language Processing—Language parsing and understanding,
Text analysis
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Introduction

The main contributions of the work are following:
• We show that although existing NER tools designed
for news text do not perform well on micro-posts,
by merging results of several different NER tools,
we can achieve high recall and precision.
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• We utilize ML classifiers to combine the outputs of
multiple NE recognizers. The principal challenge is
the transformation of text annotations yielded by
NER tools to feature vectors that can be used for
the training of classification algorithms.
• We provide an extensive evaluation of popular classification models to assess their suitability for the
problem of combining results of NER tools. For the
best performing ones, we study the influence of algorithms parameters on the classification results.
The paper is structured as follows: Section 2 presents a
state-of-the-art related to NER in micro-posts through
combining multiple NER methods. Section 3 briefly describes several popular NER tools, which are evaluated
over a standard micro-posts dataset in Section 4. Results
show a dramatic drop in quality measures compared to
the numbers reported on news datasets. Section 5defines
baseline NE recognizers, and explains our approach of
combining NER tools and evaluates our NE recognition
models. Finally, Section 6 summarizes our results and
concludes the paper.

2. Present State of the Art
This section presents a state-of-the-art related to NER
in micro-posts, which is based on a combination of multiple methods. Regarding the NER for tweets, a similar approach has been taken by Liu et al. [15]. Authors
combine a k-Nearest Neighbors (k-NN) classifier with a
linear Conditional Random Fields (CRF) model under a
semi-supervised learning framework and show increase in
F1 with respect to a baseline system, which is its modified version without k-NN and semi-supervised learning.
Etter et al. [9] address multilingual NER for short informal text. They do not rely on language dependent
features such as dictionaries or POS tagging, but they
use language independent features derived from the character composition of a word and its context in a message; i.e., words, character n-grams for words, ±k words
to the left, message length, word length and word position
in message. They use an algorithm that combines Support Vector Machine (SVM) with a Hidden Markov Model
(HMM) to train a NER model on a manually annotated
data1 . The experiments show that the language independent features lead to F1 score increase and the model
outperforms Ritter et al. [22]. Ritter et al. [22] present
re-built NLP pipeline for tweets; i.e., POS tagger, chunker and NE recognizer. The NE recognizer leverages the
redundancy inherent in tweets using Labelled LDA [18]
to exploit Freebase2 dictionaries as a source of distant supervision. TwiNER, a novel unsupervised NER system
for targeted tweet streams is proposed by Li et al. [14].
Similarly to Etter et al. [9], TwiNER does not rely on
any linguistic features of the text. It aggregates information from the Web and Wikipedia. The advantage of
TwiNER is that it does not require manually annotated
training sets. Alternatively, TwiNER does not categorize
the type of discovered NEs. Authors prefer the problem
of correctly locating and recognizing presence of NEs instead of their classification. Habib and Keulen [12], the
winning solution of the #MSM2013 IE Challenge, splits
the NER problem in named entity extraction (NEE) and
1
There were about 40,000 tweets tagged in more than two
weeks by Amazon Mechanical Turk
2
http://www.freebase.com
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named entity classification (NEC), too. The NEE task is
performed by union of entities recognized by two models;
i.e., CRF and SVM. Both models are trained on manually
labelled tweet data. The CRF involves POS tags and capitalization of the words as features. The SVM segments
tweet using Li et al. [14] approach and enriches the segments by external knowledge base (KB). It uses the same
features as the SVM model and information from external
KB.

3.

NE Recognizers Considered for Combining

We chose various existing NER recognizers based on stateof-the-art NER methods as candidates for combining in
classification models discussed later. The list of these
tools was complemented by Miscinator, our NE recognizer
specially designed for Making Sense of Microposts 2013
(#MSM2013) Concept Extraction Challenge. Below, we
briefly describe the recognizers focusing on which methods
they use for NER and how they were configured.
ANNIE [6] relies on finite state algorithms, gazetteers
and the JAPE (Java Annotation Patterns Engine)
language [7]. We have used ANNIE from GATE
Developer 7.1.
Apache OpenNLP3 is based on maximum entropy
models [21] and perceptron learning algorithm [23].
We have used Apache OpenNLP v1.5.2.
Illinois Named Entity Tagger [19] uses a regularized
averaged perceptron [11] with external knowledge
(un-labelled text, gazetteers built from Wikipedia
and word class models). We have used Illinois NET
v1.0.4 with 4-label type set and default configuration.
Illinois Wikifier [20] is based on a Ranking SVM (Support Vector Machine) [5] and exploits Wikipedia
link structure in disambiguation. We have used Illinois Wikifier 1.04 .
Open Calais operates behind a shroud of mystery since
there is not much information available about how
its NE recognition works. Official sources5 say, that
it uses NLP, machine learning and other methods as
well as Linked data.
Stanford Named Entity Recognizer [10] is based
on CRF (Conditional Random Field) sequence
models [13]. We have used Stanford NER v1.2.76
with English 4-class caseless CONLL model7 .
Wikipedia Miner8 [16] is a text annotation tool,
which is capable of annotating Wikipedia topics in
a given text. It exploits Wikipedia link graph and
Wikipedia category hierarchy and relies on machine
learning classifiers, which are used for measuring relatedness of concepts and terms, as well as for measuring disambiguation. We have used this software
to discover Wikipedia topics in micro-posts. Discovered topics were then tagged according to DBPedia
Ontology9 .
4
http://cogcomp.cs.illinois.edu/page/download_
view/Wikifier
5
http://www.opencalais.com/about
6
http://nlp.stanford.edu/software/
stanford-ner-2012-11-11.zip
7
english.conll.4class.caseless.distsim.crf.ser.gz
9
http://dbpedia.org/Ontology
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Open Calais

ANNIE

Illinois NET

Apache OpenNLP

MISC - 215 (6.9%)

ORG - 232 (15.35%)

ORG - 601 (19.28%)
LOC - 606 (19.44%)

MISC - 94 (6.22%)
LOC - 96 (6.35%)

Finite state
algorithms

Perceptron
Learning

Gazetteers

PER - 1089 (72.07%)

Linked Data

Wikipedia

Wikipedia Miner

Machine learning

SVM

Illinois Wikifier

HMM

LingPipe

Maximum
entropy

Stanford NER

Miscinator was our gazetteer tool specially designed for
annotating MISC entities in the #MSM2013 Concept Extraction Challenge. The gazetteer was constructed by extending the MISC annotations from
the training set with Google Sets10 .

Most of the NE recognizers were based on statistical learning methods. Some of them used also gazetteers and other
external knowledge such as Wikipedia or Linked Data.
Outline of the NE recognizers is shown in Figure 1.

Evaluation of NE Recognizers

In this section, we provide an evaluation of the NER
recognizers described in Section 3 over micro-post data.
Our intent was to observe the performance of each individual NE recognizer before combining it with other
NER tools. The evaluation was also focused on analysis, which NE recognizer is more suitable for particular
NE class and whether NE recognizers produce diverse results. Evaluated NE recognizers were not specially configured, tweaked or trained for micro-posts prior to the
evaluation. They used their default configuration for formal English text. The reason for this was that we wanted
to see how they cope with a different kind of text that
they were trained for. As they differed in supported NE
classes, it was necessary to align them with our taxonomy (LOC, MISC, ORG, PER). This was achieved by
simple mapping; e.g. Person→PER. If the mapping was
not possible, we skipped the particular NE class and we
did not include it in computation of evaluation metrics;
e.g., skipped MISC class for ANNIE, Apache OpenNLP
and LingPipe.

4.1

Figure 2: Occurence of named entities in train (left) and
test (right) datasets.

CRF

Figure 1: Outline of NE recognizers.

4.

PER - 1696 (54.39%)

Dataset

NE recognizers were evaluated over the adapted
#MSM2013 IE Challenge training dataset [2]. We took
the 1.5 version and cleaned it from duplicate microposts as well as from micro-posts overlapping the test
dataset. The cleaned training dataset finally contained
2752 unique manually annotated micro-posts with classification restricted to four entity types:

PER – full or partial person names

LOC – full or partial (geographical or physical) location
names, including: cities, provinces or states, countries, continents and (physical) facilities
ORG – full or partial organization names, including academic, state, governmental, military and business or
enterprise organizations
MISC – a concept not covered by any of the categories above, yet limited to one of the entity types:
film/movie, entertainment award event, political
event, programming language, sporting event and
TV show.
We also adapted the test dataset from the #MSM2013
IE Challenge over which we later evaluated our classification models. The occurrence of NEs in both datasets
is displayed in Figure 2. Named entity types were not
equally distributed. The most frequent entity type in
both datasets was PER and the least frequent was MISC.
Datasets used in this work are also available for download11 in GATE SerialDataStore format. Datasets include
results of all the used NE recognizers as well as our NER
models discussed later in this chapter.

4.2

Evaluation Results

Evaluation results are displayed in Table 1 and ordered
by Micro avg. F1 score. We provide also a Macro summary which averages P , R and F1 measures on a per
document basis, while the Micro summary considers the
whole dataset as a one document. It turned out that the
best performing NE tagger on the evaluation dataset was
OpenCalais, which was the best in recognizing LOC and
ORG entities. The second was Illinois NET, which was
the best in recognizing PER entities. The best tool in recognizing MISC entities was Miscinator, which achieved
48% in F1 score. Further details about the evaluation
can be found in [8]. Some of the evaluation results may
slightly differ from those displayed in Table 1. It is for the
reason that we accepted adjectival and demonymic forms
for countries as MISC type; e.g., Slovak (adjectival), Slovaks (demonym).

4.3

Theoretical Gain in Performance

The current evaluation also shows that the NE recognizers
produced diverse annotations. This behavior can be seen
in increased recall after the results were unified from all
of the taggers and cleaned from duplicates. Figure 3 and
Figure 4 illustrate the situation and possible recall, which
can theoretically be achieved when combining the recognizers. Gain in recall on a per NE class basis is computed
in Table 2 together with overall recall using the macro

10

http://googlesystem.blogspot.com/2012/11/
google-sets-still-available.html

11

http://ikt.ui.sav.sk/microposts/
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Table 1: Evaluation of NE Recognizers over the Training Dataset
F1

Macro avg.

Micro avg.

LOC

MISC

ORG

PER

P

R

F1

P

R

F1

Open Calais
Illinois NET
Stanford NER
ANNIE
Illinois Wikifier
Apache OpenNLP
Wikipedia Miner
LingPipe
Miscinator

0.737
0.721
0.670
0.677
0.552
0.507
0.560
0.349
–

0.270
0.105
0.053
–
0.159
–
0.062
–
0.479

0.557
0.359
0.292
0.356
0.509
0.270
0.327
0.071
–

0.692
0.789
0.747
0.606
0.624
0.579
0.613
0.348
–

0.657
0.488
0.446
0.711
0.541
0.679
0.346
0.400
0.922

0.503
0.505
0.436
0.369
0.419
0.281
0.524
0.300
0.092

0.564
0.493
0.440
0.410
0.461
0.339
0.391
0.192
0.120

0.720
0.607
0.597
0.636
0.624
0.624
0.321
0.161
0.687

0.598
0.645
0.591
0.483
0.472
0.384
0.573
0.381
0.025

0.653
0.626
0.594
0.549
0.537
0.475
0.412
0.226
0.049

Recall

F1

0.86

0.17

0.28

0.17

0.29

0.47
0.31
0.15

0.08

0.06

0.0

LOC

MISC

ORG

PER

Macro

Micro

Figure 3: Precision, Recall and F1 of unified NE recognizers over the train dataset.

0.76
0.51

0.28
0.16

0.21

0.11

0.13

0.34

0.43
0.16

0.09

0.89

0.96

0.8
0.6
0.4
0.2

F1

Recall

0.79

0.86

1.0

Precision

0.0

and micro averaging. Gain values were calculated with
respect to score of the best tool for particular NE class.
Macro and Micro values were calculated analogously. If
the taggers would not produce diverse results, the recall
of unified and de-duplicated results will copy the performance of the tools. Therefore, we see a place for theoretical gain in performance of NER when combining the
tools together. Yet the increased recall of unified taggers
comes hand in hand with lower precision. This is because
the number of false positive (FP) tags can grow with every new tagger added to the union. We expect that there
can be a combining model trained, which would decrease
the number of false positive (FP) entities produced by
combined taggers and thus increase the precision, while
keeping the number of true positives (TP) and therefore
recall still relatively high.

0.06

40.7
29.0

0.11

Mic.

63.3
64.2

0.06

Mac.

22.7
16.0

0.03

PER

73.7
91.7

0.38

ORG

96.2
90.5

0.24

MISC

26.4
43.1

0.6

LOC

train
test

0.2

dataset

0.4

Theoretical gain in recall [%]

0.82

0.72

1.0

0.92

0.96

Precision

0.8

Table 2: Gain in Recall That Could Be Theoretically
Achieved If Combining Taggers Together

0.91

NE recognizer

Nevertheless, the real gain in recall can be higher than the
theoretical gain calculated in Table 2. This is possible if
combining model is capable of decreasing the number of
false negatives (FN) occurring for combined taggers; i.e.,
decreasing the number of missed entities. The number of
false negatives (FN) can be decreased if combining model
counts on true negative (TN) entities produced by combined taggers and transforms them to true positive (TP)
entities or false positive (FP) entities. If they are transformed to true positives (TP) then recall together with
precision are increased. If they are transformed to false
positives (FP) then only recall is increased and precision
is decreased. Of course, combining model should not produce less true positive (TP) entities than the combined
taggers together to gain the recall. True negative (TN)
entities, recognized by combined taggers, can be properly
chosen NEs having classification out of the target taxonomy; e.g. NP – noun phrase. If such NP entity is taken
and transformed to a true positive (TP) entity of the target taxonomy, for instance PER, then recall is increased as
the number of true positives (TP) is increased too. Moreover, precision is also increased. Therefore, we chose true
negatives (TN) to be involved in training of combination
model described later in Section 5.

LOC

MISC

ORG

PER

Macro

Micro

Figure 4: Precision, Recall and F1 of unified NE recognizers over the test dataset.

Results of the evaluation and the experiment with merged
annotations showed that there was a place for theoretical
gain in overall performance of NER if the taggers were
combined together.

5. Combining NE Recognizers
The idea of how to combine NE recognizers was to use machine learning techniques to build a classification model,
which would be trained on features describing microposts’ text as well as annotations produced by involved
NE recognizers. We used the training dataset to build the
model and the test dataset for evaluating it and comparing with other NE recognizers (Section 4).
According to the evaluation results in section 4, we chose
for combining seven out of eight NE recognizers based
on different methods. The discarded one was LingPipe
because its model English News: MUC-6 was not suitable
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for micro-post texts, despite it fitted as the best for this
task from all of the tree available LingPipe’s models. The
other two available LingPipe models were English Genes:
GeneTag and English Genomics: GENIA. Seven chosen
NE recognizers were then complemented by Miscinator
tool.
As the overall recall of the underlying NE recognizers was
relatively high, we wanted to gain maximum precision
while not devalue the recall. We decided to involve machine learning techniques, but it was necessary to transform this problem into a standard machine learning task.
In this case it was suitable to transform the task of NER
into a task of classification. The intent was that machine
learning process would produce a classification model capable of classifying given annotations from involved methods into four target classes LOC, MISC, ORG, PER and
one special class NULL indicating that the annotation
does not belong to any of the four target classes. Then a
simple algorithm can be applied to merge the re-classified
annotations into the final results.

5.1

Baseline NE Recognizers

There were three baseline NE recognizers defined, which
we used to compare the performance of the combining
models.
The first baseline, Baseline Train, was defined as a
straightforward composition of the best NE recognizers
in each NE class according to the evaluation made over
the training dataset (Section 4, Table 1); i.e., LOC, MISC
and ORG classes were extracted by OpenCalais and PER
class was extracted by Illinois NET.
Theoretically, there could be a better baseline assembled
if we chose the best NE recognizers according to evaluation on the test dataset instead of the training dataset. It
is because there is no guarantee that all the best taggers
on one dataset are the best on a different one. Therefore,
we defined a theoretical baseline, Baseline Test, which is
assembled from the best taggers according to evaluation
made over the test dataset. This baseline is theoretical,
because in real life we do not know in advance which taggers for which NE class should we assemble.
The third, Baseline SNER, was a model based
on
Stanford
NER
CRFClassifier
trained
on
the training dataset.
To train this model, we
adapted properties of the out-of-the-box model english.conll.4class.caseless.distsim.crf.ser.gz12 .
The performance of the baselines can be seen in Table 3
together with performances of the NE recognizers considered for combining. The evaluation was made over the
test dataset. Results are ordered by Micro avg. F1 score.
As was expected, the baselines outperformed underlying
NE recognizers in precision and F1 measures. Our goal
was to overcome the performance of the baselines with a
combining model produced by machine learning approach.

training
vector
annotation
vector

https://github.com/stanfordnlp/CoreNLP/raw/
fe2a9672bd7beb589d245d13d20e89754c06917f/
scripts/ner/english.conll.4class.caseless.
distsim.prop

method1
vector

method2
vector

…

methodN
vector

correct
answer

preproc.
vector

Figure 5: Training vector.
annotation
vector
annotation
type

first letter
capital

all letters
upper cased

all letters
lower cased

capitalized
words

word count

Figure 6: Annotation vector.

5.2

Transforming NE Annotations into Vectors

We took an approach of describing how particular methods performed on different entity types compared to the
response of other methods and manual annotation. Used
as a training vector, this description was an input for
training a classification model. A vector of input training features was generated for each annotation found by
underlying NER methods restricted to following types:
LOC, MISC, ORG, PER, NP – noun phrase, VP – verb
phrase, OTHER – different type. We called this annotation a reference annotation. The vector of each reference
annotation consisted of several sub-vectors (Figure 5).
The first sub-vector of the training vector was an annotation vector (Figure 6). The annotation vector described
the reference annotation – whether it was upper or lower
case, used a capital first letter or capitalized all of its
words, the word count, and the type of the detected annotation.
The second sub-vector described micro-posts as a whole
(Figure 7). It contained features describing whether all
words longer than four characters were capitalized, uppercase, or lowercase. We called this sub-vector tweet
vector.
The remainder of the sub-vectors were computed according to the overlap of the reference annotation with annotations produced by particular NER method. Such subvector (termed a method vector by us) was computed for
each method and contained four other vectors describing
the overlap of method annotations with reference annotation on each target entity type (Figure 8). The annotation
type attribute was filled with a class of method annotation
that exactly matched position of the reference annotation
and was one of the target entity classes, otherwise it was
left blank.
Each overlap vector of a particular method and NE class
(Figure 9) consisted of five components – ail: the average intersection length of a reference annotation with the
method annotations of the same NE class, aiia: the av-

preproc.
vector

tweet vector

all words*
capitalized

12

tweet
vector

all words*
upper cased

all words*
lower cased

ail

aiia

aiir

* words longer than four characters

Figure 7: Tweet vector (left) and preprocessing vector
(right).
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Table 3: Evaluation of NE Recognizers over the Test Dataset
F1

Macro avg.

Micro avg.

Model

LOC

MISC

ORG

PER

P

R

F1

P

R

F1

Baseline SNER
Baseline Test
Baseline Train

0.589
0.614
0.614

0.267
0.295
0.295

0.465
0.464
0.296

0.864
0.844
0.844

0.689
0.669
0.694

0.484
0.491
0.436

0.546
0.554
0.512

0.836
0.801
0.831

0.710
0.706
0.672

0.768
0.750
0.743

Stanford NER
Illinois NET
Open Calais
ANNIE
Illinois Wikifier
Apache OpenNLP
Wikipedia Miner
LingPipe
Miscinator

0.513
0.500
0.614
0.480
0.343
0.384
0.292
0.147
–

0.000
0.058
0.295
–
0.087
–
0.039
–
0.191

0.302
0.317
0.296
0.194
0.464
0.126
0.288
0.046
–

0.822
0.844
0.691
0.679
0.677
0.637
0.671
0.385
–

0.393
0.407
0.643
0.605
0.439
0.571
0.287
0.364
0.881

0.431
0.462
0.412
0.325
0.382
0.265
0.463
0.277
0.029

0.409
0.430
0.474
0.338
0.393
0.287
0.322
0.145
0.048

0.673
0.647
0.656
0.633
0.628
0.619
0.323
0.147
0.524

0.668
0.694
0.602
0.519
0.496
0.430
0.571
0.378
0.007

0.670
0.669
0.628
0.570
0.554
0.508
0.413
0.211
0.014

method
vector
annotation
type

LOC overlap
vector

MISC overlap
vector

ORG overlap
vector

PER overlap
vector

Similarly, the aiir component was computed using formula (3), but the intersection lengths were normalized by
length of the reference annotation R. The value of aiir
component was used to describe how much was the reference annotation covered by method annotations.

Figure 8: Method vector.
aiir(R, MC ) =

NE overlap
vector

ail

aiia

aiir

avg.
confidence

confidence
variance

Figure 9: Overlap vector.

erage intersection ratio of the method annotations of the
same NE class with reference annotation, aiir: the average
intersection ratio of a reference annotation with method
annotations of the same NE class, average confidence (if
the underlying method return such value), and variance
of the average confidence.
The ail component in overlap vector was computed using
formula (1), where R was a fixed reference annotation and
MC was a set of n method annotations of class C intersecting with the reference annotation R. The ail component
was a simple arithmetic mean of intersection lengths.

ail(R, MC ) =

n
1X
|R ∩ MCi |
n i=1

(1)

The aiia component was computed using formula (2),
which was also a simple arithmetic mean, but the intersection lengths were normalized by lengths of particular
method annotations MCi intersecting with the reference
annotation R. We wanted the value of aiia component to
describe how much were method annotations covered by
the reference annotation.

n
1 X |R ∩ MCi |
n i=1 |MCi |

(2)

(3)

A simple example of overlap vector computation is shown
in Figure 10. The overlap vector is computed for method 4
and PER class according to the highlighted reference annotation. In this example, the reference annotation is
M2.PER1, but it can be any method annotation or manual annotation. The remainder of the method 4 overlap
vectors are zero-valued since method 4 does not return annotations of types LOC, MISC and ORG. Similarly, there
will be overlap vectors according to the same reference annotation computed for methods 1, 2 and 3 to finally have
all method vectors computed in a training vector. In addition, there will be eight training vectors computed, due
to the eight annotations taken as reference annotations,
where also the manual annotation PER is included.
The final two components in the training vector were the
correct answer (i.e., the correct annotation type taken
from manual annotation) and a special preprocessing vector (Figure 7). The pre-processing vector included three
components: ail, aiia and aiir, which described the intersection of the reference annotation when it was correct
with the correct answer. If the reference annotation was
not correct the values of the pre-processing vector components were set to zero.
The number of learning features depended on the number
of combined methods, since for each involved method a
new method vector was computed and included into the
training vector. There were some features, which were
less or more important or not important at all. The effect
of specific learning features is discussed later.

5.3
aiia(R, MC ) =

n
1 X |R ∩ MCi |
n i=1
|R|

Training Data Preprocessing

Training data was generated automatically as a collection of training vectors, which needed further processing
prior to apply machine learning algorithms. There were
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Table 4: Performance of Classification Models Built by
Different Algorithms
Model
Decision Tree J48
Random Forest
Bagging
Multilayer Perceptron
Dagging
Bayess Net
RBF Network
AdaBoost.M1
Naive Bayes

M4.PER2

1
(6 + 6) = 6.00
2


1
6
6
aiia(M2.PER1, M4PER ) =
+
= 0.80
2 10
6

AUROC

ACC

F1

0.939
0.927
0.912
0.895
0.889
0.857
0.850
0.811
0.797

0.969
0.972
0.972
0.955
0.922
0.954
0.923
0.804
0.919

0.938
0.925
0.908
0.890
0.880
0.865
0.835
0.750
0.814

ail(M2.PER1, M4PER ) =

aiir(M2.PER1, M4PER ) =

1
2



6
6
+
13
13



5.4

.
= 0.46

method 4
vector
annotation LOC avg. MISC avg. ORG avg.
score
score
score
type
vector
vector
vector
NULL
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
ail
6.00

aiia
0.80

PER avg.
score
vector

aiir
0.46

avg.
confidence
0.00

confidence
variance
0.00

Figure 10: Example of overlap vector computation.

duplicate training vectors removed in order to eliminate
distortion in training and validation process thus getting
a more balanced classification model.
According to the pre-processing vector (Figure 7), there
were training vectors removed, in which the annotation
type attribute in the annotation vector was correct but the
aiir attribute in the pre-processing vector was not equal
to 1.0, i.e., the bounds of the reference annotation were
not equal to the bounds of the correct answer. In previous versions, we tried to accept all the training vectors
whose aiir attribute was at least 0.95, i.e., the reference
annotation overlapped with the correct answer at least on
95%, but this led to models with lower precision.
We removed also several attributes, which led to zero information gain and which were not useful for the classification, i.e., attributes with the same value for all the
training vectors. They were usually average confidence
and variance of the average confidence scores, because
some NE recognizers did not provide annotation confidence information, hence both attributes were always zero
and therefore also their information gain. Due to same
reasons, we have removed also attributes, which contained
information in less than 3% of records. Attributes of the
pre-processing vector have been also removed.
The pre-processing phase, described above, significantly
reduced the size of training data and therefore memory
requirements as well as it had sped up the training process. It started with a set of ∼ 63K training vectors
with ∼ 200 attributes and finished on ∼ 31K unique
records with ∼ 100 highly relevant attributes.

Model Training and Evaluation

We tried several algorithms to train different classification model candidates, which we compared each other
according to F1 score. We also examined AUROC (The
Area Under an ROC curve - Receiver Operating Characteristic curve) and ACC (accuracy) measures. All these
three measures were obtained from 10-fold cross validation of the model candidates over the training dataset.
Cross validation served as a good method for identifying
suitable model candidates, as it avoided overfitting effect
without a need of another test dataset. The best performance was achieved by DT classification model built with
J4813 algorithm (DTJ48) followed by RF [4] model. The
third was a classification model based on REPTree (Reduced Error Pruned Tree) built with Bagging algorithm
(Table 4).
We focused on the first two best performing algorithms
and built several classification models while varying some
of the input parameters of these algorithms in order to
gain precision and recall. It was Minimum Number of Instances per Leaf parameter (hereinafter parameter ”M”)
for decision trees and number of trees for random forest.
The classification models were evaluated using a holdout validation method over the test dataset. Evaluation
results are displayed in Table 6. The best performing
models were based on random forest, namely RF N100,
RF N200, RF N300 and RF N400. These models outperformed models based on decision trees as well as baseline
recognizers and all the combined NE recognizers. We can
see that recall and precision were growing with the number of trees for the random forest models and continued to
converge to 79% and 76% respectively. This behavior is
more evident in Figure 11, where F1 measures are shown
for particular NE classes according to the variated number of trees. Dashed lines indicate score of the baselines,
i.e., Baseline SNER, Baseline Test and Baseline Train.
The performance of the Test and Train baselines was the
same for LOC, MISC and PER classes since they used
different tagger only for ORG class (see section 5.1 for
more details). Therefore, their lines interlap each other
in the graph for LOC, MISC and PER classes.
Evaluation results of the models built with J48 algorithm
(C4.5 implementation) while varying the M parameter are
displayed in Figure 12. Although these models did not
outperform the best baseline, one of the models, DTJ48
M13, was slightly better than the rest of the baseline models.
13

J48 is an implementation of C4.5 algorithm
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Table 5: Mean and Standard Deviation of the Combining Models Evaluated over the Test Dataset
F1
Models
RF
DTJ48

µ
σ
µ
σ

Macro avg.

Micro avg.

LOC

MISC

ORG

PER

P

R

F1

P

R

F1

0.560
0.032
0.543
0.048

0.233
0.031
0.281
0.048

0.450
0.049
0.394
0.024

0.868
0.014
0.857
0.011

0.548
0.050
0.547
0.033

0.527
0.017
0.508
0.009

0.528
0.029
0.519
0.016

0.751
0.044
0.754
0.023

0.752
0.015
0.723
0.006

0.751
0.030
0.738
0.014

Table 6: Evaluation of NER Models over the Test Dataset
F1

Macro avg.

Model

LOC

MISC

ORG

PER

P

R

F1

P

R

F1

RF N100
RF N200
RF N300
RF N400
Baseline SNER
RF N17
RF N21
RF N11
RF N14
RF N9
RF N7
DTJ48 M13
Baseline Test
DTJ48 M11
DTJ48 M9
Baseline Train
DTJ48 M7
RF N5
DTJ48 M5
#MSM2013 21 3
DTJ48 M2
RF N3
RF N2

0.584
0.593
0.600
0.597
0.589
0.557
0.554
0.570
0.550
0.569
0.562
0.570
0.614
0.585
0.549
0.614
0.567
0.530
0.536
0.505
0.453
0.500
0.508

0.231
0.236
0.234
0.234
0.267
0.262
0.257
0.247
0.259
0.255
0.252
0.356
0.295
0.268
0.288
0.295
0.231
0.221
0.232
0.308
0.312
0.195
0.151

0.476
0.484
0.491
0.490
0.465
0.476
0.474
0.463
0.456
0.475
0.444
0.365
0.464
0.400
0.388
0.296
0.411
0.420
0.427
0.411
0.372
0.368
0.333

0.883
0.878
0.876
0.876
0.864
0.876
0.874
0.873
0.877
0.867
0.868
0.867
0.844
0.863
0.864
0.844
0.858
0.859
0.854
0.834
0.836
0.846
0.836

0.589
0.604
0.602
0.601
0.689
0.559
0.562
0.554
0.548
0.551
0.537
0.599
0.669
0.560
0.554
0.694
0.535
0.511
0.526
0.510
0.504
0.466
0.445

0.529
0.529
0.533
0.533
0.484
0.542
0.537
0.535
0.536
0.544
0.537
0.516
0.491
0.515
0.510
0.436
0.510
0.518
0.507
0.532
0.492
0.496
0.489

0.543
0.548
0.550
0.549
0.546
0.543
0.540
0.538
0.535
0.542
0.531
0.539
0.554
0.529
0.522
0.512
0.517
0.507
0.512
0.514
0.493
0.477
0.457

0.788
0.789
0.788
0.788
0.836
0.766
0.766
0.763
0.761
0.755
0.746
0.775
0.801
0.766
0.770
0.831
0.754
0.727
0.750
0.701
0.711
0.685
0.643

0.760
0.759
0.758
0.758
0.710
0.762
0.758
0.758
0.760
0.760
0.758
0.729
0.706
0.726
0.723
0.672
0.726
0.747
0.722
0.726
0.712
0.730
0.711

0.774
0.774
0.773
0.772
0.768
0.764
0.762
0.761
0.760
0.758
0.752
0.751
0.750
0.746
0.745
0.743
0.740
0.737
0.736
0.713
0.712
0.707
0.675

The #MSM2013 21 3 model in the Table 6 was our submission to the #MSM2013 IE Challenge [24]. This model
was one of our early models and finished in the challenge
as the first runner-up with a loss of 1% in F1 on the winner
Habib et. al [12]. #MSM2013 21 3 model was the second
best in precision and the best in recall in the challenge.
Results of this model in the table may be slightly worse
than the official challenge results14 , since we have used
more strict evaluation criteria. We did not accept partially correct consecutive annotations; i.e., PER/Christian PER/Bale was incorrect, while PER/Christian Bale
was correct.
For a better comparison we present precision, recall and
F1 measures of the best performing model – RF N100,
best DT model – DTJ48 M13, baseline recognizers and
the top three combined NE recognizers in Figure 13. The
highest score in precision was achieved by Baseline SNER
followed by the rest of the baselines. RF N100 and
DTJ48 M13 were fourth and fifth respectively. However,
they performed better as any of the combined NE recognizers. RF N100 gained 17% and DTJ48 M13 15% in
precision with respect to Stanford NER as the best in pre14

Micro avg.

http://oak.dcs.shef.ac.uk/msm2013/ie_challenge/
results/challenge_results_summary.pdf

cision among the combined NE recognizers. The loss of
RF N100 on Baseline SNER was 6%. The highest score in
recall was achieved by RF N100 followed by DTJ48 M13.
The gain in recall of the RF N100 model was 7% with
respect to the best baseline – Baseline SNER and 10%
with respect to the best combined NE recognizer – Illinois NET. The highest score in F1 measure was achieved
by RF N100. The gain in F1 of the RF N100 model was
1% with respect to the best baseline – Baseline SNER and
16% with respect to the best combined NE recognizer –
Stanford NER. DTJ48 M13 was the third with 2% loss in
F1 on the second Baseline SNER, but with 12% gain in
F1 with respect to Stanford NER.
The gain in F1 scores was a sign that combining models were capable of eliminating false positive (FP) entities and/or transforming true negative (TN) entities into
true positive (TP) entities. To confirm this assumption,
we compared the results of the best combining model,
RF N100, with merged and de-duplicated results of the
combined tools. Results of the alignments are in Table 7.
Although we did not notice that there were any true negative (TN) entities transformed to true positive (TP) entities, but instead there were 194 true positive (TP) entities
transformed to false negative (FN) entities, we noticed
that there were 3 487 false positive (FP) entities elimi-
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Figure 11: Impact on F1 while varying number of trees
for Random Forest algorithm.

Figure 12: Impact on F1 while varying parameter M for
Decision Tree J48 (C4.5) algorithm.

nated. This caused the RF N100 model to gain 199.5%
in precision with respect to the merged and de-duplicated
results of the combined tools. The decrease of true positive (TP) entities and the increase of false negative (FN)
entities led to 14.45% loss in recall, but the 33.08% gain
in F1 was still relatively high and showed that there can
be combining models trained with superior performance
to that of the combined tools.

ble 8. We applied post-processing on the best performing
RF and DT models as well as on the best baseline – Baseline SNER, where the gain in F1 with respect to models
without post-processing was 1.9%, 2.8% and 0.3% respectively. The highest score in F1 measure was achieved by
RF N100 PP model, which gained 2.5% over the best
baseline – Baseline SNER PP.
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Conclusions

We introduced an approach to combine NE recognizers
based on diverse methods on a task of NER in microposts and examined several machine learning techniques
for the combination of text and annotation features produced by the recognizers. The best performing machine
learning techniques were random forest and decision trees
based on the C4.5 algorithm. Combining models built
on top of these techniques achieved performance superior
to those of the combined NE recognizers. Moreover, the
best combining model, RF N100, trained over the informal text of micro-posts performed better than the baseline recognizers, although the combined NE recognizers
were not specially trained or tweaked on infomal text.
The gain in F1 of the RF N100 model with respect to the
best of the combined NE recognizers, Stanford NER, was

Illinois NET

Table 7: Performance Analysis of the RF N100 Model
over the #MSM2013 Test Dataset

6.

Baseline Test

A closer analysis of the annotation results indicates that
there were many results correctly classified, but such results did not exactly match the position in text; i.e., results were partially correct. Therefore, we tried to apply
post-processing and trimmed non-alphabetical characters
off the results. We also removed definite articles from
LOC and PER results. Moreover, we removed titles from
PER results; e.g., Dr., Mr. or Sir. Evaluation of models
with this simple post-processing (PP) is displayed in Ta-

Figure 13: Comparison of our two best performing models
RF N100 and DTJ48 M13 with the baselines and topthree combined NE recognizers.
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Table 8: Evaluation of Classification Models Using Post-Processing (PP) over the Test Dataset
F1

Macro avg.

Micro avg.

Model

LOC

MISC

ORG

PER

P

R

F1

P

R

F1

RF N100 PP
RF N100
DTJ48 M13 PP
Baseline SNER PP
Baseline SNER
DTJ48 M13
Baseline Test
Baseline Train
#MSM2013 21 3

0.594
0.584
0.576
0.578
0.589
0.570
0.614
0.614
0.505

0.246
0.231
0.356
0.267
0.267
0.356
0.295
0.295
0.308

0.544
0.476
0.441
0.465
0.465
0.365
0.464
0.296
0.411

0.887
0.883
0.880
0.868
0.864
0.867
0.844
0.844
0.834

0.618
0.589
0.626
0.687
0.689
0.599
0.669
0.694
0.510

0.550
0.529
0.537
0.482
0.484
0.516
0.491
0.436
0.532

0.568
0.543
0.563
0.544
0.546
0.539
0.554
0.512
0.514

0.804
0.788
0.796
0.839
0.836
0.775
0.801
0.831
0.701

0.774
0.760
0.750
0.712
0.710
0.729
0.706
0.672
0.726

0.789
0.774
0.772
0.770
0.768
0.751
0.750
0.743
0.713

16% and 1% with respect to the best baseline recognizer,
which was also Stanford NER, but specially trained on
the micro-posts data. Performance of the RF and DT
models indicates that machine learning techniques lead
to more favorable combination of underlying NE recognizers than was conducted manually in one of the baseline NE recognizers, which was an ensemble of the best
NE recognizers for each NE class. The gain in F1 of the
RF N100 model with respect to the ensemble baseline was
approx. 3%. The advantage of the combining models is
that they can adapt to actual text according to its features and annotations from combined NE recognizers, as
well as benefit from given negative examples as we saw
it in their capability to eliminate false positive (FP) results given by combined tools. The proposed approach of
combining NER methods was successfully applied in the
#MSM2013 Concept Extraction Challenge organized under WWW2013 and finished as the first runner-up with
F1 = 66.2 % and a 1.2 % loss. More specifically, we were
the first in recall score (R = 61.3 %) and the second in
precision score (P = 76.4 %).
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Abstract
In recent years we have seen tremendous growth in the use
of various multimedia services, either in terms of highres video, targeting realtime broadcasting or voice services that use IP protocol based networks. At the same
time, small portable computers and tablets entered the
market in big fashion and mobile phones became a fullyfledged replacement of computers on the road. With the
rising number of mobile devices sold, the demand for these
kind of services keeping the mobility of client grows enormously. This is the fundamental issue of IEEE 802.11
networks that are already part of every mobile device
sold: the time needed to reassociate with access points is
50 milliseconds at best. Multimedia services using voice,
however, for their smooth transmission have a maximum
margin of tolerance at 40 to 50 milliseconds, which makes
networks based on the IEEE 802.11 standard hardly usable.
The aim of this work was to propose an architecture and
protocol support necessary to achieve the beforementioned
transition in negligible time in order to eliminate problems
connected to transmission of multimedia services and at
the same time make it unnecessary in any way to interfere with the software and hardware of existing mobile
stations. The proposal was verified on existing hardware
in laboratory environment and test results confirmed the
correctness of the architecture design proposal.
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1. Introduction
This work was originally inspired by mobile 3GPP architecture, where mobile users has access to multimedia services even while being on the move[1]. However, mobile
networks have great advantage in crompare with networks
based on 802.11 standard. These networks are allowed to
have more associations at a time. By this possibility the
handover is quick enough, so the user us unable to experience unpleasant disruptions by watching live video call or
having a VoIP session while traveling in a train or in a car.
In compare, 802.11 standard strictly defines single association at a time [2]. As a result, the mobile station (MS)
has to pass each time while reassociating via three phases
defined by 802.11: Detection phase, Selection phase and
Execution phase [3]. All these phases are connected with
delays that end up in the best case scenarios with approximately 50ms interruption (while using 802.11r standard).
According to authors [4],[5] the maximal tolerance for disruption of voice services is between 40 to 50 milliseconds,
which is even for latest standards hardly reachable. To
be able to explain problem in more detail we will define
before-mentioned handover phases.
The detection phase starts in mobile station in given time
intervals and uses several techniques to detect the link
quality. Once etc. the the level of RSSI reaches level of
-80 dBm the station should go to the next phase, which
is selection Phase [6]. However, there are several problems connected with this decision. What if the increase
of RSSI was caused accidentally by a signal mirroring or
by a temporary obstacle. When is actually the right time
to switch to the next phase? There might be several more
factors that could tell that the connection is starting to
be problematic. Etc. the rapid throughput decrees or
signal to noise ration decrease. Existing solutions will be
discussed later.
Once the station decides that there is a right time to move
forward, the Selection phase takes place. This phase is
used for scanning for new Access Points (AP). We can say,
that this phase is also one of the most time and energy
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consuming. When the station start to search for new
APs, it is unable to transport data any more. Therefore
the search has to fit between data transportation gaps,
which is of course decreasing throughput at a time. After
finishing the search, the station needs to select a best AP
in range. Again, there might be several variables that
the equation might include. The first one is the Service
Set Identifier (SSID) which is crucial to stay in the same
network. If there are more APs with different Base Service
Set Identifier (BSSID), the station selects one with the
best service delivery (etc. QoS support, security settings,
..)[7].
After selection of a new AP the phase of realisation is
in charge. In general, mobile networks use 802.11 security (802.11i) and QoS (802.11e) amendments as that are
causing big delays due to necessary message exchange[8].
These delays are now in status quo caused by latest standardised amendment 802.11r that defined procedures for
proactive security information exchange (in order to save
time), while not defining protocols to be used. Therefore, most vendors implemented their proprietary solutions, which are incompatible, and amendment was implemented only by a big companys in their proprietary
solutions [9][10][11].

2. State of the Art
The main focus of our work is to bring a seamless handover to MSs while roaming the network (in infrastructure
mode) within one Extended Service Set (ESS). This set
covers Distributed System (DS) compound from more Basic Service Sets (BSS) which represents APs[12]. Within
the communication with AP over 802.11, MS uses frames
belonging to these three categories:
• Data frames - these frames are used for data communication on L2 and use LLC and SNAP headers
to address frames.
• Control frames - frames used on medium to directs
MSs to use medium only within the assigned time
slot via CTS, RTS and ACK messages.
• Management frames - frames used for management
functions as association, handover, disassociation,
channel switching, QoS management and so on[13].
In the first step, before MS can start to communicate, a
successful association with BSS has to occur. This association is based on Service Set Identifier (SSID) that belongs to whole ESS. To get this parameter MS might passively listen on the medium, or use active scanning to get
the information sooner. In exchange of successful network
probe the MS receives network information like authentication method and the next process may start. After authentication frame exchange AP and MS exchanges their
capabilities and MS may start to communicate over the
channel. Once the MS decides to leave the de-authentication management frame is sent and MS may leave the
medium. This process is shown on Figure 1 [8].
One of the most crucial part in our work is MS mobility. In nowadays networks the handover management is
located within MS. The whole decision process starts periodically in MS (etc. each 500ms) and measures current
RSSI, throughput, packet loss and other connection parameters as well as the parameters of neighbouring APs

Figure 1: Authentication process.
(via active or passive scanning). Once the MS finds out
that parameters of other AP are better, MS issues a handover process, starting with de-association from current
AP and continuing with already explained association
process (if there is not used 802.11r or 802.11i with key
cashing explained later)[14].
To ensure better or quicker, handover several tweaks might
be used within all handover phases described in following
sections.

2.1

Discovery Phase

In the discovery phase preemptive search might be used
instead of searching once MS decides that the current
RSSI is not good enough[25]. This type of search might
decrease a throughput by a little, because it is issued periodically, while still having connection with the present
AP. Other drawback is that it is much more energy consuming to do scann proactively. Other approach is to
not use active scanning, but passively listen on channels
to save as much energy as possible [16]. On the other
side the drawback is that the station might not receive
all beacon messages from APs around in the time. The
next method discussed is SyncScan [17], which is passive scanning method, trying to predict the time of beacon reception so the time waiting on each channel can
be rapidly decreased. Other approach is to use 802.11k
that advertises ordered list of alternative APs that the
MS may use for future communication [18]. To avoid unnecessary handovers also some mathematical models are
used as smoothening the RSSI data via Moving Average
or Exponential Weighted Moving Average[16].

2.2

Selection Phase

The selection of appropriate AP selection mechanism is
necessary. In general, there are solutions based on client,
server or mixed solutions, all with the main aim to avoid
something that is called ”jo-jo” effect. This effect is hoping
between two or more neighbouring AP because ”better”
connection parameters. As a result the communication is
killed by non stop re-associations. For avoidance, several
algorithms are used. The most basic algorithms issues
the handover once the throughput is below the acceptance, so the chance to hop back is minimal. Extension
to this algorithm is to use history, so if the throughput is
decreasing in time the handover can be issued. Some algorithms also uses trends while observing other APs and
making a correlation with current signal strength. The
typical handover algorithms are based on signal strength
and may use: best signal, thresholds, hysteresis or trends
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and prediction; or by observing throughput and may use:
load balancing, or 802.11k [16].

2.3

Realisation Phase

While speaking about handover, two types may occur:
on second and third OSI layer. In our work we focus
on the second layer and we are trying to solve following
delays: radio signal changing, reauthentication, reassocation and QoS negotiation. This phase is one of the
most important, because while the MS is in realisation
phase the connection is lost. While being so important,
most of the companies patented their solutions, or they
are closed source and proprietary[9][10][11]. From those
that are open we picked up 802.11f protocol that was used
for communication between APs to proactively distribute
MS security context, so the MS may spare some time
with security negotiation. However, because authors did
not define message exchange the implementation was vendor to vendor specific and the 802.11f amendment was
later withdrawn[19]. The other solution in use is 802.11i
with proactive key cashing. The advantage is that the AP
stores already exchanged keys so once the MS visits the
AP agin there is no need for extra negotiation[20]. The
drawback is that the MS has to exchange the full 802.11i
authentication while visiting new APs, which is actually
the major case. Currently a best solution on the market
is 802.11r that uses proactive key derives distributed to
potential APs that MS may visit. As a result only 4 way
handshake has to be performed between MS and AP. This
process is aproximately 50ms long [21].

2.4

Figure 2: MS communicating via WTP2 before
transition.
graphs [24] focused on graph creation, where edges represented useful paths between nodes that represented APs.
This technique might be used for better predictions.

3.

Experimental Solutions

• New architecture proposal that allows MSs to perform seamless transition between different WTPs
and that allows them to roam across the network
without data loss that will affect multimedia services. The architecture is created with aim not to
change any exiting client behaviour so current stations can seamlessly use services provided by this
architecture.

This work was also inspired by three experimental works.
The first one is Personal AP [22], which defines architecture of flying ghost APs following MS, so MS does not
have to perform handover. This architecture is based on
so called Split MAC separator approach. To explain it,
IEEE defines three types of 802.11 networks:
• Local MAC separator based - the whole logic of an
AP (radio, control and management) is located at
Wireless Terminal Points (WTP). This is the most
used approach in the 802.11 networks we know.
• Split MAC separator based - in this architecture the
radio layer and the delay sensitive management and
control functions are located at WTP (logical AP).
The rest as QoS management, device configuration
and load balancing are shifted to Access Controller
(AC). As an example of integrator we may use Meru
Networks Systems [10], or an experimental approach
called Personal AP [22].
• Remote MAC separator based - solutions based on
this architecture shift all the management and the
control logic to the AC. WTP is used only as a radio
controller and a bridge between wired and wireless
medium. Our architecture proposal is based on this
type of architecture as well as the proprietary solution of Aruba Networks Systems [9].
Second inspiring work is called D-Scan [23] and is focused
on gathering data from AP dense area. Authors extracted
useful data from 802.11 frames in the air to better observe
current environment. The third and the last called Improving the latency of 802.11 hand-offs using neighbour

Open Problems

As a result of current environment overview we decided
to look at the 802.11 network as a homogenous entity instead of looking on counterparts and solving their problems separately. Based on this we defined following open
problems:

• New protocol proposal that will support the network
management and client handover.
• Algorithm that will support the client transition between different WTPs and that will allow them to
roam seamlessly.
The proposed architecture will be verified on existing
hardware and compared with generally used 802.11 solution.

4.

Architecture Specification

According to open problems we defined entities that cooperates within our new architecture:
• Access Controller (AC): The distributed network
core that coordinates vital functions of the whole
network. By those functions we mean especially
WTP coordination, user and service management
and handover decision with the final execution.
• Access Point (AP): Each MS has dedicated AP created within AC. As the architecture is Remote MAC
separator based the connection between AP and MS
is mediated via WTP.
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Figure 3: MS communicating via WTP3 after
transition.
• Wireless Terminal Point (WTP): Physical device
that spreads wireless signal and coordinates control
messaging on a medium. All other 802.11 vital functions are shifted to the network core - AC.
• Mobile station (MS): User device that communicates towards its AP located in AC via WTP. This
device is unaware of architecture type and is unable
to see how the data are transferred towards its dedicated AP.
Figure 2 and Figure 3 shows, how is the communication
established on L2 and how does the transition of MS between two WTPs looks like. The important thing is that
whole AP related context is exactly same within whole
ESS.
To be able to ensure this transition we have specified requirements for all network entities:

and L2 extension is used to transport data frames (will be
discussed in next chapter). APMP protocol consist from
1B long message ID followed by TLV fields: 1B used for
type, 2B used for length and last value is long according
to previous field.
This protocol defines seven basic processes that are vital
for architecture functionality and are shown in Figure 4.
The description of processes is as follows:

• AC - has to use communication protocol to talk to
WTPs on the network, has to manage WTPs on the
network, has to create logical APs and manage its
context for all connected MSs on the network, has
to analyse network and MS behaviour and based on
gathered data make appropriate decisions, has to
transport user data to the right destination.

1. Accepting new WTP: New WTP is accepted by
AC after an exchange of APMPttc message (that
might be verified with AAA server) and connected
APMPcp reply message containing WTP parameters. Otherwise the communication is rejected by
APMPrecreq and all the future messages are discarded until next successful authorisation. WTP
has to send APMPkeepalive messages to hold active connection.

• WTP - has to use communication protocol that talks
to AC, has to bridge management and data frames
between AC and MSs, has to implement control
messaging for a wireless medium, has to implement
the handover functionality, has to gather and send
statistical information of connected client to the AC.

2. MS network discovery: The communication starts
by forwarding MS Probe request forwards AC via
APMPprobe message. In exchange, AC replies specific MS AP context via message APMPstactx. This
context contains personalised BSSID, which will be
used for future communication.

According to requirements we created proposal that covers required functionality. Each of following chapters deals
with one exact part of the architecture proposal.

4.1

Figure 4: APMP state diagram.

APMP Management Protocol

Access Point Management Protocol (APMP) is our proprietary solution that has one primary aim: to execute
handover in minimal possible time. Therefore, none existing solution like CAPWAP[25] or OpenFlow[[13] is used.
These will only extend the time that we need to shorten.
Also, architecture use UDP to transport control messages

3. MS Authentication: Based on the context received,
MS start authentication with AP via WTP. This
WTP uses APMPauth message to forward the authentication frame to AC. The authentication might
be validated via Radius server. Important is that
the key derive used by MS for communication with
AP is stored in the AC and is never propagated to
WTP.
4. MS Association: After authentication MS exchanges
association messages trough WTP and APMPassoc
message. WTP immediately response so the MS
may start to communicate.
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Both options have to pass authentication and once it is
finished MS may start to communicate.

Figure 5: Data encapsulation frame from AC towards destination (top) and from source towards
AC (bottom).
5. Statistics: Each WTP periodically collect and send
MS statistics to AC via APMPstactx message. Aggregated information is parsed by AC and on its
basis handover decision could be made.
6. Handover: Handover always originates in AC and is
propagated via APMPrreq message. In the first step
new WTP is informed. Once WTP decides to accept
MS, it replies with APMPack message. Otherwise
APMPrej message is sent. After successful reception
by AC, old WTP is informed via APMPrel message
to release the client. This message is agin confirmed
by APMPack.
7. Disassociation: Once MS decides to leave the ESS
a Disassociation frame is sent. This frame is forwarded to AC via APMPdisas message and AC replies with APMPrel.

4.2

APMP Management Protocol

The primary purpose for joining the wireless network is
to send data towards destination. In compare with Local
MAC separator based solution we have to make one more
hop on L2 to be able to transport encrypted frame from
MS to the logical AP located in AC. The frame has to be
delivered to AC, because WTPs does not hold encryption
keys so it is unable to understand data above L2 as same
as no other device anywhere. According to 802.11 and
802.3 addressing schemes we had to encapsulate original
destination address created by MS and replace it with
the MAC address of AC so the frame can be processed
decrypted and agin sent towards the proper destination.
Again, if the destination is wireless client, AC has to encrypt the frame with the key of destination MS, replace
the source address with the address of AC, encapsulate
the original source and send it towards destination. For
encapsulation we have created new ether type with value
0x2222 and the structure is shown in Figure 5.
As a side effect we had to lower the MTU from 1500 to
1942 which is having a small impact on data throughput
evaluated in a Results chapter.

4.3

Access Controller

As we already defined management protocol and data
communication, we can move on to describing processes
within AC. The first and most important process is connected with MS behaviour starting with joining the network, moving across ESS and at the end leaving the network.
The lifecycle starts with a new MS starting with association process by Probe message or by resuming from sleep.

Each station is afterwards observed by a statistics module. If this module tells that there is a better WTP, then
AC amy start the handover process. The start is invoked
by APMPrreq message sent towards new WTP. This step
may finish in the successful handover (MS is accepted by
WTP), or in case of failure AC will select next possible
WTP to tray the handover again. After successful MS reception by WTP and AMPMack message, the old WTP
is informed to flush the MS context and the circle may
start again. If the AC do not get any statistical message
with MS identifier for certain amount of time, MS context is automatically discarded and last known WTPs is
informed to flush the MS context via APMPrel message.
The next important process is connected with gathering
statistics used to decide wether to roam the MS or not.
Each station is monitored right after successful association. After reception of a first APMPstat message MS
is included calculations, otherwise the station is marked
as expired and after certain amount of time is discarded.
The same thing happens once the MS is not included in
any statistic received from all connected WPTs. Once the
AC finds out that the MS on current WTP is about to
reach the RSSI threshold, the handover process is started
and the station is market as in roaming progress until the
successful roam or the failure. According to the result the
list of potential WTPs per MS is recalculated.

4.4

Wireless Terminal Point

The role of WTP is to manage 802.11 physical layer and
to bridge connection between MS and AC. The diagram
of MS behaviour is easier in compare with AC and can be
described as follows.
Association process of MS starts with sending Probe request (by MS) on the network with known ESSID. From
now on, all WTPs that receives this message creates their
own MS diagram. This Probe message is then redirected
to AC via APMPprobe message and as a reply APMPstatctx is sent back to MS. This message contains MS
context needed for creation of WTP interface that will be
used for communication with the MS. After the reception
the state is set to the active. Otherwise, APMPrej is sent
to WTP (telling that MS is unable to join network) and
status is set as rejected. The association is finished after
exchanging APMPauth a APMPassoc messages and status is set to associated so the MS may start to transfer
the data.
Next important scenario is the handover. As was mentioned before, the decision is made according to statistics
exchanged via APMPstat messages. Once AC decides
that it is a time to make handover APMPrreq message
is sent towards a new WTP. If this WTP is capable to
serve another client, associated state is set and APMPack
message is sent back to AC. In exchange, previous WTP
receives message APMPrel to releases the context of MS.

4.5

Results

Verification of proposed architecture was done in laboratory conditions on existing hardware using two Ubuntu
based computers serving as WTP via our modified version
of HostAPd[26]. As a hardware usb WiFi stick TP-Link
TL-WN821N v3 with chip Atheros AR7010+AR9287
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managed via nl80211 driver was used. AC was implement in C using native Linux network calls and lpthread
library for threads management. As a MS Android, iOS,
Windows XP and Windows 7, Mac and Linux based devices were used. The testing and evaluation software was
IXIA IxChariot software with Wireshark and ping command. The topology is shown in Figure 8, where STA was
roamed between two WTPs. On AC and on STA had IxChariot endpoints that were monitoring traffic passing via
the test architecture.
The testing was executed on our remote MAC separator
based architecture and on general local MAC provided
by unmodified HostAPd in the same version. The test
handover was issued manually by the AC at the specific
time. Both WTPs had the same channel to produce some
interference (in distance of several meters).
The testing scenarios were split in two cases: The first
one was focused on ICMP response time and route while
measuring which path was used to transport the ICMP
packet from a source (MS) to a destination (AC). The
second one was focused on a throughput, a data loss and
a link reliability while transferring RTP stream from the
MS to the AC while performing the handover.

Figure 6: ICMP message exchange in our proposed architecture.

The first test consisted from ICMP Echo message exchange between the MS and the AC and between the MS
and both WTPs, while a packet filter was set to not forward ICMP between mediating WTPs. Results shown in
Figure 6 tells that while using our proposed architecture
the MS did not notice any outage. For comparison, while
using local MAC separator based architecture a long gap
in communication occurred, as is shown in Figure 7. In he
graph a blue line represents the response from AC and a
red and a green responses from the current WTP / APs.
The X axis shows time and Y shows the number of packet
transferred in the time interval.
In the graph showing our architecture the response time
from WTP2 and AC decreased after handover, while the
throughput raised. This effect was caused by shutting
down a hardware interface on the WTP1 that was producing interference as both WTPs were communicationg
on the same channel.

Figure 7: ICMP message exchange in original architecture.

The second test measured an optimal throughput while
using our proposed and the original architecture. We used
IxChariot to generate TCP steam and results showed that
our architecture had 2 Mbit/s slower throughput. This
slowdown was caused by lowering the MTU needed by
the extra header in data frames and by user space implementation of the data transport protocol.
Once we had optimal values of throughput for both architectures we generated RTP stream (via IxChariot) starting in MS and ending in AC. We measured delays and the
data loss for both, while performing the handover. The
handover was issued in the 15th second and we can clearly
see the difference between our architecture in Figure 9
and original in Figure 10. Detailed statistics provided by
the IxChariot shown that the gap in our architecture was
1,41ms long in comparison with 3,337s long cut in original
local MAC separator based architecture.

Figure 8: Testbed topology of our proposed architecture (left) and the original (right).
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Figure 9: One-way delay test in our architecture.

Figure 10: One-way delay test in original architecture.

5.

Conclusions

We have proposed a centralised IEEE 802.11 architecture
based on Remote MAC separator with the main goal to
reduce all unnecessary delays associated to handover process. The reduction was done by shifting the handover
logic away from mobile station and placing it the network
core. Our tests confirmed that the architecture proposal
was correct and that the existing 50ms handover status
QOU can be easily lowered while not breaking any existing IEEE standards. The drawback of this proposal is the
enlargement of Ethernet headers which may bring a little
throughput slowdown that we measured as 2Mbit/s.
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Linked data is a concept used for interlinking several data
sources, often placed across the world. One of its key requirements is a link. Another is machine readable structure. But nowadays, still many of data sources on the
web offer plain unstructured data. Newspaper articles,
social networks or business register. Often the data is
HTML formatted, where the formatting is mixed with
the content, which is improper for machine reading. And
the data would be very useful. We could extract information about persons, events, places and other objects.
In order to extract such information from unstructured
data sources, an advanced techniques of information extraction are used. Even if data structure is extracted or
created, a presentation of information to the end user is
crucial, because an information overload or clutter can be
introduced.
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universal graph visualization and filtering method, usable for filtering and relationship discovery. We propose
a new distributed algorithm PCMARS, intended to be
used in a Pregel computing cluster for the graph relationship discovery tasks. We implement our proposal in a
client, stand alone program AGECRT (Advanced Graph
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1.

Introduction

From many kinds of data sources, the Web is most dynamic, dense and universal. Originally created by humans
for humans, there are sources we use often on daily basis.
Newspaper articles, business statistics, social networks,
traffic are just a few examples. But despite the fact, that
we have a vast set of data available. As humans, in order
to get information, we are capable to extract and use only
a small portion of such data. Indeed a machine computing
power is very helpful for several reasons. First, machine
can process data thousands times faster and more reliable than any human. Next, with the use of appropriate
software environments we could perform information extraction and visualization tasks.
Based on website internetlivestats1 , in 2015, internet connected roughly 863 millions websites, in comparison with
2005 it grown more than 13 times. But this metric does
not include web pages themselves, only base unique IP
addresses. Also, worth of a note are dynamic, periodically changing websites, like news. A big contribution to
the Web is the content of social networks, which are results of collaborative work of millions persons across the
world. Here, a term Information Society is quite suitable.
Google Search is a popular web search engine owned by
Google Inc, which also maintains web data index. Based
of official Google web page2 , Google index contains more
than 100 millions gigabytes of data (approximately 25
thousands of 4 terabyte discs). Google also maintained
a Freebase, multi-domain database of billions of N-triple
statements. Now, the project has emerged into Wikidata
1
www.internetlivestats.com/total-number-of-websites/,
16.6.2016
2
https://www.google.com/insidesearch/howsearchworks/
crawling-indexing.html, 16.6.2016
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knowledge base. Wikidata contains structured, machine
readable data gathered across all the world.

The importance and significance of the Web, as a large
evolving information space is marked by various challenges, like Semantic Web Challenge4 or research papers
at WWW 5 or ISWC6 events. It is a kind of motivation
for us to try and find relations in the data. To use a
modern distributed computing models, like Pregel, where
the data is represented in a graph structure, giving a new
opportunities for graph algorithms.
A presentation, or a kind of an ”overview” for the user is
given by techniques from Information visualization field.
A graph visualization, for instance, visualizes relationships providing graphic representation in vertexes and
edges. Despite the rich community of researchers and
many contributing solutions for many issues in graph visualization, the potential for visualization is not fully used.
The research is intended to layout algorithms, clustering or drawing. Many solutions try to address the edge
crossing problem on traditional basis (layouts, clustering,
bundling, focus+context techniques), but we did not find
the works for edge pens and colors. Only rather controversial edge visualization, where edges are rather hidden
than displayed [4, 5], ultimately solving edge crossing, but
making higher uncertainty in relations.
3

http://www.justice.gov.sk/stat/statr.htm
challenge.semanticweb.org/
5
libra.msra.cn/Conference/526/www-world-wide-webconference-series
6
libra.msra.cn/Conference/360/iswc-internationalsemantic-web-conference
4
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We see Slovak Business Register (SBR) as one kind of
social network, which is a public register, where subjects
(natural or legal persons and companies) are listed based
on particular law. In comparison to FB, SBR links are
not based on friends, instead, we find Partners, Management Body, Supervisory board or Liquidators. From official statistics of Ministry of Justice SR3 , the network
grown from 52 thousands subjects in 1995 to more than
254 thousands registered subjects in 2015. And, despite
the fact, that SBR performs liquidation and deletion of
registered entries, on the webpage of SBR, there is still
possible to find and display all deleted subjects. Fig.1 displays an evolution of registered subjects in SBR database
based on years.

Figure 1: Slovak Business Register. The evolution of registered subjects count. Vertical axis in
thousands.

2002

News articles, blogs and social networks, together with
traditional web pages (homepages, company pages), written in HTML are types of unstructured data (formatting
mixed with content). They are a great part of the Web
volume, many times due to their daily or periodically updated content. One of most popular social networks in the
present, Facebook (FB), holds more than billion monthly
active users (at least once per 30 days cycle, user is logged
in). In 2004, the count was 1 million. Ending year 2015,
the count grown to 1.5 billion. Users contribute to FB
writing status updates, periodical submissions on ”timeline” and each user maintains his/her own profile, more or
less detail or public. FB is international social network,
which links a broad spectrum of people across the world,
not depending on language or culture. In the recent past,
FB is also the space for firms, political parties or nongovernmental organizations to promote themselves. FB
evolution is illustrated in Fig.3.
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Figure 2: en.wikipedia.org. Article published
count on year basis. Vertical axis in millions.
In scope of this paper we propose a new complex solution for information extraction and processing, involving relationship discovery, resulting in visualization. We
present a new and universal method, usable for relationship discovery as well as filtering in graph visualization.
We identify and mark relation between graph clutter, cognitive science and psychology, from which, based on our
research, we design a new pen drawing and color styles for
graph visualization. Combining our solution under architecture capable of extraction, distributed processing and
visualization. We also evaluate our proposal on selected
data inputs.

1.1

Goals

The aim of this work is to combine relationship discovery, visualization and navigation in graph data. Design
filtering techniques, offering some degree of personalization. For unstructured data of SBR propose a structure
and its creation. Valid structure can serve in data integration from various sources. Progress toward the concept of
Linked Data by T. Berners-lee[2] for the transparent and
effective data usage in public concern. A combination
of visualization and filtration techniques in data integration, navigation and relation discovery tasks could lead
to interesting results. The work pick the following partial
goals:
1. Design visualization techniques for better limpidity
of visualizations. For 2D visualizations of graphs,
several existing techniques use coloring, but pen
styles or patterns are potent, yet unused. Various pen patterns can, however, equally discriminate
edges as well, as colors. Patterns with colors can
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ods of visualization, using colors and pen patterns,
enable personalization by defining color sets and
patterns, creating different user profiles. For filtering, define own sets of ”interesting” vertexes, to be
preferentially searched and displayed in graph visualization.
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Figure 3: Facebook. Monthly active users. Vertical axis in millions.
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Figure 4: News articles. Article published count
on year basis. Vertical axis in thousands.
represent particular information (the significance of
relationship, type of relationship, time context, and
etc.). Colors are used, but their choice is rather empirical. We offer color choice based on studies of
cognitive science and psychology, especially on human visual system.
2. Design and define a new and universally usable graph
filter and visualization method. Graph filtering is
not only about hiding redundancies and clearing
links, clustering or layouting. Filtering can progress
further into semantics of graph data. It can partially address graph visualization problems. We propose a method Many-to many, intended to work
with whole sets of vertexes. Filter function Manyto-many would, in those sets, watch edges between
vertexes and consider properties of edges and vertexes. Relations in compliance with the conditions
would pass the filter, unsatisfying remain hidden.
Its usage is therefore not only for graph filtering,
but is also valuable in visualization and relationship
discovery tasks.
3. Design an algorithm for distributed relationship discovery. One of base criteria in distributed computing is large-scale, because of increasing data volume.
When developing an algorithm for relationship discovery, we need to select appropriate data structure
and distributed computing model. We also use the
concept Many-to-many for the algorithm and will
work with the sets of vertexes. There is no automatic reasoning, algorithm contains several conditions, executed during relationship discovery, making it more universal for general use.
4. Personalize graph filter and visualization. For meth-

5. Combine navigation, filtration and relationship discovery. Relationship discovery is important to us.
With the mind on constantly growing content of
the Web, offering rather large volume of data. Thus
we calculate with a distributed computing platform.
Base combination is connection between distributed
computing algorithm and client side application with
presentation layer. In general, a solution offering
filtering, visualization and interactive relationship
discovery is preferred. We utilize Many-to-many together with distributed algorithm, explore based on
links or semantics. Thus we propose complex large
scale solution, for interactive relationship discovery
and perceive them with the use of various methods
of graph visualization and filtration. As we show, it
is possible to implement and use it.

2. Colors and Patterns of Pen
In introduction we briefly explain our motivation for research. We note SBR or Billion triple challenge. Visualizing such volumes of data as a whole is not desirable,
mainly to the limitations of current displays. In order
to display a graph and avoid common issues regarding
graph clutter, we can use methods, which are (to our best
notion) currently left unused. In our research in graph visualization field, we realized, that edge coloring plays no
major aspect in proposed solutions. It is despite a fact,
that those papers focus on graph visualization [10, 18, 9].

2.1

Related Work

Jianu [10] even discuss edge coloring, but his proposal
is to color edges based on their relative positions. Thus
his coloring changes with edge positions and colors are
independent of semantic context. His scheme cannot express additional information possibly stored in vertexes
or edges. Rusu [18] use gestalt psychology in the process
of edge drawing. His primary goal is to solve (aesthetic)
problem with edge crossing and he does this by terminating edge in the position of the crossing. Edge coloring is
not primary. Herman [9] offers an extensive list of visualization methods. It is a bit surprising, that no place for
colors (with an exception of treemaps) and edge styles is
given. Perhaps, a worth noting is, rather experimental,
proposal of partial edge drawing [5, 4], but we see it as
rather a controversial method of edge visualization. Just
with a no edge visualization, the edge crossing problem
could be definitely solved, but we suppose, that increasing uncertainty is not intended for graph visualizations.
As the edge crossing is quite common problem in graph
visualizations, those crossing edges would all remain hidden.

2.2

Design

Graph visualization is rather broad field with many methods and finding regarding how to visualize graphs. In this
field, there is also a constant research. Visualization is a
final layer, easing interaction and navigation. It increase
the clearness of relationships. However, we still see unused potential in this field, we define following goals for
our visualization, following 1st point of our main goals:
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• Define proper pen styles for edges
• recommend proper colors for the pen with white
background
• propose a persistent color representation for edges
(including re-layouting)

Figure 5: Pen patterns, straight lines.

• propose a semantics for relationship during the process of edge color and pen style selection.
We define appropriate patterns and colors for pen. Pen is
an object defining visual properties of edges, while edges
are painted in resulting visualization. Our design is based
on information about human visual system. Based on Visual Expert[7], a difference of colors and brightness is important. A two colors of relative high color and brightness
difference are suitable for a combination in visualization.
[8] states how to calculate color difference. To calculate
brightness difference, we need to calculate brightness itself. The basis are three components of RGB model. Each
component has a weight assigned by the standard ITUR in recommendation BT.601-4. Poynton [17] here notes,
that weights are no longer considered accurate, as were for
older CRT displays. We thus propose modified weights:
Y = 0, 30078 × R + 0, 58986001 × G + 0, 10935999 × B. Y
is a resulting brightness, normalized on the scale 0-255,
R,G and B are color components of RGB model. We discovered new weights during our experiments of color to
grayscale image conversions. We then implemented algorithms and proposed weights in our program BKonvert7 ,
which served as educative and experimental tool during
our study at Matej Bel University in the Applied Informatics field.
Brightness difference is a brightness difference Y∆ = YA −
YB . Color difference K∆ is an expression of how distant given two colors are in RGB model. We rely on W3
[6], where there are formulas for brightness and color difference calculations. Color difference is given by K∆ =
|R1 −R2 |+|G1 −G2 |+|B1 −B2 |. A suitable high brightness
difference Y∆ is, based on W3, a constant with a value of
125. A color difference K∆ is (according to W3) a constant with a value of 500. When the result of brightness
difference is Y∆ > 125 and color difference K∆ > 500,
then given two colors are in a suitable combination (according to W3). We thus propose aforementioned formulas (Y∆ and K∆ ) for a suitable color selection, based on
referencing color (background).
We propose following pen pattern styles: three terminated and one full, all in two variants; straight and curved
(Fig.5, Fig.6)
Together there are eight patterns (4 straight and 4 curved),
which we consider proper for drawing. Patterns are placed
in a set Z, while |Z| = 8. More patterns could cause discrimination issues, when two similar patterns are colored
by the same color. We do not recommend other patterns,
like ”+”, because it reminds crossing, again, when two
edges get near and are colored by the same. We do not
recommend using bent lines, as the sudden change in edge
direction angle could obfuscate edge following. These patterns (along with presented color formulas) are used for
visualization in our program AGECRT, see Fig.8.

Figure 6: Pen patterns, curved lines.

Figure 7: Color selection from the set, based on
h1 and h2 hash values.

In Fig.7 is an algorithm of color selection. Main function is color. h1, h2 are hash values of vertexes v1 , v2 in
integral numbers. If h1! = h2, h1 = h1XORh2. XOR
is a binary operation of bitwise xor on integral numbers.
MOD is a binary operation modulo 8 . Function colorHash
firstly evaluates h1 to decide whether a color should be
pure. Pure color, in our design, is a color, having two
components of RGB equal to zero and one non-zero (set
pureColors). If pure = true, then color is pure and is is
selected from pureColor. Otherwise, a color is selected
from edgeColors. A selected color is used to draw edges
between v1 and v2 .

8

7

https://sourceforge.net/projects/bkonvert/

in modular arithmetic, a binary operation, returning integral remainder from division.
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Figure 8: AGECRT main window with visualization of Boris Kollar network.
Similarly, we select edge pattern style. Fig.5 and Fig.6
are placed in one set. Because there are two vertexes and
one pen pattern set, the selection is almost identical to
the color selection process. Use binary operation XOR to
combine hashes and get a number, next function modulo
returns an index of pattern in the set and edge pattern is
selected.

discovery, the set contains vertexes, between which, a relation is to be discovered. Set O contains vertexes, not
visible in visualization process. In relationship discovery,
there are all vertexes V −I. With these two sets, we define
rules:
H = {∃u ∈ O|∃v1 , v2 , ∈ I : ∃e = {u, v1 } ∧ ∃e = {u, v2 }}
(1)
h ∈ H : M = {u 6= h|∃e = {h, u} ∧ u ∈ I}

3. New and Universal Filtering Method
The main motivation is the increasing volume of data on
the Web, like we stated and illustrated in introduction.
Due to the scaling Web, we have to design a large-scale solution. It bears parallel computing power and distributed
resources. An interesting choice is a Pregel, one of new
and potent distributed computing models. Pregel combines fault tolerance, simplicity of development on a distributed cluster and a new concept of synchronization,
based on supersteps. Pregel is a brand new computing
model, but with a clear potential [13].
During our research, we discovered rules for graph filtering, which could be used universally. They can be used
in graph visualization for filtering and also to discover
relationships in a distributed computing model.
Our goals in this section follow main goals, 2. and 3.

3.1

Base Design

Let G be the graph G = V, E, where E is a set of edges
and V set of vertexes connected by edges from E. We
propose to divide the V set into two disjunctive subsets
of interesting vertexes I and ordinary vertexes O. For algorithm of relationship discovery and graph visualization,
set I holds vertexes, which are important or interesting.
In visualization, the set contains all currently visible vertexes. In distributed computing algorithm for relationship

(2)

Where:
H - set of all neighbors of vertexes v1 a v2
I - set of all interesting vertexes
O - set of all ordinary vertexes
M - set of all interesting neighbors of vertex h.
Rule 1 tells of existence of vertex u from the O set, which
is in sequence P = (v1 , e1 , u, e2 , v2 ). Rule 2 specifies, that
vertex u is excluded from the interesting set of vertexes
I. In graph visualization, we see proposed rules usable for
vertex hiding or expanding/collapsing (like Herman states
about ghosting and hiding [9]). In the expanding process,
only vertexes, which pass proposed rules filter could be
identified and visualized. For details we recommend our
former works[14, 15]. In algorithm of distributed relationship discovery, these rules directly qualifies the relationship.

3.2

Method in Distributed Algorithm PCMARS

Proposed rules are used in our Pregel-based algorithm
PCMARS (Pregel Computing Model And Relationship
Search). In Pregel, a base component is a vertex-centric
approach (Pregel type). All vertexes perform their own
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compute() function and the computing synchronization is
governed by supersteps. Messages are passed in superstep
i and received in superstep i+1. Even if computations are
running parallel between nodes, compute() method runs
sequential inside each node’s thread. Messages intended
to vertexes, which are located on the same node are stored
in the stack of current node. Here messages wait, until
they are sequentially picked and processed in compute()
in suitable vertex on this node. Pregel usually terminates,
if there are no additional messages in stack and no vertexes are active (on a given node). Important function
is compute(), as it is the function, which is user-defined
and also message passing, where user can select which
values are to be passed. In PCMARS algorithm, all important control instructions are performed with the use of
specialized messages and matching responses. There are
two base types of messages PING and INTERESTING.
Each one of two messages is intended for the matching
st of vertexes. PING for the O set and INTERESTING
for I set. Furthermore, there are response messages, as
reactions to receiving two base types of messages. Response messages are STORED INTERESTING REPLY,
STORED ACTIVATED REPLY and
STORED REPLY PINGER. The choice depends on the
kind of received message and on the vertex kind (set of O
or I), as well as on particular properties or attributes of
particular vertex, where compute() is currently running.
A base algorithm design is in Fig.9. A few notes to proposed algorithm. Main part of compute() method is a
loop of message receiving (hasMsgAt()). Because there
are several kinds of defined messages, each one must be
handled differently. Some messages, for instance, are distributed along. If actual vertex (running compute()) receives INTERESTING, it is activated (if vertex is from O
set), increments the path length and distribute the message toward its neighbors. Or the value of path length
must remain the same, when the reply requires the original path length. If any vertex of O set is activated from
two different I vertexes, such vertex is considered as a relationship. Each vertex has an access to its neighbors list
along with particular connecting edges (here an algorithm
can be modified based on edge types) and also maintains
a structure of verexes, which it has received a message
from. It is used in several cases during message generation. A vertex can thus, distribute messages received
several steps before. When vertex from O is activated by
a message from I vertex, such vertex is then capable of
responding with STORED INTERESTING REPLY and
activate other vertexes from O set.
Algorithm behaves differently in the first two supersteps.
Vertexes of O are sending exploratory messages PING.
Vertexes of I are sending INTERESTING messages. Subsequent supersteps receive these messages and react accordingly. Algorithm in Fig.9 is a sample code picked
from PCMARS source code, which is more complicated
and complex. Whole sourcecode can be found on supplied
CD in the work.

4. Base Architecture
We follow our base goals 4 and 5, presenting an base architecture, combining distributed algorithm PCMARS and
our client side application AGECRT. It is a platform independent solution, capable of large-scale computing with
the use of computer cluster. Also it can perform visualization and filtration as a client side application, offering
interactive navigation and relationship discovery with its

Figure 9: PCMARS with function compute().

presentation layer. It can gather data from the Web and
process them. With the help of its parsers and designed
schemata, it is able to extract a structure from unstructured HTML data sources. Data can then be used in
subsequent further development of Linked Data. Fig.10
depicts a combination of PCMARS and AGECRT in one
system.
Communication layer will be covered in implementation,
for example as a console. Communication can run also
on a client side (for test purposes). Then PCMARS and
AGECRT can run on one client machine at the same time.
PCMARS is equipped with the functionality needed.
Thanks to Sedge framework, it is possible to configure
worker nodes, add or remove them as needed, which is
stated in its configuration file. Communication between
PCMARS and AGECRT will be realized through a console interface or with sockets. Architecture is supporting
both cases.
Data entry and extraction filters must be equipped with
a suitable set of data processors. Parsers are used to extract data. From unstructured HTML, a structured data
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Figure 10: Base architecture.
form will be gathered. For a structured data sources, it is
simple to extract data from XML, RDF/XML, CSS or Ntriples formats. Here a template or a schema is required
only. Java already supports XML reading and parsing.
We calculate with more complex formats, like PDF, for
which, we can use one of available third party drivers, like
the one with source code, pdf2HTMLEx9 . Even it support only HTML format in output, we have discovered,
that it is rather a simple form of HTML and thus suitable for parsing. We have also evaluated Tabula[11], but,
today, after evaluation, we can state, that pdf2HTMLEx
is more suitable and reliable. pdf2HTMLEx requires no
extra interaction with the user, is is able to process many
kinds of PDF files, including scientific papers and articles, pdf2HTMLEx is thus a seamless choice. With minor changes, it is possible to implement SPARQL endpoints support. SPARQL endpoints are maintained by
their respective data publishers. Offering access through
several structured data protocols, like JSON, POST, GET
or SOAP. These protocols can easily be built into entry
data extraction filters.
Visualization layer is covered solely with a Jung10 framework. We have used this framework to define custom
methods of drawing and presentation layer in AGECRT.
Internal entry data layer works with structured data, refined with one of entry data extraction filters. This layer is
directly connected with visualization layer and with personalization layer.
Personalization layer is a governing layer to visualization
layer and entry data layer. It holds certain definitions for
personalization. Enables to define and store parameters
for vertex selection and filtering, visualization settings,
layout algorithms and additional information about vertexes and edges. User can create his own profile and reuse it in subsequent visualizations. For example a vertex
filter. Only vertexes listed in the filter would visualize,
others are hidden.

9
10

http://coolwanglu.github.io/pdf2htmlEX/
http://jrtom.github.io/jung/

Figure 11: Sample visualization A of the shortest path between ”Christopher D. Manning” and
”L.Hluchy” using standard Dijkstra shortest path
algorithm. There are two types of vertexes: authors (orange color) and articles (blue color).
Statistics |VA | = 9, |EA | = 8, νA = 1, 78.

5.

Evaluation

In this section we present sample evaluations, selected
from our thesis.

5.1

Clutter Removal

Visualization filter for graph clutter removal is working
according to its design and rules (page 49). We can evaluate visualization filter based on parameters: actual reduction of visual components (vertexes) based on rules and
reduction of graph density (edges and vertexes count).
We use base graph G = V, E, which also proposed on
page 49. Further we refer to vertex count as |V | and
edges count |E|, we also define an average vertex degree
Σv∈V deg(v)
. Fig.11 is a visualization of path beν =
|V |
tween vertexes ”Christopher Manning” and ”L.Hluchy”.
Path was obtained using a standard Dijkstra shortest path
algorithm. Data source is ACM citation graph11 , where
|V | = 622, 335, |E| = 1, 334, 753, f , ν = 4.29.
In Fig.12 we see neighbors of vertex ”Authoritative sources”
without filter applied. It connects 200 neighbors. Name
tags in rectangles were hidden and replaced with circles
11

http://datahub.io/dataset/rkb-explorer-acm, retreived
12.6.2016
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Node 1
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Node 3
Node 4
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Supersteps

Figure 12: All 200 neighbors of vertex ”Authoritative sources” (vertex in white circle). Blue colored
are newly visualized vertexes and edges. Statistics
|VB | = 207, |EB | = 567, νB = 5, 47.

Figure 14: An evolution of message sending based
on supersteps in algorithm PCMARS. Vertical
axis represent message count in logarithmic scale,
horizontal denote supersteps.

higher uncertainty of relations. If we perceive graph clutter also as edge crossing problem and vertexes overlapping
edges, where we cannot sufficiently state, where one edge
ends and other is starting.

Figure 13: Visualization C is a visualization of
a graph, where a filter is applied to vertex ”Authoritative sources” (pink color). Blue color is
for newly visualized vertexes and edges. Statistics |VC | = 13, |EC | = 17, νC = 2, 62.

and polygons, for simplicity. Visualization A (Fig.11) depicts a graph, where |VA | = 9, |EA | = 8, νA = 1, 78. For
comparison, B (Fig.12) is a graph |VB | = 207, |EB | = 567,
νB = 5, 47. Number of visualized vertexes is ∆|V | =
|VB | − |VA | = 198, new count of edges is ∆|E| = |EB | −
|EA | = 559, ν is raised from 1, 78 to 5, 47. For such large
number of vertexes and edges, with edge crossing, a visualization is considerably cluttered and relations are unclear.
Effect of the filter is displayed in Fig.13. In comparison to
A, there are new vertexes |VC | − |VA | = 4, edges |EC | −
|EA | = 9, ν raised from 1, 78 to 2, 62. Based on rules
(page 49) are filtered all vertexes, which do not satisfy
the rules. Hidden remaining |VB | − |VC | = 194 vertexes
and |EB | − |EC | = 550 edges. Average vertex degree is
higher than in A (Fig.11), which is reasonable, due to
newly visualized vertexes, but considerably lesser than in
B (Fig.12), where no filter is applied.
In Fig.15 we can see a network of neighbors of vertex
”Ground Term Confluence”. The graph is a resulting visualization D, after we applied our filter two times on this
vertex. Each time a filter was applied, new vertexes were
found and visualized. Here is a drawback of our proposal
of graph visualization filter, based on rules from page 49.
Effectiveness of such filter is limited. A visualization space
is eventually filled, which leads to information overload or

A solution actually exists. One just need to use another
visualization technique, especially, edge coloring. We use
our design from page 47. Colored edges with styles from
visualization E are found in Fig.16. Based on new colors and edge styles, we can state, that new information
was introduced. Between vertexes ”Semantics and” (left
of ”Ground term confluence”) and ”PCLOS: a critic”, is
an edge, colored in pink color and drawn with a full
pen. Edge leads under ”An extensible” and ”An object
orien” vertexes, but due to color and edge curving, we
can suppose, that edge starts in ”Semantics and”, ending
in ”PCLOS: a critic” vertex, free of any breaks. Similarly, vertexes ”Sun’s Link Serv” and ”An object-orient”
(above ”Ground term confluence”) and other cases. We
recommend the use of transparency to offer additional
possibility, following edges through overlapping vertexes.

5.2

Relationship Discovery

Based on the design of PCMARS from page 49, we define two sets; ordinary vertexes O and interesting vertexes I. Tab.1 lists vertexes from I set, among which,
according to rules (page 49) and algorithm design, relations are searched. We have evaluated data gathered from
Freebase12 dataset. Evaluation started on 21.8.2014 at
15:05:55 and finished 31.8 (10 days). There were 207,382
executed supersteps. A progress of message generation is
displayed in Fig.14.
Algorithm returned 314,668 vertexes u, which are contained in sequence P = (v1 , e1 , u, e2 , v2 ) from page 49.
Those vertexes received INTERESTING or INTERESTING REPLY messages at least 2× (vertexes v ∈ I). In
order to visualize such a graph, we have used our AGECRT tool. Several vertex types were excluded from visualization (Gender, Male, Female, Place of Birth, Place of
Death), because we were not interested in such common
relations. After exclusion, graph contained 234,786 vertexes and 262,279 edges. A graph was still too big to visualize, so we have used Dijkstra shortest path. In this case,
shortest path was searched multiple times, because we
12

https://developers.google.com/freebase/,
22.6.2016
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Table 1: Set I of interesting vertexes of Freebase dataset. This set is used in distributed computing
algorithm PCMARS and also in AGECRT to discover relations and shortest path.
Freebase MID

Name

Freebas MID

Name

m.02xbw2

Gabrielle Union

m.029 l

Delroy Lindo

m.0147dk

Will Smith

m.012d40

Jackie Chan

m.0271y9f

Jaden Smith

m.05v r84

Jackie Chan

m.01qg7c

Barry Sonnenfeld

m.01q ph

Owen Wilson

m.01vvzb1

DMX

m.01xndd

J.J. Abrams

m.0hqly

Steven Seagal

m.042xrr

Anthony Anderson

m.0gy64rt

Samuel Steven Seagal

m.0bvb9mz

Anthony Anderson

m.02633g

Martin Lawrence

m.0451j

Jet Li
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Martin Lawrence
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Zoe Saldana
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Figure 17: Resulting visualization of Freebase dataset, after processed with PCMARS. Visualization is
taken from our program AGECRT. Bold styled are edges for vertexes of ”Jackie Chan”, ”Martial Artist”
and ”Will Smith”.

have searched for shortest path between all vertexes from
I set regarding to this notation dijk(u, v), u 6= v, u, v ∈ I.
Paths were continuously added into visualization, until
all vertexes from I set are searched using dijk function.
Fig.17 Freebase dataset is a specific one. For instance,
name (Martin Lawrence) has different identifiers MID.
This property of Freebase would require deeper study in
its internal object representation. Another property of
Freebase is, that ”film” vertexes are not directly connected
to their ”actor” vertexes, instead, a mid-vertex v2 is connected (film → v 2 → actor ). Vertex v 2 contains information on actor role in particular film (character name,
film title). We had to increase maximum path length to
2 (max path length in PCMARS algorithm from page 50.
Vertexes v 2 are always unique and are dedicated to particular combination of film and actor.
From the output of PCMARS and AGECRT visualization, we can find several interesting results. Expected
relation between ”Jackie Chan” and ”Owen Wilson” is not
found. Although vertexes ”Will Smith” and ”Karate Kid”
are connected, a connection with ”Jackie Chan” is missing.
On the other side, we find a connection ”Jet Li”, ”Chinese Martial Arts” and ”Karate Kid”. The reason behind
this is, that ”Will Smith” (from Z set) activated ”Karate
Kid” (O set) indirectly, through several vertexes (e.g. ”PG
(USA)”, MID = m.0kprc8). Thus, ”Karate Kid” was activated from vertex ”Will Smith”. Vertex ”Jet Li” activated
”Chinese martial arts”. Both vertexes ”Karate Kid” and
”Jet Li” are directly connected to ”Chinese martial arts”.
However, vertex ”Jackie Chan” is connected through ”People Choice Award” (MID.0dlskb3). This vertex is unique

to whole dataset (contained only in one path). Here we
could change maximum path length (currently set to 2)
or use semantic information of neighboring vertexes and
edges.
Additional look in Fig.17 can raise another question. ”Anthony Anderson”, ”Tom Arnold” and ”Marsha Thomason” are all connected with ”Actor” vertex. Why not as
well ”Will Smith” or ”Jackie Chan”? Are they not actors? The reason is, that ”Marsha Thomason” is directly
connected with ”Actor”, like is vertex ”Will Smith”. But
”Marsha Thomason” did not activated vertex ”Actor” directly. ”Marsha Thomason” activated vertex ”Scott Taylor” (MID.025zlv2), which, in turn, sent a message further to ”Actor” vertex. This path ”Marsha Thomason”→
”Scott Taylor” → ”Actor” was stored. Path length is 2
(number of edges).

6.

Conclussions

In our thesis, we propose a new coloring method for graph
edge crossing problem. There are many papers available,
intended to graph visualization. But we have not found
any, which would discuss pen patterns and edge color
styles, based on cognitive and psychovisual aspects. Perhaps it is a bit shameful, as with edge styles, we can represent more different edge combinations. From Fig.5 and
Fig.6 we can have eight different edge styles. Together
with colors in Fig.7, we can have 8 × 11 = 88 different
edge combinations. Even if papers discuss graph clutter, only a brief, conventional aspect of aesthetics criteria
is addressed, without higher point on cognitive science
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or human visual system perceiving. Through our design
of color and pen styles, formulation of rules, distributed
computing algorithm development and implementation in
PCMARS and AGECRT we fulfill our base goals, stated
in our thesis.
Relations discovered with PCMARS could, theoretically
be found with the use of SPARQL querying. However,
a few notes must be stated. In order to explore paths
in SPARQL, a SPARQL (ver.) 1.1 is needed (property
paths support). One have to use either star symbol (*)
to denote a variable path length, or write down a full,
fixed path length, including all predicates, contained in
path. It is also possible to use negation with symbol (!),
but in order to navigate properly with negation, one must
write a predicate NOT contained in path, otherwise such
predicate would terminate path exploration. With this
information, we can use SPARQL 1.1 property paths to
perform relationship discovery, similar to PCMARS. But
we should carefully select SPARQL implementations, as
not each one does actually support 1.1 version, or their
support is partial. We recommend consulting with W3C
13
webpage, where a list of implementations, along with
their support, is maintained. In several specific cases,
even a performance issues could be introduced by implementations, as stated in [1, 12].
PCMARS, in its current design, can omit edge directions.
This can be advantage as well as disadvantage, depending on particular situations. Edge direction omitting can
be easily altered with additional condition on message receiving, to evaluate, whether an outgoing edge actually
exists.
Entry data extraction filters, specified in architecture
(Fig.10) can be further enhanced with new filters for new
data sources. In our thesis we propose one data extraction
filter for Slovak Business Register (SBR) HTML output
along with a sample structured schema. Currently, there
is still rather large quantity of unstructured data sources
on the Web, despite proposed practices of Linked Data[3],
recommendations of Tim Berners-lee [2] and W3C consortium working groups efforts14 (particularly CSS, RDF or
SPARQL groups). Although Slovak Republic is a member
state of EU, it has open government data portal
data.gov.sk, participates in open government projects and
e-government, still, many bills, invoices or acts are published in plaint, unstructured PDF format. For details
about semantic data availability in Slovakia, we recommend consulting our recent work [16].
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1.

Introduction

Internet traffic keeps growing because of better access
and rising popularity of multimedia and P2P, while new
and innovative applications require even more resources
and better network parameters. Telco carrier networks
nowadays are mostly based on Ethernet and Multiprotocol Label Switching (MPLS) solutions, some being upgraded with Shortest Path Bridging (SPB) and Generalized MPLS (GMPLS). Routing between these carriers Autonomous Systems (AS) is performed by Internet global
routing table and Border Gateway Protocol (BGP).
Software Defined Networking [14] is a new approach to
networking that aims to programmatically control the
whole network from a logically centralized node. While
research in the area of Software Defined Networking is in
the centre of attention and improving the controller performance is just getting into the spotlight, there is very
little research into the advantages of interconnection of
various controllers in heterogeneous SDN domains.
Motivation for this project is to facilitate deployment of
SDN and new innovative applications in large scale networks and enable increase of SDN deployment among
ISPs. In this paper we introduce new architecture for
interconnection of control planes and SDN applications.
The interconnection system can be deployed in various
SDN domains and enable control plane communication
and coordination for better provisioning of services across
multiple domains. To accomplish this, we propose a new
interface for SDN controllers for interconnection of domains using a new vendor neutral communication protocol.
The rest of this paper is organized as follows: state of the
art of SDN and scaling of SDN control plane is described
in Section 2. Section 3 identifies problem statement with
premises, thesis and goals of this paper. Section 4 introduces INT Architecture proposal for interconnection and
cooperation between SDN controllers in multi-domain environment to enhance SDN. Section 5 presents methods
used for formal verification of proposed INT Architecture.
Section 6 concludes this paper by summarizing results and
benefits of INT Architecture proposal.
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Figure 1: SDN Architecture [8].

2.

The State of the Art

In this section we analyse SDN and its potential benefits
and limitations. Furthermore, we investigate problem of
scaling the SDN control plane for deployment in large
networks and their interconnection.

2.1

Software Defined Networking

Software Defined Networking is a novel paradigm in computer network architecture with aim to control all network
nodes with programme. This enables solving of many
problems in traditional approaches to networking while
also enabling new features as well. The general drive behind SDN is to increase flexibility, manageability and extensibility of computer networks, with secondary goal of
decreasing equipment costs. This is achieved by taking
advantage of fast development and deployment cycle of
relatively cheap software applications in contrast to expensive specialized networking hardware.
Functionality of networking equipment can be conceptually divided into switching of traffic data between interfaces - Data Forwarding plane; and Control plane - rules
created by processor running operating system, routing
algorithms, address translation, and other higher functions. In traditional networking, both control plane and
data forwarding plane are implemented in every network
node, often using specialized hardware. This enables every device to be totally autonomous and make all high
level decisions, such as packet routing independently.
The fundamental principle of SDN architecture depicted
in Figure 1, is separation of control and data forwarding planes that communicate over standard interface. By
implementing of separated control plane by software for
general purpose computer from forwarding plane on network equipment, it is possible to centralize decisions as
well as configuration of all network devices. Using centralized view of the whole network enables high level decisions about traffic management and computations to be
made only once, results then propagated to be used by all
nodes in data forwarding plane. Furthermore, the centralized control plane implemented in software executed on
general purpose processors can bring many advantages to
networking - especially speeding up innovation, new network features development and deployment. While there
are many approaches to SDN, the main enabler of SDN
and de facto standard communication protocol is OpenFlow.

Figure 2: OpenFlow switch packet handling [1].

2.1.1 OpenFlow
OpenFlow [13] is an open standard originally developed at
universities and currently maintained by Open Network
Foundation (ONF) - non-profit consortium with mission
to commercialize and promote OpenFlow based SDN. The
OpenFlow switch standard [1] defines communication interface between control plane and forwarding plane devices and so must be implemented by both sides.
OpenFlow Controller makes high level switching decisions
in control plane formulating them into forwarding rules,
composed of matches and actions. These rules are entries
for Flow Tables used by OpenFlow switch in forwarding
plane to handle incoming packets.
When a packet is received by OpenFlow enabled switch,
it is handled in OpenFlow pipeline composed of one or
more Flow Tables, each containing entries with rules and
actions to be performed on the packet belonging to flow.
If match for the packet is not found in any Flow Table
and rule to send unknown packets to Controller is set-up,
it is sent to the controller. Controller processes the packet
and either drops the packet or establishes a new flow, by
creating a new entry in Flow Tables. The handling mechanism of a received packet inside the OpenFlow switch is
charted in Figure 2.

2.1.2 Alternative and Related Technologies
Although OpenFlow is currently the most popular approach, SDN is an extensive discipline in constant flux
and many novel viewpoints to SDN implementation exist and continue to be developed. Furthermore, there are
technologies that can be considered partial SDN enablers
and in addition to other projects that can greatly benefit
from deployment together with SDN.
From commercial solutions, such as Cisco ONE and Nuage Virtualized Services Platform aimed at providing some
programmability for devices from these vendors, to various open solutions. Among these are Interface to the
Routing System (I2RS) [2], ForCES [5], NETCONF [6]
and PCEP [18]. While I2RS is a new and ambitious
approach with goal to provide standard unified interface
to routing system for control and management; ForCES,
NETCONF and PCEP are older technologies repurposed
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for use in SDN. Especially PCEP in combination with
MPLS and its multiple extensions are seen as a gradual
migration path towards SDN without network disruption
and maintains existing interoperability, which is very important factor to telco operators. As such PCE can be
considered as an evolutionary path towards SDN using
already deployed traditional network equipment, while
OpenFlow is revolutionary.
Network Function Virtualization (NFV) [7] is a carrierdriven initiative to virtualize network functions and migrate them from purpose-built devices to generic servers.
While SDN and NFV both cover similar themes and can
benefit from one another, they are independent and do
not require deployment of the other in network.

2.2

Figure 3: SDN interface orientation compass.

Scaling SDN Control Plane

This section analyses the problem of scaling the SDN control plane in large scale networks, i.e. the Internet, and
challenges in SDN controller interconnection.
Scale has been an active and often contentious topic in
the discourse around SDN for a long time. Criticism of
the SDN paradigm argues that changing the control plane
implementation model from anything but full distribution
will lead to scalability challenges. Furthermore, there is
the common concern that questions the scalability of using traditional SDN, i.e. OpenFlow, to control physical
switches due to forwarding table limits.
In theory, any SDN approach can have the same scaling
properties as traditional networking. For example, there
is no reason that controllers cannot run traditional routing protocols between them. However, scaling properties
of a system built using an SDN approach that actually
benefits from the architecture, and scaling properties of
an SDN system different from the traditional networks is
much more interesting endeavour.
There are various approaches to scaling SDNs that are
currently in different stages of development and/or deployment. These can be classified into two categories.
The first method scales up the performance of single SDN
controller with increased optimization and parallelization
of execution, such as NOX MT [17] and Maestro [3].
There are also hybrid solutions using physically distributed controllers in clusters with multiple instances of single
logical controller ElastiCon [4], xBar [12], HyperFlow [16],
Onix [10]. However, these are designed for single domain
use only.
Second approach scales out by deployment of multiple
interconnected controllers that communicate for cooperation. Additionally, there is also the aspect of whether the
interconnected SDN controllers are all in the same domain or some of them are in different domains. To clarify
meaning of interface orientation and terms used in this
paper, we provide illustration of their position in Figure
3.
Performance of controllers is becoming more important to
developers as increasing number of OpenFlow controllers
are being both developed and deployed. However, a single
physical controller, albeit a high performance one, is not
enough to manage a sizeable network. High availability
and maintaining low response times are among the critical
reasons why a network needs multiple controllers.

SDN interconnect (SDNi) was among the first to deal
with connecting SDN domains using an automated system. SDNi draft [19] proposes an open protocol SDNi for
the interface between Software Defined Networking domains to exchange information between the domain SDN
Controllers. However, this draft expired in 2012 and was
abandoned with no further work.
Another approach to interconnection of SDN controllers
is East-West Bridge (EWBridge) [11], which is still in
development. EWBridge proposes a design for high performance communication system between heterogeneous
Network Operating Systems and partition large telco operator network domain into subnetworks.

3.

Problem Statement

Although there are projects to scale or distribute the SDN
controller functions to better accommodate a large network with several thousands of active nodes, very little
work was done on interconnecting controllers of such large
networks and leveraging advantages of SDN.
At the moment it is very difficult to deploy SDN architecture in very large scale networks - i.e. the Internet - and
utilize its benefits, because of lacking effective method for
large scale controller distribution. While SDN paradigm
is getting traction in data centres and campuses, that can
be large networks with several thousands of nodes, these
are typically managed by a single controller. However,
controllers in these SDN islands are using traditional network protocols like BGP to exchange only routing information between domains. This is a limiting factor for
usefulness and flexibility that could be provided by completely SDN based networks. Even though remote access
and manual alteration of controllers in partners’ network
is possible to some extent, this method is not feasible for
the Internet and is antithesis to SDN principle of network
management automation.
Thesis of this dissertation is proposing architecture for
interconnection of controllers in various SDN domains to
communicate and exchange information for better provisioning of services with greater flexibility across different
network domains. From the thesis arise these partial objectives:

• Improve SDN architecture to benefit from east-west
interface between controllers

Information Sciences and Technologies Bulletin of the ACM Slovakia, Vol. 8, No. 2 (2016) 56-61

59

Figure 4: INT Architecture.
• Design new universal east-west communication protocol for interconnection of heterogeneous SDN networks
• Define a communication interface in SDN controller
for the interconnection protocol
• Verify the functionality of the designed protocol and
methods by comparing it with unmodified network
and alternative existing methods

4. INT Architecture
To achieve goals defined in problem statement, a new interconnection architecture is necessary. In this section we
describe design of INT Architecture for interconnection of
SDN controllers. We define communication protocol for
SDN controllers, functions and interfaces used, as well as
formal model of communication protocol. The high level
architecture of the proposed system interconnecting two
SDN domains is depicted in Figure 4.
Let us have n SDN domains [SDN1 , SDN2 , . . . , SDNn ]
composed each of exactly one Controller [CN Ti belonging
to domain SDNi ] and set of forwarders [F W Di1 , F W Di2 ,
. . . , F W Dij ] belonging to domain SDNi . SDN domain
is part of SDN network that is managed by single logical
SDN controller CN Ti , although it can be implemented
as collection of multiple physical controllers. One SDN
domain is administered by a single organization and can
be thought of as similar to Autonomous System in BGP.
Currently any domains SDNa and SDNb are interconnected only with traditional routing protocols, e.g. BGP
to provide IP connectivity in data forwarding plane. We
propose to replace traditional routing protocols with INT
Architecture for interconnection of domains SDNa and
SDNb in control plane to leverage advantages of SDN
applications across these domains. Interconnection of domains SDNa and SDNb is managed by INT Manager
application M N Gi of controller CN Ti for each domain
SDNi . INT Manager M N Gi controls all interconnections and configuration of INT Interface IFi for handling
the message exchange between controllers. Connection
of control planes itself is created between INT Interfaces

IFa and IFb that are components of M N Ga and M N Gb
in domains SDNa and SDNb respectively. INT Manager applications M N Ga and M N Gb control operation
of data forwarding plane connection between edge forwarders F W Dai and F W Dbj linking domains SDNa and
SDNb .

4.1

INT Architecture Functions

Main functions or components of the INT Architecture
are INT Manager and INT Interface.
The INT Manager function is responsible for interpreting the network topology - data plane routers and their
links managed by a SDN controller, into a virtual router.
This virtual router presents all networks in the controller
domain and networks reachable by it, with various path
metrics for all of them. It is further responsible for setting up connections to other controllers and management
of existing sessions. It also provides interface for domain
administrator to manage peer connection setup, session
management and advertised domain SDN and/or NFV
capabilities.
For the INT Architecture to be useable in heterogeneous
environment with various SDN controllers, INT Manager
needs to use appropriate API for Northbound communication with a given controller. Every controller uses slightly
different data structures to store the information about
its network topology and traffic data, but most provide
common Northbound interface to access this data.
While the INT Manager compiles network topology data
and presents administration point for interconnection session management, INT Interface is responsible for handling the communication between INT Managers of different SDN controllers. This communication can be classified into two categories:
• Intra-domain - between controllers in the same
administrative domain, often managing the same
network in cooperation to provide higher processing power and/or controller redundancy. OpenFlow
switch specification has already defined mechanisms
to support connection to multiple controllers, but
controller cooperation remains unstandardized.
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• Inter-domain - between controllers in different administrative domains is more substantial to adoption of SDN in large scale networks. While routing
between different networks is possible using existing
routing protocols - BGP for linking AS and various
Interior Gateway Protocols for networks inside an
AS - it negates the advantages that can be leveraged
by using SDN inside the networks being linked.
For inter-domain communication one of the controllers in
the domain is selected to be the ”master controller” to
communicate with peer domains and represent the focal
point of the SDN domain control plane. It provides logical
single point for peer controllers outside the domain to concentrate and disseminate information to controllers inside
the domain and vice-versa. This minimizes the need for
connections between all controllers and as such functions
similarly to route reflector in BGP or designated router in
OSPF. Both these types of communication between SDN
controllers is achieved over INT Interface using the INT
Protocol explained in the following section.

4.2

INT Protocol

The INT Protocol enables both intra-domain and interdomain path setup and exchange of information between
controllers about their capabilities. This protocol further
provides not only scalability features for controllers in single administrative domain, but also various levels of network topology abstraction and control for peer controllers
in separate SDN domains. INT Manager functions of different SDN controllers are connected and communicate
using INT protocol over TLS or plain TCP session. The
protocol itself is partly inspired by existing protocols such
as CDNi and BGP and is composed of three sub-layers:
• INT Session Management - used for peer connection setup and session management. Connection establishment inside the administrative domain
should be automated to minimize administration
overhead, but require manual setup for inter-domain
for security and purposes,
• Capabilities Information Exchange - responsible for exchange of information about domain capabilities and networks available inside and through
the domain together with path metrics,
• Path Setup - used for end-to-end flow path setup
between client nodes in all the domains along the
traffic route according to path metrics requirements
of the original domain controller.
Interconnection of SDN controllers in single administrative domain is relatively straightforward process. Since
controllers manage parts of the same network and there
are no restrictions on shared data, little to no manual administration is needed for interconnect session to be initiated and network information shared between controllers.
Creation of interconnection session and path setup between two peering controllers using the INT Protocol is
illustrated by message flow in Figure 5.
Interconnecting controllers in different domains is more
difficult because of added technical intricacies stemming
from typically unsafe connection, distinct management

Figure 5: INT Protocol.
and security policies. Furthermore, SDN domains understood in the form of traditional AS are operated by independent organizations with different levels of trust and
involvement of agreements and contracts between separate legal entities.

5.

Verification

Verification of proposed INT Architecture that can be
split into two parts. Firstly, formal verification of INT
Architecture design correctness with use of mathematical
modelling. Secondly, practical tests using prototype implementation of INT Architecture in virtual environment
used for testing.

5.1

Methodology for Formal Verification

Petri Nets (PN) are a mathematical instrument well suited
for modelling of discrete event systems. Graphical representation of Petri Net is a bipartite directed multigraph,
as defined by Petersen [15]. Bipartite because vertices can
be divided into two disjoint groups - conditions and tasks
that are connected by arcs. Every edge connects a place
to a transition or vice versa, as can be seen in Figure 6.
No edge can be between two places or two transitions.
Conditions (or places, states) are graphically represented
by circles, tasks (or transitions) by bars, and arcs by directed edges. Tokens placed in places define state of the
Petri Net, also called marking.
Using formal definition, Petri net is a five-tuple P N =
(P, T, F W, M 0), where:
• P = {p1 , . . . , pn } is finite nonempty set of places,
• T = {t1 , . . . , tm } is finite nonempty set of transitions,
• P ∩ T = ∅, P ∪ T = ∅,

Figure 6: Petri Net example.
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• F ⊆ (P × T ) ∪ (T × P ) is set of arcs,
• W : F → (Z + ) is weight function,
• M0 : P → (Z + ∪ ∅) is the initial marking.
Petri Nets are distinguished by the fact that thanks to
their mathematical model, we can investigate their various properties and by extension protocol properties. According to [9], properties of Petri nets important for communication protocol model validation are:
• Reachability - any marking Mn is reachable from
initial marking M0 if there is firing sequence of transitions t1 , . . . , tk , where M0 , t1 , M1 , t2 , M2 , . . . ,
Mn−1 , tk , Mn ,
• Reversibility - property of PN, when initial marking of PN is reachable M0 after firing finite number
of transitions t1 , . . . , tk ,
• Boundedness - PN is k-bounded, or simply bounded, if the number of tokens in each place does not
exceed a finite number k for any marking reachable
from the initial marking M0 . PN is called safe if it
is 1-bounded,
• Liveness - if for every PN marking M reachable
from the initial marking M0 , there exists fireable
transition t that leads to different marking M 0 ,
meaning there are no deadlocks.
By using Petri Nets for modelling of communication protocol and investigating these selected properties of the
model, we can determine behaviour of the modelled protocol and correctness of its design.

6. Conclusions
Increasing and network management complexity makes
concept of centrally controlled and programmable SDN
very appealing. On the other hand, scaling SDN control
plane for large networks has been an active and often
contentious topic. Criticism of the SDN paradigm argues
that changing the control plane implementation model
from anything but full distribution of traditional networks
will lead to scalability challenges.
There are projects to scale or distribute the SDN controller functions to better accommodate a large network
with several thousands of active nodes. However, current
SDN architecture is limited in leveraging most of benefits
it offers in large scale interconnected networks by lack of
standardized communication between controllers.
To solve this problem, we proposed INT Architecture
to improve SDN for interconnection and cooperation between SDN controllers in multi-domain environment. INT
Architecture includes INT Manager and INT Interface
functions, together with extensible INT Protocol for standardizes communication between various heterogeneous
SDN controllers.
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Abstract
The fast development of new processors introduces problems with the adaptation of operating systems. When
a new processor is presented on the market, the operating system needs to be adapted to the processor architecture and features. It is done by the reprogramming of a
platform-dependent layer and the implementation of missing device modules of the operating system. The adaptation process of the operating system is more complicated
when the new processor has a completely different architecture than the one of the operating system for which
it was previously designed for. Another problem of the
adaptation is in the processor datasheets, because they
are not processable by the computer so the generation of
the operating system code from datasheets is not possible.
In this dissertation thesis, we present an updated adaptation process of embedded operating systems. We designed
a Processor Formal Description that acts as a computer
processable datasheet. This description is used for automated code generation of platform-dependent code. As a
support to the adaptation process we present a concept
of an adaptation framework that helps to reduce time
needed for the adaptation of the operating system.

Categories and Subject Descriptors

ganization and Design—real-time systems and embedded
systems, standardization

Keywords
Processor Formal Description, Adaptation of Operating
Systems, Code Generation, Adaptation Process, Modelling of Modules of Operating Systems, Modular Operating Systems, Layered Operating Systems, Embedded
Operating Systems

1.

Introduction

The growing number of processor architectures leads to
the need for a methodology which allows fast and effective operating system adaptation to those architectures.
Future embedded systems will have multi-core/many-core
architectures [7] or mixed architectures consisting of multi-core processor clusters. New types of architectures will
introduce new types of operating systems which will be
self-adaptive [9]. New operating systems running in a
heterogeneous environment will need a database of existing processor ports, device modules and processing cores.
Modules and platform ports will be loaded to program
memories of the processor during system initialization or
will be loaded on-line during the system run-time.

C.0 [Computer Systems Organization]: General—
hardware/software interfaces; C.3 [Computer Systems
Organization]: Special-purpose and Application-based
Systems—microprocessor/microcomputer applications,
real-time and embedded systems; D.2.2 [Software Engineering]: Design Tools and Techniques—modules and
interfaces; D.3.4 [Programming languages]: Processors—code generation; D.4.7 [Operating Systems]: Or-

Many-core systems are changing the traditional concept
of the processor as a system with several devices and a
few processing cores. The number of cores will grow in
the future together with the number of intelligent devices
that will be connected to a shared network [7]. This future
highly scalable network architecture calls for a change of
the standard architecture of operating systems into a distributed architecture.
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Recent operating systems are seen as a software that interfaces and extends the processor. In the future it will
be more than that. The operating system will be seen
as a framework or a database of modules and platform
ports. Consequently, the developer will choose modules
and platform ports from the database that fits architecture of the processor. The operating system framework
will also provide tools that help the developer to create
modules and platform ports that are missing. Operating systems, like FreeRTOS [8] and many more, started
this transformation but it is only a beginning and many
aspects of the operating system will change in the future.
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In this paper we analyse a generalized form of the adaptation process that is used during adaptation of any operating system nowadays. This process does not support
an automated code generation that will be crucial in the
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future. We propose an extension to the process in order
to add formalization techniques to the processor description. This extension allows the generation of platformdependent parts of the operating system. As a result of
this formalization we specify the Processor Formal Description (PFD) in this paper. The PFD describes each
device and processing core of the processor in a form that
is processable by the computer. From the PFD we generate a glue code, which interfaces the processor and the
operating system. Finally we use this glue code for the
implementation of modules of the operating system.
We also propose a framework that will support the adaptation process of embedded operating systems. The framework consists of tools and services that help to describe
the processor [10], generate glue code [11], describe operating system modules that encapsulate devices and processing cores of the processor [12], and implement those
modules [12].

2. Adaptation Process of OS
The adaptation process of the operating system (OS) is
mostly started because there is the need to use a specific
feature of the OS or there is the need to port specific OS
to an architecture that is in some way special or solves
the specified problem. The experience of the developer
with the OS plays a big role in this need. The adaptation
of the OSE OS to the many-core architecture Tilepro64 is
a good example [2]. The mapping of the OSE scheduler
was done on the mentioned many-core architecture. The
authors provide information about the steps of the adaptation of the operating system but the defined process of
the adaptation is strongly application specific.
Well known operating systems, such as FreeRTOS [8],
Avrx [3] or TinyOS [6], provide adaptation manuals to the
developer. Those manuals explain which parts of the OS
should be adapted during the adaptation to the processor.
In the FreeRTOS example, there exists a vast amount of
minimal working examples (MWEs) and adaptations to
many existing platforms. This sort of database of examples increases the popularity of this OS. But what will
happen when there is no existing example for the processor that the developer wants to use is that the developer
will have to implement the support for it. After the adaptation the developer should provide the solution to the
FreeRTOS community.
The FreeRTOS community has no strict rules for the platform ports so they can differ from port to port. The
mostly affected part of the OS during the adaptation is
a platform-dependent part that interfaces OS modules to
the hardware. When each developer implements this layer
differently the code between platform ports is not manageable.
Another aspect of the adaptation is a missing standard
that will induce manufacturers of processors to provide
datasheets in a standardized form. Each manufacturer
has its own templates. Another problem is that those
data-sheets were prepared for human so any computer
processing is nearly impossible. Our idea is to propose
such a standard that will describe the processor in a form
that will be processable by a computer.
Processor manufacturers provide also many MWEs for
their platforms. Many of the manufacturers implement
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Figure 1: Generalized process of adaptation of an
operating system [12].
their own header files, source files and glue code. This
code is helpful when you use the OS on the processors
issued by one manufacturer (sometimes from one family
only). This code also differs between manufacturers.
The Figure 1 shows the generalised adaptation process
that can be divided into two workflows. The first workflow
shows an analysis of processing cores of the processor, a
design of OS modules and an implementation of a code
that uses features of the processor. The second workflow
shows an analysis of existing processor devices, a design
and an implementation of a code that manages processing
cores of the processor.
The first step of the adaptation of the OS to the processor
is an analysis. As we mentioned previously the analysis
can be split into two parts where devices and processing
cores are analysed separately. In this step the designer
analyses all the materials that are provided by the manufacturer of the processor. Mostly it is in the form of a
datasheet of the processor or datasheets of the processing
cores of the processor.

2.1

Processing Cores

During the adaptation of processing cores the designer
has to find out how main services of the OS can be implemented. The services are:
• core and OS initializing,
• interrupt handling and
• task switching.
During core and OS initialization all the operating modes
of the processing core, and stacks and memories of the OS
kernel are set. Most of the manufacturers provide MWEs
for the core initialization but they have to be adjusted to
the needs of the OS.
The interrupt handling is the service of the OS that is partially implemented in assembly language. Most of the processors provide an interrupt subsystem that can be used
by the OS. The developer has to implement an interface to
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this subsystem and after that he can start implementing
interrupt routines that are mapped to a specific interrupt
source, as can be the task switch.
The task switch is crucial for any OS because it handles
the correct storing of the old task and loading of the new
task. During the task switch each register of the processing core has to be stored before a task can be replaced by
another.
All previously mentioned services are highly platformdependent so in most cases those services have to be implemented during almost every adaptation of the OS.

2.2

Devices

During the adaptation of devices the designer chooses devices that will be needed for the successful completion of
the task.
The developer analyses the functionality and the communication interface of each device. The interface mostly
consists of registers and signals by which the OS can send
tasks.
The designer uses the registers of the device for the implementation of the glue code that acts as an interface that
the OS can understand. The interface consists of simple
read/write routines that access device registers. The designer can use this interface during the implementation
of device modules of the OS. Many manufacturers implement their own glue code for their processors. This is very
helpful because the developer can concentrate on the OS
design. The problem is that this glue code differs between
manufacturers.

2.3

Processor Datasheet

Analysis of Processor
Devices

3. Proposal of Novel Adaptation Process
The novel adaptation process was designed to help the
developer of the embedded OS to generate the platformdependent code of the OS for any chosen processor. Generation of code reduces the adaptation time and speeds
up the preparation of working prototypes. The process
also helps during the modelling and implementation of
the modules of the OS. Those modules manage the processor devices and processing cores. The process described
in the Figure 2 is suitable for embedded OSs that have a
layered architecture that consists of at least one platformdependent and one platform-independent layer [12].
The proposed process applies formalization techniques that
allow the generation of the mayor part of the platformdependent layer of the OS. The platform-dependent layer
consists of simple routines that are applied above registers
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Figure 2: New proposal for the adaptation process
of the embedded operating system [12].
of devices and processing cores. Those routines are stateless and perform just one operation at a time. Together
they create an interface that consists of many simple and
similar routines that can be produced by automatic generation of the code.
The advantages of generated code are:
• fast prototyping,

Generation of the Glue Code

In the past, there were projects that tried to generate glue
code for hardware. The glue code was mostly meant as
a code that was needed to connect two hardware components with different interfaces [4]. Sometimes the resulting glue contained even new pieces of hardware that
acted as a translator of communication [13] [5]. Those
techniques were used for a connection of the processing
core to the device through a set of separate signal lines.
Nowadays the majority of devices is connected to the processing core via standardized interfaces, e.g. internal bus.
Also the interfaces of hardware are standardized [1], so the
complexity of the hardware interconnection is reduced.

Datasheets of
Processing cores

• reduction of error probability,
• hiding of hardware complexity,
• consistent and similar result across most of architectures and
• the developer can concentrate on the application domain.

3.1

Inputs of the Adaptation Process

As the input for the novel adaptation process the developer needs the following documents [12]:
• Processor datasheet - provides information about
processor devices;
• Processing cores datasheet - provides information
about the processing cores of the processor;
• Processor description file - represents a computerreadable form of the processor datasheet.
The Processor Formal Description (PFD) is a new document introduced in the adaptation process. It is the result of the processor analysis. Currently, the preparation
of PFD has to be done by the developer but in the future
it could be provided by the manufacturer of the processor. The PFD stores information about each item of the
processor that can be affected by an instruction from the
instruction set of the processor. More information can be
found in the section 4.
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3.2

Description of Devices and Cores

The new process formalizes most of the aspects of the
OS adaptation so there is no reference to any programming language until the implementation phase. This is
different in the old adaptation process where the description language is mostly the same as the implementation
language. Programming languages have often limitations
that are impacting also the design of modules. One of
the limitations is that the programming language (in embedded systems it is mostly C) has poor ability to model
parallel execution of tasks.
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In the description of devices or cores there is no need for
such parallel design but the independence of the description from the programming language can help to express
aspects of devices or cores that can not be expressed by
a programming language (e.g. connections between devices).
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I1 Interrupt Signal

Rn

Is1 Interrupt Source

The glue code is a part of the code that has to be implemented but from the perspective of the developer it
has no added value to the functionality of the OS. It just
interfaces the hardware to higher levels of the OS. The
nature of the glue code is simplicity that provides good
space for a code generation.
The glue code is generated from the description of devices
and cores (so from PFD). The device is accessed by writing to its registers or reading from them. Those simple
operations can be fully covered by the generator of the
glue code. The processing core is more complicated than
the device so only a part of its description can be used for
the generation of the code.

3.3

Description of OS Modules

The PFD is also used during the design of the OS modules. The described processor parts are ”named items”
that can be used during the modelling of module behaviour (e.g. as the description in a flow chart diagram).
In the past we proposed the Module Formal Description
that is based on workflow diagrams. In that case the description uses parts of the PFD as building blocks that
can model whole behaviour of the OS module. As a consequence the model can be easily converted to programming language by another code generation that can create
skeletons of whole OS module [12].

4. Formal Description of the Processor
The formal description is needed to allow the automatic
generation of the platform-dependent code. The PFD describes a processor from the top to the bottom starting
from processor devices and processing cores [10]. A whole
mathematical model was implemented to cover any part
of the processor that can be affected by an instruction
from the instruction set of the processor, but there is no
space to cover this model in this paper. The model is fully
described in Vojtko et al. [12].
The Figure 3 shows the visualization of the PFD where
processor is the center of the model. Black arrows represent ”consists of” relationship and red dashed arrows
represent ”depends on” relationship. So we can say that
processor consists of devices and processing cores. A device consists of registers, I/O signals and interrupt signals. A processing core consists of registers, I/O signals,
instructions and operating modes. Any register consists

P1

O1

...

On

...

Pn

P1

...

O1

Pn
S1 Device Signal

...

On

P1 Register Part
O1 Part Option

Figure 3: Visualization of the PFD items [12].

of register parts and register parts can consist of options.
So the model of processor is a 5 level hierarchy of items.
From the perspective of the code generation the most important parts of the PFD are levels 3, 4 and 5. From
those levels the platform-dependent layer of the OS is
generated. Levels 1 and 2 have their importance in organization of code into logical modules (e.g. devices and
processing cores). Those two levels are helpful during the
modelling of OS device modules.
The ”depends on” relationship reflects a dependence that
can exist between items of third and fourth level (i.e. register, signal and register part) of the PFD. There is a
dependence between two items when the change in one
item triggers a change in another. A good example of
dependence is the reset of the interrupt register that was
accessed by a read operation. When you try to read this
register you also start a sequence of events that resets
the register parts to their default values. The coverage of
dependencies in the PFD is extremely helpful during the
implementation of OS modules because the description
of dependencies informs the developer that he should be
vigilant when working with dependent registers so he implements the module keeping those dependencies in mind.
In greater detail the PFD describes the communication
interface of devices and processing cores. This means
that the internal structure of hardware modules is hidden. This hiding of hardware structure is an advantage
compared to other examples of descriptions as is VHDL
or Verilog, because manufacturers do not want to publish
their hardware architecture. The Figure 4 shows the input and output signals of the device and the registers of
the device. The signals and registers marked by red color
form the communication interface that is modelled by the
PFD. Also other signals (as are bus signals) exist in the
device but from the perspective of the PFD those signals
are not directly accessible by the processor instructions.
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Interrupt Signals
Device

Address
Registers

Data

The module initialization models the process of the device
setup. The interrupt handling models the process of interrupt source selection and appropriate interrupt response
routine. The data processing models the ways and means
of data preparation, transferring and receiving.

External Input and Output

Internal Input and Output

Signals

Bus Signals

Figure 4: Communication interface of device [12].

5. Formal Description of OS Modules
The module of the OS manages and controls the processor
device. It uses platform-dependent code prepared by the
glue code generator. The formal description can be used
during the design of OS modules, because it simplifies the
adaptation process. In Vojtko et al. [12] such a formal
description was proposed that uses existing register parts
and registers described in the PFD as blocks of a workflow
diagram (e.g. the Figure 5).
The module of the OS can be divided into 3 parts which
are modelled independently[12]:
• Module initialization,
• Interrupt handling and

MR (mode reg.)

(UsartMode)

(sync mode)

Is SYNC ==
ASYNC?

Framework for OS Adaptation

The concept of the OS adaptation framework is based
on the adaptation process. This framework will support
the adaptation process by a set of services and databases.
The Figure 7 represents the conceptual architecture of the
framework.

Init begin

Set SYNC

From this diagram a code can be generated as is shown in
the Figure 6. The generated function uses four parameters
that are used for those blocks in the model that were not
set right in the diagram. As the figure shows there is no
condition generated for SYNC as was used in the diagram.
This is because the diagram informs that the set of OVER
will have no effect to behaviour of USART when SYNC
is not set to ASYNC value. As can be seen in the code
there is the variable dataset that is set to the needed value
and then this variable is written to the mode register. All
values of the register parts are written to the dataset so
only internal registers of the processor are used until the
write operation to the device register is done.

6.

• Data processing.

Set
UMD=NORMAL

The Figure 5 shows how an initialization of universal serial interface can be modelled. In the Figure there are two
envelopes (MR and BRGR) that represent two registers
of the universal serial interface. Those registers contain
parts that are set to a value specified by the option name.
The diagram allows to model the dependence between
parts of the register. In this example the setup of oversampling (OVER) will have effect only if synchronization
(SYNC) of the serial interface is set to asynchronous mode
(ASYNC).

[yes]

Set OVER
(oversampling)

The framework will positively impact these tasks:

[no]

• PFD creation and validation,
• platform dependent code generation,

BRGR (baud rate generator reg.)
Is MR_UMD [yes]
== ISO7816?

Set CD (clock divider)
Reusage

(BR = USCLKS/CD/FIDI)

Datasheets
Description

[no]

Set CD (clock divider)

Set FP

(BR = USCLKS/8*(1+OVER)/CD)

(fractional part)

PFD
Validation

Description

PFDdb

Mapping

MFD

Init end

Generation

Validation

MFDdb
Implementation/
Generation

Figure 5: Init function of USART (diagram) [12].
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Figure 6: Init function of USART (code) [12].
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Figure 7: The Adaptation framework services.
(MFD - module formal description, db - database,
SRC - source code)
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• OS module modelling and validation,
• OS module mapping to the PFD,
• code implementation and/or generation, and
• selection of platforms and modules.
The framework will use 3 databases to store OS environment:
• database of PFDs,
• database of OS modules, and
• database of OS source codes.

6.1

Description of the Processor

The framework allows preparation of the PFD from the
processor datasheets. The prepared PFD will by validated
and sent to the database of PFDs. The stored description can be then used by the generator to produce the
platform-dependent code of the OS. PFDs are also used
for the mapping of the OS modules to communication
interfaces of the devices and processing cores.
Stored PFDs will be decomposed into devices and cores.
Each identified device will be inserted to a database under validation, which will guarantee that device is not
presented in the database as a duplicity.

6.2

Description of the Module

Since the PFD covers only the communication interface
of the processor device or core, there is still need for the
development of the OS module that manages this device
or core. Workflow diagrams will be used for mapping of
the OS module to the communication interface. The resulting model of an OS module will be validated and then
inserted to the database of Module Formal Descriptions
(MFDs). The documentation of a model will be a compulsory part of the module description.

6.3

Module Code Generation/Implementation

The developer implements the OS module code from the
MFD . Some parts of module can be generated automatically as a skeleton of the module which will help to the
developer during implementation. Implemented module
is then stored in a database of the OS source codes with
linkage to parent module description and compulsory documentation.

6.4

Selection of the OS Parts

As a part of a system design, the developer of embedded system will have access to database of the OS source
codes. From this database the developer will choose a
platform-dependent layer and select a compatible device
and processing core modules for the chosen processor. He
can also add/describe/implement missing modules.

6.5

Databases

Full PFDs will be stored in the database of descriptions.
Those files will be also decomposed into separate devices
and processing cores. A problem can arise when the same
device exists in more processors so this situation has to
be solved by a unique identification of the device. In order to avoid a duplicate upload of the existing PFD it
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is necessary to create a protection mechanism. If existing processor was revised by the manufacturer it will be
possible to revise the PFD too.
The database can be used also during the creation of a
new PFD file where the developer can search for devices
and cores of the existing PFDs in the database and include
them into the new PFD, which will reduce duplicity and
description time.
The Database of MFDs will store descriptions of OS devices and processing core modules. Similarly as the database of PFDs this database will also use unique identification of inserted MFDs. MFDs from the database can be
used for describing similar device modules as MWEs. Existing modules can be reused in the module description,
which will reduce description time.
Unique versions and ports of OS source code will be stored
in the database of sources. The developer will be able to
select platform-dependent code for the selected processor and he will be able to select source codes of modules
based on the description of a module, because there can
be presented more versions of the module.

7.

Conclusions

The concept of the adaptation framework for embedded
operating systems was presented in this paper. The framework will provide services for the developer of the embedded operating system. These services will help during
the adaptation of the operating system to new processors. The adaptation time will be shorter and adaptation
complexity simpler. Until now, the formal description
of the processor and the generator of the platform dependent code was developed. The generator generates
the platform-dependent code in programming language
C. The next step in the work is the design of a module
description tool that allows describing operating system
modules.
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Abstract

1.

In our work we present a novel approach to identification
and tracking of news stories on the web. We utilize a
set of social insect inspired agents to acquire news articles and subsequently analyse relationships between articles based on story words. Story words represent our
concept for modelling terms relevant to news stories as a
whole, instead of using keywords relevant only to a single
document. We leverage behavioural patterns inspired by
honey bees when foraging for food in order to design a self
adjusting and self prioritizing mechanism that allows for
dynamic response to changing news story landscape. Due
to the independent nature of agents, the resulting system
offers flexibility, scalability and distributivity while maintaining high level of cooperation during identification and
tracking of currently unfolding news stories.

When visiting a web based news portal, human visitor
finds himself browsing a wide range of articles that cover
the current news stories, events and developments. Based
on their content and also context the user can piece together a picture of what is currently going on and make
decisions upon whether he wants to pursue further reading, or make some research of his own. Our goal is to
be able to provide support this process by analysing the
available web based articles and providing an overview of
current events that are unfolding around us.
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Introduction

This synthesis of larger picture is however not a simple process from the information point of view, due to
sheer complexity of additional contextual information and
knowledge that a human user is able to leverage when
analysing content of a given news article. In our work we
take a different approach and instead of trying to analyse
implications of information contained within individual
news articles, we propose a social insect inspired approach
that utilizes a set of agents to determine relationships between articles using syntactic analysis. Based on spacial
distribution of these relationships within the article space,
we are then able to establish which articles comprise distinct news stories in a dynamic and flexible fashion.

2.

Article Acquisition and Analysis

Articles that we analyse in order to determine current
news stories are extracted from the web. Therefore the
first step is to acquire and process raw article documents.
When designing our article acquisition mechanism, we
consider following aspects of the news domain:

Dynamics. One of the most important aspects of the
news domain is the dynamics of the presented data. News
stories are added on a daily, even hourly basis as new
events unfold and it is imperative that these changes are
accounted for. Therefore current articles need to be updated to reflect the most recent changes and new articles
need to be retrieved as they become available.

Lack of structure. A news article generally represents
an unstructured textual information. Certain parts of
an article, such as its title or individual paragraphs may
be identified through parsing of the document structure.
However the topic of a news article, key figures, characters
and events described within the article are not readily
available and need to be identified through deeper analysis
of plain text.
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Succinct language. A web based source of news articles
needs to convey information about the content of an article succinctly and unambiguously. This way a potential
reader may quickly decide whether to visit the given article or not. Due to the limited amount of space available
in the title of an article, the information about the article content needs to be compressed into few words, at
most few short sentences. Therefore article titles will often contain named entities or unique terms that identify
the news story being covered unambiguously enough so
that it may be easily recognized by an average reader.
2.1

Crawling Policies and Techniques

In order to acquire articles from the web we utilize a set
of independent agents. Each agent acts as an advanced
web crawler and is autonomously capable of traversing the
web and acquiring articles, which are further processed
and evaluated. In order to facilitate the interaction of
agents with the web environment, each agent adopts the
following web crawling policies and techniques.

Revisiting policy. Revisiting is a crucial policy identified
by Castillo [4] as one of main cornerstones of effective
crawling. Revisiting policy determines how long an agent
needs to wait before revisiting an article that had already
been visited in the past. Our revisiting policy sets the
minimum delay between successive visits to 30 minutes, as
we generally do not assume that an article will be updated
at a more frequent rate.

Parsing. Parsing of a retrieved document is done through
automated parsing tools and aims to extract article content along with article title, paragraphs, hypertext links
and optional time and location stamps.

Courtesy delays. Short delays between requests are implemented in order to alleviate load of multiple successive
requests on a single given web host. Our agents are set to
observe 5 second minimum courtesy delays. In addition
to saving resources this also helps to control the pace of
article acquisition during periods of high latency.

2.2

Story Word Extraction

During the article acquisition process, the articles are
analysed by agents in order to identify relationships between articles that share topical similarities. For this purpose we have proposed a concept of story words which represent specific terms linked to news stories. Story words
may be either existing terms that are linked to a particular story such as Watergate, or even completely new terms
such as more recent Brexit. The only requirement is that
each story word represents a given news story at a given
time.
Using the concept of story words we are able to break
down news stories into specific aspects which we can track
using our set of agents. Each agent is assigned a specific
story word candidate and proceeds to evaluate the content of articles in order to determine the popularity and
relevance of its current story word candidate. The aim
of this process is to determine the most prominent story
words and map out relationships between individual articles based on these story words. However, the dimensionality of the article—story word space is generally too
high to evaluate all possible combinations of articles and
story word candidates, therefore we utilize a bio inspired

mechanism to focus the evaluation effort onto the most
promising story word candidates and articles.

3. Honey Bee Inspired Mechanism of Agent
Coordination
In order to provide a coordination mechanism that would
allow the agents to prioritize combinations of articles and
story words we look for inspiration in nature. A similar
problem of prioritizing sources in a decentralized environment is observed by honey bees (apis mellifera) when
deciding on which food sources to visit while foraging for
food. Honey bees have therefore developed a communication mechanism that allows them to share information
about the most suitable food sources through their typical
waggle dance.
Waggle dance is a specific movement pattern of a bee
that encodes information about the direction of and distance to a food source. If a bee finds a suitable source
of food it may choose to promote it by sharing information through engaging in a waggle dance. If a bee returns
from a foraging trip and has not found a suitable source, it
may adopt a different source through observing of dancing bees. Thus good sources of food are promoted and
foraged from while unsuitable sources are abandoned.

3.1

Allocation of Agents

The idea of modelling agent coordination mechanism after waggle dance based coordination of honey bees was
first utilized in Artificial Beehive Colony (ABC) model
proposed by Karaboga [5] for numeric optimization. This
model was further enhanced by Návrat [6] by adjusting
it for web based document retrieval. This enhanced version of ABC model is known as Beehive Metaphor and
it is also the model upon which our work is based. The
general overview of Beehive Metaphor is given in Figure 1.
Based on the quality of its current source, each agent is
able to perform foraging, dancing or observing task at a
time. Unlike the original Beehive Metaphor model, our
agents do not carry document, but rather each agent is
assigned a story word candidate to evaluate. A story word
candidate is a term which potentially represents a certain
news story. The task of an agent is to determine, whether
a story word candidate represents a viable story word.
In order to determine viability of a story word candidate,
agents visit multiple articles and evaluate relevance of the
currently carried story word to the visited articles. Depending on the relevance of the current story word each
agent may select either to adopt foraging, dancing or
observing task in accordance to the Beehive Metaphor
model. Foraging is the basic task in which agent evaluates its current story word candidate. During the dancing
an agent propagates its source so that other agents may
adopt it. Observing task is adopted if an agent deems its
current story word candidate as unsuitable and proceeds
to select a new candidate from the pool of candidates currently being propagated by dancing agents.

3.2

Identification of Relationships

The main goal of article analysis is to determine which
story words are relevant to the currently ongoing news
stories. In order for a story word to be considered suitable,
it needs not only to be relevant to a single article, but
to connect multiple articles forming a given story line.

Information Sciences and Technologies Bulletin of the ACM Slovakia, Vol. 8, No. 2 (2016) 69-74

User query

Dispatch room
Dance?
Hive

1  PDSι

PDSi

Source base
source1

1  PXSi

sourcei

Dance floor
Leave?

sourcej

Si
X

P

Sj

PF
Auditorium

71

sourceM

Follow?
Sj

1  PF

Figure 1: Decision making process of an agent as described in Beehive Metaphor [6].
Therefore our mechanism of story word identification is
aimed to find relationships between articles based on the
evaluated story words.
If an agent discovers that its current story word is relevant to multiple articles, it will evaluate the given story
word positively and may establish a relationship between
the relevant articles based on its current story word. By
recording relationships between articles we are able to
map out the explored parts of the article space and determine the closeness of given articles, which can be in turn
used to determine the shape of currently ongoing news
stories.

3.3

Advantages of Social Insect Inspired
Coordination

Utilizing a set of agents inspired by honey bee inspired
agents in order to determine the story words most relevant to the currently ongoing stories is a novel approach
that has few specific advantages over traditional topic detection and tracking methods.

Dynamic story tracking capability. Ability to dynamically track news stories represents the most important
characteristic of our news story tracking system, as it allows us to track news stories in real time as they develop.
The key feature of our system that enables us to track
stories in real time is the social insect inspired inspired
behaviour of the agent swarm. Instead of treating the web
as a static repository of articles, we are able to maintain
a persistent presence on the web and acquire articles as
they emerge. Although it is not feasible to track changes
in every single article, the self prioritizing capability of
our agent swarm allows us to focus the exploration effort around the most relevant articles where the actual
development takes place.

Iterative article evaluation. Iterative evaluation of articles is closely related to the dynamic story tracking capa-

bility of our approach. It refers to the ability of our approach to process new articles iteratively as they emerge.
When extracting a set of story words relevant to the set
of articles there are two general possibilities how to do
it. Batch algorithms such as Probabilistic latent semantic
analysis [3] or Latent dirichlet allocation [2] treat the set
of articles as closed, with classification always analysing
the whole set in each run. This process is costly therefore the rate at which new articles may be introduced and
evaluated is limited. Through decomposition of individual
news stories into a set of story words that may be tracked
independently and individually for each article, our approach offers iterative processing capability. Therefore
we are able to process each article as it emerges and incorporate it into the whole news story landscape without
having to reassess the whole article set.

No learning required. With our approach no learning or
supervision is needed in order to classify articles according to news stories they cover. The reason lies in the way
how news stories are decomposed into sets of related story
words. If we had represented news stories as latent distributions over terms from a vocabulary, we would need to
provide a set of training examples in order to determine
the structure of each news story. However our representation of news stories through a set of story words enables
us to move away from complex analysis of the whole story
and instead focus on tracking of individual story words.
This is a more straightforward task as we only need to
evaluate the relevance of a story word candidate to an
article with can be done by analysing the content of the
given article without previous training.

Scalability and distributivity. Final advantage of our
approach lies in its scalability and distributivity, both of
which are supported by the fact that the crucial step of article acquisition and evaluation may be performed in a decentralized manner by a set of independent agents. There
are no global decisions or dependencies that would serve
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Figure 2: Graph representation of the article
space. Nodes are coloured according to their type.
Green colour represents visited article nodes, red
colour represents unvisited article nodes and blue
colour represents story word nodes.

as bottlenecks in the communication scheme of the proposed system. Each agent is capable to perform its tasks
individually and independently, thus no system overhead
is added even after introducing new agents into the system. The decisions of an agent are based on its local
attributes such as the story word it carries or content of
the article it visits. This allows to deploy our proposed
approach in a flexible system with loosely coupled individual modules. Addition or subtraction of resources may
be dynamically performed through introduction of new
agents or removal of existing ones without compromising
the integrity of the article evaluation process.

4.

Article Space Model

The result of article acquisition and evaluation process is
a model of the article space that includes articles, hyperlinks, identified story words and their respective relationships to related articles. In order to capture relationships
between individual acquired entities we have elected to
model the article space as a single large graph structure.

4.1

Graph Representation of Article Relationships

There are two types of nodes in the article graph, articles and story words. Nodes are interconnected by two
types of edges, hyperlinks and relationships. A hyperlink
edge connects two articles that are also interconnected
by a hyperlink on the web. The relationship type edges
connect either an article to a story word node if the particular story word is related to the article, or two articles
if a connection between two articles has been established
on a basis of certain story word. Each relationship edge
is weighted according to the confidence of the given relationship. An example of an article graph is given in
Figure 2.

4.2

Louvain Algorithm Based News Story Extraction

Although the article graph structure provides us with an
overview of articles and their respective relationships, it is
by itself not sufficient to provide insight into the ongoing
news stories. In order to extract news stories information we need to transform identified relationships into a
complex news story structure.

approach

Figure 3: Article graph with identified stories.
Nodes are colour coded according to their news
story affiliation and story words are labelled.
For this purpose we utilize Louvain graph algorithm [1]
to detect modules within the article graph. By using
Louvain algorithm we partition the graph into subgraphs
called modules is such a was as to maximize the number
of connections between nodes within individual modules
and to minimize the number of connection between nodes
in different subgraphs.
In general we assume that if two articles cover the same
news story their probability of sharing relevance to a common story word is higher than with random two articles
that cover different news stories. Therefore if we partition a graph into modules in such a way as to minimize
the number of connections of nodes across different modules we are maximizing the probability of articles within
the same module to cover the same news story. Resulting
modules represent news stories identified by our approach.
Each story therefore consists of a set of articles along with
a set of related story words and corresponding relationships amongst them. An example of a resulting graph
with nodes color coded according to their affiliated news
story is given in Figure 3.

5. Contributions and Research Goals
There are two main contributions of our approach in relation to the current state of the art, which map onto our
research goals of topic representation suitable for swarm
based extraction and scalability of an insect inspired topic
detection and tracking approach.

5.1

Topic Representation Suitable for Swarm Based
Extraction

The first contribution is the representation of a news story
suitable for evaluation by a set of independent agents. In
topic detection and tracking a topic is generally viewed as
a probabilistic distribution over a set of terms, which can
be sampled and evaluated as a single abstract concept.
We present a different view with topics of news stories
decomposed into multiple story related terms which we
call story words. This provides us with a model of story
decomposed into multiple aspects that can be tracked
and evaluated independently, while maintaining accuracy
of story detection comparable to batch processing algorithms, as shown by our experiments [7][8][9][10]. This
model also provides a richer representation of the news
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story semantics, as the underlying relationships between
individual story words allow us to explore the various aspects of the story on a more tangible level than with traditional latent stories represented by probabilistic models.

5.2

Scalability of Insect Inspired TDT Approach

The second contribution of our approach is the proposal
of a decentralized self prioritizing algorithm for classification task within non parametric or semi parametric
spaces. Standard online methods for classification in non
parametric or semi parametric spaces share a common
feature of being computationally dependent on the number of individual data points in the given space. The
general notion of our approach is similar to kernel based
methods in that we survey the space by performing one
to one comparisons of individual data points in order to
establish their relative distance.
However our social insect inspired approach introduces
a self prioritizing capability that allows to determine the
most relevant data points and prioritize their comparisons
over the others, while at the same time rejecting comparisons of data points that are deemed irrelevant. In addition to prioritizing the search of document space we are
also able to control the rate at which the search occurs by
changing the number of involved agents. This provides for
a scalable solution which addresses the common issue of
kernel methods with sensitivity to the number of available
data points.

6. Conclusion
In our work we have developed a novel approach to news
story identification and tracking using a set of independent agents inspired by social insect. The social insect
inspired model of the agent behaviour allows for a dynamic self prioritizing system that identifies and tracks
the most relevant parts of news stories in time. The advantages of such approach lie in its ability to dynamically
identify relationships between news articles through evaluation of relevance to common story related terms called
story words.
By utilizing a honey bee inspired mechanism of coordination, our agents are able to determine the most promising
story words to evaluate and thus focus on the most relevant part of article space. This allows for a dynamic and
flexible approach that detects news stories as they evolve.
Furthermore the story word based representation of topics allow for fine grained tracking of individual aspects
of each news story. Through the decomposition of topics
into interconnected terms we are able to deploy a method
similar to traditional kernel based approaches that circumvents the high dimensionality of news story space.
Scalability drawbacks of kernel methods when processing
high number of inputs are addressed through social insect inspired coordination mechanism that allows to prioritize which articles and which story words to analyse
first. The underlying scheme is general and thus it is our
hope that it may find further applications in analysis of
high-dimensional or non-parametric spaces beyond news
story identification.
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