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University of Novi Sad, Serbia
Robert Lorencz
Czech Technical University, Prague, Czech Republic
Karol Matiaško
University of Žilina, Slovakia
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This paper presents the designed concept to improve the
public key infrastructure deployability in the mobile adhoc networks routed by B.A.T.M.A.N. Advanced. We
have extended the B.A.T.M.A.N. Advanced routing protocol with authentication and authorization of routing updates based on X.509 certificates. Furthermore we have
determined several levels of node’s trustworthiness and
two levels of interoperability between trusted authorities
in the network. To mitigate extra load caused by renewing of certificates, we have identified critical factors affecting it and designed the computation formula for optimal
amount of cross certificates issued by trusted authority.
To further improve the service reachablity in highly mobile networks in earlier stages of PKI deplaoyment, we
have designed the Cluster Glue. The Cluster Glue helps
to connect groups of nodes from different parts of network
which owns the certificates issued by the same authority.
Thanks to these modifications we are able to mitigate various security risks and provide the more secure route for
messages transmitting through the network. Preliminary
results were verified by simulations.
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1.

Introduction

The MANET network is a special kind of mobile ad-hoc
network, which does not rely on any fixed infrastructure.
One of the main advantages is the ability to form the
network in the purely ad-hoc manner without any costs
spent on the infrastructure components, like access points,
backbone network and others. These networks are often
used at various conferences, meetings, where group of people needs to exchange data or share the connection to the
Internet. In this paper we introduce our concept of Public
Key Infrastructure also known as PKI designed for this
kind of network. PKI consists of trusted third party certificate or attribute authority - and clients which rely
on and trust to certificates signed by this authority. The
common way of how certificate authority works is binding
public key to legal identity of its owner. This way certificate authority confirms the identity of network entity. If
we trust this certificate authority we can safely communicate with any other node which owns certificate issued by
this authority. The concept of trusted authority is based
on security of its private key. This requirement can be
fulfilled in infrastructure networks where certificate authorities need to fulfill strong security criteria. Despite
on this from time to time we can read about incidents
leading to revocation of certificates. On the other hand
MANET networks are completely unmanaged and the security of node is merely based on security knowledge of
its owner. One of the way how MANET tries to mitigate
attacks is the network homogeneity. Every node in the
network should provide the same level of functionality like
routing or provide the same set of the services. This way
an attack should not be targeted on the specific service
or node. But the question is how can we safely distribute
functionality of the certificate authority to nodes in the
network without compromising the security of its private
key? Several approaches have been introduced during the
last years which tried to solve this problem in following
ways:

1.1

Partially Distributed Certificate Authorities

Partially distributed certificate authorities introduced by
Zhou and Haas [3] and Yi and Kravets [9], distributed
the functionality of certificate authority to several nodes
in the network. Each of these nodes generates just part
of the certificate. The main drawback of this concept
was the presence of special node called merger, required
for the construction of the certificate this introduces the
single point of failure.
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Fully Distributed Certificate Authorities

Luo [5] introduced fully distributed certificate authorities
where each node shares the part of private key of certificates authority private key and at least t nodes were required to provide the functionality of certificate authority.
The security of this concept depends on t value. Lower t
value means better service reachability but higher chance
to compromise the certificate authority. On the contrary
if the value of t was set too high and the node which requests service from the certificate authority does not have
at least t neighbors, certificate could not be generated and
the service was rendered as unreachable.

1.3

2.

2.1

• Preserve the maximum possible level of homogeneity
Homogeneity in the network is required to harden
the targeting of attacks.
• Grant permissions with higher level of granularity
Design the way of how to grant permissions to entities with higher level of granularity. The majority of introduced solutions provide the nodes with
”all or nothing” level of permissions while accessing
network resources. This way nodes joining the network were either unable to establish connections and
access services or got verified status prematurely
which could cause security problems.

Certificate Chaining

• PKI architecture with respect to weaker MANET security
Design the PKI architecture with respect to weaker
MANET security. In the MANET we cannot guarantee overall and consistent security level over the
network. Each node is owned by different user with
different security knowledge. Furthermore the nodes
are mobile so can be lost, stolen or compromised in a
shorter time. Being able to quickly detect anomalies
in the node’s behaviour is therefore very important.
This can be done with the help of distributed intrusion detection system (DIDS). To further mitigate
security problems and chicken&egg phenomenon the
routing protocols should be PKI aware.

Mobility Based Certificate Authorities

There were several other approaches as Mobility based by
Capkun et al. [1], benefiting from the fact that node canmove close to the certificate authority and optionally utilize secondary communication channel. The requirement
to move into direct communication area of authority was
far from practical and hardly usable in real life scenario.

1.5

Cluster Based Certificate Authorities

Cluster based approach by Hahn et al. [6] divided the
network into clusters and elects the only node in the cluster responsible for the inter-cluster communication. This
solution suffered from the heterogeneity it brings. An attack can be targeted against the node responsible for the
inter- cluster communication. This can have various impacts and can result into denial of service or man in the
middle attack.

1.6

Identity Based Certificate Authorities

Xia, Wu and Chen introduced Identity based [4] authority
utilizing the public key identity optimised for the Optimised Link State Routing Protocol. This solution was acceptable only for the partially independent networks and
requires the existing PKI.
Various other approaches like grid based or virtual authority based by Shukat and Holohan [6] were introduced
but none of them provides us with the successful solution
usable in regular conditions.
The majority of introduced solutions suffer from the nonexistent PKI infrastructure in the moment of deployment
or from the absence of routing protocol which could be
used for the safe communication during the process of
PKI deployment. Routing is a critical part of the network, especially in MANET, where the various attacks
like Man-In-The-Middle, BlackHole attack or Sybil attack
can be effectively performed. There are several modifications of well-known MANET routing protocols like Optimized Link State Routing (OLSR) and Ad-hoc On Demand Vector (AODV) utilizing PKI. However at most of
the cases the formation of certificate authority and distribution of keying material were required prior the network
can operate. On the other side distribution of keying material could not be completed without functional routing
protocol. This is also known as chicken&egg phenomenon.

Critical Parts of PKI Security

After the completion of analysis we were able to identify
critical parts of PKI security concept:

The certificate chaining-based approach by Capkun et al.
[2] was built on the chain of trust. Moreover various people have various level of security knowledge. Therefore
the chain was as strong as its weakest point.

1.4

Proposed solution

2.2

Introduction to Proposed Concept

The proposed concept consists of following parts:

2.2.1

Attribute certificates

Due to significantly shorter time between security incidents in MANET, we have to use certificates with shorter
validity period. Furthermore to be able to grant permissions to network resources with higher level of granularity, we have opted for the use of attributes certificates.
Attributes certificates are issued by attributed authority
and have a shorter validity period than general certificates issued by certificate authorities. In case of really
short validity period we do not need to establish nor manage the certificate revocation list (CRL). The certificates
will time-out sooner, than CRL could be fully distributed
through the network.

2.2.2

Identities

Node can acquire several identities. Various attribute authorities can issue certificates for the same node. This
way node can limit the negative effect when the issuer
of its certificate was compromised and certificates have
to be revoked. The main idea behind this concept is to
let the node obtain its digital identity and then build its
reputation upon it.

2.2.3

Gradual privilege escalation

As a solution to ”all or nothing” problem we have created
following predefined levels of permissions which node have
to gain before it becomes the fully integrated part of the
network. We can think about this as about kind of ”accession talks”:
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L1 - Endpoint node, this is the basic permission level and
digital identity that node gets with the new certificate.
With L1 permission node cannot participate on routing
processes inside the network but can still access network
services, defined by network security policy.
L2 - If there is sufficient communication history between
the node and the hosts providing services in the network and its identity is not listed on the Distributed
IDS(further reffered as DIDS) blacklist, node can ask the
issuer to elevate permissions of its certificate. With L2
permissions level the node participates on the network
routing, mediates certificate, provides routing for the incoming nodes and runs various services like distributed
certificate storage and DIDS. Distributed storage is used
to load-balance the load caused by storing of certificates
on network nodes. Both of these services are implemented
via distributed hash tables.
L3 - The highest level of permissions, node transforms itself into attribute authority and cross certificates between
both authorities are created.

2.2.4

Level of trust between authorities

We have determined two levels of trust between authorities:
L1 - Authority’s cross-sign the certificate of each other.
This way nodes owning certificate issued by one of these
authorities can verify the certificate of each other.
L2 - Distributed certificate store and DIDS knowledge
base of both authorities are merged.
This way each attribute authority can create a group of
nodes owning certificate issued by this authority and the
list of trusted authorities in the network. The number
of authorities inside the network is not limited. Each
node made its own decision to provide or not to provide
trusted authority services which depends on the amount
of its free resources. Every node can transfer itself into
attribute authority and issue certificates.
However the usefulness of these certificates will depend
on the amount of cross certificates between the issuer and
another attributes authorities. A lot of the cross certificates means higher chance to verify certificates issued by
another authority. Similarly the node can own as many
certificates as it wish but it must participate on various
services like distributed certificate storage or DIDS resulting from its privilege level. Owning of more certificates
with higher privilege level, means lower effect perceived
on authority breakdown.
Thanks to the cross certification between authorities the
maximum length of the certificate chain to verify is extremely short.

2.2.5

PKI aware routing protocol

We have analysed various protocols and have decided to
use the B.A.T.M.A.N. Advanced, thanks to its easy setup,
open-code nature and ability to provide connection to the
network even to nodes, which do not participate on routing processes inside the network.

3

2.2.6 Optimal amount of cross certificates issued by
authority
As we have stated before, cross certificates are required
in case of communication should be established between
nodes, which own certificates issued by different authorities. In the extreme case the number of cross certificates per node can reach values like n.(n-1), where n is
the number of nodes in the network. This amount of
cross-certificates guarantees that node will be able to verify certificate issued by any other node in the network.
But imagine that we have to regenerate our private key.
Doing this it will cause the need to recreate all of our
cross-certificates. To be able to mitigate the effect of recertification we have identified the critical factors affecting
it, designed the computation formula for optimal amount
of issued cross certificates and verified it by simulation.
We have identified the following critical decision factors:
On the side of local authority:
• The amount of received currently valid cross-certificates - this indicates the level of usage of authority
distributed certificate storage
• The amount of issued currently valid certificates with
permission level of L2 - this indicates the capacity
of authority distributed certificate storage
• The amount of issued currently valid certificates with
permission level of L1 or L2 - this indicates the theoretical upper level of capacity or growth potential
of distributed certificate storage
• Is the remote authority on the list of TOP3 most
occurred authorities, which identity cannot be verified?
On the side of remote authority:
• The amount of issued currently valid certificates indicates the number of nodes served by remote authority.
We can proceed with the cross-certification providing, that
computed value of penalization between local and remote
authority is lower than maximum value of penalization as
defined by local authority:
pc < p m

(1)

where:
pc - computed value of penalization between local and remote authority
pm - maximum value of penalization as defined by local
authority at the time
The maximum value of penalization at the time is proposed to prevent the overload of distributed certificate
storage and to limit the amount of cross-certificates to
further mitigate the impact of recertification, defined as:
pm = f1 (kl ).f2 (kr )

(2)

where:
k1 - utilization rate of distributed storage at the time,which
will be introduced later
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f1 - is the probability density function of exponential distribution:


λe−λx
;x ≥ 0
f1 (x) =
, with λ = 2, 5
(3)
0
;x < 0
The utilization rate is computed as:
kl =

Px
ku

(4)

where:
Px the amount of received currently valid cross- certificates
ku - the capacity of distributed certificate storage computed as:
ku =

n
X

kj

(5)

1

Where n is the amount of nodes which owns certificate
issued by local authority with permission level of L2 and
kj is indicated storage capacity on node j. The indicated
storage capacity is a part of L2 certificate request.
Continue in equation (2):
kr - growth potential of distributed certificate storage
f2 - is a function of cumulative distribution function


1 − e−λx
;x ≥ 0
f2 (x) =
, with λ = 10
(6)
0
;x < 0

3. Modifications to B.AT.M.A.N. Advanced
The B.A.T.M.A.N. Advanced is Layer 2 routing protocol supported in Linux kernel since the version 2.6.38 onwards. MAC addresses are used for the routing so it is
fully independent of the upper layer protocol - network
agnostic - so we can use IP, IPv6, IPX, or any other protocol on top of it.
The B.A.T.M.A.N. Advanced network is created from the
nodes in partial mesh. Each node knows about the existence of other node in the network and knows the direction (MAC address of the neighbour) to which it should
forward the message. Unlike link state routing algorithm
the node is not aware about the overall network topology.
This on the other hand, greatly reduces the computational
requirements so B.A.T.M.A.N. Advanced can be used on
embedded devices, too. Its primary goal is the simplicity of configuration. Disadvantage of B.A.T.M.A.N. Advanced comes from its simplicity. B.A.T.M.A.N. is missing any form of routing updates authentication and overall
security is let on upper layer protocols. This is where our
solution comes in.
Following changes were made to the B.A.T.M.A.N. Advanced concept to mitigate the impact of following security problems:
• Man In The Middle attacks - through the exploiting
of certification issue process

Values of Lambdas were set empirically after series of
tests. The growth potential kr is computed the following way:


PL2 .ur
(7)
kr = 1 −
PL1 + PL2
where:
PL2 - is the amount of issued, currently valid certificates,
with permission level L2
PL1 - is the amount of issued, currently valid certificates,
with permission level L1
ur - is reachability index, computed as a ratio between P
L2 and number of entries in Originator table. The Originator table contains entries about nodes reachable at that
time.
Continuing in equation (1), computed value of penalization between local and remote authority is defined as:
pc = f3 (SB ) + MB

(8)

where:
SB - ratio between the dimensions of local and remote
authority ecosystems:
PA
SB =
PB

(9)

f3 from equation (8) is the probability density function of
exponential distribution:


λe−λx
;x ≥ 0
f3 (x) =
, with λ = 1, 8
(10)
0
;x < 0

• Denial of Service attacks - over-helming the certificate authority with tons of requests
• Various routing attacks like Black Hole attack or
Sybil attack - by routing the traffic through unknown, unreliable or compromised nodes

3.1

Added authentication support to routing updates

B.A.T.M.A.N. Advanced exchanges routing data through
OGM messages. We have modified B.A.T.M.A.N. in the
way that every sent OGM packet has to be PKI signed
and verified upon reception before it is processed. The
verification process consists of validation of OGM message signature. Nodes with the certificate from the same
issuer or their attribute authorities are cross certified can
verify OGM message signature and check if the peers permission are at least on L2 level. As a precaution against
various DoS attacks OGM messages that cannot be verified are dropped. We have secured the following types of
messages:
• OGM messages - contains information about neighbours in range
• Translation table request/response messages - spreading information about L1 and local devices through
the network
• Roaming advertisement messages - used when L1
client roam to another node

MB - penalization constant with value experimental value
of 0.4, used in case that remote authority is not in list
TOP3, containing the three most frequently seen authorities.

Security was achieved by encapsulation of listed messages
into new message called OGMS message which consists of
following:

The next section describes the changes we have made to
B.A.T.M.A.N. Advanced required enabling PKI support.

• Packet type (1Byte) - identifies the secured version
of encapsulated message type
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• Certificate hash (8Byte) - hash of certificate created
from the value of Subject field
• Issuer hash (8Byte) - hash of certificate computed
from the value of Issuer field
• Signature length (2Byte) - length of the signature
• PKI Signature - signature, size varies according to
selected cryptographic algorithm
Each of secured message is signed with one of the certificates that node owns. Certificates used for signing process
are changed in a round-robin manner with each OGMS
message. Thanks to the omni-directional Wi-Fi transmits profile this is not a problem and each of neighbours
receives the proper update in a finite time.

3.2

Rules for Communication and Exchange of Data

As we have told before one way of how to mitigate the
impact in case the authority was compromised is to obtain digital identity from several authorities. The level of
permission is tied to digital identity and is not movable.
This way node has to build its reputation synchronously
among several authorities. This could be time consuming process and in case of large network only marginally
usable. Furthermore node which owns certificates from
several authorities can be called multi-homed node. Now
we see that we need to develop rules for the exchange of
routing data.

3.2.1

Sharing of route data

The routing protocol was modified in the way that routing data are forwarded to the network only if transmitting
node is able to verify the validity and non-repudiation of
routed data. The node can verify routing data only if
OGMS message was signed with certificate issued by the
same issuer or there is a cross-certificate between both authorities. If OGMS signature was verified, routing data
are extracted and added to the queue containing data
from the same trusted anchor. In case of cross-certificate
with permission level of L1, data are aggregated to the
queue, containing data from remote authority. If the
permission level is L2 data are extracted and merged
with queue containing local trusted anchor. As we can
see, with help of data aggregation into queues, based on
trusted anchor, we can safely isolate data from various
ecosystems.

3.2.2

Routing of data between ecosystems

The routing protocol routes data based on information
contained in Originators table. Originators table contains
data about all nodes in the network accessible at that
time. To be able to distinct between ecosystems we have
to modify Originators table following way:
• Extends the Originators table with ca crt hash column, containing hash of trusted anchor’s certificate.
• Modify the B.A.T.M.A.N. Advanced to differ between various ca crt hash values, to separate data
from different authorities.

3.3

5

Cluster Glue

As we have stated before, the number of authorities in
the network is not limited and every node is able to provide this type of service. The probability of successfull
verification of peer certificate depends on the existence of
cross certificate between both authorities. It is suitable to
limit the number of cross certificates to prevent authority
overload, on the other side.
After we have run several sets of simulations we have detected several cases of limited ability to verify peer certificate. This could happen in a highly mobile networks, like
Vehicular Ad-Hoc networks, or in the areas with obstacles
preventing the transmission of a radio waves. Special case
happens when set of nodes moves out of the zone where
their authority provides its services. This situation leads
to the formation of clusters which owns the certificate issued by the same authority. All of the clusters except
the one which contains the authority itself are unable to
reach authority services. Clusters which do not contain
their authority dissapears, when the certificates on nodes
expires. As we have stated before routing information
data which cannot be verified are dropped. This happens
on the border node of cluster - the first node which cannot
verify routing data. To further mitigate the presense of
isolated clusters we have created the concept of Cluster
glue. On the fig.1, we can see the network consisting of
several nodes which are divided into clusters.
The idea is as follows: If the node is a member of at
least two clusters and owns the certificates issued by the
authorities of both clusters with the permission level of
at least L2, it represents the Edge node. The Edge node
should announce its presence so other nodes should be
able to locate it. After that the Edge nodes can tunnel
the data through the transmitting cluster. Moreover they
are reponsible for tunneling of traffic between clusters. To
prevent the negative performance impact of Edge nodes,
information about their presence is broadcasted only after
following requirements were fullfiled:
• The remote cluster contains at least two nodes
• The remote cluster contains just one node and this
owns certificate with permission level of L1
• The remote cluster contains the node providing authority services to cluster.
If these requirements are not fullfiled the information
about the presence of edge node is transmitted in reduces manner, only in every tenth OGM message. The
B.A.T.M.A.N. Advanced works the way where each node
announce every other node listed in its Originators table
to the network. We have designed the Cluster glue as an
extension to OGM message structure. This means that
information about the presence of Edge nodes have to be
attached to the OGM message, too. To make this procedure effective we have designed the Edge node matrix,
memory structure that stores the data about advertised
clusters.
The following example describes how the Cluster glue
works in a network on Figure 1. [8]
• Nodes B and D represents the Edge nodes
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Table 1: Performance comparison of cryptographic
algorithms
Algorithm

Figure 1: Example of clusters in the network

Sign

Verify

Sign

Verify

RSA 2048

354

11529

67

2240

6

224

ECDSA 256

4921

1134

1827

397

-

-

• HP ProBook 4310s, CPU Intel Core2Duo T6670,
6GB DDR3 800Mhz RAM, 4389 Bogomips, Ubuntu
13.04 64bit, Dev. No. 1

• Node F owns certificate issued by authority A with
the level pof permissions L1

• HP Micro Server N40L, CPU AMD Turion II Neo
1,5 Ghz, 2GB Ram ECC DDR3 1066MHz, 2995 Bogomips, Ubuntu 12.04 LTS 32bit, Dev. No. 2
• Apple iPhone 4, CPU Apple A4 800MHz (ARM
Cortex-A8), 512 MB DRAM, Dev. No. 3
As a benchmark tool we choose the OpenSSL 1.0.1c. In
Table 1 we can see performance results, represented as a
number of operations measured in second.
The second objective was to measure the bandwidth overhead caused by the PKI signature. In case of RSA 2048bit
algorithm the signature length was 340 bytes. In case of
ECDSA 256bit the signature length was 90 bytes. After the further analysis we have conducted the following
statement:

Node B receives the message transmitted by node C, validates and process the routing data. Node B extract data
about the presence of node D as an Edge node, too. Information about the presence of node D is stored in Edge
node table. Edge node table is another part of our extension.
Similar situation happens in opposite way. The data
from the Edge node tables are used to established tunnelled connection between the both Edge nodes and consequently clusters. This point-to-point or point-to-multipoint connection can be built upon arbitrary technology
like GRE, etc. and is used to transfer routing and general data. To futher prevent overload caused by Extended
OGM messages, the cluster glue is designed to work across
only one intermediate cluster. We can think about Cluster glue as a temporary substitute to cross certification or
a way how to provide communication between clusters if
cross certification is not yet possible. It is important to
note that this solution consume the resources of intermediate cluster and its security policy could deny the use of
Cluster glue functionality.

4. Verification and results
This section contains the results of several performance
and reachability tests.

4.1

Comparison of Computational Overhead Caused
by Selected Cryptographic Algorithms

We have completed the series of tests where we have measured the bandwidth and computational load caused by
Elliptic curve and RSA algorithm. The tests have been
completed on following devices:

Dev No.3

Verify

• Node A and B provides authority services

After the node C receives the OGM message from node D,
the message is verified with certificate issued by authority
B. Routing data are processed, stored and prepared to be
transmitted to the network.

Dev No.2

Sign

• The color of node represents its cluster’s membership

As we can see there are two clusters of nodes with certificate issued by node A, separated by nodes B,C and
D. Cluster glue works the following way: Extended OGM
message contains information about the presence of Edge
nodes. The challenge is the exchange of this information
between the nodes B and D. The OGM extension consist
of field cgcount (1B) containing the number of clusters
behing the Edge node followed by the thumbprints of certificates (8B/entry).

Dev No.1

• The node needs to sign in each period at least the
same amount of messages, as is the number of certificates it owns.
• The node needs to verify in each period at least the
same number of messages, as is the number of its
direct neighbours.
As we can see there is a high probability that we will
receive far more messages from our neighbours than we
will send. This means that RSA2048 is despite of its size
better option. Standard OGM header has size of approx.
27 bytes and OGM message containing encapsulated entry has approx. 52 bytes. The overhead caused by PKI
signature is rather big but since B.A.T.M.A.N. Advanced
version 2010.0, OGM aggregation is enabled by default.
So we are able to send more than one entry in the OGM
message. Preliminary testing shows that PKI overhead
could be acceptable.

4.2

Performance Tests

Furthermore we tested the overall usability of introduced
concept, by testing the convergence of networks as it grown.
Next we have measured the performance impact and network throughput before and after the PKI security layer
was enabled. Tests were run in the virtual environment
which consists of the following components:
• HP MicroServer N40L, CPU AMD Turion II Neo
1,5 Ghz, 2GB Ram ECC DDR3 1066MHz, 2995 Bogomips, HDD 2x250GB 7200rpm Seagate, RAID1
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Figure 2: Measuring the performance impact
caused by PKI enabled routing protocol
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Figure 3: Measuring the network throughput impact caused by PKI enabled routing protocol

• Qemu-kvm 1.1.2, VDE switch 2.2.3, Wirefilter for
the simulation of packet loss between nodes
• Virtual Guests - x86 architecture, 32MB RAM,
squashfs, 2 x Virtual NIC
• Topology of the network - network with dimensions
150x150m, 3 clusters, contained 35 nodes, 5 of them
moved diagonally and the rest of nodes moved in
random direction. Thanks to the Wirefilter we were
able to simulate changes in the network topology nodes movement - during test.
Performance test was done with help of Apache benchmark utility. Requested page was simple ”It Works!” example page. The test parameters were as follows:
• Number of queries: 30 000
• Number of testing threads: 1-10
• Keep-alive: yes
As we can see on Figure 2, the highest number of served
responses (2229 per second) was achieved with 8 parallel
testing threads. After the PKI was deployed, the highest number of served responses (1192 per second) was
achieved with 9 testing threads. This means that performance after deployment of PKI is 54,38% of former
value. The use of visualized environment could be partially responsible for this effect.

4.3

Network Throughput Tests

Network throughput tests shown on Figure 3 were realized
with help of iPerf tool. We have measured the network
throughput of TCP and UDP protocol connections before and after the deployment of PKI. Measurements were
done bidirectional between remote nodes. This way routing protocol overhead can be measured. Measurements
before PKI deployment were quite stable reaching (UDP
38,5/39,12 Mbit/s; TCP 32,39/33,54 Mbit/s) throughput
with maximum deviation of 2,1% from average value. After that we have fully deployed PKI the situation rapidly
changed. We could see a lot of software interrupts as well
as high amount of IO-APIC-fasteoi interrupt on a network
interface. Host CPU was heavy loaded, too. This caused
increase of deviation to value of 36,36% and decrease of
network throughput to (UDP 11,96/11,96 Mbit/s; TCP
12,98/13,98 Mbit/s).

Figure 4: Number of successfull communication
attempts in 30 runs

4.4

The effect of ClusterGLUE

The first measurement we have done was to measure the
effect of Cluster glue. We have started with two multihomed nodes in the network and continued up to total
of 20 multihomed nodes. In each run we have made 30
attempts to establish communication between nodes in remote parts of the cluster. The results were recorded and
visualised on Figure 4. As we can see there is major improvement in node reachability compared to our previous
solution without Cluster glue. Next we have tried to measure the computational and bandwidth overhead caused
by the Cluster glue compared to the numbers of Edge
nodes in the intermediate cluster. In this simple scenario
only two authorities were used, so Edge node will advertise one another cluster. On the other side, every other
advertised cluster means another 8 bytes added to OGM
message, but this is negligle compared to 340 bytes added
by RSA2048 signature [7]. On the other side, advertising

Figure 5: Computational and bandwidth overhead
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more than 50 Edge nodes in one cluster could presents
higher requirements on bandwidth and increased computational costs caused mainly by tunnelled traffic. Figure
5 displays the results of computational and bandwidth
overhead test.

5. Conclusions
We have presented the concept of public key infrastructure on top of B.A.T.M.A.N. Advanced routed network.
The idea was to gradually raise nodes permissions to mitigate the effect of MITM, Black Hole, Sybil Attack and
compensate the fact that each authority is located on a
single node. On the other hand each node can create
its own authority and build its own ecosystem of client
nodes. Furthermore we have designed the extension to
OGM messages which brings PKI authentication support
to B.A.T.M.A.N. Advanced and introduced the concept
of privilege level escalation and cross certification. Next
we have designed the computational formula for optimum
amount of cross certificates. Another challenge was to improve the service reachability in highly mobile network,
where the clusters can appear. Our solution is targeted
against the situation, where remote clusters are separated
by the intermediate cluster and cross certification is not
possible. As our measurements proved, the computational
overhead of ClusterGLUE is almost neglible and the level
of bandwidth overhead is acceptable. On the other side,
more certificates node owns, the higher will be bandwidth
overhead and this special case will require Edge node selection algorithm to be developed. Since we have made
substantial changes to B.A.T.M.A.N. Advanced we have
extended Wireshark dissector plugin to keep it fully compatible with our changes. Our measurements proved that
this concept is usable and can be deployed even to mobile
devices.
Acknowledgements. This work was supported by VEGA
1/0649/09, 1/0722/12 grants.
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Lukáš Ďurfina

Department of Information Systems
Faculty of Information Technology
Technology, Brno University of Technology
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Abstract
This extended abstract of the doctoral thesis introduces
the recognition of specific behavior by generic reverse compilation. The generic reverse compilation is a process that
transforms executables from different architectures and
object file formats to the same high level language. This
process is covered by a tool Lissom Decompiler. For a purpose of behavior recognition, we introduce Language for
Decompilation – LfD. LfD represents a simple imperative
language, which is suitable for a comparison. The specific
behavior is given by the known executable (e.g. malware)
and the recognition is performed as finding the ratio of
similarity with other unknown executable. This ratio of
similarity is calculated by a tool LfDComparator, which
processes two LfD sources to decide their similarity.

Categories and Subject Descriptors
I.5.0 [Pattern Recognition]: General

Keywords
reverse compilation, decompilation, obfuscation, malware,
program behavior, similarity

1. Introduction
Reverse compilation is a process which has been researched for many years. Due to new architectures and new
compilers for these architectures, it is very evolving and
difficult process. A wide-known name for reverse compilation is also decompilation. The main aim of decompilation
is a gain of the high level source code, which was used to
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create an executable. So it is a reverse process to the compilation. The motivation for getting original source code
from executable can be various: debugging, steal of intellectual property, or analysis of its behavior. This thesis is
aimed on the last point and its goal is to recognize specific
behavior of different executables, mainly malware.
Generic decompiler has to be able to process executables of different object file formats from different architectures. We created the decompiler that successfully completes this task. Other task of decompiler is suppressing
of differences caused by various obfuscations. The ability
to produce the source code without damages by obfuscations is important for finding the similarities between
source codes obtained by decompilation from related executables. Therefore, the design of decompiler is adapted
to more complicated conditions, which are given by malware environment.
The decompiler transforms executable to high level language (C, Python’, or LfD). LfD is a simple imperative
language, which is designed for the purpose of this thesis. By getting the output in this language, we are able
to compare behavior of executables, which are originally
from different architectures and file formats or obfuscated.
This part is completed by the tool LfDComparator. One
of possible usage is detection of malware for the architecture as ARM, MIPS, or PowerPC, if we have recognized
its binary for x86.
The organization of this extended abstract is following:
The short review of well known decompilers is summarized in Section 2. The generic decompiler is described
in Section 3. It covers the overall design, and the closer
description of front-end. The experience with malware
analysis on the output source code from the decompiler
is presented in the Section 4. The next Section 5 studies
the opportunities for the comparing of the output source
codes and recognizing the specific behavior. Experimental
results are shown in Section 6. There are the examples
of C output from decompiler and the results of specific
behavior recognition. The last Section 7 concludes the
abstract. We assume that the reader is familiar with the
basics of formal language theory and the theory of compiler design (see [1]).

2.

Decompilers

In this chapter, we introduce the nowadays most popular
machine-code decompilers and other projects related to
decompilation. Description given in this section is mostly
based on the official information presented by the authors

10
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of these tools. We will focus on supported target architectures, object file formats (OFFs), and other features.

2.1

The dcc Decompiler

The dcc decompiler was developed by Cristina Cifuentes
while she was a PhD student at the Queensland University of Technology. It was introduced in her dissertation
thesis [3]. The dcc decompiler is distributed under the
GPL license.
The structure of the decompiler resembles that of a compiler: a front-end, middle-end, and back-end which perform separate tasks. The front-end is a machine-language
dependent module that reads in machine code for a particular machine and transforms it into an intermediate,
machine-independent representation of the program. The
middle-end (as known as the Universal Decompiling Machine or UDM) is a machine and language-independent
module that performs the core of the decompiling analysis: data-flow and control-flow analysis. Finally, the backend generates the C language code for the input program.

2.2

Boomerang
1

Boomerang is an open source project. It was strongly inspired by UQBT—A Resourceable and Retargetable Binary Translator in 1996 [14], and it was established in
2002. The original author is Mike Van Emmerik. Boomerang was originally released under a BSD-like license,
however, it tends to be more GPL-oriented in its latest
release (2006).
It works to ease the pain of reverse engineering by searching for patterns in machine code and replacing them with
equivalent C constructs. It uses a series of algorithms
that convert machine code to C code and then it makes
automatic substitutions throughout. Ideally, all that is
left for the reverse engineer is to rename the variable and
function identifiers. Boomerang also accepts a set of hints
that specify the names of known data structures so that
the program can automatically replace those names.
The Boomerang decompiler is probably the first attempt
to create a retargetable decompiler by using domain specific language for description of the target architecture. The
SLED language, developed within the New Jersey Machine Code Toolkit [12] project, was used for this purpose.
This project exploits the SLED language [11] for compact
description of instruction syntax and coding. However,
this language does not support description of instruction semantics. Therefore, this language itself cannot be
used for generation of tools like compilers or decompilers. Therefore, the authors of the Boomerang decompiler
have to use it together with the RTL-based semantics description language SSL [4]. According to the Boomerang’s
source code and author’s notes, the usage of SLED/SLL
was slow and error-prone for more complex processor architectures, such as Intel x86. Moreover, the final solution
is not truly retargetable because several target-platform
related parts are hand-coded.

2.3

REC Studio

REC Studio—Reverse Engineering Compiler [13] is a freeware, but not open-source, interactive decompiler, which
is still under development. It reads a Windows, Linux,

Mac OS X or raw executables (e.g., firmware), and attempts to produce a C-like representation of the code and
data used to build the executable. It uses more powerful
analysis techniques such as partial SSA and supports 32bit and 64-bit executables. The software is available for
mainly used platforms: Windows, Linux (Ubuntu), and
Mac OS. However, this software is unstable on several architectures (e.g., Windows), and it often crashes during
decompilation.
The author wrote on his web page [13] that the disassemblers used in REC were taken from various sources. Due
to this fact, we estimate that it is very complicated to
add support for a new architecture. Also, it is a considerable amount of code from different origins, what makes it
hard to maintain. REC has loaders for more OFFs: PE,
ELF, COFF, and Mach-O. We can estimate that there is
unique code for each loader. Its author also claims that
debugging information is also supported and the decompiler can process the DWARF format and, partially, the
PDB format.

2.4

This software is commercial and distributed without sources. The first version of the x86 decompiler was released
in 2007, and support of ARM decompilation has been
added in 2010. The current version is 1.7, and there is
no plan for additional supported target platforms. Its author, Ilfak Guilfanov, claims that this is the first decompiler able to process real-world executables. The plugin
enhances the existing disassembler with another view over
the input executable and adds several new features. The
decompilation itself is very fast and oriented on function
detection and recovery.

3. Lissom Decompiler
Decompiler is developed within the team, where the author of thesis is one of the team members. Author is
mainly involved in the reasearch and development of frontend. Therefore, this part is described with more details.
However, other parts are also described for providing the
overall view on the decompiler framework. This section
is based on articles [19, 16, 18, 17, 15, 8, 20].
We present an overview of a retargetable decompiler. Our
approach is not tied to any particular target platform.
The primarily utilization of this tool is a static platformindependent malware analysis. With its help, it is possible to inspect malware code on a much more abstract and
unified form of representation, while preserving the functional equivalence of the code. Therefore, malware analysts do not need to have a deep knowledge of the target
platform (i.e. instruction set and processor architecture)
and they can fully focus on the malware analysis.
2

1

http://boomerang.sourceforge.net/

Hex-Rays Decompiler

The Hex-Rays Decompiler 2 is the nowadays decompilation “standard”. It is implemented as a plugin to the IDA
disassembler3 . The Hex-Rays Decompiler supports the
x86 (i.e., not x86 64) and ARM target architectures. It
also supports both major OFFs—ELF and PE. The output is generated as a highly readable C code; however, the
output is not designed for re-compilation, only for more
rapid comprehension of what the program is doing.

3

www.hex-rays.com/products/decompiler/
www.hex-rays.com/products/ida/
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The retargetable decompiler is based on exploitation of
the ADL ISAC [10], which is intended to be used for designing new application-specific instruction set processors
(ASIPs). However, we use this formalism for the description of existing platforms. The front-end of the decompiler uses generated instructions semantics from this description. The decompiler core is based on the LLVM
Compiler System, which we use for a translation from
LLVM IR code into HLL.

3.1

ISAC Language

The ISAC language was developed within the Lissom project at Brno University of Technology [9]. The project
has two basic scopes. The first scope is a development
of an ADL for the description of Multiprocessor Systemson-Chip (MPSoC). The second scope is a transformation
of MPSoC description into advanced software tools (e.g.
a C compiler, a simulator, etc.) or into a hardware realization of each processor. The ISAC language belongs
into a so-called mixed ADL. It means that a processor
model consists of several parts. In the resource part, processor resources, such as registers or memory hierarchy,
are declared. In the operation part, processor instruction set with behavior of instructions and processor microarchitecture is described. Processor model can be written
in two levels of accuracy—instruction-accurate or cycleaccurate. The retargetable decompiler currently uses the
first one.

3.2

LLVM Compiler System

The LLVM Compiler System was originally designed as
a compiler framework to support transparent, lifelong program analysis and transformation for arbitrary programs,
by providing high-level information to compiler transformations at compile-time, link-time, run-time and in idletime between runs. Nowadays, the use of LLVM spans
over many different areas, including compilation (Clang,
LLVM D Compiler, Trident Compier), video decoding
(Jade), signal processing (Faust), static checking (Calysto), and implementation of various programming languages (Unladen Swallow, Rubinius, Pure). The key features of LLVM include a universal, language-independent
instruction set, type system, intermediate representation
(LLVM IR), many built-in sophisticated optimization algorithms and passes, link-time optimizations, just-in-time
(JIT) code generation, and application programming interface for several programming languages.

3.3

Design of a Retargetable Decompiler

The objective of the decompiler is a static analysis of a binary code and its transformation into a HLL. It is important to preserve the functional equivalence of the transformed program; otherwise, further code analyses will be
inaccurate. This is a very difficult task because we have
to deal with missing information in the input code (e.g.
because of compiler optimizations, malware obfuscation,
etc.). The usage of the retargetable decompiler requires
from user to describe the target architecture in the ISAC
ADL. Then, the front-end of the decompiler can be automatically generated by a tool-chain generator based on
this description. After that, it is possible to reversely
translate binary executables for this architecture.
The toolkit consists of two main parts—the preprocessing
part and the decompiler core, see Figure 1. The structure
of the decompiler core is similar to a classical compiler.
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It consists of a front-end, a middle-end, and a back-end.
The only platform-specific part is the front-end. For this
purpose, the binary coding and semantics of each processor instruction is extracted from the architecture model
in ISAC. This is a major difference against other retargetable decompilers, because it is not necessary to manually reconfigure the decompiler for a new architecture. It
should be noted that in present, there is no other competitive method of automatically-generated retargetable
decompilation.
The preprocessing part analyses the input application to
detect the used file format, compiler, and, if the file was
packed, the used packer. After that, it unpacks and converts the examined platform-dependent application into
an internal object file format CCOFF (Codasip Common
Object File Format). The conversion is done via our
plugin-based converter [8]. We support conversions from
Windows PE, UNIX ELF, Apple Mach-O, and other formats. Non-standard file formats can be supported via a
direct implementation of the appropriate plugin, or via an
automatic plugin generation based on the format description in our object-file-format description language [7]. Afterwards, such CCOFF files are processed by the decompiler core.
The decompiler core is built on top of the LLVM Compiler System. The LLVM assembly language, LLVM IR,
is used as an internal code representation of the decompiled applications throughout the decompilation process.
The core of our decompiler consists of three basic parts—a
front-end, a middle-end, and a back-end, described next.
The unified CCOFF files are firstly processed by the frontend, which is the only platform-specific part of the decompiler because its instruction decoder is automatically generated based on the target architecture model in the architecture description language (ADL). The ISAC model
is transformed by a semantics extractor [5], which transforms the semantic description (i.e. snippets of C code) of
each instruction into a sequence of LLVM IR instructions,
which properly describe its behavior. The extracted semantics and binary encoding of each instruction is used
for an automatic generation of an instruction decoder.
The decoder translates the application’s machine code
into sequences of LLVM IR instructions, which characterizes its behavior in a platform-independent way. This
intermediate program representation is further analysed
and transformed in the static-analysis phase of the frontend. This part is responsible for eliminating statically
linked code, detecting the used ABI, recovering of functions, arguments, etc. [18]. When debugging information
or symbols are present in the input application, we may
utilize them to get a more accurate result. Although this
may be useful during source recovery or code migration,
this type of information is almost never present in case of
malware, so we do not rely on it.
Afterwards, the LLVM IR program representation is optimized in the middle-end by using many built-in optimizations available in LLVM and our own passes (e.g.,
optimizations of loops, constant propagation, control-flow
graph simplifications).
Finally, the back-end part converts the optimized intermediate representation into the target high-level language
(HLL). Currently, we support three target HLLs: C, Py-
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Figure 1: The concept of the retargetable decompiler.
thon’, and LfD (specific language described in 5.2). The
second one is very similar to Python, except a few differences — whenever there is no support in Python for a
specific construction, we use C-like constructs. The conversion itself is done in a several-step way. First, the input LLVM IR is converted into another intermediate representation: back-end intermediate representation (BIR).
During this conversion, high-level control-flow constructs,
such as loops and conditional statements, are identified
and reconstructed. After that, the obtained BIR is optimized, and finally, it is emitted in the form of the target
HLL.
Apart from the target HLL, we are able to produce the call
graph of the decompiled application, control-flow graphs
for all functions, and an assembly representation of the
application.

3.4

Front-end

The objective of the front-end is a translation from the
CCOFF file into a sequence of low-level LLVM IR instructions. We use a name decfront for the front-end. As it
was said before, it is a single part of decompiler, which
is platform-independent and therefore it is generated according to architecture description. To be precise, an instruction decoder is generated, and the others analysis are
generic. So, they are same for all architectures.
The large part of decfront is detection of statically linked
code. This feature helps to decrease time of decompilation
and also to improve the result. It is described closely in
the thesis. The main part of the front-end is a static analysis of the decoded code before generation of final LLVM
IR code. This part includes several specific analysis, some
of them are architecture-specific. The cooperation and
work flow of decfront is shown in Figure 2. This figure
presents complete image of decfront architecture design.
The cursory descriptions of selected decfront analysis follow. It is important to note that all these analysis are
static.

Overview of Selected Front-end Analysis
The front-end part is basically responsible for translation
of input platform-dependent machine-instructions into an
independent code representation in the LLVM IR notation. However, it is necessary to apply several methods of
static analysis, such as detection and recovery of functions

Figure 2: The architecture of decfront.
and loops, data-flow and control-flow analysis. Selected
methods are described in the following text.

Data Sections Analysis
Data section analysis manages data objects. It reads and
stores the whole decompiled file, because we need access
to both code and data sections. This analysis is used by
other parts of decompiler. Usually, in the case when there
is a read of memory on some address. Motivation is to
find out the value on that address. This analysis tries
to investigate the bytes and determine the type of this
part of memory and its value. This investigation can be
supported by additional information provided by caller.

Instruction Decoding
The necessary part of the translation process is instruction decoding. This part was implemented in a cooperation with Jakub Křoustek. It converts machine instructions into a proper LLVM IR form. The instruction decoder for the particular architecture is automatically generated based on the extracted semantics and binary coding. The instruction decoder is responsible for translating
architecture specific binary machine code into an internal
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code representation as a sequence of low-level LLVM IR
instructions (i.e., a block with several LLVM IR instructions for each input machine instruction). As we can see,
its functionality is similar to a disassembler, except that
its output is not an assembly language, but rather the semantics description of each instruction. This part has to
deal with platform-specific features. For example, it has
to support architectures with different endianness.

Jump Table Analysis
Jump table analysis depends directly on import table.
Usually, compilers do not call linked functions by direct
jump on the address of import. They create a part of
code with a lot of jumps on the imports. So, the user
code jumps on the addresses of this jump table. Our motivation is to have direct calls of linked functions. This
point requires to connect addresses of jump table with
imports.
For ELF format, the jump table is represented by PLT
table in .plt section. Unfortunately, this may not be
true for malware or non-standard binaries. Also, it is
solved differently for other file formats. We manage to
implement generic analysis. It goes through the code and
it finds jumps to addresses from import table.

Control-Flow Analysis
Control-flow analysis (CFA) is the most important analysis of the whole decompiler and many other analysis depend on its results. It means that wrong output of this
analysis will have bad impact on the output of other analysis and, therefore, on the whole result of decompilation.
The aim of CFA is to divide the code into basic blocks,
which are later used for, e.g., function detection or reaching definitions analysis.
Control flow is affected by branch instructions. Firstly,
we need to recognize branch instructions and then mark
them according to their purpose. The tricky part is that
the purpose of a branch can be changed whenever we get
more knowledge, i.e., branch on some address can become
a tail call when we find out that this address is an address
of a function.

Function Detection
There are two main methods of function detection. Both
methods were implemented in a cooperation with Břetislav
Kábele. The first one uses a top-down approach and the
second one uses a bottom-up approach. By using the
top-down approach, it is possible to recognize function
headers, and by using the bottom-up analysis, we can detect their bodies. These two methods are interconnected
and they form an iterative, bidirectional function search
algorithm. There is an additional method, which uses
debugging information, but it is very simple method. It
just creates the functions on the addresses that are gained
from debugging information without any additional validation.
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Input arguments are stored in the analyzed function and
output arguments are passed to the called function in a
point of a call so not all of them are considered. After
the computation, real arguments are recognized as the
intersection of the input and received (output from parent) arguments. The return address is a memory place
containing a return value, i.e., the value of the program
counter (PC). The analysis is looking for storing the PC
to a memory place and transmits this place to a proper
function. The last step is a recognition of return values.
We use the same principle as for function arguments.

Stack
The storage of local variables is ensured by the stack. The
stack analysis aims on the accesses to memory, which belongs to stack accesses and they describe the usage of local
variables. We create a local variable for each accessed offset. But, to get the offset we need to identify the load
or store to memory, which is based on the value of stack
pointer and value added to this one.
This analysis is run separately on each function, because
local variables have validity inside of the function body.
At the start, we need to know which register represents
the stack pointer. This knowledge is earned from the
ABI description. Subsequently, we seek for the loads and
stores to memory, where the address depends on the value
in such a register. By the current value of stack pointer
and the value added to it, we resolve the offset of the
local variable. Except these operations, we monitor the
operations with stack pointer register. There are possible
situations, when the value from the original stack pointer
register is copied to another register, and in this moment,
there are two valid stack pointer registers.

Local Variables Detection
One type of local variables is created by the stack analysis. But, the local variables may be represented also by
the registers. Mainly, if there are used optimizations in
the compilation process. In our representation, the registers have a status like a global variable. Of course, it is
valid to generate LLVM IR code with usage of registers as
global variables. Unfortunately, it decreases the strength
of optimizations in middle-end and back-end and also, it
raises the running time of these optimizations. Therefore,
we have a motivation to replace usage of register with a
usage of locally declared variable. The replace operation
is based on the definition-use and use-definition chains.

LLVM IR Generator

Data-Flow Analysis

LLVM IR generator is the last part of the front-end. The
task of this part is to generate LLVM IR into a text representation. It has to generate the declarations of all linked
functions, global variables and constants. The next step
is producing the IR code for the decompiled executable.
This code is divided into functions, which are recognized
by the function detection. The generator uses a basic
indentation of code for better orientation, which is very
needed for debugging during the development. Example
of generated LLVM IR code for a single instruction:

Data-flow analysis (DFA) is based on the memory places.
If we have a set of registers and flag registers, R, and the
set of all places for storing values in memory and stack,
M , then the memory place l ∈ R ∪ M can contain a value
of a variable. Every function uses memory places for input
and output arguments. The DFA computes these arguments from instructions that access the stack or registers.

; 804857 a 1110101100010011 eb 13
; JMP {19} i _ g r p x x _ e ip 3 2 _ r8 _ j m p _ r 8 _o p 1
% u0_804 = add i8 19 , 0 ; used signed
value. Unsigned value : 19
% u1_804 = sext i8 % u0_804 to i32
% u2_804 = add i32 134514042 , 0 ; Assign
current PC
% _e_804 = add i32 2 , 0
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% u3_804 = add i32 % u2_804 , % _e_804
% u4_804 = add i32 % u3_804 , % u1_804
br label % pc_804 ; 4 * % u4_804
After this generation, there is only the release of allocated resources and the front-end exits to allow continue
of middle-end. Middle-end and back-end is developed by
Petr Zemek, therefore they are not described in this paper.

4. Malware Decompilation Experience
Decompiler is currently available as an online service and
it is free to use at http://decompiler.fit.vutbr.cz/.
We get a lot of feedback from whole world. Users decompiled a large number of various binaries from standard
executables for Windows to specialities as firmware for
MIPS routers. The result was a plenty of suggestions to
improve, but fortunately, also compliments for our tool.
Online service has some limitations as maximal running
time of decompilation. The fully functional tool is used
in company AVG Technologies. It helps to better uncover
the behavior of malware. This section introduces analysis
of malware program, which is also published in [17].

4.1

Psyb0t – MIPS Malware

We present a step-by-step case study of malware decompilation by using the previously described retargetable decompiler. The target of our examination is a computer
worm called psyb0t [2], which attacks network infrastructure devices (e.g. modems and routers) running MIPS
processors with Linux-based operating systems. We figured out that the UPX packer for the MIPS architecture
was used for application packing. The used version of
UPX was 3.03 and this was the up-to-date version when
the malware started spreading. In normal circumstances,
we are able to unpack such a file by using our internal plugin-based unpacker, see [7] for details. The UPX
unpacking plugin is trivial—it simply invokes the UPX
packer with argument -d. This argument switches UPX’s
behavior to unpacking mode. The last part of the preprocessing phase is a conversion of the unpacked ELF file
into an internal CCOFF format.

Analysis of the Obtained Results
Psyb0t is an IRC bot, which reads the topic of the IRC
channel after connecting to the server and gets commands
from this topic. It scans devices in the network and tries
to log in by default usernames and passwords or uses an
exploit when the login fails. Once a shell of the vulnerable device is acquired, psyb0t downloads itself from a
remote server by using the wget application into the victim’s location /var/tmp/udhcpc.env. This new instance
of psyb0t is executed afterwards. It supports classical
malware actions like DDoS attacks, brute-force attacks
on router passwords, download of files, visitation of web
pages, or executing shell commands [6].
We have presented the decompilation process in a step-bystep way. Now, we can analyse the obtained HLL source
code. We describe the behavior of psyb0t immediately
after its execution, i.e. the code starting at the entrypoint—the main function. The most important parts of
the main function are listed in Figure 3. The comments
were added manually. Selected parts are listed separately
with describing notes.

int main ( int argc , char ** argv ) {
// ...
uint32_t * file = fopen ( " / var / tmp /
udhcpd . mtx " ," w " ) ;
// ...
uint32_t fd = fileno (( uint32_t *) file ) ;
// ...
uint32_t err_code = flock ( fd , LOCK_EX
| LOCK_NB ) ;
// ...
RSeed () ;
// ...
Daemonize () ;
// ...
system ( " / etc / firewall_start " ) ;
system ( " iptables -A INPUT -p tcp -dport 23 -j DROP " ) ;
system ( " rm -f / var / tmp / udhcpc . env " ) ;
// ...
backup () ; // Backup file / var / tmp /
hosts
// ...
function_404b1c () ; // Prepare IRC
nickname
// ...
function_4056cc () ; // Await for
commands
// ...
fclose ( fd ) ; // Remove mutex file and
quit
// ...
}
Figure 3: Simplified code of the main function by using
the Lissom project retargetable decompiler.

The first operation in main is opening of a file named udhcpd.mtx in a temporary folder. It is opened in the writing mode. The author of psyb0t followed good practice
and checked the result of the operation.
uint32_t * file = fopen ( " / var / tmp / udhcpd .
mtx " , " w " ) ;
var3 = ( uint32_t ) file ;
if ( file == NULL ) {
return 1;
}
Subsequently, there is the obtained file descriptor, which
is checked for validity. If it is valid, the application tries
to lock the file. After this operation, we can better understand the suffix .mtx in the name of the file, because it
serves as a mutex. The lock is exclusive and it is does not
block when the locking is done. The mutex is acquired
only if there is no other running instance of psyb0t. Otherwise, the application is terminated.
uint32_t fd = fileno ( file ) ;
if ( fd == -1) {
var3 = 1;
return 1;
}
var9 = 6;
uint32_t err_code = flock ( fd , LOCK_EX |
LOCK_NB ) ;
In all the three previous calls of linked functions, the backend applies renaming of variables storing the returned
values. For fopen, it uses the common name file. For
fileno, it uses fd as a file descriptor, and finally, for
flock, it uses err_code. We can take a closer look on
the call of flock. The original second argument is 6, but
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the back-end is able to find out the names of the symbolic
constants that form this value.
If the lock is acquired, the application calls internal function RSeed, which initializes the pseudo-random generator
of numbers by calling srand. An important call is that of
function Daemonize, where the application is forked and
the parent process is terminated. The child process continues in its execution on background with starting and
setting a firewall, and removing itself from the file system. The second call of system updates firewall rules to
drop all the packets on tcp port 23 (i.e. disable inbound
telnet communication). The third command removes the
file that psyb0t uses for spreading, probably to cover its
tracks. After removal, psyb0t is located only in memory
and a reset of the infected device will disinfect it. The
executed shell commands are of the following form:
/ etc / firewall_start
iptables -A INPUT -p tcp -- dport 23 -j
DROP
rm -f / var / tmp / udhcpc . env

developed on Stanford University. The comparison on
the source code for the malware is not a standard way,
because naturally, the source code for it is not available.
On the other hand, these tools solve a quite common issue if they detect similarities in source code to unveil the
plagiarism.

5.2

The output code is quite austere, but the objection is
aiming for the better similarity detection. There are three
main parts:
• functions – the code is inside their bodies. The arguments are not defined, because they are used only
if they are constant.
• loops – are represented by the keyword LOOP.
• constants – can be strings, integers, or floating point
numbers.

5. Detection of Specific Behavior

We design a schema to find the similarity between two arbitrary binaries that can be processed by the decompiler.
The idea is that we have a (malware) binary that is wellknow for us and we compare it with unknown binaries
to find similar (malware) binary. Following the problematic situation in area of internet of things, we could have
malware for x86. This is analysed and described by the
analysts, because they know this architecture quite well.
And, there is a bunch of binaries for ARM, MIPS, or PowerPC that can be analysed and classified automatically as
the same or very similar malware.
There is a possibility to use output to C and current tools
for finding similarities for C language. We introduce 2
tools that are aimed for revealing the plagiarism, but they
are not so successful for this more specific goal. We have
proposed a simplified language LfD, which is easier to
analyse, therefore the similarity is found with higher precision. For this language, we have a tool LfDComparator,
that is able to handle two input files in LfD language and
decide the ratio of their similarity. The language LfD and
tool LfDComparator are created and implemnted by the
author of this thesis.

5.1

C Source Analyzers

For our comparison, we use two robust tools JPlag developed on Karlsruhe Institute of Technology and Moss

Language LfD

LfD is abbreviation of Language for Decompilation. It is
designed to be really simple. It persists only the most
important information, which are call graphs, constants
and a part of control flow – loops. It is easy to extend, so it
is widely open for the future research. For processing the
files in LfD, the ANTLR framework is used. The language
is described by a context free grammar, which is expressed
using Extended Backus-Naur Form. This form is required
by ANTLR framework.

We have given a step-by-step case study of decompiling
the psyb0t worm, targeting modems and routers with
MIPS processors, by using the Lissom project’s retargetable decompiler. We can conclude that by using our
decompiler, we are able to speedup the analysis of malware.

Our retargetable decompiler creates a platform that processes the various types of binaries into unified representation: C language or Python’. Due to this platform, we
are able to compare binaries from different architectures
on the higher level. This topic is also very extensive as the
reverse engineering. Since, the development of decompiler
was very demanding, this topic is not researched in such
a depth.
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An example of output is shown in Figure 4. There are
visible string constants and also, the control flow and call
graphs with functions and loops is well understandable.
This is a base for the following comparison of such a programs.
factorize () {
printf ( " Prime factors of % d : " ) ;
LOOP {
printf ( " % d x " ) ;
}
printf ( " % d \ n " ,) ;
}
main () {
scanf ( " % d " ) ;
factorize () ;
LOOP {
scanf ( " % d " ) ;
factorize () ;
}
}
Figure 4: An example with the program in LfD.

5.3

Tool LfDComparator

This tool compares 2 inputs in LfD language and decides
their similarity. The output is given by the number between 0 and 100 – it means a percentage of the inputs
similarity. LfDComparator is developed in Java and it
uses the ANTLR framework. LfD is described by ANTLR
grammar, so we are able to use ANTLR framework to generate lexer and parser for this language. LfdComparator
uses these generated parts and it is built over them. For
deciding the similarity, the LfDComparator compares 2
areas: control flow graph and constants.
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6. Results
In this chapter, we present two kinds of result. The first
result consists of standard C output from decompiler,
where output C sources are compared to original input
sources. The second result shows how individual tools
are effectual in detection of similarity.

6.1

C Outputs

The example shows the fibonacci function in Figure 5.
This case is for x86 and PE file format. There is used
compilation with strip, so all symbols are removed from
the binary. Therefore, the function function_401560 is
recovered by the function detection. Hint for that is the
name of function, which is now not preserved from the
original source code, but it is generated according to address, where the function is recovered. The usage of advanced optimizations -O2 results in usage of while loop
in the decompiled source code, and also instead of two
recursive calls, there is only the single one.
There is a difference in main function, where the loop
while is used instead of original for loop. This is not
a mistake, but it is caused by the fact that for loop is
harder to reconstruct.

6.2

Detection of Similarity

In this part, we compare the results of JPlag, Moss, and
LfDComparator in the detection of similarity. Firstly, we
test the detection on the binaries from the different compilers. We have 10 testing C files. We produce 30 different binaries for each file, they are the combination of
these options:
• architecture – MIPS, ARM, x86
• file format – ELF, PE (PE is not generated in combination with MIPS)
• optimization – O0, O2
• additional information – DWARF, symbols, stripped
Then, the decompiler is used to decompile all these binary
files into C files. We have C files that are tested for similarity by JPlag and Moss. By this test, we simulate the
generic detection on binaries from different architectures
and file formats.
The results of Moss are presented in Figure 6. Moss provides the results as the 2 numbers for each compared pair,
when at least some small similarity is found. These 2
numbers mean the ratio of similar part. The numbers
can be lightly different according to the size of result, so
we take average as the single result for the pair. We sort
given results in the 10 groups. All unlisted pairs are put
in the group 0-10%. Overall results are really bad. This
tool would not be usable for similarity detection.
Figure 7 presents the results of JPlag. We see that the
majority of results is below 30%, what is not very good
result, but it is better than Moss. There is a little bit
more detections over 70%. Such a number can be considered as very good and it is a sign that the compared files
have quite similar behavior. These detections of larger
similarity are reached if debugging information is present.
Unfortunately, this is not usual for real world binaries or

malware. Overall, JPlag is also inappropriate tool for deciding the similarity of decompiled results.
LfDComparator achieves better results as the previous
tools, see Figure 8. The reason is usage of specialized language LfD 5.2 and also the more specific aim of this tool.
We still have some cases, where the results are bellow
40%. These cases could be improved by enhancements of
decompiler and LfDComparator.
For these kind of testing, it is important to not create
false positives. LfdComparator has good result also for
this. We take one file in LfD for each tested file, so we
have 10 different files to test. Except one comparison,
where the result is 24%, all other comparisons are bellow
10%.
Finally, we test the LfdComparator with real malware.
There is used malware Aidra and Darlloz, because they
target more architectures. So we examine real cases with
malware from different architectures, what is a suitable
test for verifying of generic comparison. The table with
results is available in the thesis. The table with results is
available in the thesis.
The disadvantage is a need of comparison between two
inputs. This requirement causes the high number of comparisons, which can take a quite long time for bigger binaries. The solution could be extracting some preciously
selected parts, storing them in database and make search
by database engine. This next step is not covered by this
thesis, but it is going to be researched and developed in
the continuing master thesis.

7. Conclusion
This extended abstract describes how to recognize specific
behavior by the generic reverse compilation. This issue is
divided in two separated tasks – generic reverse compilation (decompilation) and recognition of specific behavior
(on the outputs from decompilation). According to presented results, we can consider both tasks as successfully
solved. Of course, there is a great area for future research
and a lot of enhancements, but the important part is a
verification that this idea is valid and it can be used for
e.g. malware detection.
The generic reverse decompilation is process performed
by Lissom Decompiler. Author of this thesis is one of its
developers and he is responsible for the front-end part.
Nowadays, this tool is available as the online service on
the http://decompiler.fit.vutbr.cz/. Moreover, it is
used for the malware analysis in the company AVG Technologies. The development of this tool was really time
demanding. On the other hand, the quality of its output
is very important for the following analysis for recognition of specific behavior. Also, it is a part that ensures
the generic approach. The generic approach of decompilation is a requirement, which is not easy to provide.
Lissom Decompiler is able to process binaries from MIPS,
ARM, PowerPC, and x86 architectures in the most used
object file formats – PE, ELF, COFF, and Mach-O. We
can label it as generic and retargetable, because its all
parts are unified and the support of a new architecture
is provided by supplying the semantics, which describes
the architecture. As a part of the decompiler, a toolkit
for a recognition and annotation of the statically linked
code was created. The decompiler generates the output
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unsigned fib ( int x )
{
if ( x > 2)
{
return fib ( x - 1) + fib ( x - 2) ;
}
else
{
return 1;
}
}
int main ( int argc , char * argv [])
{
int i , numtimes = 0 , number = 0;
unsigned value ;
printf ( " Input number of iterations
: ");
scanf ( " % d " , & numtimes ) ;
for ( i = 1; i <= numtimes ; i ++)
{
printf ( " Input number : " ) ;
scanf ( " % d " , & number ) ;
value = fib ( number ) ;
printf ( " fibonacci (% d ) = % u \ n " ,
number , value ) ;
}
return 0;
}
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int32_t func_401560 ( int32_t a1 ) {
if ( a1 < 3)
return 1;
int32_t v1 = func_401560 ( a1 - 1) ;
while ( a1 > 4) {
a1 -= 2;
v1 += func_401560 ( a1 - 1) ;
}
return v1 + 1;
}
int main ( int a1 , char ** a2 ) {
int32_t v1 = 0; // bp -24
int32_t v2 = 0; // bp -20
printf ( " Input number of iterations
: ");
scanf ( " % d " , & v1 ) ;
if ( v1 < 1)
return 0;
int32_t v3 = 1;
printf ( " Input number : " ) ;
scanf ( " % d " , & v2 ) ;
printf ( " fibonacci (% d ) = % u \ n " , v2 ,
func_401560 ( v2 ) ) ;
while ( v1 >= v3 + 1) {
v3 ++;
printf ( " Input number : " ) ;
scanf ( " % d " , & v2 ) ;
printf ( " fibonacci (% d ) = % u \ n " ,
v2 , func_401560 ( v2 ) ) ;
}
return 0;
}

(a) Original source code.

(b) Output from decompiler.
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Figure 6: Results of comparison from Moss.
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Figure 7: Results of comparison from JPlag.

in three languages: C, Python’, and LfD.
The extended abstract introduces new simple language
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Figure 5: Comparison for x86 - PE with strip and optimization -O2.
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Figure 8: Results of comparison from LfDComparator.

LfD (Language for Decompilation). It is simple language
for an analysis, which recognizes specific behavior. The
specific behavior is recognized as the percentage of behavior similarity between two files, where the one of them
is known and the second one is unknown. Model case is
known malware for one architecture and the detection of
this malware between unknown binaries for the other architectures. The similarity between each pair is calculated
by the tool LfDComparator.
In the results, we firstly presented the output of the decompiler in C language. Then, we showed that the finding
of similarity on the C outputs is problematic also by very
complex tools. The last part of results consists of the
recognition of specific behavior on the files in LfD language by the LfDComparator. The detection is shown on
selected testing files and also on the real malware binaries.
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The extended abstract presented an innovative approach
for the analysis of executable’s behavior, which is capable
to be applied in the generic way. The future research
will be aimed for improving the decompiler to be more
complex and robust tool, and finding the possibilities how
to extract key parts from LfD sources.
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1. Introduction
In the design of the switching circuits there has always
been observed a high priority on reducing the number of
logic gates. Currently an equally important role is represented by eﬀective design of switching circuits focusing
on the reducing electrical consumption, size and delay
of a circuit. Multiplexers are also an essential element of
switching circuits which can represent any arbitrary function and they are used in the design of VLSI circuits (high
degree of integration). It is also possible to combine multiplexers in a multiplexer tree and create the large-scale
structure.
An extensive research in the area of multiplexer tree optimization has been done so far, resulting in a number
of diﬀerent optimization techniques. Since high fan-in
multiplexers provide poor scalability and are ineﬃcient to
manufacture, it is most common to implement them as a
multiplexer tree of several lower fan-in multiplexers, usually 2-to-1 multiplexers. A big contribution to multiplexer
tree optimization was the idea of using BDD [3] as their
structural description [8]. Most importantly, this means
a BDD can be directly mapped onto a digital switching
circuit. BDD and multiplexers are suitable for the representation of control and symmetric functions. They are
not optimal for representation of arithmetic logic circuits
or error correcting circuits[7].
Since the creation of an optimal BDD is an NP-complete
problem[4], to further optimize a BDD, an optimal input
variable ordering has to be found. Therefore eﬀorts are
being made to achieve closer to the optimal result by using
several types of methods from a static variable ordering
to evolutionary algorithms that also make it possible to
optimize several parameters simultaneously.
BDD and multiplexers can also be used as an input for
advanced tools, which combine and transform them to
circuits containing logic gates AND, OR, MUX, XOR or
XNOR [22]. This solution was later extended by [2] by
MAJ members (carrying out the function of the majority)
in the system BDS-MAJ. This extension covered functions for the control, as well as carrying out functional
units (such as arithmetic logic unit, multipliers) and it
can achieve 30% improvement compared to BDS.
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When setting up appropriate synthesis’ parameters the
power consumption (besides circuit area) belongs to the
main technical problems dealt with in the industry of integrated circuits at the present. Energy leakage is growing exponentially as the production process progresses towards the smaller size in nano-scale[1]. Well-executed circuit synthesis of design technology can meet the market
requirements and it can avoid the constraints caused by
computational complexity. In the case of multiplexers it
can also mean attempts to shorten the longest or an average path length (LPL, APL) of multiplexer tree, which
may be important to create a circuit in a given technology (e.g. PTL). Additional endpoints often include energy consumption and average or the longest path length;
these parameters can be optimized by a modification of
binary decision diagrams. Nowadays, in ever smaller dimensions used in the manufacture of transistors dynamic
power consumption decreases in total consumption, the
contrary static consumption increases. Direct impact on
the static power consumption is the number of gates in
the circuit. It is appropriate to synthesize circuit with the
lowest number of gates [17].
This work deals with the multiplexer and the multiplexer
trees as such, their eﬀective methods of synthesis, optimization and reduction and we use most widespread
mathematical model in this area: decision diagrams. We
propose a new extension of BDD which is more compact
compared to the prior approach and we discuss its benefits.

2. Preliminaries
In this section, the properties of a multiplexer tree and
BDD are defined. The input of algorithm based on Kolesar is a Boolean function (further B-function) f of n input variables x0 , x1 , ..., xn−1 and a binary vector y. This
is denoted as f (x0 , x1 , ..., xn−1 ) = y, where the order of
input variables corresponds to the decreasing weights assigned to the variables from left to right, starting from the
weight of 2n−1 for variable x0 down to the weight of 20 for
x1 . Such ordering can be then denoted as x0 , x1 , ..., xn−1 .
Any B-function f specified by its binary vector y and a
fixed variable ordering can be easily expressed as a BDD
[21].
The modification of given function to a function of residual variables can be done by representing binary vector of
the function as a canonical matrix (1). Such matrix [18]
contains 2n columns of two rows. Each column represents
a pair of values x1 (bottom row) and x¯1 (top row) of the
function.
B = ((x1 , ..., xn )) =
f (0)
f (2n )

f (1)
(f (2n + 1)

(1)

...
f (2n − 2)
f (2n − 1)
... f (2n+1 − 2) f (2n+1 − 1)

Afterwards, according to a pattern shown in Table 1, a
value from set {0, 1, x, x̄} is assigned for every column
(f (i), f (i + 2n ) where i resides in interval < 0, 2n >.

Table 1: Value assignment for vector of residual
functions
Y
Value
f(i) f(i)
0
0
0
0
1
xi
1
0
x¯i
1
1
1

one level shorter than original multiplexer tree. Values of
residual variable in positive and complemented form are
then connected to data inputs of multiplexer tree, along
with values of logical I and 0.
BDD is a rooted, directed acyclic graph consisting of one
or two terminal nodes of out-degree zero labelled by I and
0 and a set of variable nodes u of out–degree two with two
outgoing edges labelled low and high. BDD has only one
node with no parent edge, called the root node.
BDD optimization methods can be divided into two main
categories [9]
1. BDD ordering – results in Ordered Binary Decision
Diagram (OBDD), which respects a given order of
input variables. Variable ordering can have great
impact on eﬀectiveness of BDD reduction.
2. BDD reduction – when applied on OBDD, results in
Reduced OBDD (ROBDD) which has lower number
of nodes than not reduced BDD. ROBDD respects
these two rules:
a) Uniqueness (Type I)– no two distinct nodes u
and v represent the same variable and have
the same left and right successor, i.e.: var(u)
= var(v), left(u) = left(v), right(u) = right(v)
which implies u = v.
b) Non-redundancy (Type S) – no variable node
u has identical left and right successor, i.e.:
left(u) = right(u)
Since creation of an optimal BDD is an NP–complete
problem [4], to further optimize a BDD, an optimal input variable ordering has to be found.
Especially for circuits consisting of larger number input
variables, it is unusable to search the entire space of possibilities (n! diﬀerent orders of input variables). The
methods are categorized into following groups[6]
• Basic methods.
• Heuristic methods.
• Alternative approaches (mostly evolutionary algorithms).
Basic methods

The result is a modified binary vector of given function,
called vector of residual functions. The length of this vector is equal to half of the length of the original binary
vector. In the context of multiplexer trees, this modified function can be represented by a multiplexer tree

Goal of exchange variables at k and k+1 level for the π −
BDD G of function f is to transform G to π ′ −BDD G′ of
function f. The only diﬀerence between variable ordering
π and π ′ is only at levels k and k+1 and can be expressed
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population of individuals that are better suited to
their environment than the individuals that they
were created from.

Figure 1: Exchange of adjacent levels
as: π(k) = π ′ (k + 1) and π(k + 1) = π ′ (k). This operation
is called the exchange of two adjacent variables (level π(k)
for the level of π(k+1) - see Fig. 1 ). Exchange of adjacent
variables does not aﬀect the higher and lower levels in
BDD.
Heuristic methods
The ordering of variables will be determined according
to the information available about the issue before the
construction of BDD itself. The best known algorithms
in this category is Force algorithm [20]. The idea behind
the FORCE algorithm is simple: the algorithm computes
the forces acting upon each variable and displaces the
variables in the direction of the forces acting upon them.
In FORCE, a CNF formula is viewed as a hypergraph,
where the formula’s variables correspond to vertices and
clauses correspond to hyperedges. The FORCE algorithm
determines two values during execution and iteratively
uses them to order the variables.

Genetic algorithm (GA)[5]. Main parameters aﬀecting
the performance of GAs are population size, number of
generations (iterations), crossover rate and mutation rate.
Larger population size (number of chromosomes) and large
number of generations increase the likelihood of obtaining
a global best solution, but increase the computation time
as well.
Particle Swarm Optimization (PSO) [15] is a populationbased stochastic technique inspired by social behaviour
of bird flocking or fish schooling. In PSO, the potential
solutions, also called ’particles’, fly through the problem
space by following the current optimum particles. Particles learn from their past experiences, learn from others
experience and finally converge near the solution, which
may be the best or a suitably good solution after satisfying
a definite termination criterion. The particles sense their
proximity to a good solution using a parameter known as
the fitness function [19].
A key feature of memetic algorithms (modified memtic
algorithm - MMA) [19] is the use of various techniques
of local search. Whereas the gene that passes on the oﬀspring cannot be changed (except for mutations) in the
genetic algorithms, memes transmit information among
themselves so as to best suit the evaluation function (for
example through local searches) in memetic algorithms
which happens through knowledge of solution’s local space.

Method [10] is based on the proven assumption that the
number of nodes in a particular level of BDD depends
only on the arrangement of variables at lower levels. The
algorithm of this method sequentially places all the variables to the first level and determines to which of them
it received the least number of nodes. This variable (or
several variables) is saved for the level, then the remaining variables are tested at upper level. The process is
repeated until the final BDD is obtained. Algorithm remains exponential, but with better parameters than testing all variables orderings. The method was used as the
basis for a group of methods which improve it further.

In [16] low power architecture of MUX tree at the register transfer level was introduced. Within this architecture, each MUX has its own individual selection signal
that is dynamically generated by a dedicated controller.
The controller is designed to keep those selection signals
remain unchanged as many as possible since only those
selection signals lying on the actual output propagation
path need to be properly set. As a result, redundant transitions of MUX cells in the MUX tree can be significantly
eliminated. Adaptation of this method in BDD would be
interesting in terms of dynamic power consumption. If
we use this method in BDD we should design a reduction
method of control part of circuit.

Alternative methods

3. Residual variable in BDD

Most of alternative methods is based on evolutionary algorithms (EA), which belong to the state-of-art in the
field. Approaches are characterized by learning rules for
finding optimal variables ordering using heuristics for the
dynamic variable ordering or direct the use of evolutionary algorithms for reducing the BDD. More information
can be found in [6]. Every EA has three main components
[19]:
• Population of individuals representing candidate solutions to the underlying optimization problem.
• Fitness function or objective function that determines the environment within which the solutions
live and which determines the strength of an individual as an optimum solution to the given problem.
• Evolutionary operators leading to the evolution of

If we are going to implement a function with n+1 variables using BDD as the complexity of the function with n
variables, we need to have one of the input variables available in both direct and complemented form. The input
has to identify variables ordering so the variable in both
direct and complemented form had the highest weight in
binary vector.
Definition 1 – If we identify the presences of variables in
function of n+1 variables (e.g., by ordering in the truth
table), then we can assess these variables by weights. Excluding the variable that has the highest weight from the
list of variables and it is replaced by the logic value in
direct and complemented form, such variable is called a
residual variable. An arbitrary variable may be a residual
variable, if it is available in the both direct and complemented form, otherwise the transformation of RViBDD
(Residual Variable in BDD) to a specific circuit will need
to add a NOT logic gate.
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Definition 2 – If we identify the residual variable in function of n+1 variables, then the circuit of this function is
transformed into a circuit of function with n+1 variables,
the residual variable is connected to the data input.
Definition 3 – Created BDD for the function f with n+1
variables is called RViBDD (Residual Variable in BDD),
if one variable is the residual variable and it is also a terminal node of RViBDD. RViBDD can be created from the
truth table by using the methodology used by multiplexer
trees with a residual variable (see Preliminaries).

Table 2: Rules for usage of
Rule v1 v2
0
0
0
1
0
1
2
1
0
3
1
1

residual variable
ui
0
xn
x¯n
1

• n is the number of control variables (also the level
in BDD),

RViBDD creation can also be obtained by Shannon decomposition, which uses this notation [6]:f = x¯i f0i + xi fi1
,wherein fi0 and fi1 express these defined functions:

• k (Equation 5 ) or kj (Equation 4 ) is number of
control variables of each multiplexer. In BDD model
kj , where j = i, i + 1, ...L.

Decomposition of the function f by xi = c(c ∈ {0, 1})
and the variables ordering x1 , ..., xi−1 , xi , xi+1 , ..., xn is
given by function: f |xi =c (x1 , ..., xi−1 , xi , xi+1 , ..., xn ) =
f (x1 , , xi−1 , c, xi+ ), xn )). Instead of f |xi =0 respectively
f |xi =1 denoted fi0 respectively fi1 , i ∈ {1, , n},where n ∈
N is the number of variables.

After substituting values 1 for k the equation 5 is adjusted to L=n. It is suﬃcient substitute value n for L for
other equations which use the number of levels of BDD.
Equation (4 ) can be modified for BDD (which represents
function with n variables) to:

To create BDD with n variables the existing procedure
repeats Shannon decomposition until it reaches the level
defined by the equation 2.
f |xn =c = (x1 , ..., xn ) := f ((vectorn − 1), c),

(2)

where c ∈ {0, 1} and (vector n-1) contains corresponding
substitution of 0s and 1s according to the specified order
of variables x1 ..., xn−1 in the upper levels of BDD and
its particular propagation path. We obtain BDD which
determines the value of the function for each combination
of values for given variables x1 ..., xn .
In the case of decomposition of function is stopped by one
iteration earlier, we gain equation 3
f |xn −1=c = (x1 , ..., xn ) := f ((vector n − 2), c, xn ), (3)
where c ∈ {0, 1} and (vector n-2) contains corresponding
substitution of 0s and 1s according to the specified order
of variables x1 ..., xn−2 in the upper levels of BDD and
its particular propagation path. It is possible by using
this method to achieve up to four final conditions which
depend on the value c a xn :
• 0, represented by inputs ”00”,
• 1, represented by inputs ”11”,

n
n
∑n
∑
∑
[2n− j=i 1 ] = 1 +
[2i−1 ],
i=2

(6)

i=2

where |G| denotes number of internal nodes in BDD.
In the case of function with n variables is implemented
by RViBDD; the residual variable is used and it expresses
the value of the terminal nodes in RViBDD. The number of nodes in RViBDD is determined by the equation
(modification of 4 ):
|G′ | = 1 +

n−1
n
∑
∑ i−1
[2(n−1)−(n−i−2) ] = 1 +
[2 ],
i=2

(7)

i=2

It is clear from the comparison of equations 6 and 7 that
RViBDD achieves decrement of the number of nodes in
the most numerous (first) level compared to BDD. The
achieved reduction is 2n−1 nodes where n represents number of input variables.
Let ui for i = 0, 1, ..., 2n−1 , where n denotes number of
input variables of given function, denotes i–th terminal
node in RViBDD, then the value of the terminal node ui
(Fig. 3 ) can take four possible values, which depend on
the function values v1 = f ((vector n − 1), xn ) and v2 =
f ((vector n − 1), x¯n ), wherein:
• (vector n-1) represents the corresponding substitution 0 and 1 according to a specified order of variables x1 , x2 , ..., xn−1 in upper levels of BDD and its
specific propagation path,

• x¯n , represented by inputs ”10”,
• xn , represented by inputs ”01”.
The total number of nodes (without terminal nodes) in
G BDD for the function with n variables is possible to
obtain by modification of existing equation [11]:
L
∑L
∑
|G| = 1 +
[2n− j=i kj ],

|G| = 1 +

(4)

• v1 , v2 ∈ {0, 1}
This makes possible to convert BDD to RViBDD without
necessity of inclusion of residual variable at the first place.
(See Table 2 ).

i=2

where L ∈ N is number of levels in a multiplexer tree or
in a BDD and it is defined by equation:
n
L = ⌈ ⌉,
(5)
k
where:

Transformation of BDD (which expresses the function of
n+1 variables) to RViBDD will be carried according to
Fig. 2 based on the rules in Table 2 if xn+1 is chosen
to be a residual variable. Change occurs only at levels
xn and xn+1 . Upper levels of BDD remain unchanged
and are therefore identical to RViBDD.
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Figure 3: RViBDD in bottom levels
Figure 2: BDD transformation to RViBDD
4 ), and BDD from RViBDD can be obtained (example in
Fig. 5 ).
Since it is a new type of DD, which is derived from the
BDD, it is necessary, to maintain the basic rules for the
reduction and to work with BDD. Maintenance of the
rules is important in terms of reusing existing reduction
and optimization algorithms developed for BDD. Consequence of conservation of the features is to increase the
usability of RViBDD. It is necessary to compare the two
diagrams and to determine their compatibility rate if the
same rules of reduction have to be applied to both BDD
and RViBDD.
In the case of the Shannon decomposition there is I–type
and S–type of reduction. Proof of usability is trivial, we
have to itemize the first level of RViBDD to original BDD
(Fig. 2 ) and it can be seen that nodes in the first level
can be used as nodes in the BDD. In the case of the same
value (0 or 1) at node in RViBDD, the situation is a very
similar to the reduction of S–type, which leads to the same
result in both BDD and RViBDD. The upper levels of the
RViBDD and BDD remain identical. The same rules of
decomposition remain preserved which is necessary for the
reduction of type S and I.
Important feature in the reduction of BDD is the exchange of adjacent levels. This is the basic approach for
getting more eﬃcient BDD in terms nodes. Although the
approach itself is not very eﬃcient, it serves as the basis
for most state-of-art complex methods. If adjacent variables are exchanged (levels i and j ) then variables ordering of function is modified from f (x1 , x2 , ..., xi , xj , ..., xn )
to f (x1 , x2 , ..., xj , xi , ..., xn ).
Current approach remains unchanged if it is the exchange
between the other than the first and terminal level of
BDD (level of terminal nodes; the values from the set
{0, 1, x¯i , xi }) because of higher levels of BDD and RViBDD
are identical and exchange variables between adjacent level
are independent from nodes in the other levels.
Based on the rules for the exchange of nodes between adjacent levels (Fig. 4 ), we can modify variables ordering
in upper levels for RViBDD the same way as for BDD.
Creation of a new RViBDD would be necessary when a
new residual variable is selected. It is appropriate to add
rules for the exchange of the residual variable in the generated diagram for better usability of RViBDD. This new
approach can be used to exchange adjacent variables at
higher levels in modification of the method in [18] to optimize multiplexer trees.

Terminal nodes v1 , v2 , v3 , v4 take the values {0, 1} , and on
the basis of their values we obtained values in the terminal
level where new residual variable in RViBDD is used (Fig.
3, Table 2 ).
The methods of exchange variables between adjacent levels allow RViBDD to be applied to other, more complex
methods (heuristic methods, evolutionary algorithms, etc.),
which are mostly derived right from this method, and it
is the major contribution of exchange of residual variable.
Replacing the residual variable allows us the modification
of existing RViBDD, which is more eﬃcient than creating
a new RViBDD with another residual variable. Since the
exchange of residual variable needs to perform more operations than for common exchange of variables at adjacent
levels it can be used a static variable orderings (e.g. methods analysed by [20]) to find the variable that appears to
be most suitable for the position of the residual variable.
Otherwise, this is probably the only part of the synthesis, which may occur to increase required computational
time.

3.1 Propagation path control
If we adapt [16] to be used in BDD, it is necessary for
the correct behaviour of the control circuit to implement
adjustment for the following reason:
If we remove a node from RViBDD based on of the rules
for the reduction it is not enough to simply delete the corresponding part of the control circuit. We need to connect
together the logic gates that determine the control of the
propagation paths.
Modification occurs by adding an OR gate before the multiplexer, which represents two or more multiplexers from
the original non–optimized circuit. To this OR gate the
outputs of logical AND gate of preserved multiplexer is
connected, but also the outputs of other logic gates AND
that were used in the multiplexer removed from the circuit. Connecting of AND gates into a single OR gate is
necessary because of joining multiple propagation paths
of non-optimized UMS—n into a single propagation path
in the reduced tree multiplexer. Thus, in reducing such
circuit, it is necessary to add a new gate to the logic circuit – OR. Whereas, an OR is a fundamental logic gates,
there are no significant changes in the area of the circuit
from an already used logic gates.

BDD in the first level can look like in Fig. 3.

4. Experimental results

Terminal nodes u1 , u2 can take values {0, 1, x¯i , xi }. If
level 1 would be adjusted retrospectively then the rules
for exchange of adjacent levels (variables) is recreated (Fig

Experiments were made on benchmark circuits
LGSynth’93 [14]. When removing the redundant terminal nodes RViBDD can be improved compared to BDD
only by two nodes at maximum in fact, whereas terminal
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Figure 4: Exchange of residual variable in RViBDD

Figure 5: Exchange of residual variable in RViBDD - example
nodes may acquire the value of residual variable in direct
or complemented form. Thus formed BDD and RViBDD
can be described as a ROBDD and reduced and ordered
RViBDD (RORViBDD). The improvements were anticipated due to the preservation of attributes of ROBDD in
RORViBDD and thus the same procedures for the reduction can be used in both models. Substantial advantage
of RViBDD reduction is to be based on a decision diagram which contents smaller number of nodes, which is
advantageous both from a memory, as well as over time
needed to apply reduction rules to the model.
Advantage of using RViBDD for finding optimal
RORViBDD compared with BDD, designed for finding
ROBDD, in terms of time is shown in the last column in
Table 3 (column Imp. mean Number of nodes improvement and column Acc. means Synthesis’ acceleration),
which shows the percentage improvement of time needed
for the synthesis of circuits that were obtained by testing
n! of variable orderings. By creating data inputs and a
residual variable right at the beginning, it is necessary to
make a smaller number of controls throughout the diagram. The acceleration caused by removing most numerous level is given by the number of occurrences of residual
variable in direct or complemented form (0 and 1 in the
data input can also be obtained by using existing reduction rule S–type).It can be assumed that in the special
cases where the removal of most numerous level applies
none residual variable is used (in the direct or complemented form), so the method will have no contribution.
An exception could be only if the rules for removing most
numerous level repeat again for the next variable in variable ordering. The average improvement in time needed
for the synthesis RViBDD is 40.7% (20.41% was the smallest observed improvement). It is not a problem, if the
acceleration is below 50%, although the most numerous
level was removed which contains approximately half of
the nodes. When using the rules for the reduction of BDD
is complicated in terms of time to apply I–type reduction,
especially at upper levels of decision–diagram when you
need to compare longer parts of the binary vector of function(s). I–type reduction is fast enough at removed first

Table 3:
Benchmark
5XP1
9sym
cm151a*
cm152a*
con1
inc
majority
misex1
parity*
rd53
rd84
sao2
sqrt8
squart5
xor5

BDD and RViBDD comparison
BDD RViBDD Imp. (%) Acc. (%)
78
63
19,23
34,94
33
31
6,06
41,28
44
42
4,55
21
19
9,52
17
14
17,65
81,38
100
87
13,00
43,15
7
6
14,29
29,23
64
50
21,88
20,41
31
29
6,45
29
24
17,24
39,41
71
64
9,86
43,13
163
155
4,91
45,13
42
37
11,90
40,45
47
35
25,53
31,64
9
7
22,22
30,64

level of BDD compared to upper levels so the contribution to the overall reduction in the time required may be
less than it might seem at first glance. Shrinking factor of the time needed to optimize RViBDD can also be
a greater probability for faster finding of the diﬀerence
between data vectors (in the vector, there are four distinct elements instead of two) belonging to the nodes to
be tested on the reduction rule I–type. The comparison
is of course already accelerated by creating hash for these
vectors and we compare only those vectors that have the
same hash. The further acceleration occurs by shortening the comparison vectors to half the size in each stage
(compared to the BDD for the same order of input variables). With this faster comparison of vectors we can
ultimately exceed the 50% threshold of acceleration, for
example 81.38% acceleration synthesis in case of con1 circuit.
We shown benefits of using residual variable in RViBDD
where it reduced from 4.55% to 25.53% more nodes compared to ROBDD. The following RViBDD were compiled
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during the transformation without nodes that may only
be excluded due to use of residual variable in direct or
complemented form (Rule 2 and 3 in Table 2 ). For all
test circuits for all individual experiments the reduced
RViBDD came out more eﬀectively than the reduced BDD.
There was not achieved a single case with identical or a
larger number of nodes in RViBDD which is attesting to
its advantage compared to BDD.
In cooperation with [13] the existing genetic algorithm
[5] was modified without using the hybrid method (called
”Branch and Bound”) and with using of elitism [12]. Testing parameters were set as follows:
• Parameters of fitness function: 1 – 0 – 0 (Area –
Power consumption – APL).
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Table 4: EAs comparison (numeber of nodes)
Benchmark BDD RViBDD PSO MMA Sifting
con1
15
12
16
15
18
rd53
29
24
23
23
cm151a
32
30
32
34
cm150a
32
31
32
33
mux
32
31
32
33
sqrt8
35
32
33
33
42
squar5
47
34
37
37
38
misex1
62
49
36
36
41
rd84
71
64
59
59
inc
96
81
79
61
68
5xp1
76
59
68
68
82
sao2
103
96
91
85
92
cordic
209
144
105
93
9sym
33
31
33
33

• Population: 500 (variable count <12), 200 (variable
count from 12 to 21), 100 (cordic).
• Crossover rate: 80%.
• Mutation rate: 20%.
• Elitist: 1%.
• Iterations: 100.
After basic comparison of evolutionary algorithm with a
residual variable, the advanced EAs were compared with:
PSO [15] and MMA [19]. Test parameters for the genetic algorithm BDD and RViBDD were preserved as in
the previous case. Results of compared algorithms have
been incorporated from the relevant articles in which the
authors set the optimal testing parameters:
• PSO: population: 100, w=0,9, c1 = 1, 75, c2 = 2, 25,
100 iterations.
• MMA: population: 20, 80% crossover rate, 4% mutation rate, 20 iterations.
Weight of parameters of evaluation function has been set
so that the algorithms focus on minimizing area. In addition to evolutionary methods there has been added an
sifting method [21] which is often used as a reference
method for testing. As it is clear from the results of Table
4 the genetic algorithm (column BDD) is the least eﬀective among the compared evolution algorithms. Under
normal circumstances, MMA would be considered as the
most eﬀective which uses local optimization techniques. If
the residual variable is used and thus the RViBDD model,
we managed to reach that the genetic algorithm using
RViBDD has become the most eﬀective in 8 out 14 cases.
On the other hand, it should be noted that the genetic algorithm using BDD was worst in 9 out 14 cases compared
to the other evolutionary algorithms, and in 5 cases it has
reached the same result as another genetic algorithm, and
not even once reached the best result. This demonstrates
the importance of RViBDD for practical use in other already existing methods which can achieve improvement,
if they would be based on this model. Of course, the more
eﬃcient the method is and the smaller the diﬀerence to
the results achieved by n! of variable orderings is obtained, the smaller benefit RViBDD will have in terms of
the absolute number nodes (maximum improvement of 2
nodes to a single output circuit).

Table 5: BDD and RViBDD
UMS-n MUX
5XP1
81,88
84,28
9sym
90,98
91,34
cm152a
98,63
98,73
con1
73,91
77,27
majority
60,00
64,29
misex1
79,83
82,30
rd53
60,00
64,29
rd84
90,94
91,67
sao2
95,35
95,54
sqrt8
80,72
82,72
xor5
73,33
78,57

comparison (%)
D-FF Logic
81,88 67,96
90,98 21,57
98,63 98,63
73,91 67,39
60,00 46,67
79,83 77,68
60,00 22,22
90,94 25,59
95,35 78,96
80,72 18,07
73,33 26,67

The achieved results (in Table 5) show a significant improvement in percentages, particularly for multiplexer tree
itself which provides benchmark function. The column
UMs-n means improvement in the number of multiplexers
in benchmark function; column MUX means improvement
in the number of multiplexers in control part of a circuit;
column D–FF means improvement in the number of DFFs in control part of a circuit and column Logic means
improvement in the number of OR and AND gates. Also
very good results (over 60%) were subsequently achieved
in the number of multiplexers and D–FF in the control
circuit. Percentages of improvements caused by removing multiplexers (whether in the control part of circuit,
or in the circuit itself) and by removing D–FF preserved
the ratio between them. The reason is the structure of
the control circuit, which assigns on D–FF to each multiplexer in UMS–n and the number of multiplexers in the
control circuit is one less than the number of multiplexers in UMS-n, because the multiplexer at the top level
of UMS–n does not need to have own multiplexer in the
structure of control circuit. Improvement of control part
of the circuit is thus proportional to the reduction rate
obtained in the main part of the circuit. Greater variance in terms of improving (18.07% – 98.63%) occurs at
the elementary logic gates OR and AND. At smaller improvements in elementary logic gates we can say that the
reduction of multiplexer tree took place mostly at the
lower levels of the circuit. This is caused by the occurrence of greater number of AND gates in lower levels,
which have to be connected to the multiplexer, which replaces other multiplexers eliminated based on the rules
for the reduction.
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If the reduction of UMS–n is able to remove multiplexers
from the upper levels, it is also possible to remove part
of the control circuit’s structure, which controls the propagation path in lower levels. From this perspective, the
size of the reduced circuit is more preferably an order of
input variables, which allows the removal of multiplexers
making up a subtree of the UMS–n instead of removing
an equal number of multiplexers in the lower levels. The
selected method improves the reduction of the number
of all types of gates and thus the area of the resulting
circuit is decreased. We managed to prove presumption
and modify the method of dynamic power consumption
in multiplexer circuits (referred in [16]) in such way it can
be useful for decision diagrams and at the same time it
provides the possibility of reducing of the control part of
the circuit, which can be significantly smaller in reduced
circuit. Through the use of decision diagrams it is possible to create a benchmark function by other logic gates
(e.g. XOR, AND, OR, NOT, etc.). In that case, the
importance of dynamic control of propagation paths is
probably greatly reduced because the phenomenon where
logical gates in one level are using a specific variable on
its input may disappear.

5. Conclusions
The main purpose of this work was the proposal of a new
method of optimization and reduction of circuits based
on multiplexer structures. Reduction and optimization,
based on work with the variable orderings, belongs to NP–
complete problems, and therefore research in this area is
still in progress and eﬀectiveness of the proposed methods
is tested under various parameters. The most common
parameter includes the number of multiplexers in the circuit. In addition, there are more important parameters
such as the static and dynamic power consumption circuit, switching intensity of a circuit or the average path
length, which aﬀects the delay obtained by a circuit. The
specific objectives of the work were:
• Proposal of a new type of BDD (RViBDD), which
uses the residual variable and reduction model of
circuit’s structure which consists of multiplexers.
• Proposal of reduction of type BDD and ensure the
compatibility with the previous model: BDD.
• Design of method of reducing number of gates in the
multiplexer tree while control of propagation path
is used.
Our main contribution is the definition of a new model
(RViBDD), which is based on BDD and it can be the
basis of new methods of optimization and reduction of selected switching circuits. RViBDD uses residual variable
and removes the most numerous level of nodes. Thanks to
this it contains 2n−1 nodes less (n is the number of input
variables) compared with the BDD obtained by Shannon
decomposition. Definition of a new type of decision diagram without compatibility with BDD could be relevant
only for a limited number of cases. A new decision tree RViBDD has the same properties (to ensure mutual compatibility), which are used in BDD, in particular the rules
for the reduction and replacement of adjacent levels. This
allows the application of more complex methods, which
are derived mainly from the rule for the exchange of adjacent levels and rules for the reduction. Existing methods

can use RViBDD as its initial state, and they immediately reach approximately half the number of nodes in
comparison with BDD, which reduces the memory and
computational demands.
The average improvement of the RViBDD was in [10]
(20,88%), [20] (15,56%). Implemented genetic algorithm
using the RViBDD was compared with the basic genetic
algorithm (uses a BDD), but also to more advanced algorithms (PSO [15] and MMA [19]), which generally have
better results than genetic algorithms. The comparison
found out that through the use of RViBDD it was possible to improve the performance of less eﬃcient genetic
algorithm. It was the worst performing algorithm in 9
out of 14 cases (and not a single best result) with BDD
and the best with RViBDD in 8 out of 14 cases, all of the
remaining cases there was an improvement in comparison
with BDD. It can be expected that the use of RViBDD as
input model should improve the results of the most recent
multiparameter algorithms.
It is advisable to select a methods from state-of-art and
fully test and exchange of adjacent variables between levels in RViBDD and compare the rate of synthesis of BDD
while searching for optimal circuit using RViBDD as a
RORViBDD As shown in definition of RViBDD the exchange of residual variable is only part of the calculation
which is more complex in comparison with BDD because
it is necessary to control 16 diﬀerent cases (actually there
may be only 12 of them during working with ROViBDD;
we skip the option where a node has the same children).
The complexity of calculating in use of the S-type reduction rule is maintained, on the other hand the complexity
of the calculation for I-type reduction rule decreases because of the length of the compared vectors (even when
using hash functions) is reduced to half the size for nodes
at each level. I-type reduction rule for internal nodes is
significantly more often in use than exchange of residual
variable.
It would be appropriate to propose extension of RViBDD
by complemented edges for better work with the decision diagram and to transform RViBDD into multiplexers with direct and complemented output. The complemented edge modification would provided the possibility to compare with the approaches BDS [22] and BDSMAJ [2], which allow the transfer of BDD into hardware
implementation, which uses also other gates than multiplexers. We assume that the exchange of group of nodes
in RViBDD by XOR and MAJ gates should also remain
compatible for this model. It would be more complex to
modify the existing rules for OR and AND gates, which
is mainly due to the fact that in RViBDD, it is not guaranteed that the internal node is on the propagation path
that begins an value 0 (or 1). After designing of these
rules it will be necessary to make tests to verify the suitability of RViBDD (or RORViBDD) for these tools, not
only in terms of the number of nodes in the circuit, but
also in terms of the synthesis time.
Usage of residual variable would be appropriate to test for
other types of decision diagrams, especially ZBDD and
FDD which are using other reduction rules applied to the
nodes, or nodes obtained by using a diﬀerent type of decomposition. Especially for ZBDD, it will be a simple
adjustment, because it would be necessary to prove only
compatibility with another rule for reduction (type D).
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Počítačové architektury a diagnostika – PAD 2010, pages 69–74,
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The thesis deals with the modeling of air pollution transportation and dispersion processes in the atmosphere, more
precisely with the numerical approaches to solve such
models. The modeling of air pollution has a great importance for prediction of the contaminations and it helps
with understanding of the process and with elimination
of its consequences.
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∗Recommended by thesis supervisor: Assoc. Prof František V. Zbořil. Defended at Faculty of Information Technology, Brno University of Technology on 19. November
2014.
c Copyright 2015. All rights reserved. Permission to make digital
or hard copies of part or all of this work for personal or classroom use
is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies show this notice on
the first page or initial screen of a display along with the full citation.
Copyrights for components of this work owned by others than ACM
must be honored. Abstracting with credit is permitted. To copy otherwise, to republish, to post on servers, to redistribute to lists, or to use
any component of this work in other works requires prior specific permission and/or a fee. Permissions may be requested from STU Press,
Vazovova 5, 811 07 Bratislava, Slovakia.
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1.

Introduction

The thesis deals with the modeling of air pollution dispersion in the atmosphere, more precisely with the numerical approaches to solve such models. The modeling of
air pollution has a great importance for prediction of the
contaminations and it helps with understanding of the
process and with elimination of its consequences. The
very important in the latter case is to know what space
and what concentrations the species could reach and thus
to be able to better remove or prevent damages.
The history of these kinds of models is dated to the 19th
century when Reynolds formulated a criterion for the change of laminar to turbulent flow [5]. Since then the diffusion phenomena has started to be studied and on the
edge of the 19th and 20th centuries the first aerosol deposition models were described. Later on, the models with
chemical reactions appeared because chemical reactions
influence the amount of pollutant concentration.
There are two approaches for the solution of the atmospheric equations being developed. The first one is the
analytical solution that is applied to the simpler cases
where the certain parameters or attributes can be omitted. These techniques can serve as a validation for the
numerical methods dealing with the more complex problems. Many numerical approaches do exist and they have
been developing extensively, particularly in last decades.
However, there is still much to enhance. The more precise
and the more faster the calculation is the more complex
problems can be solved in more details. Therefore, the
theme of this thesis is the accurate and fast solution of
the models of atmospheric pollutant dispersion.
The paper is organized as follows. The basic terms and
the modeling technique used in the thesis is described in
the second section. The basic properties of the model
are stated in the third section. The concrete methods
used in this paper together with the current state of the
art method are described in the fourth section. The performed experiments done with the methods are described
in detail in the fifth section and the final section contains
the conclusions.

2.

Pollutant Dispersion Modeling

If one thinks about pollution it is important to answer the
question what amount of matter in the air is just impurity
and what amount shall be considered as pollutant.
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The answer on the above stated question is not straightforward but it can be shown that the awareness of several
aspects can reveal it quite well. First, the context of pollutant is a very important factor. When pollutant reaches
the receptor one shall ask what is physical, chemical and
biological nature of the receiver (e.g. person, species or
the entire population), what is the health condition of
the receiver, what is the composition of the pollutant etc.
The answers to such questions have to be known in order
to state the degree of harm.
The further viewpoint is related to response of the receiver
to the pollutant. In case of air pollution it holds in most
cases that the more poison to which one is exposed the
greater the harm. The above statements can lead us to the
following definition [28] - The presence of contaminants or
pollutant substances in the air that interfere with human
health or welfare, or produce other harmful environmental
effects.

2.1

Scale Factor

Air pollution exists at all scales, from extremely local to
very global ones. The scales can be categorized into several areas: local, urban, regional, continental and global.
The range of influence of the pollution can be from molecular level (e.g. nanoparticles) to entire planetary (e.g.
greenhouse gases diffusion in troposphere). The local
scale is up to about 5 km of the earth’s surface. The
urban scale extends to the order of 50 km. The regional
scale is from 50 to 500 km. Continental scales are from
500 to several 1000 km. The global scale extends worldwide.
The scope of this thesis deals with scale factor of local/partially urban categories. These air pollution problems are usually characterized by one or several large
emitters or a large number of relatively small emitters.
The lower the release height of a source, the larger the
potential impact for a given release might be.

2.2

Basic Terms and Concepts

There are several conceptual terms needed to be considered before the details of model are described. These are
sources/sinks of pollution, receptors, transport and dispersion.

2.2.1

Sources and Sinks

The places pollutants are emitted from are called sources.
The sources can be of artificial or natural manner. The artificial ones include gas pollutions from industry, vehicles
and other facilities built by human. The natural sources
can be the respirations from plants, animals and fallout
of what was once living matter. Other natural sources
include volcanoes and naturally caused forest fires. The
pollutants disappear in places called sinks. These are soil,
vegetation and water areas such as oceans.

2.2.2

Receptors

A receptor can be the plant or animal that is affected by a
pollutant. The interface between a pollutant and a receptor can be its surface (e.g. skin) or its part, lungs when
the pollutant is inspired by animal breathing or when its
eyes are irritated. Also a material can be the receptor
- paper, leather, clothes, etc. Some artificial receptors
are made to measure the concentration of the pollution
in specific places. These can be used either for pollution
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statistical measurement or for further processing such as
future prediction.

2.2.3 Transport and Dispersion
A transport is the process that moves the pollution from
the source to the receptor. The simplest examples of the
source-receptor system is the point source and single receptor tuple such as a chimney and a building which is
5 km far away. The pollutant flows directly to the receptor when wind blows from source to receptor along
the line connecting the two points and when its direction
is from the source to the receptor. The receptor is affected by a pollutant, however, the matter does not form
the same circular shape all the way it passes. On the
contrary, the plume particles move from the edges to the
surrounding air and the particles from surrounding air
are moving inside plume due to turbulent eddies. Next, if
wind speed is smaller/larger than emitting speed plume
slows/accelerates and is deformed until it reaches the wind
speed.
The two processes, mixing with surroundings and plume
deforming (stretch-out), tend to alter the concentration
of the pollutant less at the receptor than at the source.
The sum of these processes is called diffusion. However,
the term diffusion has a substantially different meaning in
chemistry. Substances diffuse according to Fick’s law of
diffusion [28], wherein the concentration diminishes with
distance from the source. This is known as a concentration gradient. Therefore, dispersion is the preferred term.

2.2.4

Transformation

Next to the transportation one should consider also the
process of transformation which refers to those processes
that change a substance of interest into other substance.
The two primary modes of transformation are physical
(transformations caused by physical laws, such as radioactive decay) and chemical (transformations caused by chemical or biological reactions, such as dissolution and respiration) [26].

2.3

Gradient Transport Models

There exist many techniques and corresponding models
describing air pollution phenomena. These could be Gaussian plume model, Narrow plume hypothesis, Trajectory
models and Gradient transport model. The latter is in
main focus of the thesis and it is described below in detail.
There are defined certain physical variables in fluid mechanics which describe fluid behaviour in time and space.
Fluid behaviour can be expressed as the change of its concentration in space and time. Concentration C (kg m−3 )
is defined as C = M/V , where M (kg) is matter and
V (m−3 ) is volume. The concentration change of fluid
in atmosphere is characterized by two main processes diffusion and advection.
Diffusion is the fluid property to randomly spread from
places with higher concentrations to places with lower
concentrations. The process is caused by random movement of molecules, so called Brownian motion. Because it
is case of random process, the average case of the motion
can be statistically described in one-dimensional case as
follows [26]
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∂C
∂2C
= Dx 2 .
∂t
∂x

(1)

In case of advection, matter moves in one-dimensional
space by certain speed ax (m s−1 ). The advection equation expressed using concentrations has the following form

In general, there is no guarantee that the spatial discretization scheme, whose computed values are denoted
below with w, maintains the above non-negative property.
Lets consider the system of ordinary differential equations
in Rm for t > 0

w0 (t) = F (t, w(t)).
∂ax C
∂C
=−
.
∂t
∂x

(2)

(8)

This system will be called positive if

When both processes are taken into account they lead to
basic one-dimensional advection-diffusion equation in the
form

w(0) ≥ 0

⇒

w(t) ≥ 0

for all t > 0.

(9)

3.1.2 Maximum principle
∂C
∂ax C
∂2C
+
= Dx 2 .
∂t
∂x
∂x

(3)

Another very important property of ADE equations is
called the maximum principle which can be expressed,
assuming N is number of grid points, as

Extending equation (3) into three dimensions leads to
the basic advection-diffusion equation in three-dimensional space with x and y and z axes in the form

min wj (0) ≤ wi (t) ≤ max wj (0)
j

j

(10)

∀t ≥ 0, ∀i, j ∈ {1, 2, ..., N }.
∂C
~ 2 C,
+ ∇~aC = D∇
∂t

(4)

∂
∂
∂
where ∇ = ~
x ∂x
+~
y ∂y
+ ~z ∂z
is nabla operator with unit
vectors ~x, ~
y , ~z along particular axes, ~a is vector (ax , ay , az )
~ is vector (Dx , Dy , Dz ).
and D

Finally, when diffusion coefficients are not constant, the
general form of advection-diffusion equation used in gradient transport modeling will have the form


∂C
~
+ ∇~aC = ∇ D∇C
.
∂t

(5)

3. Properties of Advection-Diffusion Equation
In this section the attention is given to basic terms and
properties of ADE equations which are special case of
general PDE.

3.1

Monotonicity

Advection-diffusion equation underlies the laws of mass
conservation, therefore if C(x, t) is interpreted as a concentration of some species then the integral M (t) defined
by equation (6) represents the mass on interval [a, b]. It
d
M (t) = 0 and thus mass balance is
can be shown that dt
preserved [15].

M (t) =

Z

b

C(x, t)dx.

(6)

The maximum principle says that the concentration anywhere in space [a, b] cannot be lower/larger than minimum/maximum concentration value of the initial concentration profile C(x, 0). The maximum principle property
means that there are no global overshoots or undershoots
in the system. There is in general no guarantee that this
principle is always satisfied.

3.2

Flux and its limiting

Some of the numerical schemes dealing mainly with advection equation part can cause oscillations around the
exact solution which can lead also to global overshoots
or undershoots. The problem is seen mostly in higherorder schemes like third-order upwind biased scheme [15].
The reason for such behaviour is inaccurate calculation of
local fluxes between grid points or cells. Therefore, the
description of the flux form of the ADE equation and its
limitation is further discussed.

3.2.1 Flux form of equation
To find out the cause of such behavior lets consider the
discretization of pure advection equation (2). The space
is discretized into the uniform vertex centered grid Ωh .
Lets further consider the auxiliary grid points xj±1/2 =
1
(xj±1 + xj ) lying in the middle of grid points. The aux2
iliary
grid points

 xj±1/2 now delimit the grid cell Ωj =
xj−1/2 , xj+1/2 . Further, the cell averages are defined as

a

3.1.1

C(xj , t) =

Positivity

Because of the physical nature of ADE equations whose
solutions are concentrations of chemical species, it is natural that the following holds

C(x, 0) ≥ 0 for all x ⇒
C(x, t) ≥ 0 for all x and t > 0.

(7)

1
h

Z

Ωj

C(x, t)dx = C(xj , t) + O(h2 ).

The moving mass into/out from/to cell is called inflow /
outflow flux. It is physically correct to assume that the cell
averages can change only by moving the concentrations
out or into the cell. At each cell interface xj±1/2 , fluxes
fj±1/2 can be formulated and advection equation can be
written as
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h



d
C(xj , t) =fj− 1 t, Cj− 1 (t) −
2
2
dt


fj+ 1 t, Cj+ 1 (t) ,
2

(11)

2

where fj±1/2 (t, Cj±1/2 (t)) = a(xj±1/2 )C(xj±1/2 , t) and a
is advection coefficient. The equation (11) is the flux form
of advection equation (2).

3.2.2

Flux limiting

Higher-order schemes can be viewed as first-order schemes,
characterized by low accuracy, with some correction function. The corrections can be often simply too large and
can result in oscillations around the exact solution. The
equation of higher-order scheme in flux form can be generalized into [15]

fj+ 1 (t, w) = a(wj + ψ(θj )(wj+1 − wj )),
2

R≡

a > 0, (12)

with ψ entitled as limiter function. The limiter function is
chosen such as it has better accuracy than the first-order
upwind scheme but still preserves the positivity property.
It can be deduced [15] that to maintain positivity it is
sufficient for limiter function ψ presented in equation (12)
that

C
.
q

To describe the algorithm, lets further assume one-dimensional advection equation and uniform grid. The initial
guess of the mixing ratio Riguess in grid cell i at time t+∆t
is obtained as

Riguess =



Fi+1/2
Fi−1/2
Rit Dd−1 −
+
/Dd ,
∆xi
∆xi

0≤

1
ψ(θ) ≤ µ
θ

for all θ ∈ R,

(13)

where µ is any positive real number, however, the evaluations revealed that 1 is a reasonable value. An example
of piece-wise linear limiter function is the one introduced
in [16]



1
1
ψ(θ) = max 0, min 1, + θ, θ
.
3
6

(14)

4. Solution of Advection-diffusion Equation
In the past century, many numerical methods have been
developed for solving ADE equations. The main and
most frequently used methods are finite difference method
(FDM), method of lines (MoL) and finite element method
(FEM). Since the thesis is focused on atmospheric ADE,
the state of the art Walcek’s method, which is used for
comparison with the methods proposed in this work, is
presented in the following section.

4.1

Walcek method

Many schemes dedicated to atmospheric advection have
been proposed. The well known and widely used is the
scheme proposed by Bott [3] on whose basis quite new
and very accurate scheme was designed by Walcek et al.
[29].
The method uses rather the mixing ratios instead of concentrations in order to allow model the scenarios with
variable density of the fluid. The mixing ratio R (kg kg−1 )
of a tracer is defined as ratio between mass or concentration C (kg m−3 ) of a tracer and density q (kg m−3 ) of the
fluid

(15)

where Fi±1/2 (kg m−2 ) are fluxes of tracer across the cell
boundaries i ± 1/2 and Dd (kg m−3 ) are dimensional dependent fluid densities. For one-dimensional calculations
in incompressible fluids, Dd−1 = Dd = 1. For multi-dimensional calculations in incompressible fluids, Dd−1 = 1
and Dd = 1 − ∆t∆ai /∆xi , where ∆ai (m s−1 ) is relative
wind speed in cell i.
Fluxes and velocities are defined at the edges (faces) of the
grid cells where the mixing ratios are defined. Fluxes at
cell faces are defined by introducing an outflowing mixing
ratio Rf as

Fi+1/2 = (q0 a)i+1/2 ∆tRf ,
0 ≤ ψ(0) ≤ 1,
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(16)

where (q0 a)i+1/2 is mass flux across the cell boundary
i + 1/2, defined using the initial fluid density q0 , ∆t is
integration time step and a is advection variable. The
initial density q0 can be defined using upwinding as one of
the cell boundary densities or as average of edge densities
in the cell.
Rf is the average mixing ratio in the fluid that is advected into the neighbouring grid cell. The definition of
Rf allows to limit the fluxes in reasonable physical values.
The initial guess Rf∗ of Rf can be algebraically derived as
a Courant number-dependent linear combination of the
mixing ratios in the three cells closest to the cell face
where fluxes are calculated [29]. The linear combination
includes the sharpening factor α which can be adjusted
to actual conditions.
The initial guess Rf∗ can produce unrealistic estimates of
mixing ratios at cell boundaries (local overshoot or undershoot). It is therefore reasonable to define the physical
boundaries of the fluxes and thus to limit the fluxes as

Rmin = min(Ri , Ri+1 ) ≤ Rf ≤
max(Ri , Ri+1 ) = Rmax .

(17)

The method introduces also mixing ratio limiting at the
end of step calculation. The idea is the following. As
long as not all the fluid in one grid is replaced in one time
step (Courant number < 1), at time t+∆t, it is physically
impossible for mixing ratios to be greater than the highest
t+∆t
mixing ratio Rmax
or lower than the lowest mixing ratio
t+∆t
Rmin
of the upwind cell or the mixing ratio of the cell
initially. Such mixing ratio limitations can be expressed
as
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Rit+∆t

=

t+∆t
t+∆t
],
max[min(Rmax
, Riguess ), Rmin

(18)

where Riguess is equal to Rf∗ limited by equation (17).
When mixing ratios are limited the appropriate fluxes at
upwind cell boundaries need to be recalculated for the
next step.

4.2

Method of lines utilization

There exist huge number of air pollution models that were
designed and evaluated in past decades. The general form
of the equation describing atmospheric dispersion, which
extends ADE equation (5), can be expressed as follows [5]


∂C
~
+ ∇C~a =∇ D∇C
+
∂t
chemistry + emissions+
dry deposition + wet deposition,

(19)

If the chemistry, emissions and wet deposition terms are
neglected in equation (19) then the following ADE with
deposition term is formed

(20)

where W (m s−1 ) is pollutant gravitational settling velocity.
Equation (20) can be furthermore simplified considering
the following assumptions. When the wind speed value
is sufficiently large, a diffusive transport is negligible in
wind direction with respect to advection [10]. Moreover,
the coefficients Dy and Dz depend on the downwind distance x only and they are therefore independent on the
crosswind distance y and height distance z. From these
facts, the diffusive terms can be simplified - the brackets
are not needed any more and the second derivatives appear. Last assumption is the presence of stationary source
with constant strength during time. Therefore, the result
of the simplification is the steady state form

∂2C
∂2C
∂C
∂C
= Dy (x) 2 + Dz (x) 2 + W
,
ax
∂x
∂y
∂z
∂z

C(0, y, z) =

Q
δ(y)δ(z − hs ),
ax

Dz (∞)

∂C
+ WC
∂z



= [vC]z=0 .

where ax is wind speed along x axis. The complete description of the problem needs boundary conditions to be
specified. The first one follows from an assumption of

(23)

z=0

Here, deposition velocity v (m s−1 ) depends on many factors such as type and size of pollutant particles, the terrain roughness and the meteorological conditions. The
last three boundary conditions follow from natural assumption that pollutant concentration approaches zero
far from the source in lateral y directions and high above
the ground

4.2.1

C(x, +∞, z) = 0,

(24)

C(x, −∞, z) = 0,
C(x, y, +∞) = 0.

(25)
(26)

Time-dependent variant

The simple steady state equation (21) can be easily extended to its time-dependent variant by adding time derivato the equation. The still simple variant, used
tive ∂C
∂t
further in the work for its parallel version evaluation, has
the form

∂C
∂2C
∂2C
∂C
∂C
= −ax
+ Dy (x) 2 + Dz (x) 2 + W
. (27)
∂t
∂x
∂y
∂z
∂z
The boundary condition representing the source is expressed as

C(t, 0, y, z) =

Q
δ(y)δ(z − H).
ax

(28)

The ground boundary condition, for z = 0 m, has the
same form as before (23). Finally, the lateral and longitudinal boundary conditions are

C(t, x, +∞, z) = 0,
C(t, x, −∞, z) = 0,

(21)

(22)

where Q (kg s−1 ) is source strength and δ is Dirac function. The ground boundary condition comes from fact
that pollutant deposition onto the ground occurs at a
rate proportional to local air concentration [10] (the flat
ground is taken into account here for simplicity)


where C (kg m−3 ) is pollution concentration, ~a (m s−1 )
~ (m2 s−1 ) is diffusion vecis wind velocity field and D
tor. The chemistry term presents atmospheric chemistry
term that is used for the determination of a chemical substance influence to the atmosphere and to the dispersion
process itself. The emissions term expresses the rate of
the emissions in the atmosphere and its relation to the
atmospheric dispersion of the specific pollutant. The last
two terms, dry and wet depositions, are the major sink
terms in the model and besides they determine the pollutant behaviour above the terrain surface.



∂C
∂C
~
+ ∇C~a = ∇ D∇C
+W
,
∂t
∂z

continuous point source with constant strength located in
(0, 0, hs ) coordinates

C(t, x, y, +∞) = 0.

(29)
(30)
(31)

Lets further discretized equation (27) using MoL framework. By approximating spatial derivatives by central
differences and letting time derivative continuous, the following semi-discretized model is obtained
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∂C(t, i, j, k)
=
∂t
ax
−
[C(t, i + 1, j, k) − C(t, i − 1, j, k)] +
2∆x
Dy (x)
[C(t, i, j + 1, k) − 2C(t, i, j, k) + C(t, i, j − 1, k)] +
∆y 2
Dz (x)
[C(t, i, j, k + 1) − 2C(t, i, j, k) + C(t, i, j, k − 1)] +
∆z 2
W
[C(t, i, j, k + 1) − C(t, i, j, k − 1)] .
2∆z
(32)
The appropriate boundary conditions in terms of the MoL
discretization are

Q
ax ∆y∆z
otherwise,

C(t, 0, 0, hs ) =

C(x, 0) = C(x, 2),

(42)

C(x, h) = C(x, h − 2),
Q
.
C(0, hs ) =
a(z)∆z

(43)
(44)

4.2.3 Parallel design

C(t, i, +Nj , k) = 0,

(34)

C(t, i, −Nj , k) = 0,
C(t, i, j, +Nk ) = 0,

(35)
(36)

Dz (∞)
C(t, i, j, 2).
2∆z(v − W ) + Dz (∞)

(37)

Wortmann’s advection-diffusion model

The second model used for MoL evaluation is the model
presented by Wortmann et al. [30]. It is the relatively simple steady-state model depicted by equation (38). More
specific, it is the PDE in two dimensions

a(z)

Here, ∆z is step size in z direction. The appropriate
boundary conditions using central differences result in

During the past few years, various papers dealing with
the exploitation of GPUs for general-purpose computing
tasks have emerged. For example, in a paper of Brandvik
et al. [4], the authors have carried out numerous experiments with Euler solver implementation with BrookGPU
and CUDA platforms. They reached the 29× speed-up in
2D with BrookGPU and 19× speed-up factor in 3D with
CUDA.

The model described by equation (32) and corresponding boundary conditions is then solved using the common
methods to solve systems of ordinary differential equations. The methods could be Euler, Runge-Kutta and
others in the explicit or implicit form [24].

4.2.2

(41)

(33)

C(t, 0, j, k) = 0

C(t, i, j, 0) =

∂C
=
∂x
Dz C(x, z + 1) − 2C(x, z) + C(x, z − 1)
·
+
a(z)
∆z 2
∂Dz C(x, z + 1) − C(x, z − 1)
1
·
·
.
a(z) ∆z
2∆z
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∂2C
∂C
= Dz 2 +
∂x
∂z



∂Dz
∂z



∂C
,
∂z

(38)

where C (kg m−3 ) is concentration, a(z) (m s−1 ) is wind
velocity, Dz (m2 s−1 ) is vertical diffusion coefficient.
The needed boundary conditions are defined as follows

∂C
= 0 for z ∈ {0, H},
∂z
a(z)C(0, z) = Qδ(z − hs ) for x = 0,
Dz

(39)
(40)

where H (m) is domain height, Q (kg s−1 ) is point source
emission rate and hs (m) is point source height.
The numerical solution obtained by the method of lines
has very simple form. Letting x variable continuous the
equation after transformation is as follows

Micikevicius [20] studied the ways, how to implement the
finite difference approaches on single and multiple GPUs.
He was able to reach an order of speed-up against high end
CPU and linear scaling communication overhead when using multiple GPUs. In the work by Datta et al. [8], an
optimal stencil computation kernel is implemented under
CUDA. The performance evaluation is given through the
number of points calculated per second. Several architectures were compared and the GPU platform was found to
be the most efficient one.
Almost the same problem of air pollution and the possible
way of computational acceleration is studied in work from
Molnar et al. [21]. The model in their work was based on
stochastic model rather than ADE approach used in this
thesis. Nevertheless, they were able to reach 80-120 times
faster computational time on single GPU than on CPU.
The works presented here were a big motivation to implement and test the concrete parallel version of the numerical model based on MoL framework described in this
work.

CUDA/OpenCL architectures. The GPUs are especially
well suited to address the problems that exhibit a dataparallel nature with high arithmetic intensity. Until recently, the communication link between a program running on the CPU and the graphics hardware had to be
established by means of using a graphics API such as
OpenGL. To perform computations on graphics hardware,
the programmer was obliged to use graphic primitives and
store the data in texture maps. Luckily, the advent of
transparent and flexible programming frameworks, like
CUDA [7] in 2007 or OpenCL [11] at the very end of
2008, which provide an interface between GPU and CPU
host machine, enabled the majority of the aforementioned
drawbacks to be mitigated. Moreover, the introduction of
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OpenCL framework has enabled the possibility to write
a single piece of code that can be further launched on
various compatible architectures.
CUDA nad OpenCL frameworks have to be seen as a fusion of SW and HW parts. Lets first consider and example
of GeForce GTX2xx series cards which were further used
in our tests. It offers 240 stream processing elements organized into a collection of 30 identical multiprocessors.
Each multiprocessor has its own shared memory, which is
common to all the 8 processors inside. It also has a set
of 32-bit registers, texture, and constant memory caches.
At any given cycle, each element in the multiprocessor
executes the same instruction on different data, which
makes each a SIMD processor. Communication between
multiprocessors is carried out through the device memory,
which is available to all the processors of the multiprocessors.
From the SW point of view, a target application for CUDA
/ OpenCL is based on a collection of threads running
in parallel. The computation is distributed in a grid of
thread blocks (work-groups in case of OpenCL). All blocks
contain the same number of threads that execute a program, known as kernel, on a device. Kernels are called
work-items in case of OpenCL terminology. It is possible
to use a 1D, 2D, or 3D index space to invoke and keep a
hand on the kernel.
Several different types of memory are available in the
frameworks. Global memory can be accessed by every
work-item on the compute device, which mostly offers
the slowest access speed and largest size. The purpose
of global memory/constant memory cache is to improve
the necessary latency associated with data transfers. It is
readable only for most of the time. Local memory, which
is available to all work-items in the same work-group, offers much faster speed than global memories. However,
its size is very limited. Private memory of a work-item,
which is only accessible by itself, has the lowest latency
but most limited storage space.
The efficiency of a kernel can be significantly improved
by taking an advantage of parallel access to shared memory and by avoiding bank conflicts. The performance of
iterative or multi-phase algorithms can be improved if all
the computations can be performed in the GPU, so that
step 3 bellow can be run several times without the need
to exchange the data between device and host. A typical
algorithm execution flow for the frameworks consists of
the following stages:
1. Allocate data on the device.

the number of equations is obtained as (Ni ) × (Nj ) ×
(Nk ). Thus the amount of memory used for calculation
on graphics hardware is clearly a multiple of this number.
Of course, some auxiliary variables have also to be taken
into account.
The gist of numerical solution includes three main parts.
In every integration step, the derivative (32) is calculated.
The derivative value has to be determined four times
during the integration phase due to the requirement imposed by the principle of the fourth-order Runge-Kutta
method. The last stage of the algorithm is responsible
for a correct handling of boundary conditions. First two
stages are done in a sequential manner with one thread assigned for each equation inside the specified discrete point
space. Subsequently, the boundary values are calculated
for boundary points only (see equations (33) - (37)).
Both arrangements of work-groups within the index space
and configuration of kernels inside each work-group have
an impact on the resulting performance. The usage of
one-dimensional indexing of kernel has an advantage of reducing floating point operation to obtain the kernel location. Thus, it is worth to use it instead of 2D or 3D indexing (the performed evaluation also confirmed that). On
the other hand, one-dimensional index reduces the number of addressable kernels. The dimensions of the index
space and work-groups, respectively, are [65535, 65535, 1]
and [512, 512, 64]. The highest number of threads in each
work-group is therefore 232 × 29 = 241 (maximum block
size is 512). In case of one-dimensional index, the maximum number of threads is reduced to 216 × 29 = 225 ,
which has to be taken into account during implementation.

4.3

Form of ELLAM

The formulation of ELLAM framework was originated
around 1990 by the authors Herrera and Ewing in a paper that appeared in Advances in Water Resources [6]
where its superior performance was shown in one-dimensional ADE case with constant coefficients. Since that
time the method was applied to many other more complex
problems in 2 or 3 dimensions (see for instance [2], [31],
[32], [19], [18]). In all of these cases, ELLAM performs
well because it combines a Lagrangian approach for the
advective terms with appropriate approximations, consistent with the Lagrangian framework, for other terms in
the equations.
In this section, the description of concrete form which is
used in the paper is described in more detail. Moreover,
the techniques to avoid oscillations and to improve the
method accuracy are described in appropriate subsection.

2. Transfer data from the host to the device.

4.3.1 Basic concepts

3. Proceed with the execution of kernel(s). The result
is stored in device (local) memory.

The form of ELLAM framework used in this thesis is formulated for two-dimensional space domain (Ω). Leading
by the presented contaminant models, it is designed for
the advection-diffusion equation and for the simplicity it
uses a rectangular grid. The concrete implementation is
inspired by the work of Liu [17] where the space discretization is based on the finite element method. The governing
equation in this case is defined as

4. Retrieve data from device and transfer them to the
host environment.

Outline of the solution. The selected numerical model of
our solution divides the space into a finite set of discrete
points where the concentration level is calculated for each
of them. In case of time-dependent variant of PDE (32)



∂C
~
− ∇ ~aC − D∇C
= S (~
x, t) ,
∂t

~
x ∈ <2 , t > 0, (45)
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where S (kg m−3 s−1 ) is function of the source of the pollution, C (kg m−3 ) is concentration, ~a (m s−1 ) is velocity
~ (m2 s−1 ) is diffusion vector and t (s) is time. In
field, D
the following equations, time t at step n will be denoted
as tn and previous time as tn−1 = tn − ∆t, where ∆t is
step size. The resulting weak formulation for the specified time tn after multiplication by test function g(~
x, t)
and applying of Green’s formula is [17]

Z

Z

Jn

Z 
Ω

Z

(Cg) (~
x, tn ) d~
x+

~
D∇C
∇g (~
x, t) d~
xdt+



~
~aC − D∇C
· ~ng(~
y , t)d~
y dt =
Γn
Z
Z
(Cg) (~x, tn−1 ) d~
x+
S (~
x, t) g (~
x, t) d~
xdt,
Ω

To evaluate the equation (46), the following procedure is
done. The test function g was chosen as piece-wise linear
with the following form

(47)

The terms with time integration are discretized using backward Euler method. The source term of the equation is
approximated as

Z

(49)

Z

(Cg) (~
x, t) d~
x+

Ω



~
∆tI (~
x, tn ) D∇C
∇g(~
x, tn )d~
x=
Ω
Z
(Cg) (~
x, tn−1 ) d~
x+
Ω
Z
∆tI (~
x, tn )g(~
x, tn )g(~
x, tn )d~
xdt.

(50)

Ω

The integrals in equation (50) are evaluated by numerical
integration using Gaussian quadrature with appropriate
integration points. It remains to evaluate the equation
g (~
x, tn−1 ) = limt→tn−1 g (~
x, t). This problem leads to the
solution of the ordinary differential equation back in time.
The common integration methods such as Euler method
can be used. The 4th -order Runge-Kutta method is used
in the current implementation. It is a trade-off between
speed and accuracy and it behaved very well in the cases
of the performed experiments.
The last thing to explain is the space discretization. The
rectangular grid of points and the standard FEM process
is used. The equation (50) has to be solved on the whole
domain, therefore the elements, on which the approximation of the unknown function C is defined, have to be
assembled together. This leads to the system of algebraic
equations that has to be solved at each time step.

• Initialization. Assembly of elements into global matrix.
• Loop. In each iteration step, till t < tend holds, do:
1. assembly source term to right-hand side of set
of equations.
2. assembly the global right-hand side for the old
mass (characteristic tracking to time tn−1 ).

S (~
x, t) g (~
x, t) d~
xdt =
Σn

Ω

As a summary, the procedure of the ELLAM method can
be expressed as:

where (x∗k , yl∗ ) (k ∈ {i − 1, i, i + 1}, l ∈ {j − 1, j, j + 1})
are points at time tn−1 corresponding to points (xk , yl )
at time tn along the characteristic curve.

Z



~ C, g) is approximation error.
where E(D,

Z

where ~n is normal outward unit vector from the element
dydt, Jn is time domain, Σn = Ω × Jn is space-time domain, Γn = ∂Ω × Jn is boundary domain, d~
y dt ∈ Γn and
g (~x, tn−1 ) = limt→tn−1 g (~
x, t). The second integral on
the left hand side of the equation (46) is a diffusion term,
the third integral is a boundary term and the second integral on the right hand side is a source term.

n
gi,j

Ω

Jn


~
D∇C
∇g(~
x, t)d~
xdt =

~
~ C, g),
∆t (~
x, tn ) D∇C
∇g(~
x, tn )d~
x + E(D,
I

(46)

Σn




y−yj−1
x−xi−1
−t
−t

+ ax tn∆x
+ ay tn∆y

∆x
∆y




 x∗i−1 ≤ x ≤ x∗i ,



∗

yj−1
≤ y ≤ yj∗ , tn−1


  < t < tn


 xi+1 −x
yi+1 −y
tn −t
−t
+
a
+ ay tn∆y
x ∆x
∆x
∆y
=

 x∗i ≤ x ≤ x∗i+1 ,



∗
∗


 yj ≤ y ≤ yj+1 , tn−1 < t < tn


0



 for other x, t.



Z 

Assuming no boundary terms in the implementation, the
corresponding integrals and error terms can be dropped
and therefore final equation for one element will have the
form

Ω



Z

Z
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(48)

I

∆t (~x, tn )S(~
x, tn )g(~
x, tn )d~
x + E(S, g),
Ω

where ∆tI (~x, tn ) = tn − tn−1 and E(S, g) is error of the
approximation. Similarly, the diffusion term can be approximated as follows

3. optionally, modify global system with boundary condition term.
4. solve global system of equations for t = tn .

The evaluation of the described form of ELLAM is presented in section 5.3.
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Oscillation reduction

ELLAM often suffers from excessive numerical oscillations
around the exact solution. The standard approach for this
problem is to use mass lumping which fixes the oscillations
but increases numerical diffusion [2]. In work of Russel
and Binning [25] the selective mass lumping procedure is
designed for 1D case which significantly reduces the arisen
numerical diffusion.
Next to these, there actually exist two works that particularly deal with the problem. In the first one [22],
the authors use lumping technique and a post-processing
procedure, a change of the matrix representing the final
system of equations in a way to preserve monotonicity
properties of the solution. They showed the very good
results of global overshoot reduction on problems in two
dimensions on structured and unstructered grids.
The second work which deals with the problem of excessive numerical diffusion added when using mass lumping
techniques is the one by Younes at al. [33]. Here, the
authors use mass lumping and keep the same characteristics during the entire simulation. At the end of each time
step the diffusion part is added using the interpolation
technique (only the diffusion part is interpolated). The
excellent properties of the technique were demonstrated
in one-dimensional test cases.
By inspiration of Walcek method and based on experience with the ELLAM simple experiments few techniques
to reduce oscillations and/or improve ELLAM method
accuracy were designed in this work. They are described
further.

Simple flux limiting. The idea of the first method is to
use the simple flux limiting approach similar to one in
Walcek scheme where the simple rules presented in section 3.2 are applied. If Courant number is less than 1 the
amount of transferred mass to receiving cell cannot be
bigger or less than the maximum or minimum concentrations in both donor and receiver cells. If the violation of
these restrictions is detected the amount of concentration
changed accordingly.
With such procedure, there is no guarantee that total
amount of mass will be preserved, a certain amount of
concentration will be dropped off. The question is what
to do with this residual. During simple experiments of
advection equation in one dimension using sine- and boxshaped concentration profiles, it was observed that an approach of homogeneous distribution of residual gives the
good results. Actually, the distribution is done selectively
to the cell with the reasonable amount of concentration
(at least 0.01% of peak concentration) or a big change of
concentration with respect to previous time step.
The results for one-dimensional experiments of the described limiting method are shown in figure 1. It could
be seen there that the excessive numerical oscillations are
avoided with the minimum additional diffusion.

Using artificial diffusion. In general, all flux limiters
add kind of artificial diffusion to the method in order to
avoid oscillations. Therefore, why not to add selectively
the diffusion to the currently running simulation when

needed. Here is important to define proper criteria and
proper amount of artificial diffusion in order to not add
too much or not too less. The big amount of diffusion
leads to inaccurate shape preserving in case of pure advection problems. On the other hand, too less diffusion
has a consequence of still existing oscillations and thus
inaccuracy or even instability. The similar approach was
used in [25] to use mass lumping selectively to avoid large
numerical diffusion.
The criteria of the amount of diffusion added used here is
based on a size of oscillations detected in current time step
during a simulation. The question is how to determine
the oscillation size. Because it is physically impossible to
reach negative concentrations, these are very good indications of oscillations. Secondly, when model describes pure
advection or advection-diffusion process without source or
sink terms the criteria of global maximum can be used. In
this case it is physically impossible to get global concentration maximum higher than at each step of simulation.
The criteria can be in general stated in the following form

oscillations

(

if Ctin < −Ctmax
µ
n
i
max
if Ctn > Ctn (1 + µ),

(51)

where i is the cell index, tn denotes time step n and µ ≥ 0
is the defined oscillation detection ratio. The size of the
oscillations is important to final decision if the artificial
diffusion has to be increased or not. In order to obtain a
relative oscillation size (a ratio) or , a simple equation can
be used

or = max(oi /cmax
tn ),
i

(52)

where i is the cell index. The actual algorithm to adjust the diffusion in current time step tn is then done
through the iteration process where the current diffusion
coefficient is adjusted using bisection algorithm to find
the optimal value.
The results of the presented technique are shown in figure 1 in the middle. It can be seen there that the case
of sharp gradients indicates that big diffusion had to be
used in order to avoid oscillations. The question here is
whether the amount of diffusion was not set too high. In
more advanced experiments it was shown that it could be
better in many cases to keep smaller oscillations to preserve proper concentration shape. The actual results are
shown in section 5.3.

Time-step adaptation. During implementation and testing of the form of ELLAM used in this thesis it was observed that bigger steps lead to significantly smaller oscillations and thus better accuracy. This is with accordance
of the results and derivations in [25], [22] and [33]. Therefore, the idea to gain better accuracy and less oscillations
is to use as big step as possible during simulation - dynamic step sizing.
The criteria when to use bigger time steps is very similar
to the case of oscillation avoidance using artificial diffusion. When oscillations are detected using equation (51)
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Figure 1: Test result of ELLAM scheme for box-shape initial profile with simple limiter (left), artificial
diffusion (middle) and time-adaptation limiting techniques. Black solid line is the exact solution, grey
solid line is the original scheme and cross are points of the scheme with the limiter.
and the oscillation ratio calculated by (52) is lower than
in previous time step the step size is doubled. The procedure continuous till the condition holds. When the increase of step size leads to bigger oscillations than before
the previous time step size is used.
It is very important to keep in mind that characteristic
tracking has to remain accurate when step size is modified. Thus when it is increased the number of micro time
steps of method for characteristic tracking has to be accordingly adjusted. One can use the technique similar
to adaptive time-stepping as in case of MoL experiments
with real coefficient models (see section 5.2.2). In current
solution, the size of micro steps is deduced from the factor
of time step increase. The actual micro-step size dtn was
empirically determined as

dtn =

(

5.1

Error measurement and evaluation

The experiments serving to evaluate the models or the
schemes, which are actually used to calculate their solution, differ a lot. Depending on the way what data does
exist and what is the form of exact solution the approximation is compared to, the different error measures are
defined.
The first one relates to law of mass conservation. As
stated in equation (6), the final mass amount in the experiment should be the same as at the beginning. Taking
the discretized domain into account, the mass conservation law for one-dimensional case and interval [a, b] can
be written in the form

M (t) =
1/(Np ∗ 1.35),
1/(Np /1.35),

dtn > dtp
otherwise,

b
X
j=a

(53)

where dtp is micro step size from previous iteration and
Np = 1/dtp is number of previous micro steps.

5. Experiments
The designed methods described in sections 4.2 and 4.3
were put under extensive testing in various scenarios. The
goal was first to verify the models against known analytical solution and secondly to use the real wind/diffusion
models in order to prove whether the models are suitable
for practical calculations.
The parallel versions of models whose solution is based
on method of lines framework were tested in in three-dimensional space using simple artificial models for CUDA
and OpenCL platforms. The models were also tested using real wind and dispersion models in single core CPU
version.
Due to the complexity of ELLAM framework based models only two dimensional variants were implemented and
tested in this work. First part of tests is dedicated to pure
advection cases with rotating and divergent winds where
the results of the method were compared with state of the
art Walcek method described in section 4.1. Next set of
experiments was done also with real advection-diffusion
cases where the real models were used.

w(x, t0 ) =

b
X

w(x, t),

for t > t0 ,

(54)

j=a

where w(x, t) are values at points (x, t) calculated by
the given scheme. The actual error of mass preservation (MassE) can be expressed as a ratio between mass at
t = t0 and mass at any t > t0 .

5.1.1 Ln -norm errors
Mathematically, a norm is a total size or length of all
vectors in a vector space or matrices [23], [15]. Let ~x =
(x1 , x2 , ..., xM ) is a vector in M -dimensional real space Ω
(xj ∈ R). Then ln norm of ~
x is defined as
v
uM
uX
n
|xj |n .
k~
xk = t

(55)

j=1

Several concrete norms are actually used when evaluating
the results (vector of values ~r) of experiments when exact
solution (vector of values ~e) is known (|~r| = |~e| = M ).
The first one is l1 -norm, often called Manhattan, when
the difference of two vectors is analysed

k~r − ~ek1 =

M
X
j=1

|rj − ej |.

(56)

It is better to normalize error norms to unit vector to
overcome the problems of different vector lengths. Then
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l1 -error, called mean absolute error (MAE), will have the
form

M AE(~r, ~e) =

M
1 X
1
k~r − ~ek1 =
|rj − ej |.
M
M j=1

(57)

The mass distribution ratio (DistrE) represents the shape
preservation without reference to the advected shape. The
algorithm can, e.g., nicely preserve shapes but it shifts the
position of the shape to a wrong place. Thus its RMSE
error would be relatively high. On the other hand the distribution error would be much smaller. The distribution
error for one-dimensional case is defined as
P

Similarly to l1 -error, l2 -error, called mean squared error
(MSE), can be defined as

M SE(~r, ~e) =

M
1 X
1
k~r − ~ek22 =
(rj − ej )2 .
M
M j=1

(58)

The last ln -error measure used in the thesis is l∞ -error.
It is defined simply as the size of highest component in
vector ~r − ~e, consequently
k~r − ~ek∞ = max |rj − ej |.

Concentration profile preserving

Lets consider the pure advection equation (2). Since there
is no other part that can influence the mass movement
throughout the volume than advection the initial profile
shape has to be preserved for all t > 0 (assuming constant uniform velocity field). Therefore the solution of
pure advection equation can be viewed as shifted initial
profile of concentration in space. From this point of view,
the following different error measures are often taken into
account.
The first measure from this group is the relative root mean
squared error (RMSE). The differences between the exact
and calculated solution are normalized by the difference
between peak and minimum concentration levels. The
result is the number bigger or equal to zero where one
means 100 percent error with respect to concentration
interval among initial peak and initial zero levels. Let ~r
be the vector of calculated values and ~e be the vector of
exact values then RMSE for one-dimensional equation is
calculated as

RM SE =

qP
M

j=1 (rj

− ej )2 /M

P eak0 − M in0

,

(60)

where M is number of points in the domain, P eak0 and
M in0 is peak and minimum concentration in the initial
time.
The next error measure is the peak error (PeakE) represented by equation of the form

P eakc − M inc
,
P eakE = 1 −
P eak0 − M in0

rj

j∈Ωj

ej

,

(62)

where Ωj refers to domain where rj and ej differs from
M in0 .

5.1.3

Error measures for real experiments

The experiments with the real data consists of only few
places where the final concentrations were measured. Therefore, the special measures are taken into account when
calculated solution is evaluated using the experimental
data [14].

(59)

1≤j≤M

5.1.2

j∈Ωj

DistrE = 1 − P

(61)

where P eakc and P eak0 is the calculated and initial peak
of the concentration, M inc and M in0 is the calculated
and initial minimum of the concentration level.

First one is the normalized mean square error (NMSE)
which represents the quadratic error of the predicted quantities in relation to the observed ones. Best result is indicated by values nearest to 0. NMSE has the following
form

N M SE =

(Co − Cp )2
,
Co · Cp

(63)

where C (kg m−3 ) is concentration with subscripts with
the meaning of: o - observed, p - predicted. The overbar
determines the average of a quantity. The used symbols
in equation (63) are also used in the following equations.
The second statistical index is represented by the correlation coefficient (COR). The correlation is maximal when
it reaches 1 and is defined as

COR =

(Co − Co )(Cp − Cp )
,
σo σp

(64)

where σo (kg m−3 ) and σp (kg m−3 ) are standard deviations of observed and predicted quantities.
The fractional of data (FA2) states the amount of samples
that are within the defined space

F A2 ≈ 0.5 ≤

Cp
≤ 2.
Co

(65)

The fractional bias (FB) denotes whether the predicted
quantities underestimate or overestimate the observed ones
(the closer to 0 the better)

FB =

Co − Cp
.
0.5(Co + Cp )

(66)
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The last one is the fractional standard deviation (FS) that
indicates the statistical precision as a fractional result and
again if it is closer to 0 the results are more precise

σo − σp
.
FS =
0.5(σo + σp )

5.2

(67)

Method of lines

This section describes the experiments done with the designed numerical models that are defined in section 4.2.

5.2.1

Parallel versions - CUDA/OpenCL

The evaluation of model parallelization followed. The motivation is to improve the model computational speed in
order to use more equations, and thus better accuracy
within the similar or even smaller computational time.
The experiments were done on a bit older CPU and GPU
platforms, however, the results still show great potential
to use GPU for general purpose computation. It has to
be noted that all computations were done using 32 bit
floating point arithmetic [1] due to the lack of support of
bigger precision on tested GPUs.

CUDA experiments. The parallel version of the model
described by equation (32) was evaluated by CUDA framework using three different memory access scenarios. All
tests were performed on a CPU and GPU separately. The
experimental setup consisted of CPU Intel Core 2 Duo at
2.66 GHz. The selected graphic devices were GeForce
9600M GT as a representative of mobile devices, GeForce
8800 Ultra and new GeForce GTX280.
The model 9600M GT has 32 cores (laid out as 4 multiprocessors with 8 units) at a clock rate of 1.25 GHz.
There are 8192 registers available per block. Model 8800
Ultra has 128 cores (16 multiprocessors with 8 processors)
with clock rate of 1.5 GHz. Again, there are 8192 registers
to be used for each block. GTX280, the last model used
for evaluation, has 240 cores (30 multiprocessors with 8
processors). This time, there are 16384 registers available
for each thread block.
Three different approaches how to use the graphics memory were implemented. The first method (A) used only
global memory of graphics card which is directly accessible by CPU. The second method (B) used shared memory of GPU to store the attributes of ODE system to
have faster access from kernels running on GPU. The last
method (C) uses texture memory with cached access for
the equation values from a previous step (it is accessed 4
times during integration phase in each thread). Moreover,
shared memory contained a number of auxiliary variables
of 4th -order Runge-Kutta method. The final results of
the fastest method (C) are shown in table 1.

CUDA/OpenCL comparison experiments. The second
set of experiments was done on the same version of equation. The testing application was written entirely in C++
language where the individual versions have been prepared for OpenCL and CUDA frameworks alike. As in
the previous case, all experiments were performed on a
CPU and GPU separately. The reference performance indicators are specified in case of single-thread application
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running on CPU Core 2 Duo at 2.267 GHz. The entire set
of the following measurement is compared against these
initial values.
All data processed by the computation kernel were read
from a global memory on GPU card for each step of computation. However, efficient usage of local and private
memories (as referred to in OpenCL specification) during computation process, together with overlay of asynchronous data transfers, helps to mitigate inherent latency.
Here, the experimental setup consisted of two CPUs: Intel Core 2 Duo at 2.267 GHz with 3 MB of L2 cache and
Intel Core 2 Quad at 2.66 GHz with 6 MB of L2 cache.
In addition, the following GPUs were used during experiments: GeForce GT9600M as a representative of mobile
GPU, GeForce GTX285 as the high-end platform from
nVidia and finally ATI HD5870.
The model GTX285 has 240 cores (30 multiprocessors
with 8 processors) at a clock rate of approximately 1.5
GHz. This time, 16384 registers are available for each
thread block. Last example of GPU was ATI HD5870
which has 1600 cores organized into 20 so called SIMD
engines, where each of them works at a clock rate of 850
MHz.
The final experiment results are summarized in table 2
where the relative speed-ups against single threaded version running on Intel Core 2 Duo at 2.267 GHz are presented. There, an interesting fact could be noted with
Dual Core CPU. When multiple threads were used in
case of OpenCL the performance was worse than in single
thread version. On the other hand, processing time on
the quad core CPU is significantly lower. Furthermore,
GPU platforms performed as expected. The column in
table 2, which contains the values of relative speed-up
in case of 512 threads per block, contains x mark for
GeForce GT9600M. The reason is that application fails
to be launched due to critical lack of resources.

5.2.2 Real models
In the next set of experiments, the real models of wind and
dispersion were intended to use. The models were evaluated in correspondence with the Copenhagen experiments
[12], [13] where sulphurhexafluoride substance was used.
The tracer was released without buoyancy from a tower at
a height of 115 meters and then collected 2-3 meters above
ground-level at positions in up to three crosswind arcs of
tracer sampling units, positioned 2-6 km from the point
of release. Three consecutive 20 min averaged tracer concentrations were measured, allowing for a total sampling
time of 1 hour. The site was mainly residential having a
roughness length of 0.6 m.
There were 9 experiments performed in Copenhagen, in
which all of the required parameters were measured. The
all parameters of the experiments that were used for calculations are shown in table 3.
The experiments were done using the discretization scheme
described by equation (41) with the appropriate boundary conditions (44). The spatial axis z was discretized
using the same step of size 8 m from ground to height of
planetary boundary layer H (m) defined individually for
each experiment. The ODE was solved using the fourth-
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Platform
9600M GT
8800 Ultra
GTX280

1
0.44
2.30
4.67

2
1.01
5.24
10.59

4
2.29
11.59
22.61

8
4.42
21.64
40.57

Block size
16
32
8.34
11.97
39.92
56.49
74.08 105.67

64
14.01
68.86
115.58

128
14.29
65.01
115.87

256
12.22
57.11
115.61

Table 1: Time-dependent model - the comparison of computational speed-up expressed as ratios of GPU
and CPU calculation times.

Platform
OpenCL CPU (P8400, 2.26 GHz)
OpenCL CPU (Q9400, 2.66 GHz)
CUDA GPU (GT9600M)
OpenCL GPU (GT9600M)
CUDA GPU (GTX285)
OpenCL GPU (GTX285)
OpenCL GPU (HD5870)

32
0.91
2.09
14.14
11.05
127.15
122.87
68.01

64
0.89
2.09
15.25
13.77
144.85
136.67
92.41

Block size
128
0.90
2.06
14.93
12.55
146.27
136.93
97.57

256
0.87
2.12
14.88
12.05
144.54
130.97
96.80

512
0.45
0.54
13.98
x
140.68
126.31
160.52

Table 2: The comparison of computational speed-up expressed as ratios of GPU and CPU calculation
times. 262144 equations were calculated simultaneously in each step.
Exp. num.
1
2
3
4
5
6
7
8
9

hs (m)
115
115
115
115
115
115
115
115
115

H (m)
1980
1920
1120
390
820
1300
1850
810
2090

L (m)
-46
-384
-108
-173
-577
-569
-136
-72
-382

a? (m s)−1
0.37
0.74
0.39
0.39
0.46
1.07
0.65
0.70
0.77

w? (m s)−1
1.70
1.80
1.10
0.74
2.50
2.00
2.10
2.10
2.00

K
0.4
0.4
0.4
0.4
0.4
0.4
0.4
0.4
0.4

z0 (m)
0.6
0.6
0.6
0.6
0.6
0.6
0.6
0.6
0.6

Table 3: The parameters of the performed experiments in Copenhagen [13].

It should be noted that MoL scheme represented by equation (41) contains the derivative of the diffusion function
according to z. It can be obtained either in exact form or,
if impossible, as numerical approximation. The treatment
in concrete model cases will be shown in the following subsection.

Wind and Turbulent Parametrization. The wind speed
in both profiles used in the experiments is dependent on
height z variable and other meteorological parameters
measured at site. The two concrete profiles in case of
the height of the unstable boundary layer H = 1980 m
(Copenhagen experiment number 9) are shown in figure
2.
The turbulent parametrization was done using three models. First two models where the diffusion is dependent on
height z [30], [27] are shown in the top graph in figure 3.

11
10
speed (m/s)

order Runge-Kutta method with varying step size which
were adopted in each step to meet the criteria of local
error less than 1e−4 . The concentration amount was collected from 2-3 meters during the real experiments and
because the closest grid points in the experiments were in
0 m and 8 m heights the concentration values in 2 m were
interpolated.

9
8
7
6
5
0

500

1000
height (m)

1500

2000

Figure 2: The real wind profiles used in the experiments - the model from [30] (black) and the
model from [27] (grey).
The third model [9] dependent on height z and downwind
distance from the source x is shown in its bottom graph.
As it was outlined above, the derivatives of diffusion equations have to be known in order to solve the numerical
schemes. The algebraic form of the derivative was used
in case of [30], [27] models, the third one [9] was approximated by the central difference.
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Figure 4: The comparison of the measured concentrations (Co ) and the predicted concentrations (Cp ) using the dispersion parametrization by
Wortmann [30].
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Scheme
MoL

MAE
0.840 · 10−1

MSE
0.136 · 10−1

L∞ -error
0.274

Table 4: Ln -norm error measures of performed experiments with Wortmann turbulent parametrization where analytical solution is known.

Results. The first experiment was done using the the
wind and turbulent parametrization by Wortmann et al.
[30] where the analytical solution is known. The analytical method which basic description is in section 4.2.2
was implemented. The results from numerical model were
evaluated and the corresponding Ln -norm error measures
are shown in table 4. There, the very good correspondence between the two solutions could be seen.
The rest of experiments were done only using numerical solution of the defined models. Figure 4 shows the
comparison between predicted and measured crosswindintegrated concentrations C (kg m−2 ) in all experiment
cases. For clarity, the concentrations are normalized according to source term and divided by 104 :
Co|p = 10−4 C/Q, with units of (kg m−2 )/(kg s−1 ) =
s m−2 . The ideal state would be if the points lie on the
middle line. The other two lines border the space of factors 0.5 and 2 (see equation (65)) and it is seen that all
the predicted values lie in this range.

8

Co (10-4 sm-2)

Figure 3: The real turbulent profiles used in the
experiments. The turbulent profiles by [30] and
[27] are shown in the top graph (black and grey).
The turbulent profile by [9] for the downwind distances of 1000 m (cross), 3000 m (box) and 5000 m
(diamond) are shown in the bottom graph.
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Figure 5: The comparison of the measured concentrations (Co ) and the predicted concentrations
(Cp ) using the dispersion parametrization by Degrazia [9].

For the second set of experiments the turbulent parametrization dependent on height and downwind distance was chosen. This overall model is more accurate than the one
presented before. The results are shown in figure 5.

The measured statistical indices are shown in table 5. In
the first two rows the statistics for the analytical and numerical solutions of Wortmann’s model [30] are stated
showing almost the same accuracy. The best results,
shown in the last row, were achieved by using turbulent
parametrization by Degrazia [9]. As a conclusion, it can
be noted that the model results correspond to the observed concentration levels very well.
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Model
Analytical (W)
MoL (W)
MoL (D)

NMSE
0.08
0.08
0.08

COR
0.90
0.90
0.88

FA2
1.00
1.00
1.00

FB
0.11
0.10
0.08

FS
0.32
0.33
0.23

Table 5: The statistical indexes values of all
performed experiments with real wind/turbulent
parametrization.

5.3

ELLAM framework

This section describes the experiments done with the original ELLAM method inspired by [17] and its modified
version using adaptation techniques presented in section
4.3.2. The first set of experiments was done for pure advection cases using artificial rotating wind model. Here
the exact solution is known and the computed values are
directly evaluated. The second set of experiments was
done for artificial divergent wind model where the global
mass conservation was studied. The last set of experiments is dedicated to advection-diffusion phenomena with
source term where the real models of advection and diffusion terms are used in order to show the suitability of
the framework in this application.

5.3.1

Rotation wind

Rotation wind tests are quite common techniques to show
the performance of the numerical schemes solving pure advection equations. Here, the domain is in two dimensions
and has square shape. The wind rotates at a constant rate
during the whole simulation. Under these conditions, it
is obvious that concentration profile of any initial shape
has to remain the same at the end of each simulation if
the concentration is zero at the domain boundaries and
thus it is not out-flowed away.

Configuration. As it is stated further, different initial
concentration shapes cause smaller or bigger problems to
the tested schemes which were used. The relatively easy
shape is of non-steep cone. The moderate difficulties are
caused by the cylindrical shape where vertical gradients
are presented but horizontally the shape is smooth. The
hardest shape also used in these tests is a slotted cylinder, i.e. cylinder from which the box shape is subtracted.
Thus the shape has both vertical and horizontal discontinuities.
The experiment settings were as follows. All tests were
done in a squared space which was divided into 100 × 100
points. The diameters of the initial shapes were set to 30
points for all tests. The time steps were set to 360 per
one rotation, i.e., the Courant number was less than one
in case of Walcek algorithm. On the other hand the time
step was set to 8th and 24th multiple of Walcek setting in
case of original ELLAM. The step size of ELLAM algorithm was chosen in this way to reach the approximately
same calculation time as in case of Walcek scheme. Obviously, the adapt version of ELLAM sets its step size
to necessary values to reach the (sub-)optimal time stepping to gain significantly smaller oscillations and as small
numerical diffusion as possible.
All the results in rotating experiments were evaluated using the error measurements defined in section 5.1 in its
Concentration profile preserving subsection.

Cone profile. The tests with a cone shape profile were
done for short-, mid- and long-term simulations represented by 1, 6 and 60 rotations. The results at the end of
the appropriate simulations are shown in table 6. Obviously, all schemes preserve mass very well. Since original
ELLAM performs with cone profile very well and adapt
version of ELLAM adds some diffusivity the peak error
is smaller in case of original ELLAM scheme. RMSE and
DistrE are smaller in both ELLAM schemes.

Cylinder-based profiles. The experiments with the cylinder-based initial profiles were done under the same conditions as in the previous case. The number of rotations
was set to 1, 6 and 60. The results for cylinder and slotted cylinder are shown also in table 6. The results show
again the similar very good mass preserving of all numerical schemes, Walcek has the smallest peak error and
ELLAM and Adapt. ELLAM have significantly smaller
RMSE and DistrE. Moreover, Adapt. ELLAM has significantly lower PeakE than original ELLAM scheme.

5.3.2 Divergent wind
The last set of artificial experiments was done with divergent wind model that was presented also in [29]. The
wind speeds along x and y axes are computed using the
following equations

πi
25



π(i + di )
25



ax = sin

ay = cos





sin



πj
25



cos



π(j + dj )
25

,

(68)


,

(69)

where i and j are cell indexes along x and y axes and di
and dj lying in [0, 1] interval are the displacements of the
wind in y direction. The part of the velocity field is shown
in figure 6 where also the base of the used initial profiles
is displayed. It is presented there that the wind blows in
circles within squares of size 25 × 25 cells. The maximum
wind speed was set to 10 and it is reached at edges of the
squares. The zero velocity of the wind is presented in the
middle of the squares.
At long times after initialization, the concentration distribution becomes sheared within the swirls into infinitesimal ”curtains” or sheets which wrap around one another
while becoming thinner, and therefore are not resolved
by a numerical grid mesh of (100∆x)2 [29]. Therefore, if
the exact solution is averaged over (∆x)2 areas at long
times after initialization, the tracer should become uniformly mixed along streamlines of the swirls, and have a
ring-like structure within each vortex that contained any
of the tracer initially.
The first set of experiments were done according to one
performed in [29] with cone initial profile which center was
placed at [50, 50], i.e. in the middle of the domain 100 ×
100 as it is shown in figure 6. The element size was set to
40000 × 40000 m2 and the time step was set to 2637.6 s
in case of Walcek method. Two cases of ELLAM were
tested as before - original ELLAM version according to
[17] with 24 time bigger time step than Walcek and Adapt.
ELLAM which used adaptive time steps in combination
with adaptive diffusion.
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Scheme
Walcek
ELLAM
Adapt. ELLAM
Walcek
ELLAM
Adapt. ELLAM
Walcek
ELLAM
Adapt. ELLAM

MassE
0.118 × 10−10
0.905 × 10−4
0.142 × 10−4
0.151 × 10−9
0.511 × 10−4
0.507 × 10−4
0.971 × 10−11
0.503 × 10−4
0.327 × 10−3

RMSE
0.120 × 10−1
0.221 × 10−2
0.321 × 10−2
0.712 × 10−1
0.483 × 10−1
0.537 × 10−1
0.822 × 10−1
0.591 × 10−1
0.497 × 10−1

PeakE
0.414 × 10−1
0.607 × 10−1
0.755 × 10−1
0.0
0.889 × 10−1
0.386 × 10−1
0.0
0.153
0.454 × 10−1
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DistrE
0.311 × 10−1
0.313 × 10−2
0.206 × 10−3
0.162
0.523 × 10−1
0.117
0.232
0.998 × 10−1
0.991 × 10−1

Table 6: The mean errors of all performed experiments with cone (first three rows), cylinder (middle
three rows) and slotted cylinder (last three rows) initial profiles.
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Figure 6: The velocity field of divergent wind used
in experiments displayed with the base of the used
concentration profile shapes.

Summary. As a summary of this section, the results of
relative MassE measured in each experiment are presented.
The same experiments using divergent wind were done
also with cylinder and slotted cylinder initial profiles with
the same base diameter. In these cases the two divergent
winds were also used - the original one and the shifted
one.
The final results in the form of relative MassE are shown
in table 7. It is clearly visible that Walcek has the best
results in case of original divergent wind. On the other
hand, it shows its flaws when shifted wind profile is used
where it has bigger relative MassE. It is also evident that
Adapt. ELLAM has smaller error than original ELLAM
in all performed experiments.

5.3.3

Real Advection-Diffusion Models

The last set of experiments of ELLAM framework was
done for real advection-diffusion models that were also
used in the implementation of MoL method. As the input,
the data from nine experiments performed in Copenhagen
was used (see table 3). The wind parametrization from
[30] (see figure 2 (black)) was used and the dispersion

Model
O. wind
O. wind
O. wind
O. wind
O. wind
O. wind
O. wind
O. wind
O. wind
Sh. wind
Sh. wind
Sh. wind
Sh. wind
Sh. wind
Sh. wind
Sh. wind
Sh. wind
Sh. wind

Init. profile
Cone
Cone
Cone
Cylinder
Cylinder
Cylinder
Sl. cyl.
Sl. cyl.
Sl. cyl.
Cone
Cone
Cone
Cylinder
Cylinder
Cylinder
Sl. cyl.
Sl. cyl.
Sl. cyl.

Scheme
Walcek
ELLAM
A. ELLAM
Walcek
ELLAM
A. ELLAM
Walcek
ELLAM
A. ELLAM
Walcek
ELLAM
A. ELLAM
Walcek
ELLAM
A. ELLAM
Walcek
ELLAM
A. ELLAM

MassE
0.339 × 10−3
0.132
0.384 × 10−1
0.641 × 10−2
0.157
0.118
0.658 × 10−2
0.173
0.123
0.386
0.237
0.122
0.381
0.256
0.209
0.394
0.277
0.215

Table 7: MassE measures of all performed experiments with cone, cylinder and slotted cylinder
initial profiles. First 9 rows show the results for
original wind model, the last 9 rows show the results where shifted wind model was used.

parametrization was used by [30] and [27] (see the top
graph in figure 3 (black and grey)).
The testing models were similar as the ones used in section 5.2.2. The models used here were MoL, ELLAM and
Adap. ELLAM. The form of the MoL designed in section
4.2.2 with up-winding was used during testing. ELLAM
and Adapt. ELLAM models had the same form as the
ones with the same name used previously in this section
extended with point source term. All of the models were
time-dependent with steady-state point source placed at
the coordinates as it was in case of performed Copenhagen experiments. Therefore, the condition to stop the
simulation was defined in the following way. The simulation stops when steady concentration level is reached in
all places inside the domain.
The domain was discretized to 10 m × 10 m squares in
vertical and horizontal directions. It means that for instance the space of Copenhagen experiment No. 1 with
collecting distance of 1900 m from the source and mixing atmospheric height of 1980 m was discretized into 199
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Figure 7: The results of simulation of Copenhagen experiment no. 9. The details of concentration near
the source are shown for ELLAM (left) and Adap. ELLAM (right) methods. The units are 101 m in case
of x and z axes, and 10−4 sm−2 in case of C axis.
Model
MoL (W)
MoL (U)
ELLAM (W)
ELLAM (U)
A. ELLAM (W)
A. ELLAM (U)

NMSE
0.08
0.21
0.14
0.30
0.15
0.29

COR
0.90
0.91
0.83
0.82
0.82
0.82

FA2
1.00
1.00
0.96
0.87
0.96
0.83

FB
0.11
0.33
0.18
0.34
0.19
0.37

FS
0.32
0.40
0.32
0.48
0.33
0.48

Table 8: The statistical indexes values of all
performed experiments with real wind/turbulent
parametrization.

points in case of MoL or 198 cells in case of ELLAM methods. The time stepping was set to 4 s at the beginning
which remains the same only in case of ELLAM method,
the other two methods used adaptive time stepping as
described before.
The important fact is that the accurate point source could
be only used in MoL approach since in ELLAM case the
average concentrations in the cells are used and thus the
source was actually area-based with 10 m2 and thus this
condition differs in the models. This influenced the results
between MoL and ELLAM. The results are also influenced
by the fact that there were no boundary condition terms
(Neumann near the ground) implemented in case of ELLAM methods.
The results of performed experiments are shown in table
8. The results confirmed the assumptions that the MoL
and ELLAM computed concentrations differ. However,
the two ELLAM methods agreed with each other very
well.
There was also an interesting observation in terms of the
calculation speed. The overall time to calculate the final
results of all experiments differed in all methods. The
fastest was ELLAM (3.46 hours), Adapt. ELLAM was
the second fastest (3.89 hours) and the slowest was MoL
(5.33 hours). Adapt. ELLAM was slightly slower because
of the extra calculations needed for the time-stepping and
diffusion adaptations. MoL used adaptive time-stepping
in order to maintain accuracy and finally leaded to the
big calculation time.
From the results, it can be deduced that there is no advantage of Adapt. version of ELLAM. The fact that samples
of concentrations were collected from far distances from

the source leads to the very similar results of the two ELLAM methods. However, the difference of the methods
is seen near the source of the pollution where due to relative big time-steps the oscillation of ELLAM appears.
An example is shown in figure 7 on left where it is clearly
visible that original ELLAM could suffer from oscillations
and that better results are provided by Adapt. ELLAM
although it does not compensate oscillations completely.
The problem here is that not all the types of oscillations
are detected due to presence of the point source and thus
the concentration nearby is the highest.

6. Conclusions
This extended abstract of my dissertation thesis deals
with numerical solutions of advection-diffusion equation
describing the pollutant dispersion in planetary boundary layer. The work contains studies of the two concrete
methods, method of lines and ELLAM. It was shown in
artificial and real models that both methods are suitable
for the models of local/urban scales. The experiments of
method of lines and its parallel versions show great potential to be used on modern graphic cards.
Quite young ELLAM method was the second topic to
study in this thesis. The certain form of ELLAM was
implemented for structured grid which was directly compared in various experiments of pure advection problems
with Walcek’s method. The result showed that ELLAM
performed very well, especially its adaptive version which
prevents the oscillations the original form suffered from.
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