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Luboš Popelı́nský
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Abstract
In this paper, a methodology for deriving concurrency
coverage metrics which measure how well the synchronisation and concurrency-related behaviour of tested programs has been examined is introduced. Next, our experiences with testing multi-threaded programs using a noise
injection technique are discussed showing that there is no
silver bullet among the noise injection techniques. Finally, a novel use of stochastic optimisation algorithms in
the area of concurrency testing is proposed in the form
of their application for finding suitable combinations of
values of the many parameters of tests and the noise injection techniques. The approach has been implemented
in a prototype way and tested on a set of benchmark programs, showing its potential to significantly improve the
testing process.

1. Introduction
The arrival of multi-core processors into regular computers accelerated development of software that uses multithreaded design to utilize the available hardware resources.
Threads which exist within a process share process resources such as process memory which makes communication among threads seemingly easier but, on the other
hand, prone to errors. Errors in concurrency are not only
easy to cause, but also very difficult to discover and localize due to the non-deterministic nature of multi-threaded
computation. This situation stimulates research efforts
which are currently devoted to all sorts of methods for
discovering errors in concurrency (or, for proving their
absence), including testing, dynamic analysis, as well as
various approaches of formal verification.
Program testing is the most common way of finding errors
in programs. In testing, a programmer or tester creates
a test case which is defined by inputs and corresponding
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outputs. The test case is executed. If a failure occurs,
there is an error in the program or in the test case. Testing is often combined with coverage analysis—a process
of collecting, reviewing and analysing coverage metrics
which allow to measure occurrence of a considered phenomena during the testing. Dynamic analysis which is
also often called runtime verification is based on program
tracing in which he gathered information from the test
execution is analysed with an intention to discover abnormal execution conditions. Techniques that do not execute the program include static analysis, theorem proving, abstract interpretation and model checking. There
exist many different approaches ranging from rather simple code patterns static analyses to quite complex formal
automatic or semi-automatic methods such as abstract
interpretation.
Despite the intense research in the area, deterministic
testing, advanced static analyses, abstract interpretation,
and model checking which are able to prove correctness
of multi-threaded programs are still too demanding and
do not scale well. Instead, simple static analyses, nondeterministic testing, and dynamic analysis are usually
used by software developers and testers to search for errors in the code (this approach is sometimes called bug
hunting).
In this paper, testing and dynamic analysis of concurrent
programs are combined with metaheuristic techniques.
Stochastic optimisation techniques, also called metaheuristics or search-based optimisation [14], employ a certain
degree of randomness in the process of finding as optimal
as possible solutions to complex well-defined problems.
Such problems commonly have a large space of possible
solutions (also known as search space) and no known efficient and complete solution. Instead, heuristics are used
to partially explore the search space and favour promising
parts of the space with good solutions. In order to be able
to distinguish suitability of each solution, metaheuristic
techniques define the so-called fitness function which is
problem specific and express the quality of each candidate
solution with respect to the chosen goal. With a metaheuristics approach, there is no guarantee to find globally
optimal solutions. However, metaheuristics deliver satisfactory solutions for complex problems in a reasonable
time.
One of the most popular techniques which is also used in
our approach are the genetic algorithms (GAs) [14]. GAs
are inspired by the evolution processes in nature, handle a set of solutions (called population) in memory, and
during each iteration determine the next population using
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a stochastic algorithm containing three major steps called
selection, crossover, and mutation. A solution in the genetic algorithm is encoded as a vector of values (usually
but not necessarily of boolean values) called a genome.
The selection operation decides which available solutions
(also called parents) will be used to infer a new member
of the next population. The crossover operation combines two parents, and the mutation operation modifies
(mutates) the result of the crossover. GA appropriately
combines exploration and exploitation and often can find
a good solution for the given problem.

2. Advanced Techniques of Testing Concurrent
Programs
A sequential program is executed as a single process with
a single thread of control. When it is executed with
the same input, the sequential program goes through the
same sequence of instructions and provides the same output. This mostly deterministic behaviour makes analysis and verification of sequential programs simpler. On
the other hand, a concurrent program is executed within
one or more processes including multiple threads of control. Non-deterministic scheduling causes that the multithreaded program executed with the same input multiple
times may produce different outputs.
A crucial issue when testing concurrent software is to test
as many different (and hopefully relevant) interleavings
as possible. To achieve that, one can use stress testing which uses more active threads than the number of
available processors so that at any given time only some
threads are running, thus reducing the predictability of
interactions between threads. This technique is however
effective only a little. Advanced approaches to test concurrent software, which are described below, are based on
a repeated execution of the same test with the same inputs and on detecting whether an error occurred during
the execution. Such detection can be based on a failure
detection, assertion checking, or some dynamic detection
technique. During each execution, the techniques try to
affect the scheduler with an intention to see interleavings
which have not been spot during the previous executions
of the test. The number of different interleavings is increased either by injecting of the so-called noise into test
executions or by enforcing deterministic scheduling.
Noise injection techniques [4] inject either randomly or
based on some heuristics a noise into the test execution.
The noise causes a delay in the execution of a selected
thread, giving other threads which are ready to run an opportunity to make a progress. An advantage of the noise
injection approach is that the method does not require any
modification of the execution environment nor a manual
modification of the test. The tested system is automatically instrumented. The instrumentation typically injects
calls to a noise maker routine into the program code.
Threads executing the modified code then enter the noise
maker routine that decides—either randomly or based on
some heuristics—whether to cause a noise. Notice that
already the instrumentation itself introduce some noise
into the execution because the thread must execute the
code injected by the instrumentation. The technique is
mature enough to be used for testing of real-life software.
Interleavings obtained by the noise injection technique are
all valid. Therefore, the technique does not introduce any
false alarms.

Deterministic testing [2] controls thread scheduling decisions during the test execution and systematically explores the interleaving space. Such tools are inspired by
the work on model checking and can be seen as lightweight model checking (or execution-based model checking). The tools explore alternative scheduling scenarios
using re-initialisation of the tested program. To avoid
undesirable modification of the execution environment,
modern tools for deterministic testing, e.g., [12], focus on
application programming interfaces providing synchronisation functionality to the tested programs. The calls of
synchronisation routines of the run-time environment or
OS are intercepted and passed to the deterministic scheduler. This scheduler is able to stop threads which should
not proceed. The system scheduler therefore schedules
only threads allowed to run by the deterministic scheduler. The deterministic scheduler resumes stopped threads
when needed. Despite the introduced techniques are able
to handle large programs thanks to various optimisations,
they still suffer from certain limitations. First, they are
sensitive to other sources of non-determinism (e.g., input/output events) which make it difficult to replay an already captured scenario. Second, during the replay phase,
they usually allow to run only one thread which has a large
impact on the performance of the tested program.
In comparison with the noise injection techniques, techniques based on deterministic control over scheduling are
able to achieve a higher coverage of the synchronisation
scenarios in small and middle size programs thanks to
carefully chosen test scheduling scenarios. These techniques also make debugging much easier because they
are able to provide the interleaving scenario that leads
to an error and allow programmer to replay this scenario.
Therefore, from our point of view, modern deterministic
testing techniques are better for debugging and testing
of isolated modules for which unit tests exist while noise
injection techniques still provide good results for testing
of complex systems.

3.

Concurrency Coverage Metrics

In testing, testers need measures that can be used to asses
how well a program has been tested, how good a test is, or
whether further testing is necessary. For this purpose, the
concept of coverage metrics is used. Coverage metrics are
based on coverage tasks representing different phenomena
whose occurrence in the behaviour of a tested program
is considered to be of interest. Probably the most popular measure is the code coverage which measures how
much of the code (the number of lines, the number of executed statements, the number of branch conditions covered both ways, etc.) has been executed during a test
execution. A high code coverage is a necessary condition
for a good verification. The concurrency coverage metrics
discussed in this chapter measure how well the synchronisation mechanisms and various other concurrency-related
aspects of the behaviour has been exercised.
A common goal of the testing process is to reach a full coverage, i.e., to cover all tasks of the coverage domain. However, obtaining a full coverage for a complex software and
nontrivial metrics is often difficult and expensive. Moreover, for many nontrivial metrics, it is very difficult and
in general undecidable to statically determine reachable
coverage tasks and hence full coverage. Coverage metrics without a known full coverage can, however, still be
used in various ways. First, they can be used for compar-
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isons of testing techniques and tests. Second, they can be
used to control termination of the testing process within
the so-called saturation-based testing where the so-called
saturation effect, i.e., a situation when the obtained coverage stops growing, can be used to determine whether
the testing can be stopped. Finally, they are also useful
in search-based testing discussed in Section 5.
In [9], several new coverage metrics suitable for saturationbased or search-based testing of concurrent programs are
provided. These metrics are based on coverage tasks derived from the information about program behaviour that
is gathered or computed by various dynamic analyses—
Eraser [13], GoldiLocks [5], AVIO [11], and GoodLock [1].
In fact, the idea of inferring new metrics from these analyses is rather generic and can be applied to other dynamic
as well as static analyses (even those that will appear
in the future) too. The proposal is motivated by the idea
that within the development of such analyses, behavioural
aspects of concurrent programs that are highly relevant
for the existence of synchronisation-related errors have
been identified. Hence, it makes sense to measure how
well the aspects of the behaviour tracked by such analyses have been covered during testing.

3.1

Methodology of Deriving New Coverage Metrics

To derive metrics satisfying the criteria set up above, we
propose to get inspired by various existing dynamic (and
possibly even static) concurrency error detection techniques. This is motivated by two observations: (i) These
detection techniques focus on those events occurring in
runs of the analysed programs that appear relevant for
detection of various concurrency-related errors. (ii) The
techniques build and maintain a representation of the context of such events that is important for detection of possible bugs in the program. Hence, trying to measure how
many of such events have been seen, and possibly in how
many different contexts, seems promising from the point
of view of relating the growth of a metrics to an increasing
likelihood of spotting an error.
The described idea is very generic, and one can speak
about a new class of concurrency coverage metrics that
can be obtained in the described manner. A crucial step
in the creation of a new coverage metrics based on some
error detection algorithm is to choose suitable pieces of
information available to or computed by the detection algorithm, which are then used to construct the domain
of the new coverage metrics such that the other, above
mentioned criteria are met. This leads to a trade off
among the precision of the metrics and the amount of
information tracked, the associated computational complexity, and speed of saturation.

4. Noise Injection Heuristics
In this section, heuristics for noise injection are discussed.
Furthermore, the results of a systematic comparison [10]
of several noise injection techniques available in the IBM
Concurrency Testing Tool (ConTest), which represents
the state of the art of noise injection, as well as our newly
proposed coverage-based heuristics [10] on a set of test
cases are summarised.
Existing works discuss three main aspects of heuristic
noise injection: (i) How to make noise, i.e., which type of
noise generating mechanism should be used, (ii) where to
inject noise during a test execution, i.e., at which program
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location and at which of its executions (if it is executed
multiple times), and (iii) how to minimise the amount of
noise needed for manifestation of an already detected error when debugging. This section mainly targets the first
two aspects.
There exist several ways how a scheduler decision can be
affected in Java. The noise maker can use calls of yield()
to cause a context switch or sleep() and wait() to cause
a delay. The IBM ConTest tool comes with several more
noise seeding techniques. The synchYield technique combines the yield technique with entering a monitor that is
shared among all threads, the busyWait technique loops
for some time, the haltOneThread technique occasionally
stops one thread until any other thread cannot run, and
the timeoutTampering heuristics randomly modifies the
time-out used when calling sleep() in the tested program.
There also exist multiple noise placement techniques for
determining where to put a noise. The problem of noise
placement can be divided into two subproblems: (i) Which
program locations are suitable for injection of noise and
(ii) which particular occurrence of selected program locations in an execution of the program actually affect by the
noise. IBM ConTest allows to inject a noise before and after any concurrency-related event (including, accesses to
class member variables, static variables, and arrays, and
the calls of wait, interrupt, notify, monitorenter, and
monitorexit routines).

4.1

Suggestions for Noise-based Testing

The previously published systematic comparison of noise
injection heuristics [10] shows that there is no silver bullet
among the many existing noise seeding and noise placement heuristics. Moreover, it identifies weak and strong
aspects of the different heuristics in different contexts and
can thus serve as a guide for a user which intend to apply
the heuristics in the testing process. Apart form that, the
comparison also shows that the newly proposed heuristics may in certain cases provide an improvement in the
testing process. The results of the comparisons are summarised within several suggestions for noise-based testing
presented below.
The results indicate that there is no optimal configuration, and for each test case and each testing goal, a different setting of noise heuristics provide the best result.
Moreover, using a wrong noise injection technique can
in some cases degrade the quality of the testing process.
Therefore, if no information concerning the tested program is available, a good option is to start with the IBM
ConTest default configuration which has the IBM ConTest random parameter enabled. This parameter makes
IBM ConTest select noise heuristics and their parameters
at random before each execution. This setting does often
not achieve the overall best results as shown above but it
provides reasonably good results with a minimal effort.
Otherwise, one has to set up the noise seeding and placement heuristics manually. As for noise seeding heuristics,
good results were often provided by the yield, synchYield,
wait, and busyWait heuristics. The yield and synchYield
heuristics have a minimal impact on the performance of
the test while still providing the best improvement in
some cases. The wait and busyWait heuristics cause a considerable performance degradation but they can help to
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test even rarely executed synchronisation scenarios in complex programs. The results indicate that in most cases
higher noise frequency does not mean a higher probability of spotting an error or higher coverage. On the
other hand, a high noise frequency used with a demanding heuristics (e.g., busyWait) has a negative impact on
the performance of the test.
Both the considered advanced noise seeding heuristics provide in some cases a considerable improvement of the testing process. Therefore, it is worth to enable them and
test whether they positively affect results of the considered test case. Our results indicate that the performance
degradation caused by these techniques is not high. Further, the impact of the timeoutTampering heuristics on
tests which contain calls to timed sleep and wait methods is high. We therefore suggest to perform a simple
static analysis which detects calls of these methods in the
tested program and enables the timeoutTampering heuristics if such calls are present in the code.
As for noise placement heuristics, the heuristics which
focus the noise on a single randomly chosen variable combined with the advanced noise seeding techniques and our
newly proposed heuristics often provide the best results.
We therefore suggest to prefer these heuristics which put
noise only on carefully selected places to heuristics which
simply put noise randomly or to too many places. If the
performance degradation is not an issue, our heuristics
with noise strength computation often provides better results than the heuristics without this feature. And, if
the performance is important, our heuristics without the
noise strength computation often provide the best results.
To sum up, although we provided same hints on using the
noise techniques above, these advises are not definite since
different testing scenarios can quite significantly vary as
we proved by our experiments. Hence, if it is possible, we
suggest to experiment with more noise settings.

5.1

Concurrent Programs Testing as a Search Problem

Most types of the noise seeding or placement heuristics
are adjustable by one or more parameters influencing their
behaviour and efficiency (e.g., noise seeding heuristics are
often parameterized by their strength). Further, one can
combine several noise placement and seeding techniques
within one execution. Finally, it is usually the case that
there exist multiple test cases for a given program that
can also be parametric.
With respect to the above, we formulate the test and noise
configuration search problem (the TNCS problem) as the
problem of selecting test cases and their parameters together with types and parameters of noise placement and
noise seeding heuristics that are suitable for a certain test
objective.
Formally, let T ypeP be a set of available types of noise
placement heuristics each of which we assume to be parameterized by a vector of parameters. Let P aramP be
a set of all possible vectors of parameters. Further, let
P ⊆ T ypeP ×P aramP be a set of all allowed combinations
of types of noise placement heuristics and their parameters. Similarly, we can introduce sets T ypeS , P aramS ,
and S for noise seeding heuristics. Next, let C ⊆ 2P ×S
contain all the sets of noise placement and noise seeding heuristics that have the property that they can be
used together within a single test run. We denote elements of C as noise configurations. Further, like for the
noise placement and noise seeding heuristics, let T ypeT
be a set of test cases, P aramT a set of vectors of their
parameters, and T ⊆ T ypeT ×P aramT a set of all allowed
combinations of test cases and their parameters. We let
T C = T × C be the set of test configurations.

5. Search-based Testing of Concurrent Programs

Now, the TNCS problem can be expressed as searching
for a test configuration from T C suitable wrt. some given
objective function. One can also consider the natural generalisation of the TNCS problem to searching for a set of
test configurations, i.e., a member of 2T C .

Search-based testing applies metaheuristic search techniques [14] to the problem of software testing. In order
to apply metaheuristics to software engineering problems
like testing, one has to consider the following steps [3]:
(i) Decide whether the problem is suitable for searchbased techniques, (ii) formulate the problem as a search/
optimisation problem and define a representation for the
possible solutions, (iii) define the fitness function, (iv) start
with the simple Hill-climbing algorithm—if the results
are encouraging, i.e., better than random search, consider
other local search and genetic approaches, and (v) select
an appropriate metaheuristic technique, its parameters
and operators if necessary.

Metaheuristic algorithms need an objective function in order to compute suitability of the candidate solution (the
fitness function). Fitness of a test configuration tc ∈ T C
wrt. the objective functions has typically to be evaluated by a repeated execution of the test case encoded in tc
with the test parameters and noise configuration that are
also a part of tc. Note that the repeated execution makes
sense due to the non-determinism of thread scheduling.
The evaluation of individual test runs must of course be
combined, which can be done, e.g., by computing the average evaluation or by computing a cumulative evaluation
across all the performed executions.

Above, we show that there is no silver bullet among the
many existing noise injection heuristics. Actually, some
configurations can even decrease the probability of an error manifestation. This is helpful for run-time healing of
errors [7], but it is highly undesirable for detecting them.
Moreover, the number of possible settings of the noise
injection (and also of the test itself) together with the
considerable time needed to run a test in order to evaluate the efficiency of a certain noise configuration makes
exhaustive searching for suitable noise configurations impractical. This is exactly the case where metaheuristic
search techniques can help.

In [8], our initial experiments done with the basic local search algorithm—the Hill-climbing algorithm [14] are
presented. In the experiment, the Hill-climbing algorithm
is compared with the random search approach for solving
the simple TNCS problem. Our results indicate that the
metaheuristic algorithms can be used to solve the TNCS
problem because even the simple Hill-climbing algorithm
is in some cases able to overcome the random approach.
But, the Hill-climbing algorithm often gets stuck in a local optimum. The landscape analysis indicates that the
landscape contains many local optima which are hard to
overcome for the simple Hill-climbing algorithm.
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5.2

A Genetic Approach to the TNCS Problem

In order to utilise a genetic algorithm to solve the TNCS
problem with the considered set of noise configurations,
we let the particular test configurations play the role of individuals. We encode the test configurations as vectors of
integers. The test configuration is either reduced to solely
a noise configuration (when a single test case without parameters is considered), or it consists of the noise configuration extended by one or more specific entries controlling
the test case settings. We, however, concentrate here on
the noise configurations only, which form vectors of numbers in the range (0, 0, 0, 0, 0, 0)–(1000, 5, 3, 6, 2, 2). Here,
the first entry controls the noiseFreq setting, the next two
control the sharedVar and coverage-based noise placement
heuristics. The last three entries control the setting of the
basic and advanced noise seeding heuristics.
We consider the standard one-point, two-point, and uniform element-wise (any-point) crossover operators [14].
Mutation is also done on an element-wise basis, and it
handles ordinal and non-ordinal entries differently. Nonordinal entries are set to a randomly chosen value from
the particular range (including the current value). Ordinal entries (e.g., entries encoding the strength of noise
or the parameter controlling the number of threads the
test should use) are handled using the standard Gaussian
mutation [14] (with the standard deviation set to 10 % of
the possible range or minimal value 2). Finally, we consider standard proportional and tournament-based fitness
selection operators [14] as they are implemented in the
ECJ library.
Based on the results presented in [6], we found as suitable the following setting of the parameters of genetic
algorithms for the considered concretisation of the TNCS
problem: Size of population 20, two different selection
operators (tournament among 4 individuals and fitness
proportional), the any-point crossover with a higher probability (0.25), a low mutation probability (0.01), and two
elites (that is 10 % of the population). We choose the
low mutation probability 0.01 despite our results indicate
that the individuals with highest fitness are most often
found using the higher probability (0.25). This decision
is motivated by our intention to prefer exploitation over
exploration as explained below. This parameter setting is
used in the experiments presented below.
In [6], we proposed a complex objective function for the
TNCS problem. In particular, the stress is on looking for
data races, but as our experiments show, the approach
helps in finding other kinds of concurrency-related errors
too. Namely, we aim at (1) maximising weighted coverage
under the concurrency coverage metric GoldiLockSC [9]
(denoted as W GoldiLockSC below), (2) maximising the
number of warnings GLwarn produced by the GoldiLocks
algorithm [5] (denoted as GLwarn), (3) maximising the
number of detected real errors due to data races (denoted
as error), and (4) minimising the execution time. Our
fitnees function has form:
W GoldiLockSC + 1000 ∗ GLwarn + 10000 ∗ error
time

6. Experimental Results
We evaluate our approach on 5 test cases containing concurrency-related errors. The test cases are listed in Table 1. In the table, the Param column indicates the number of the test case parameters and the number of possible
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values of each parameter (e.g., 2, 3 means that the test
takes two parameters, the first with two possible values
and the second with three possible values).
We compare our genetic approach with the random approach which represents the state of the art in the noisebased testing of concurrent programs. In the random approach, we randomly select 2000 test and noise configurations and let our infrastructure evaluate them in the
same way we evaluate individuals in the genetic approach.
Table 1 summarises our results. The table is based on average results obtained from 10 executions of the genetic
and random approach. It is divided into three parts. In
the left part (Test case), the test cases are identified, and
their size and information about their parameters are provided.

6.1

An Evaluation of the Best Individuals

The middle part of Table 1 (Best configuration) contains
three columns which compare the best individual obtained
by our genetic approach and found by the random approach. The Gen. column contains the average number
of generations (denoted as gen below) within which we
discovered the best individual according to the considered
fitness function. The numbers indicate that we are able
to find the best individual according to the considered
fitness function within the first quarter of the considered
generations.
The Error column of the Best configuration section of Table 1 compares the ability of the best individual to detect
an error. The column contains two values (x1 /y1 ). The
first value x1 is computed as the fraction of the average
number of errors found by the best individual computed
by the genetic algorithm and the average number of errors
discovered by the best individual found by the random
generation provided that an equivalent number of executions is provided to the random approach (this number is
computed as gen times the size of the population which
is 20). The second number y1 is computed as the fraction
of the average number of errors found by the best individual computed by the genetic algorithm and the average
number of errors discovered by the best individual found
randomly in 2000 evaluations. The –/– value represents
a situation where none of the best individuals was able to
detect the error within the allowed 5 executions. The H
symbol means that the genetically obtained best individual did not spot any error while the best individual found
by the random generation did (we discuss this situation
in more detail below).
Similarly, the Time column of the Best individual section
of Table 1 compares average times needed to evaluate the
best individual obtained by our approach and the best individual found by the random approach. Again, two values are presented (x2 /y2 ). The first value x2 is computed
as the average time needed by the best individual found
by the random approach if only gen ∗ 20 evaluations are
considered, divided by the average time the genetically
found best individual needed. The second value y2 shows
the average time needed by the best individual found by
the random generation when it was provided with 2000
evaluations, divided by the average time needed by the
genetically found best individual.
The values that are higher than 1 in the Error and Time
columns of the Best individual section of Table 1 represent
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Table 1: An experimental comparison of the proposed genetic approach with the random approach to
setting test and noise parameters
Test case
Name
Params
Airlines
5,5,10
Animator
–
Crawler
–
Crawler∗
–
FTPServer
10
Rover
7

Gen.
15
25
22
25
14
3

Best configuration
Error
Time
3.0 / 1.7
3.8 /
21.8 / 10.9
1.1 /
–/–
1.3 /
–/–
1.1 /
1.2 / 1.0
3.8 /
H
33.7 /

how many times our approach outperforms the random
approach. In general, one can see that the best individual found by our genetic approach has a higher probability
to spot a concurrency error, and it also need less time to
do so. Even if we let the random approach to perform
2000 evaluations, our best individual is still better. Exceptions to this are the Rover and Crawler test cases.
In the Crawler test case, the error manifests with a very
low probability. The best individuals in both cases were
not successful in spotting the error (note, however, that
the error was discovered during the search process as discussed below). In the Rover test case, the best individual
found by the genetic algorithm was not able to detect
an error and some of the best individuals found by the
random approach did detect the error (as again discussed
below, the error was discovered during the search process
too). This results from the fact that the genetic approach
converged to an individual that allows a very fast evaluation (over 30 times faster than the best configuration
found by the random generation). This, however, lowered
the quality of the found configuration from the point of
view of error detection, indicating that as a part of our
future research, we may think of further adjusting the
fitness function such that this phenomenon is suppressed.

6.2

An Evaluation of the Search Process

The right part of Table 1 (Search process) provides a different point of view on our results. In this case, we are not
interested in just one best individual learned genetically
or by random generation that is assumed to be subsequently used in debugging or regression testing. Instead,
we focus on the results obtained during the search process
itself. The genetic algorithm is hence considered here to
play a role of heuristics that directly controls which test
and noise configurations should be used during a testing
process with a limited number of evaluations that can be
done (2000 in our case).
This part of the table contains three columns which compare the genetic and random approaches wrt. their successes in finding errors and wrt. the time needed to perform the 2000 evaluations. The first column (Error ) compares the average number of errors spot during the search
process and the average number of errors spot during the
evaluation of 2000 randomly chosen configurations of the
test and noise heuristics. The Error ∗ column compares
the average number of errors detected by our genetic approach with the average number of errors spot by the
random approach when the random approach is provided
with the same amount of time as the genetic approach.
Finally, the Time column compares the average total time
needed by the random approach in 2000 evaluations and
the average time needed by our genetic approach. Again,

2.5
1.3
1.5
1.1
4.7
19.4

Search process
Error Error∗ Time
3.2
8.8
3.0
4.3
5.4
1.3
0.3
1.1
3.3
0.4
1.0
2.8
0.9
1.7
1.9
3.2
8.8
3.0

the values higher than 1 in all the columns represents
how many times our approach outperforms the random
approach.
The cumulative results presented in the Error and Error ∗
columns show that our approach mostly outperforms the
random approach. The exceptions in the Error column
reflect the already above mentioned preference of the execution time in our fitness function, which is further highlighted by the Time column. For instance, in the worst
case (the Crawler test case), our genetic approach is more
than 3 times faster but in total discovers three times less
errors. On the other hand, in the best cases (the Airlines
and Rover ), we found three times more errors in three
times shorter time. To give some idea about the needed
time in total numbers, the average time needed to evaluate 2000 random individuals took on average 32 hours
(whereas the genetic approach needed just 10.5 hours),
and the average time needed to evaluate 2000 random
individuals of our biggest test case FTPServer took 101
hours (whereas the genetic approach needed on average
just 53 hours).
Overall, our results show that our approach outperforms
the random approach. They also indicate that we should
probably partially reconsider our fitness function that puts
sometimes too much stress on the execution time, which
can in some cases (demonstrated in the Crawler test case)
be counter-productive.

7.

Conclusions

In this paper, we have concentrated on noise injection
techniques that help to examine different thread interleavings during testing and dynamic analysis of concurrent
programs and to detect even rarely manifesting errors.
Our main contribution can be divided into three parts
concerning concurrency coverage metrics, noise injection
heuristics, and a use of metaheuristics in noise-based testing.
The first part of our contribution is a methodology of
deriving new coverage metrics from dynamic (and possibly also static) analyses designed for discovering bugs
in concurrent programs. Using this idea, we have derived several new concrete metrics. These metrics capture important features of the behaviour of concurrently
executing threads. Therefore, they are suitable for debugging and testing of concurrent programs. We have
performed an empirical evaluation of these metrics, which
has shown that several of them are indeed better for use
in saturation-based and search-based testing than various
previously known metrics.
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In the next part of the paper, we have provided a summary of comparison of different noise injection heuristics
including the new heuristics which we proposed in [10].
Our results have shown that there is no silver bullet among
the noise seeding and placement heuristics. Even our
newly proposed heuristics wins over the existing ones only
in some cases.
Finally, we have proposed a way of using search techniques to improve quality of noise-based testing and dynamic analysis through finding suitable combinations of
parameters of tests and noise heuristics. We have formalised this problem as the test and noise configuration
search (TNCS) problem. We have proposed a way how
to use genetic algorithms to solve the TNCS problem and
a complex objective function suitable for data race detection which is based on a dynamic analysis algorithm
(namely, the GoldiLocks algorithm). Our experiments has
shown that the objective function has been also successful
at looking for other kinds of concurrency errors. We have
shown on a set of benchmark programs that our approach
significantly outperforms the commonly used approach of
randomly selecting noise configurations.
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Abstract
Image reproduction ought to provide subjective sensation
possibly closest to the one, where the original image is
observed. Digital image reproduction involves image capture, image processing and rendering. Several techniques
in this process are not ideal. This work proposes improvement of speed and accuracy of some state-of-the-art
methods.
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1. Introduction
Digital image reproduction involves mainly image capture
and image rendering. Between these two techniques, the
data are digitally processed. Meaning of the image processing might seem to be insignificant. In fact, if the image had been captured by an ideal camera and rendered
via an ideal display device, no data processing would be
necessary for perfect reproduction. Unfortunately, the
available devices are certainly not ideal.
The scanning devices suffer of geometry distortion, luminance non-linearity and limited contrast (dynamic range).
Although all of these imperfections has been overcome, in
some of the cases it is at certain price. High dynamic
range can be captured by multi-exposure, which does not
∗Recommended by thesis supervisor: Assoc. Prof. Pavel
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Display

2.3 Resampling
2.4 Relation Between Visual Acuity
and Optimal Observation Distance
2.5 Resampling FilterOptimization

Figure 1: General framework for image reproducing and
manipulation

allow for taking photographs of non static objects or capturing of motion pictures. Geometry correction can be
measured and corrected, but the algorithms are rather
slow for real-time processing.
Commonly used LCD display devices have pixel matrix
fixed by construction so they do not suffer from geometry
distortion. But the pixel density is still low, the matrix
is visible and causes disturbing artifacts. Either the highest displayable contrast is still limiting. Despite of the
marketing claims, most of the common displays are not
capable of rendering much higher contrast than 1:1000.
The ordinary practice is to scale range of the digital image to fit the display range. The procedure is so frequent,
that many users do not consider it as an image processing
at all. Yet the image is certainly changed. And substantial change in the contrast causes noticeable change in the
color perception [8].

2.

Perception Optimizing on a Display

The scheme in Figure 1 describes the contributions to
the image processing process presented in this work.

2.1

Image Resampling for Geometry Correction

The geometrical distortion may be unacceptable in some
applications. Therefore it is desirable to acquire geometrically correct image. The presented algorithm helps in
correcting such images. The algorithm provides high performance at the price of certain limits. The displacement
and rotation should stay in some constraints.
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Figure 2: Displacement interpolation in squares. Pixels
of original distorted image are plotted with gray dashed
line, pixels of output image are plotted with black solid
line. Meaning of precalculated coefficients is marked with
coloured vectors.
The algorithm exploits separable resampling via FIR filter
bank (see Figure 2). The set of filters is for selection of
the subpixel displacement.
This approach enables for implementation using a pipeline
with low consumption of resources in a programmable
hardware. Although the implementation proposed in the
presented approach is simple, it preserves the image, as
well as the more complex implementations of the filters
given the constraints of the approach are respected.

2.2

Dynamic Range Reduction Acceleration

The tone mapping operators for dynamic range reduction
has been rapidly improved during last decade. One of the
most complex physiologically influenced methods is [5].
This method (and many others, e.g. [3] ) uses the bilateral filter for computing of the light adaptation. The filter
is a bottle-neck in fast image processing. Though several
attempts were made to accelerate the filtering [11] [6]
[7] [12] , in 2011 we designed an approximation method
with very small error and fastest computation so far. The
method is presented here.
Bilateral filtering is a nonlinear filtering computed as a
weighted average of each pixel’s surrounding. The weight
is based on the spatial distance and the intensity difference. In most cases, the maximum weight is centered
at zero differences of position and intensity. The most
used function for expressing the spatial and intensity scale
weight functions are Gaussians: Gσs and Gσi . The overall
weight function is a product of both values.
Unlike in most other attempts to accelerate the filter, the
image is split spatially in the presented approach:
1. The image is split into tiles. Two different histograms are computed for each tile: histogram of
the pixel intensity values and the same histogram
where each count is multiplied by the intensity.
2. The histograms are convolved with a function close
to intensity domain Gaussian Gσi .

Figure 3: Dependency of a computation time and PSNR
on the image area. Time of the exact bilateral filter computation (exact), time of the accelerated algorithm (fast)
ŰDurand, triple EMA, bilinear tile filtering and Ledda,
single EMA, bilinear tile filtering and PSNR for both filter settings.
3. A spatial filter close to convolution with a space
domain Gaussian Gσs is applied to the histograms.
It means that the signal value is spread among the
histograms in space, but not across each of the histograms.
4. The result image value is computed as the two histograms value ratio. An interpolation has to be applied.
We proposed the method for histogram filtering . It consists of the following steps:
1. The histogram is gathered already subsampled. The
contribution of each pixel is distributed into the appropriate (closest) histogram values using a distribution function.
2. The sampled histogram is filtered by a set of exponential average filters. This set of filters closely
approximates convolution with a Gaussian, but is
much faster.
3. The result value at any position is calculated using
an interpolation function working with appropriate
(closest) histogram values.
The filter results were compared to the exact bilateral
filter implementation limited to the radius 5σ. The precision was measured on twenty-nine different images, each
with the area approximately 0.7megapixels. An example of the differential image is in Figure 4. The intensity sigma was set according to two state-of-the-art approaches [5] [3]. PSNR did not drop below 43dB for σi
= 4dB [3] or below 69dB for σi = 0.6dB [5]. While the
exact bilateral filter time dependency on the image area
is almost exactly quadratic, in the approximation method
the dependency is close to linear (see Figure 3).

2.3

Resampling

It has to be said, that ideal resampling is not necessarily
best for display devices. The reasons are:
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Figure 6: Testing screen

(a)

(b)

Figure 4: (a) Tone-mapped input image, (d) differential
image (Ledda’s σ, single EMA [5])

Figure 7: Optotypes

Figure 5: Perception of an image on a display: Image is
filtered and sampled, rendered via the display pixels and
processed by the HSV
1. Display pixels are not ideal samples. Ideal sample
would be close to Gaussian or Sinc function with
very low frequency domain response above half of
the sampling frequency.
2. In the HVS there is no lo-pass filter, which would
have suppressed high frequency harmonic signal caused
by inadequate samples. Or to be more specific, there
is a filter suppressing high frequencies in HVS, but
the inhibition is not very steep and it depends on
the observation distance.
The resampling should respect shape of the display pixel,
spatial response of the visual system and observation distance. These problems are discussed below.

2.4

Relation Between Visual Acuity and Optimal Observation Distance

Users tend to view the display from the so-called ”comfortable distance”. The question is how does the comfortable observation distance correspond to the visual acuity.
The proposed approach was used to measure correlation
between optimal observation distance from the display
device and the visual acuity.
Users were to compare image post-processing methods.
Tiny differences forced them to carefully choose optimal
distance (see Figure 6). The distance was then measured

by triangulation. Visual acuity was measured at the display surface, so the accommodation conditions were comparable (the optotypes detail os shown in Figure 7). A
standard monitor with the pixel spacing 0.270mm was
used. The correlation was measured on 20 subjects.
Angular acuity
Ang. ac. deviation
Relative acuity
Rel. ac. deviation

32.3 cycles
0.118 log10
3.98 cycles
0.024 log10

· deg−1
cycles · deg−1
· mm−1
cycles · mm−1

Although the acuity varies, it shows strong correlation
with the preferred observing distance (Figure 8 and Figure 9). The results show that the relative spatial acuity
in preferred distance has much smaller deviation than the
angular acuity.
The statistics were used to project the retina cell receptive
field to the display plane.

2.5

Resampling Filter Optimization

When the image is post-processed, rendered on a display and observed, the whole process can be described as
shown in Figure 5 and Figure 10. The spatial response
of the human visual system is not simple. It is formed
by complex neural network within the retina. The retina
contains photoreceptors and neural cells. The signal is
processed by several tens of specialized cell types [4] [10],
which formes the typical center-surround spatial response
[2]. Measured characteristics of the primate visual system [1] [9] (see Figure 11) can be used to optimize the
resampling.
The best filter would give the same result as direct observing. However this is not possible due to the loss of information by sampling. The filter can by only optimized.
Unfortunately the optimal filter with minimal error can
not be generally expressed.
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The process contains both convolution and multiplying, so
minimization can not be solved in spatial nor in frequency
domain. But the problem could be split into different
sub-pixel positions s. The result needs to be expressed
as a convolution for any case of s. Each case gives a
different convolution kernel, so the complete operation is
not convolution. But we can minimize the error across all
kernels.
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algorithm. For this purpose the space has to be reduced
reasonably. Following method was used:
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Figure 9: Distribution of angular acuity across the age

• Filter is designed via Fourier transform. The highest harmonic frequency is not above the spatial frequency recognizable by the HVS. The amplitudes
are not complex numbers. Filter should be symmetrical (even function), so only cosine harmonics
are contained. This reduces the parameters to a
relatively small amount of numbers.

Input signal

• The parameter quantization step was selected as
1/1000. For the 8-bit displays the precision is sufficient. The visual system spatial response absolute
values below 10−4 were ignored.
• Filter area (integral) should be 1. It gives that the
zero harmonic value F0 is inverse of the filter size.

Digital filter

• The filter value at both ends should be 0. It gives
that F0-F1+F2-F3+ ... = 0
Sampling

• The spatial domain quantization was 11 samples per
pixel. It is dense enough, so that the highest sampled frequency according to Nyquist is well beyond
HVS recognition and odd number made some of the
numeric computations easier.

Convolution with pixel shape

Convolution with retina response

-3
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-1

0
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3

Figure 10: Scheme of the post-processing and observing
process

The error minimization process was run twice, for the
filter of radius 2 and 3 pixels. The results are compared
in Figure 12. It is clear that the function is close to zero
from the eccentricity about 2 pixels. The amplitudes of
the filter with 2 pixels radius given by the optimization
are listed below:
F ilter(x) = 1/4 + 0.504 · cos(1 · π/2) + 0.302 · cos(2 · π/2) +
0.048 · cos(3 · π/2)

12

Seeman, M.: Image Processing for Improved Perception and Interaction

1.2
Optim 3
Optim 2
1

0.8

0.6

0.4

0.2

0

-0.2
-3

-2

-1

0

1

2

3

Figure 12: Optimization results for different filter sizes

3.

Conclusions

The reconstruction of an image via digital display is a
complex problem. The result is still not ideal with commonly available devices and current methods. The aim
of this work was to identify the weak points in the whole
system and improve them. Some of the methods already
provide transfer with error undetectable by human vision, but the processing is too slow for interactive view
or real-time video processing. Several improvements were
achieved and described in this work. The framework with
proposed changes enhances both performance and perceived image quality.
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Abstract

1. Introduction

The main contributions of the thesis are two novel approaches for the increase of securing of biometric systems
based on ﬁngerprint recognition. The ﬁrst approach is
within the liveness detection and prevents the use of various fake ﬁngers and other spooﬁng techniques during the
capturing processes. This patented approach is based on
a combination of change of papillary line color and width
caused by pressing of a ﬁnger against glass plate. The
resultant liveness detection unit can be integrated into an
optical ﬁngerprint sensor. The second approach is within
standardization and it increases the security and interoperability of minutiae extraction and comparison process. For this purposes, I have created the methodology
to determine semantic conformance rates of minutiae extractors. The minutiae extracted by the tested extractors
are compared against Ground-Truth-Minutiae obtained
by clustering of data provided by dactyloscopic/forensic
experts. This proposed methodology is included in the
ISO/IEC 29109-2 Amd. 2 WD4.

Nowadays, there are increasing security needs inﬂuencing
many parts of human life. The passports usually contain biometric data (e.g., ﬁngerprints and face), frequent
ﬂyers can be identiﬁed using iris recognition, swipe ﬁngerprint sensors are usually integrated into common laptops,
etc. There are various biometric characteristics, which
are/can be used as a biometric identiﬁer, but the biggest
market share belongs to various systems based on ﬁngerprint recognition.
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Nevertheless, the expansion of ﬁngerprint recognition and
the familiarity of people with this technology caused, that
the ﬁngerprints (and ﬁngerprint sensors) are probably the
most attacked biometric characteristic. There are a lot of
studies of possible attacks on various ﬁngerprint sensor
technologies or description of weak places in the whole
biometric system [3, 8, 29, 30, 37, 42] and there are also
several published cases of attacks on systems based on ﬁngerprint recognition (e.g., attempt to spoof pension dispensing system in South Africa [44] or a successful attack
of South Korean woman to Japanese immigration screening [40]).
These analysis and described attacks show us the vulnerable places of biometric systems and the necessity of
creation and functional implementation of new and more
eﬃcient method/technique of securing of biometric system.

2. Security of biometric systems
At ﬁrst it is necessary to analyze the possible vulnerabilities of biometric systems and describe the possible attacks
and corresponding countermeasures/precautions.

2.1 Weak places and types of attack
The major weak places of a biometric system [3, 29] are
marked in Fig. 1. As it can bee seen, there is neither
component nor channel, which is impossible to attack.

Figure 1: A diagram of biometric system. Weak
places are marked by numbers.
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There are three basic types or goals of an attack: to obtain
information/data, gain access or DoS (Denial of Service)
attack [24, 29]. The simplest way to gain access is the
spooﬁng of sensor, e.g., by the reactivation of latent ﬁngerprint or using the fake ﬁnger. The possible precautions
are the usage of liveness detection, fake ﬁnger detection
or multi-modal biometric fusion. For gaining access, it
is also possible to use, e.g., Replay attack or brute force
attack.
The second possible goal of the attack can be to obtain
data, mostly the biometric reference of enrollees. In case
that the particular person uses two or more biometric systems, then the attacker can try to obtain biometric reference from the least secured system and use them to gain
access to the more secured system, e.g., by the generating
of a fake ﬁnger structure using the minutiae data from
obtained biometric reference and subsequent creation of
a fake ﬁnger. A possible precaution is the usage of cancelable/revocable biometrics.
The DoS attack can have many forms [3], from the temporary attacks not causing a permanent damage to the
serious damage of the hardware. The attacker can invade
various communication channels or components, she/he
can cause slowing down or stopping of the biometric system using various ways, e.g., by changing of threshold in
extractor or comparator, by the overload of the communication network by forged messages or by sabotage. It
does not matter, which channel or component has been
attacked, because blocking of communication on each of
them takes the whole system out of service.

2.2 Spoofing of biometric sensor
In previous years, researches demonstrated several very
successful methods for fooling of diﬀerent types of ﬁngerprint sensors. These methods can be divided into the
following three categories [26]: reactivation of latent ﬁngerprint, usage of artiﬁcial fake ﬁnger or dead/removed
ﬁnger.
Reactivation of a latent ﬁngerprint is the simplest and
quickest way of spooﬁng of sensors. Thalheim et al. [42]
proposed a few ways how to fool capacitive ﬁngerprint
sensors. It is possible to breathe1 or put a thin-walled
plastic bag ﬁlled with water on the sensor area. The combination of condensed water vapor from the breath or the
water from the plastic bag with the grease from latent
ﬁngerprint causes the change of capacitance, which initiates the capturing process. An attacker can also dust
the latent ﬁngerprint with an appropriate type of powder
(e.g., graphite) and gently press an adhesive tape over it
and spoof capacitive ﬁngerprint sensors.
The artiﬁcial ﬁngers can be created most easily with assistance of enrollee. The enrollee presses his/her ﬁnger
against prepared material and creates the mold, which is
ﬁlled with appropriate material afterwards (e.g., free plastic mold and gelatin ﬁngers [30]; wax mold and silicone
ﬁngers [42]; or dental impression material and play-doh
1
For the education purposes, I have personally tested the
breath on the sensor area on capacitive sensor Suprema
SFM3050-TC1. The test was successful beyond expectation (approx. 75% success rate), but the success rate has
declined over time and after three years it was no longer
possible to demonstrate this approach.

Figure 2: Stamp captured by [26]: left ﬁngerprint - thermal sensor (Bergdata FCAT 100),
middle ﬁngerprint - optical sensor (Suprema
SFM3020-OP), right ﬁngerprint - capacitive sensor (Suprema SFM3050-TC1).
Right picture:
Picture of the stamp.

ﬁngers [36]). If the assistance of enrollee is not possible,
the attacker has to obtain a latent ﬁngerprint of the enrollee and create a mold using, e.g., photosensitive PCB
(Printed Circuit Board) [26, 30]. On the other hand, it is
also possible to slightly enhance the photograph of latent
ﬁngerprint and orders creation of a stamp in a common
stationer’s shop (cost 4 EUR in 2007). The result can be
seen in Fig. 2.
The most dangerous types of fake ﬁngers are thin ﬁngers glued on attackers own ﬁnger. It can be diﬃcult to
ﬁnd this artiﬁcial ﬁnger by supervisor or a camera system. Moreover, some methods of liveness detection could
penetrate through and test the liveness of a real ﬁnger
behind it. This thin fake ﬁnger was successfully used,
e.g., against Japanese ﬁngerprint immigration screening
in 2008 [40] and the possibilities of usage of fake ﬁngers
are also tested in the Life Finger project [8] using ”BSI2
Fake-Tool-Box”, which is able to spoof not only all 12
tested common sensors (5 diﬀerent sensor technologies)
but also all sensors with the liveness detection ability,
which was possible to test [8].
The worst spooﬁng option is the usage of a human ﬁnger
separated from a body. Prof. Schuckers et al. [37] tested
this option by using of cadaver ﬁngers on the capacitive,
optical and electro-optical ﬁngerprint sensors. The success rate for 14 subjects was in the range of 40 to 94
percent depending on the sensor technology.

2.3 Liveness detection and fake finger detection
The liveness detection (formerly called vitality detection)
tries to detect whether the scanned sample belongs to the
real live human ﬁnger and detects the presence of some
property/properties typical for the live human sample.
On the other hand, fake ﬁnger detection (spoof detection)
tries to ﬁnd whether the tested sample is a fake/artiﬁcial
ﬁnger and detects some properties characteristic for the
fake/artiﬁcial ﬁngers. In the real-world scenario, the liveness detection and the fake ﬁnger detection are applied
simultaneously, e.g., to set the threshold for some characteristic property.
In the last years, researches developed several methods,
which are or can be used for the liveness detection purposes. The detailed comparison of these methods is given
[26]. It can be seen that a lot of methods have been
published without test results mainly because the princi2
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ple was described in patent. As far as I know, there are
only a few methods with published test results (e.g., odor
analysis EER 7.48% [5], elasticity EER 4.78% [23], perspiration FAR 10% [36], impedance [39], color FAR 20%
[48]) and the number of their tested subjects and used
materials of fake ﬁngers varies signiﬁcantly (from 1 to 25
volunteers and maximally 3 diﬀerent fake ﬁnger materials). Unfortunately, the authors often do not publish the
statistical characteristic of group of tested subjects (e.g.,
age distribution, gender, ethnicity, presence of diseases or
hobbies aﬀecting ﬁngerprints) and detailed description of
materials used for creation of fake ﬁngers.
Nowadays, more and more ﬁngerprint sensors on the market include some component/method for liveness detection (e.g., Lumidigm [28], Sagem Morpho [35], Sony [44],
TST Biometrics [43]). Unfortunately, the situation is not
so good as it looks like. In many cases, the principle
of their solution and the results of tests are unpublished
and the sensors are (in some cases very easily) deceivable
(according to my own experience and the results of independent tests [8]). Some manufacturers even assume that
the security of their solution will be higher, if they keep its
principle hidden (so called ”Security by obscurity” [26]).
Nowadays, the standard for liveness detection ISO/IEC
30107 (Anti-Spooﬁng and Liveness Detection Techniques)
is under preparation [16]. This standardization project is
in the 3rd Working Draft phase and it should contain
(among others) necessary terms, concepts and error rate
metrics [32].

2.4 Biometric fusion
Another approach to increase the security and reduce the
chance of sensor deception is the usage of biometric fusion
- multibiometrics. Generally, it is possible to distinguish
six diﬀerent approaches to multibiometrics [24]: multisensor, multi-modal, multi-instance, multi-sample, multialgorithm, hybrid. From the security point of view, the
best of above-described options is the application of multimodal biometric fusion. This approach is the only one of
the above described options of biometric fusion, which can
signiﬁcantly reduce the chance to sensor deceiving.
In case of ﬁngerprints, the additional biometric characteristic could be the ﬁnger veins, because it is diﬃcult to
obtain the vein pattern, and the ﬁnger vein sensor could
be quite easily integrated in the optical ﬁngerprint sen-

a)

b)

c)

Figure 3: Example of ﬁnger vein detection: a) preprototype of ﬁnger vein sensor, b) captured vein
image, and c) captured vein image with extracted
vein skelet.
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sor, which reduces the price of ﬁnal solution and timeconsumption of the capturing.
In 2008, the pre-prototype of ﬁnger veins sensor (see Fig.
3 a) was created. The algorithm used in the pre-prototype
consists of several phases: pre-processing (Median and
Smooth ﬁlter), edge detection (convolution with special
kernel), thresholding (binarization), post-processing (Median ﬁlter), thinning, and ﬁnal post-processing (see Fig.
3 c). Separately the ﬁnger contour is detected and it is
used as a ﬁlter to remove the artifacts outside of the ﬁnger
area. The preliminary template consisted only of absolute
positions of ﬁnger vein pixels beginning on the row containing the top of the ﬁnger and the comparison score have
been also an absolute number. The results look promising and this solution was registered as the Czech utility
model No. 21548 [11], incrementally published, and the
patent is pending.
In the meantime (in October 2009), the Sagem Morpho,
Inc. and Hitachi, Ltd. unveiled their solution of multimodal ﬁngerprint-ﬁnger veins sensor ”Finger VP” [7] and
this sensor became the ﬁrst multi-modal sensor in the
market.

2.5 Brute force attack
The advantage of this kind of attack is that the attacker
does not need any information (e.g., ﬁngerprint) from the
enrollee. On the other hand, for completion of this attack, it is necessary to have a lot of information about
the biometric system [29].
At ﬁrst sight, this method (templates generating and waiting for results) looks hopeless, but it is necessary to realize that positions of minutiae can ﬁt only approximately,
their order has not any inﬂuence on comparison and it
is not necessary to ﬁnd all of them. For a successful attack, the attacker just needs to acquire suﬃciently high
comparison score.
The brute force attack can be improved by including some
known characteristic of minutiae positions [29], e.g., ﬁngerprint usually takes the oval area in the middle of the
image, and the minutiae positions have usually a uniform
distribution. Moreover, it is possible to improve this attack by using of so called Hill-climbing algorithm [3, 29].
Initially, the program generates a random set of minutiae
and saves its comparison score. Then it makes a small
change and receives new comparison score. If new score
is better than the old one the change is accepted, otherwise it is rejected. The program continues and does little
changes until the score reach of a threshold value and an
identity is accepted.
Another option to improve the brute force attack can be
based on the knowledge of weak places of particular algorithm. The MINEX project [41] tested the interoperability of various ﬁngerprint extraction algorithms from
diﬀerent vendors and discovered that some algorithms do
not place the minutiae in conformance with the standardized placement. The Minutiae Placement Density Function (MPDF) has shown that their placements created
various periodic structures (grids with diﬀerent spacing –
see Fig. 4). The knowledge of a particular grid characteristic can greatly increase the success of the brute force
attack. This implies that the placement of minutiae in
the grid structure (the non-conformant behavior of algo-
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b)

c)

Figure 4: Examples of results of Minutiae Placement Density Functions (MPDF) for diﬀerent algorithms [41]: a) smooth structure, b,c) periodic
structures.
rithm) represents another vulnerable (weak) place of the
biometric system.
The possible precaution is the usage of an extractor, which
places the minutiae in conformance with the standardized placement. It is possible to check, whether the extractor place the minutiae in the grid structure, by the
usage of the Minutiae Placement Density Function. Nevertheless, this function can detect only one of all possible non-conformant behavior/possible threat. It is necessary to use another approach/methodology, which does
not check whether the tested extractor makes a particular error, but which check whether the extractor places
the minutiae in conformance with the standard. Unfortunately, such methodology was not published/created, so I
have started my research in this area (see Section 4).

3. Liveness detection
Nowadays, the easiest way to successfully attack a biometric system is to attack (spoof) the sensor. Although, there
are other possible precautions (e.g., cancelable/removable
biometrics or multi-modal biometrics) the implementation of liveness/fake ﬁnger detection plays a crucial role
in the sensor securing.

and test this characteristic during the whole process, otherwise the attacker can create two diﬀerent ﬁngers, which
simulate situation at the beginning and at the end of the
process, and exchange them without any problem. It is
also problematic to test side part of a ﬁnger, because the
attacker can have a very thin artiﬁcial ﬁnger glued only
on ﬁngertip. Due to the usage of two concurrent measurements, it is also necessary to use such pair of sensor
technology and liveness detection method, which will not
interact with each other.
While using liveness detection, it is also necessary to think
about privacy, because a side-eﬀect of many possible liveness detection methods is the detection of some private
things, e.g., health status, race, or stress level. Such information can be easily misused, so if it is necessary to store
them, then they have to be protected, e.g., by cryptography. At the end, it is necessary to publish the principle
of securing to avoid eﬀects of Security by Obscurity principle.

3.2 Principle of novel liveness detection approach
I proposed a novel approach based on combination of detection of two characteristics of live human ﬁngers; change
of color and elasticity due to pressing of ﬁnger against
glass plate. Due to the pressing of ﬁnger against glass
plate, the height of papillary lines decreases so that the
lines optically appear to be thicker and the blood is partly
relocated from the pressed skin area so that the skin turn
to yellowish/whitish (see Fig. 5). Once the pressure on
the ﬁnger is decreased (or eliminated), the papillary line
color and optical thickness immediately come closer (returns back) to its original state. The rate of change is
proportional to the force of ﬁnger pressing.

3.1 Analysis
After careful study of known methods and their problems,
I found some requirements/conditions, which a successful
method has to meet, and some problems, which it has to
avoid or solve.
The ﬁrst group of requirements for method of liveness detection is based on the requirements for biometric characteristic: universality, distinctiveness, permanence, collectability, performance, acceptability, and security. Most
of them is could be deﬁned in the same way as in case of
requirements for biometric characteristic. For example,
distinctiveness does not mean to diﬀerentiate between individuals, but to diﬀerentiate among classes (e.g., live ﬁngers, gelatin fake ﬁngers), i.e., the property with a wide
range of accepted values (e.g., temperature) cannot be
used for liveness detection purposes.
According to the security requirement, it is impossible to
claim, that some property and method of its testing is and
will be forever 100% spoof-proof. On the other hand, it is
necessary to ask for resistibility against known methods
of spooﬁng.
The second group of requirements results from integration of this method into some ﬁngerprint sensor [25]. It is
necessary to measure the liveness of the same area at the
same time as measuring of biometric characteristic. In
case of testing of some process, it is necessary to monitor

a)

b)

Figure 5: Comparison of the a) non-pressed ﬁnger
and b) the pressed ﬁnger. The diﬀerence between
average R values is 11, G 42 and B 20.
The color of ﬁnger can be detected using various color
models. The results of experiments with HLS color model
shows that this model is not convenient for purposes of
this liveness detection due to the high intra-class variability. On the other hand, the results of CIEL*a*b*
color model were much better. Due to pressing of ﬁnger against surface, the L* value (lightness) is increased,
the chromatic value a* (axis from green to magenta) is
signiﬁcantly decreased and b* chromatic value (axis from
blue to yellow) is increased. Nevertheless, I decided to
not use this color model, because the initial b* chromatic
value is highly dependent on the race of volunteer, which
I consider inappropriate.
The results of RGB color model are more deﬁnite and
proper. The diﬀerences between non-pressed and pressed
state are as follows:
(Ḡ2 − Ḡ1 ) > (B̄2 − B̄1 ) > (R̄2 − R̄1 )

(1)

where X̄2 is average value of X in center of image of
pressed ﬁnger, X̄1 is identical calculation for image of
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non-pressed ﬁnger, where X is particular component in
RGB color model.
According to my opinion, the choice of appropriate method
for detection of width of papillary lines will be highly dependent on the used illumination source(s) mostly considering the angle of light. Moreover, the structure of used
pipeline will be important, e.g., usage of appropriate image pre-processing/post-processing techniques.
As it was described in Section 3.1, the successful liveness
detection mechanism should meet a lot of requirements.
The requirement for concurrent measuring of the same
area without interaction is met in the basis of the method
proposal. According to the described biological principle of both tested characteristics of live human ﬁnger, I
suppose that the requirement for universality and permanence should be met. I do not expect any problems according to the acceptability, collectability, distinctiveness,
and performance requirements. Nevertheless, I decide to
verify these assumptions (at least partly) during the preliminary tests.
Regarding the requirement for security, it is necessary to
ask for resistibility against the known methods of sensor
spooﬁng. There is a lot of possible ways to create artiﬁcial
ﬁnger of appropriate color, but (as far as I know) there
is no skin-color material, which will be able to change
color same way as the pressed ﬁnger. On the other hand,
the elasticity of materials for fake ﬁnger creation has not
been so widely tested. Thus, it is not possible to exclude
the eventuality, that some of the commonly used materials
can have parameters of elasticity similar to the live human
skin. In principle, there are four well-known or theoretical
ways of attack:
Exchange two fake ﬁngers. The possible way to pretend the color change (and the change of elasticity) is to
exchange two fake ﬁngers, each of diﬀerent color (and different width of papillary lines). I have tested exchange
of two samples using the Nikon camera (30 fps) and the
speed of exchange was only 0.07 sec [25]. Nevertheless,
this situation cannot spoof the proposed liveness detection unit, if the continuous monitoring of the color change
and the camera with high frame rate will be used.
Usage of material with appropriate elasticity parameters. In case of pressure resistant materials, the
change of papillary line width should not be visible. It
seems logical to use soft/easily deformable materials and
to forge the change of papillary line width by controlling
the pressing force. However, such fake ﬁnger often are
not be able to forge the reverse change (decrease of the
pressure and lifting of ﬁnger from the sensor surface) due
to the slow or even non-existing memory eﬀect of material. Nevertheless, it is necessary to test various materials
during the tests of this approach.
Usage of semi-transparent fake ﬁnger. The creation and usage of functional fake ﬁnger of this type could
be very diﬃcult (or even impossible), because there are
two opposing requirements for the level of transparency.
These fake ﬁngers have to be transparent enough to be
possible to clearly see color change, and non-transparent
enough to be possible to clearly see the papillary lines on
the fake ﬁnger surface non-interfering with the papillary
lines from the live ﬁnger behind. Moreover, it is necessary
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to take into account that if the material is not as hard as
glass; the ﬁnger has to be pressed signiﬁcantly stronger
to achieve same color change, which inﬂuences the change
of width of papillary lines on the fake ﬁnger surface. Another possible complication for the attacker could be the
fact that a lot of commonly used transparent (or semitransparent) materials often contain signiﬁcant amount
of bubbles.
Usage of dead/removed ﬁnger. Rutty et al. [34]
proved that the ﬁngerprinting in such situation depends
on the status of the used ﬁnger. Nevertheless, it is also
known that the color of human skin is conditioned by
the circulation of the blood and that the skin due to the
lack of blood circulation turns pale/grayish (pallor mortis) [22, 38]. According to the study of Dr. Shäfer [38],
the paleness of skin develops rapidly and it can be easily
optically distinguished from the common live skin color.
The following post-mortem change of skin color is turning
dark purple (livor mortis) [22]. This change is caused by
gravity and thus it is present only in the lower part of the
body. During ﬁrst few hours after death, the dark purple
parts of skin can turn whitish after applying pressure, but
later, this eﬀect is not observable.
According to the above described color changes of dead
skin, I suppose that my liveness detection approach could
be capable to identify the dead ﬁnger as a fake ﬁnger.
Unfortunately, it was not possible to test my approach
using the cadaver ﬁngers as Prof. Schuckers et al. [37]
did, although I intended to do it.
Generally speaking, the elasticity could be a little bit
weaker than the color change, but coupled together they
can create very strong barrier for the possible attacker.
The proposed approach could also deal with the capturing of dry, wet or bended skin, which can be an advantage
in comparison with other approaches. Another advantage
of this approach is that this method needs not wait until
some physiological process (e.g., perspiration or several
heartbeats) takes place. When using the hardware with
appropriate parameters, the speed of the whole system is
limited only by the quality of algorithm implementation.
On the other hand, the proposed approach can have a
problem with a high percentage of skin contaminated by
colored material (e.g., ink, chalk or some chemical substances), so the possibilities of deployment of this sensor
could be slightly limited.

3.3 Hardware configuration
According to the previously described requirements and
the software principle of new method, the hardware schema
of the possible liveness detection unit was proposed. This
unit can be integrated into an optical ﬁngerprint sensor
or it can be used as a sensor with the liveness detection
ability (after a few necessary adjustments). In comparison with other partially similar approaches, the proposed
liveness detection unit does not need any speciﬁc illumination sources (it is not necessary to have diﬀused light
[9], green light [14] or side illumination of ﬁnger [48]), the
common white LED diodes or other ordinary light sources
in various locations should be suﬃcient.
Our solution is patented (Czech utility model No. 19364
[27]) and there are basically two possible approaches to
the hardware implementation. The ﬁrst approach uses
two diﬀerent camera modules. The ﬁrst camera module
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3.4 Preliminary tests

a)

b)

Figure 6: a) The special optical bench with ﬁngerprint module. b) Detailed image of the ﬁngerprint
module.
(high magniﬁcation, gray-scale camera with lower framerate) is used for detection of papillary lines width. The
second camera module (color camera with high framerate) follows the process of color change and detects the
attack by exchange of two diﬀerent fake ﬁngers.

I have conducted three consecutive preliminary tests. The
ﬁrst preliminary test was the proof-of-concept test for
checking of the basic idea of this approach by the use
of minimal hardware equipment. I put together a small
group of volunteers of diﬀerent genders and races (Caucasian, African, and Asian). For capturing of ﬁngerprints,
I used common oﬃce scanner, and I captured 12 images
per each volunteer; right thumb and index ﬁnger in 3 sessions (pressed and non-pressed images per each ﬁnger and
session). Due to the high resolution (1200 × 1200 dpi) the
capturing of one ﬁngerprint takes approximately half a
minute, which was very uncomfortable for the volunteers.

a)
The second approach uses only one camera module, but
in such case, the ”united module” would have to meet
all requirements for both separate camera modules. Such
solution is currently more expensive and the possibilities
of miniaturization (and therefrom resulting possibilities
of integration into optical ﬁngerprint sensors) are limited
too.
For the purposes of testing of my approach, a new, multifunctional optical bench (see Fig. 6 a) with a special
module (see Fig. 6 b) was created. For the ﬁnal tests,
the optical bench was equipped with the color camera
Basler scA1600-14gc [6] with Computar MLH-10X lens.
The parameters of camera were set in the same way as in
the case of preliminary testing (e.g., auto gain turn oﬀ,
image type Bayer BG8), only the size of captured image
was 1284 × 930 px (instead of 800 × 600 px) and the
oﬀset was slightly altered to reﬂect the altered position of
LED diodes (white light, 4 000 mcd, 3.2 V, see Fig. 7).
At the end, the whole solution was covered by protective housing made of carton to eliminate the inﬂuence of
light from environment. Unfortunately, the usage of this
liveness detection unit with the protective cover is not as
user-friendly as it was before.
During the thorough checking of functionality of all hardware components before the start of capturing of training
database, I have found out that the images of the same
sample have various colors. The images look like they
were illuminated by diﬀerent intensities of light randomly
alternating. Replacement of diodes did not solve the problem. According to my opinion, this situation could occur
in the real world scenario, so I have decided to alter the
algorithm to deal with the various levels of illumination.

Figure 7: Position of LED diodes in the tested
pre-prototype.

b)

c)

d)

Figure 8: Similarity of ﬁnger color of diﬀerent volunteers: a) woman, 25 years, Caucasian, b) man,
24 years old, Caucasian, c) man 24 years old,
African, d) man, 25 years old, Asian.
The colors (and the color change) of papillary lines in
case of diﬀerent volunteers appear to be suﬃciently similar, see Fig. 8. For the purposes of more detailed analysis of the captured ﬁngerprints and demonstration of the
functionality of my approach, I have created a simple program called ”Demonstration of Liveness Testing Method”.
The values of RGB components were determined using
median, the papillary lines were visualized using Sobel
operator and determined manually. The ranges of RGB
components for non-pressed (R: 225-240, G: 155-175, B
125-140) and pressed (R: 235-255, G: 200-220, B: 150165) ﬁnger and the range of change of width of papillary
lines (10 to 40%) were determined experimentally.
Nevertheless, the particular values of detected changes
depend on the pressure force and also on the precision of
the manual determining of papillary line width. Due to
the very small number of volunteers and atypical illumination and capturing, these values cannot be perceived as
mandatory for all people, various sensors and illumination
types.
The second preliminary test was performed on the
large group of people to test mainly acceptability of this
principle and functionality of the newly built pre-prototype
and partly even security.
This test was conducted in winter semesters 2009/10 and
2010/11. The capture subjects were 320 students (304
men and 16 women). The optical bench was equipped
with Sony XCD-SX910CR color camera, Computar MLH10X macro zoom lens and my special robust end-piece,
which allows the entrance of ﬁnger from both sides. A
captured ﬁnger was illuminated by two white LED diodes,
which position (angle and distance) can be/was altered by
students.
Results of tests of acceptability requirements were excellent. Even the people, which had objections and concerns
about capturing of other biometric characteristics (e.g.,
concerns about retina capturing process), did not have
any problems with the capturing of the change of color
and width of papillary lines.
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The results of the security tests were also very good. The
students tested the pre-prepared fake ﬁngers (made of
Durocast, Siligum, Siloﬂex, JaLatex, Latex Gedeo and
stamp) or they had the opportunity to bring their own
fake ﬁngers. Nevertheless, none of the fake ﬁngers was
able to spoof this liveness detection unit.
The change of color and width of papillary lines was without any problem detected for all 320 volunteers. Nevertheless, it is necessary to say that the particular values of
RGB components were highly dependent on the angle and
distance of LED diodes and even on the light from the various sources in the environment. As it was expected, the
illumination by LED diodes has diﬀerent parameters than
the illumination in a common oﬃce scanner, so the ﬁngerprints illuminated by LED diodes appear darker than
ﬁngerprints captured by a common oﬃce scanner.
The change of papillary line width was detected for all
320 volunteers. However, it appeared that the detection
of papillary lines by Sobel operator is not suitable for all
ﬁngerprints. Especially, the detected papillary lines of
the wet ﬁngers often contain a lot of noise, which could
confuse the possible method for automatic detection of
papillary line width.
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ors (1st row: B, G; 2nd row: G, R). Because the images
transformed in the BMP ﬁle format using accompanying
algorithm did not have the expected color ﬁdelity, I decided to transform images by a simple algorithm, which
reduces the size of image to half in both directions (from
1284 × 930 px to 642 × 465 px). The RGB values of a
new pixel are computed using the values of corresponding
four pixels so that the R and B values are taken as they
are and the G value of a new pixel is computed as the
mean of both G values in the corresponding quadruple.
Start-end detection. In Fig. 9, the mean RGB values
of 100px (in line) in the center of each image are shown
during the slow pressing of ﬁnger. At ﬁrst, the ﬁnger is
approaching to the glass plate. Then the ﬁnger is close
enough to not be so blurred and there are reﬂections of the
light on the papillary ridges (see Fig. 9 a). Nevertheless,
not all of the papillary lines are visible (and only few of
them are focused) due to rounded shape of the ﬁnger.

The third preliminary test was focused on the possible improvements of pre-prototype and the basic overview
of possible algorithms for automatic papillary line width
detection. At ﬁrst, it was the exchange of camera module. The originally used camera Sony XCD-SX910CR
with original software was not able to capture sequence of
images or a short movie for an unknown reason, although
it might be able to do it. Therefore, this camera module was replaced by Basler scA1600-14gc [6] color camera
module.
a)
Ing. Homola (in his Master thesis under my supervision
[13]) checked the dependency of values of RGB components on the angle and distance of LED diodes and on the
light from environment and created a functional protective cover made of carton. He also tested and compared a
large number of algorithms and created his own proposal
for the possible pipeline of image processing algorithms
for pre-processing of an image for detection of papillary
line width. His algorithm was just a ﬁrst proposal and
is quite functional. Nevertheless, it is quite complicated,
which means that its possible speed up is quite limited.
This algorithm was tested on the group of volunteers (6
woman and 16 man from 22 to 28 years old), but it worked
correctly only for 78% of captured samples. The rest of
them were wrongly classiﬁed due to the insuﬃcient quality of papillary lines.

3.5 Algorithm
The selection of appropriate algorithms and its parameters for the above described hardware conﬁguration (see
Section 3.3) was done on the basis of test results of training dataset (3 persons: 1 woman, 2 men). The ﬁnal liveness detection algorithm has seven phases:
Image capturing. The sequence of 75 BMP images was
captured in every session (approx. 12 frames per second,
i.e., one session takes approx. 6.25 s). The captured images are in the Bayer BG 8 ﬁle format [6]. It means that
every pixel in each quadruple of neighboring pixels (2 rows
of 2 pixels) contains only the value of one of the RGB col-

b)

c)

Figure 9: Graph of diﬀerent phases during the
pressing of ﬁnger and the sample images from
diferent phases: a) image number 24, b) image
number 43, c) image number 74.
In the next phase (approx. from 39 to 47), the center
of ﬁnger slightly touches the glass. In the area of slight
touch (the center of image), the reﬂection of light is not
visible, so the mean values of RGB colors decreased. The
detection of this local minimum is used as the method to
determine correct image of non-pressed ﬁnger.
The last phase is the pressing of ﬁnger against glass plate.
The biggest increase can be seen in case of G values and
the smallest in case of R values, which corresponds to the
correct color change for the live human ﬁnger. Finally, the
image number 74 is considered to be an image of pressed
ﬁnger.
Nevertheless, the used camera is capable to capture only
approximately 12 images per second and ﬁngers of some
people are moving quite fast. Therefore, I have decided to
use backup method to determine the correct image of nonpressed ﬁnger: the last image with mean G value equal to
the half of G value of the image number 74 is considered
to be an image of non-pressed ﬁnger.
Detection of color change. This step simply uses the
average values of individual color channels for non-pressed
and pressed ﬁngers and computes their diﬀerence.
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b)

Figure 10: Examples of image ﬁlters in my liveness detection approach: image of pressed ﬁnger
a) before and b) after application of sequence of
image ﬁlters. This image has been excluded after capturing due to the higher amount of textile
ﬁbers, which could inﬂuence the results.
Application of image ﬁlters. At ﬁrst, both images
(image of non-pressed ﬁnger and image of pressed ﬁnger)
are converted into grayscale color range. Then the Gaussian adaptive threshold [33] for blocks 85 × 85 is applied.
Subsequently the Gaussian smooth ﬁlter (kernel 3 × 3)
and threshold (T = 128) are applied. The result of this
phase could be seen in Fig.10
Optical merging. This step merges two black and white
images (image before pressing and image after pressing
ﬁnger against glass plate, both after application of sequence of image ﬁlters). In case that both images have
the same color of a particular pixel, the corresponding
pixel in the merged image will have also this color. If the
pixel is black in the ﬁrst image and white in the second
image, the corresponding pixel in the merged image will
be green. Otherwise, the resultant pixel will be red.
Finding of maximal overlap. In an ideal case (absence
of noise), the overlapping is indicated by an absence of
red pixels and high amount of black pixels (surrounded
by green pixels in case of live ﬁnger – see Fig. 11 a). On
the other hand, the distortion of the skin is indicated by
presence of green and red pixels (higher amount of green
pixels than red pixels in case of slight distortion of a live
ﬁnger – see Fig. 11 b) and absence of black pixels (or
small amount in case of partial overlapping). The amount
of white pixels does not entirely depend on the degree of
overlapping. Therefore the area of maximal overlapping
in image is computed as an area with maximal number of
black minus red pixels.
Measuring of change of papillary line width. The
papillary line borders (in the used magniﬁcation) contain
a lot of irregularities, e.g., small bays or protrusions. In
case of very strong pressure of the ﬁnger, the valleys on the
pressed ﬁnger are so thin that the detected lines of papillary valleys are slightly dashed. If the algorithm ﬁnding
the opposite black pixel goes through the valley interruption, it will ﬁnd the black pixel so, that the width of
two adjacent lines (instead of one line) will be measured.
Moreover, the shape of some minutia (e.g., minutia called
”point”) or other irregularities (e.g., noise) could cause a
problem, because the sample could be evaluated as a fake
due to the insuﬃcient width of particlar papillary line.
These situations have been taken into account. Firstly,
the algorithm tries to ﬁnd a starting white pixel in distance at least 10px from the nearest black pixel to avoid,
e.g., the measuring of width of the bay instead of the
ridge width. Secondly, the algorithm does not try to ﬁnd
the nearest black pixel and then the second black pixel in

a)

b)

Figure 11: Examples of a) overlapping and b) distortion of papillary lines originating from the same
merged image. The used image has been excluded
after capturing due to the higher amount of textile
ﬁbers, which could inﬂuence the results.
the opposite direction, but it tries to ﬁnd two opposing
black pixels in 8 diﬀerent directions. The shortest width
is considered to be correct. This approach minimizes the
problem with dashed papillary valleys caused by strong
pressure of ﬁnger against glass. Using this procedure, the
ridge width is measured in 4 diﬀerent places to avoid the
problems with some untypical minutiae or other irregularities.
The results of the above described sequence of algorithms are the mean RGB values of pressed and nonpressed ﬁnger and width (four times) of papillary lines.
Due to the lower level of illumination, the mean RGB
colors of images in training database were nearer to the
gray than mean RGB colors of images from preliminary
tests using a scanner. Therefore, I have decided to slightly
reduce the requirements given in Eq. 1 so, that the values could be greater or equal (instead of greater). The
minimal diﬀerence between one component of RGB color
model in pressed and non-pressed image was set to 10.
According to the change of width, at least three of four
width pairs (width of papillary line in pressed and nonpressed state) have to meet the conditions for the appropriate change of width. The conditions are simple: the
width of pressed papillary line has to be in range [10,
70], the minimal change of width is set to 3px, the minimum amount of green pixels is 2 and if there are red pixels
(noise), their amount has to be at least twice smaller than
the amount of green pixels.
If the conditions for the appropriate color change are met
and also (at least) three of four width measurement met
the above described requirements, than the captured sample is considered to originate from a live human ﬁnger,
otherwise it is considered to originate from a fake ﬁnger.

3.6 Database
For the purposes of ﬁnal tests, I tried to put together as
much diverse group of people and fake ﬁngers as possible.
The ﬁnal tests were performed on a group of 26 volunteers (18 men and 8 women) and 10 fake ﬁngers made
of diﬀerent materials. Only 18 volunteers graduated at
Brno University of Technology. The rest of them have
diﬀerent professions, e.g., nurse, librarian, chemist (oil
analysis), porter, technician. The distribution of nationality and ethnicity is not ideal (mostly Caucasians from
the Czech and Slovak Republic), but the database contains also Asian from Vietnam. The age distribution is
given in the Fig. 12 (age from 20 to 68 years, average 29
years). The database also contain ﬁngerprints in situa-
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compound is often very successful in spooﬁng of optical
ﬁngerprint sensors and it was capable to spoof one sensor
with liveness detection capability, the captured samples
of these fake ﬁngers contains only the color dots of various substances used for creation of this material and it
does not contain any signs of presence of papillary lines.

Figure 12: Age distribution and gender of volunteers in the ﬁnal test of my liveness detection
approach.

tions, which aﬀect/may aﬀect ﬁngerprint color, elasticity
or quality, i.e., diseases (e.g., atopic eczema, anemia, low
blood pressure), manual work or hobby (e.g., judo, contrabass or hard work in the garden).
Due to usage of necessary protective housing and resulting lower user-friendliness (the diﬃcult access to the glass
plate) together with the nervousness of tested subjects,
some images before and after pressing of ﬁnger against the
glass were not corresponding. Such images are not considered as correct samples; they were not included in the
database and were immediately re-captured. Moreover,
the samples containing higher amount of textile ﬁbers
were excluded. In the end, the testing database contains
3 correct samples per each live/fake ﬁnger.
The fake ﬁngers were made using the wax mold with assistance of user. In total, 10 fake ﬁngers in 3 sessions
were captured: one pressure resistant material (sheet of
rubber from a common oﬃce stamp), two soft materials
without memory eﬀect (special compound and gummy
bears), and seven ordinary materials with varying softness (Siloﬂex, Siligum, Durocast, Latex Gedeo, JaLatex
transparent, JaLatex skin-color, and gelatin). Some of
the fake ﬁngers have been used before; others (mostly the
fake ﬁngers made of material with rapidly deteriorating
quality) were made only for this test. In all cases, I have
used the thin fake ﬁnger attached to the live ﬁnger, which
is diﬀerent than the live ﬁnger, which was the model.

3.7 Final tests
The captured sample is considered to be originating from
a live human ﬁnger; it has to meet 3 criteria. The ﬁrst
criterion is the presence of a deﬁned color change, and
the second criterion is the change of width of papillary
line in at least three of four width measurements as it
was described above. The last criterion was not directly
stated before, but it simply results from the principle of
this approach: the papillary lines have to be (at least
partly) observable by person/algorithm, because the successful fake ﬁnger needs not only to deceive the liveness
detection algorithm, but it also has to contain (at least
some) papillary lines for minutiae extraction.
The third condition was easily met by almost all live ﬁnger
samples. Only elder persons and person hardly working
in the garden had not such perfect papillary lines, but
most of their papillary lines were easily distinguishable,
so they also met this requirement.
In case of captured samples of fake ﬁngers, the third condition excluded several materials. Although the special

Another problem occurred at gelatin and gummy-bear
fake ﬁngers, although these fake ﬁngers are widely used
and capable to spoof variety of ﬁngerprint sensors (e.g.,
see Fig. 13). The captured samples of these fake ﬁngers
contain a large amount of tiny bubbles. This problem
was reported, e.g., by Wei-Yun [48]. I have created many
samples of gelatin and gummy-bear fake ﬁngers (several
attempts per various colors and manufacturers) to choose
the best (and the bubble-free) ones. All of them contain
bubbles, so I chose the material (producer), which reached
best results in the past. Unfortunately, the presence of
amount of tiny bubbles and the characteristic properties
of material caused that the papillary lines were not distinguishable.

a)

b)

c)

Figure 13: The a) fake ﬁnger made of orange gummy bear b) captured using by Suprema
SFM3050-TC1. c) The corresponding live ﬁnger
captured by the Suprema SFM3050-TC1.
On the other hand, it is necessary to say that the tiny
bubbles (in diﬀerent quantities) were observable in all fake
ﬁnger materials (except special compound). The biggest
problems with these inhomogeneities were observed in
transparent or semi-transparent materials (probably due
to the visibility of bubbles lying under the surface of a
fake ﬁnger). The bubbles in non-transparent materials
occur quite rarely and did not inﬂuence the detectability
of papillary lines and the tests at all. It is also possible
that the bubbles were highlighted by combination of magniﬁcation and illumination (and used sequence of image
ﬁlters).
All live sample series contain the correct color change and
none of the tested fake ﬁngers succeeded. (In case of usage
of tighter conditions used in tests on scanner, there is FRR
10%3 and FAR 0%.) The graph of color changes of live
and fake ﬁngers (see Fig. 14) shows that the direction of
color change of live ﬁnger samples is in accordance with
the presented equation. Nevertheless, the consequences of
the illumination instability are visible: both groups of live
ﬁnger samples (non-pressed samples and pressed samples)
are not so homogenous as they could be, all samples are
much more gray then samples captured on scanner during
preliminary tests and some samples are even very dark.
Five of ten fake ﬁnger materials (stamp, Siloﬂex, Durocast, Siligum, and special compound) did not present any
3

Eight samples has the same diﬀerence in G and B components.
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ﬁngers made of seven materials were tested. The automatic detection of non-pressed and pressed ﬁnger expects
the live human ﬁnger (the detection algorithm is based on
the color change), so that algorithm was unable to ﬁnd
non-pressed sample. Therefore I have decided to choose
the image of non-pressed (fake) ﬁnger manually to fully
avoid inﬂuence of color change to the width change detection.

Figure 14: The graph of mean R and B colors
of non-pressed and pressed samples. The values
of particular fake ﬁngers in all 3 sessions are so
similar, that only their mean is displayed.

color change. Another material (non-transparent JaLatex) shows the small color change, which looks alright at
ﬁrst glance (see Fig. 14), but it has the opposite direction.
This could be caused probably by higher amount of reﬂections of light in image of non-pressed sample. In case of remaining four semi-transparent materials, the best results
(from the spooﬁng point of view) were achieved by gelatin
fake ﬁngers. The results of changes of all RGB components almost meet the requirements, but the change of red
component was always slightly higher than the change of
blue one.
Nevertheless, it is necessary to say, that all changes presented by diﬀerent fake ﬁngers were very small. The
changes of RGB components were about a few points in
case of fake ﬁnger samples, but about a few tens points in
case of live human ﬁngers. It is possible that the change
of color of live human ﬁnger behind the fake ﬁnger looks
smaller because the material of fake ﬁnger is not transparent enough and absorbs the light, or it is possible that the
ﬁnger does not present such signiﬁcant color change due
to the pressing against soft surface (fake ﬁnger), which
absorbs part of the pressure force.

According to the stamp fake ﬁngers, the material was
pressure resistant as it was expected. Surprisingly, the
fake ﬁngers made of Siligum have also the same pressure
resistance capability. The fake ﬁngers made of skin-color
JaLatex were also unsuccessful, only two of them contain
one correct width change. On the other hand, the fake ﬁngers made of Durocast, Siloﬂex and Latex Gedeo showed
quite good results (from the spooﬁng point of view). In
some cases, the captured samples contained two correct
width changes. Due to the small amount of used samples,
it is not possible statistically evaluate these results, nevertheless (according to my opinion), it could be possible
to use some of these materials (fake ﬁngers) to present
three correct width changes, if the liveness detection unit
allows suﬃcient (and quite high) amount of attempts.
The last material (JaLatex transparent) was also unsuccessful, but the image analysis showed one interesting result. As you can see in Fig. 16, this material was transparent enough to cause an interference of papillary lines
on fake ﬁnger and on live ﬁnger behind. Nevertheless,
this material was not transparent enough for the suﬃcient
amount of light and thus does not present the correct color
change. Moreover, it is necessary to ask, whether this image is a correct sample due to the absence of correct papillary lines and consequently the signiﬁcantly decreased
possibility to ﬁnd the correct minutiae.
Moreover, the statistics show a few interesting values.
The 48.7% of images of non-pressed ﬁnger was selected
using the detection of local minimum, in the rest of cases
(51.3%) this method was unable to select an image, so
these images were chosen by included backup alternative

According to the detection of width of papillary lines, all
live ﬁnger samples were classiﬁed as originating from the
live human ﬁngers (contained at least three correct width
changes of four). The boxplot of correct widths of nonpressed/pressed papillary lines of men (mean 26.7/34.9
px) and women (mean 24.2/32.1px) can be found in Fig.
15. The mean value of change is 24.9%. The outliers4
(in Fig. 15) are also mostly caused by extreme pressure
of ﬁnger against the glass plate, which caused narrowing
of valley so that the valley was hardly detectable and the
algorithm measures the width of two papillary lines instead of one. Nevertheless, these values are still within
the range of correct values (in case of usage of tighter
conditions used in tests on scanner, there is FRR 11.6%).
As it was mentioned earlier, three materials (special compound, gelatin and gummy bear) had to be excluded due
to the impossibility to detect papillary lines and only fake
4

The outliers are deﬁned as values lower than Q1 − 1.5 ×
(Q3 − Q1 ) or higher than Q3 + 1.5 × (Q3 − Q1 ) [49].

Figure 15: The boxplot of correct widths of papillary lines of men/women in pressed and nonpressed phase.
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a)

b)

Figure 16: Example crossing of papillary lines of
live and fake ﬁnger: a) captured image, b) image
processed by series of image ﬁlters.
method. It could appear that the ﬁnding or not ﬁnding
of local minimum is a random phenomenon with an equal
probability. In that case, the probability of detection of
local minimum in all three sessions will be 12.5% and the
same is the probability of detection of local minimum in
none of all three sessions. Nevertheless, these two cases
occur in 61.5% (equal probability in both cases). These
results could conﬁrm the assumption given after the analysis of training database that the curve of means of RGB
values could be inﬂuenced by behavior of captured subject.

4. Semantic conformance testing
As it is mentioned earlier (see Section 2.5), the development of semantic conformance testing is a consequence of
results of MINEX [41] and similar projects, which have
conﬁrmed that some automatic minutiae extractors have
not followed the intensions of the ISO/IEC 19794-2:2005
standard [18] and have placed the minutiae in some kind
of grid instead of placing them at the faithful location.
These results point to a possible interoperability and security problem and it was decided to solve this problem
(and also a lot of other problems) by creating of conformance testing procedures and methodology.
The conformance testing (generally) has been divided into
three levels of testing in ISO/IEC 29109-1 standard [19].
The ﬁrst two levels (syntactic tests) were quite easily created and implemented, but there was no proposal or existing method to create Level 3 (Semantic) conformance
testing, which tests whether the generated biometric data
interchange record (template) is a faithful representation
of an input data (ﬁngerprint).

4.1 Analysis
This analysis was based on my experience with the ﬁngerprint minutiae extraction algorithms and the results
of proof-of-concept tests conducted on images from my
private ﬁngerprint database (e.g., ﬁngerprint with skin
diseases, scars, or dirt) and several images from the NIST
SD145 database [45]. The results of tests conﬁrmed that
there are basically three diﬀerent types of problems:
Minutiae outside the appropriate area. The minutia
outside of the ﬁngerprint area or at the border (see Fig.
17 a) occurred very frequently. The reason of this failure can be problems with foreground/background masking caused by noise, dirt, drawing or written characters
in the background of an image or some speciﬁc problems
of a particular algorithm.
5

National Institute of Standards and Technology, Special
Database 14.
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Imprecisely placed minutiae. According to the description of minutiae data given in the ISO/IEC 197942:2005 standard [18], there can occur four diﬀerent problems: inaccurate minutiae position, false minutia type,
inaccurate angle of minutia, and diﬀerent value of quality
of minutia. Of course, several of these problems can occur
simultaneously, e.g., if the minutia type is wrongly determined, then there is a strong likelihood that the position
of minutia will be imprecise too (see Fig. 17 b).
Three attributes of minutiae (type, position, and angle)
are standardized, but there is no standardized quality
metrics yet. Therefore, I decided to omit the assessment
of quality faithfulness from the methodology.
Problematic areas. These areas are created by specialties distorting the standard ﬂow of papillary lines in
image. These distortions can interrupt the regular ridge
ﬂow, e.g., by bended skin, scar, or dry ﬁnger (where the
papillary lines may appear as the series of papillary dots)
and create fake ridge endings. Moreover, the wet ﬁngers
or the very hard pressing of ﬁnger against the sensor surface cause, that the papillary lines may optically join and
create fake ridge bifurcations.
In more complicated cases, the aﬀected part of the ﬁngerprint can contain the completely new (fake) ridge pattern
(see Fig. 17 c). This situation may occur mostly in case
of some skin diseases. The correct minutiae detection
in such areas is very diﬃcult. Even the human dactyloscopic/ﬁngerprint experts can have problems because it
cannot be easily determined whether the ridge ending or
bifurcation is caused by a disease or it is natural.
The problematic areas often occur in many of current ﬁngerprint databases. Whereas the experts have diﬃculties to recognize true minutiae from the false minutiae in
these areas, it is not possible (and not fair) to judge the
minutiae extraction algorithms according to the amount
of false minutiae detected inside of these areas.

4.2 Ground Truth Database
For the purposes of computation of semantic conformance
rates, it is essential to have the reference set (so called
the Ground Truth Minutiae, GTMs) based on a large
scale and carefully selected database of ﬁngerprint evaluated by the independent institution. It is not possible
to choose one (or more) vendor(s)/ﬁngerprint extraction
algorithm(s) to generate ground truth minutiae, because
it would create monopoly on the market and disadvantage the other vendors/algorithms. The ground truth

a)

b)

c)

Figure 17: a) Minutiae detected at the border
of the ﬁngerprint area. b) The ridge bifurcation
detected as the ridge ending. c) Fake minutiae
found in the area of wart. The ridge endings are
drawn as squares and ridge bifurcations are drawn
as crosses.

24
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in ranges deﬁned by the ISO/IEC 19794-2:2005 standard
[18], but they are placed so, that it is easy to apply batch
processing and the result is easily human-readable in a
common text editor.
For the purposes of international cooperation, the harmonized dactyloscopic speciﬁcation/knowledge base was
created (by Ms. Bernhardt from German Federal Criminal Oﬃce). This document has been reviewed by various dactyloscopic experts and academic researchers. This
dictionary was also enhanced after the analysis of the preliminary tests.

4.3 Conformance rates

Figure 18: Screenshot of GUI for dactyloscopy.
minutiae also could not be set by an inexperienced person/institution, so the only one solution was to ask forensic experts for help. The best situation would occur if the
experts were from diﬀerent countries, because the variability of their training and placement practices would
minimize the risk of systematic errors. However, the experts are still human beings, so it is necessary count with
possible errors and inconsistencies in their opinions.
For this purposes, the Ground Truth Database (GTD) has
been created. The images came from the NIST SD14 [45]
and SD29 [46] ﬁngerprint databases (i.e., GTD-SD14 and
GTD-SD29) and they were carefully selected by Ms. Elham Tabassi (NIST) to represent the variability of ﬁngers,
ﬁngerprint types, quality (NFIQ, i.e., NIST Fingerprint
Image Quality [47].), position and consist of the approximately same amount of male and female ﬁngerprints.
For the purpose of collection of minutiae set by experts,
I have prepared the program ”GUI for dactyloscopy” (see
Fig. 18). The GUI can load ﬁngerprints in BMP or WSQ
ﬁle formats. It supports the setting of ﬁngerprint type,
quality and completeness and inserting minutiae, cores
and deltas. It is possible to zoom in/out ﬁngerprint in
the interval from 10 % to 500% and select each of the
inserted objects to see its properties. It is also possible to
remove or add one angle of delta but delta can have only
two or three angles in total and the missing angle value is
ﬁlled by one of the rest values (according to the ISO/IEC
19794-2:2005 [18]).

I have proposed three conformance rates. The conformance rates values are in the range 0 to 1, where 0 means
the lowest score (non-conformant result) and 1 means the
one hundred percent compliance between GTM (Ground
Truth Minutiae) set and AGM (Automatically Generated
Minutiae) set.
The ﬁrst conformance rate is marked as crgtm and
indicates the preciseness of placement and assessment of
parameters of AGMs according to the GTMs. The algorithm tries to ﬁnd the closest AGM to every GTM. If the
distance between the found AGM and original GTM is
smaller than or equal to the tolerated distance told , the
minutia is further processed, otherwise it is rejected and
the algorithm considers this AGM as missing:

crgtm =
mcsi =
told =

n∑
gtm

mcsi

i=1

{

W
4

ngtm
0
if d ≥ told
1 − p otherwise

(2)
(3)
(4)

where ngtm is the number of GTMs, d is the Euclidean
distance between GTM and the nearest AGM, told is a
maximum tolerated distance, W is a space between parallel thinned papillary lines, p is a general punishment
(general cost-factor), and mcsi is the so called ”minutia
conformance score” of the i-th minutia. The value of told
was intentionally chosen to be equal to W/4 since this is
the maximal possible radius around a GTM, such that
two areas of commonly located neighbored GTM (e.g.,
two opposite ridge endings) will not overlap each other.
Afterwards, the general cost-factor p for each found minutiae pair (GTM - AGM) is evaluated:

Although, the used colors (neon green for selected minutia, cyan for non-selected minutiae, neon yellow for selected core/delta, and red for non-selected cores/deltas)
seem to be unusual, they have been carefully selected in
cooperation with the German dactyloscopic experts to
provide the maximal contrast among used objects, maximal contrast between objects and ﬁngerprint on the background and show the biggest user-friendliness. Moreover,
the setting of the quality was restricted to the ﬁve possibilities: excellent (90), very good (70), good (50), fair
(30), poor 10), and value ”not set” (0) to reduce the timeconsumption.

where p∆θ is a punishment for imprecise setting of the
minutiae angle, p∆t is a punishment for imprecise setting
of the minutiae type, θgtm is an angle of reference GTM,
θagm is an angle of assessed AGM, tgtm is a type of reference GTM and tagm is a type of assessed AGM.

The resultant minutiae, core and delta record is stored
in the *.gtm ﬁle format. This format is human-readable
ISO-like record of set properties. All values are stored

The diﬀerent maximal value of punishment for diﬀerent
deﬁciencies (see Equations 6 and 7) was chosen intentionally. The results of recent studies have shown that the

p = p∆θ + p∆t
|θgtm − θagm | ∗ 0.5
π
{
0.25 if tgtm ̸= tagm
=
0
otherwise

(5)

p∆θ =

(6)

p∆t

(7)
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strongest impact on interoperability, i.e. the results of automatic minutiae extraction and comparison algorithms,
has the inaccuracy in minutia location, less relevant is the
inaccuracy in minutia angle and the least relevant is the
inaccuracy in the minutia quality.
The second conformance rate cragm describes the
proportion of false minutiae placed outside or at the border of ﬁngerprint area. It expresses the quality of ﬁngerprint area extraction algorithm, which is an essential part
of each automatic minutiae extraction algorithm. The
false minutiae located at the borderline are considered of
be less severe mistakes, but the false minutiae outside the
ﬁngerprint area can point to a more severe problem:
n∑
agm

mpsi

and GTMs) are taken as the input to the computation of
the semantic conformance rates.

4.4 Fingerprint area detection
The ﬁngerprint area detection pipeline was designed by
Mr. Doležel under my leadership and in my cooperation
[10]. The ﬁnal pipeline consists of 6 phases:
1. Fingerprint pre-processing. At ﬁrst, the grayscale conversion is used to make the pipeline resistant to the incorrect inputs (color images). Then the
contrast stretching (to deal with too bright or too
dark images) and semi-thresholding (for the noise
elimination) are used.

i=1

(8)
nagm

 0 if agm is outside the ﬁngerprint area
0.5 if agm is at the borderline
mpsi =

1 otherwise
(9)

cragm =

25

where nagm is a number of AGMs and mpsi is the so
called ”minutia position score” of the i-th minutia.

The third conformance rate cramf gives us an overview,
how many unpaired AGMs are inside the ﬁngerprint area.
It is a complement to the ﬁrst two conformance rates. If
this rate was omitted, the automatic minutiae extraction
algorithm would place minutiae in every pixel in the ﬁngerprint area in image and the ﬁrst two conformance rates
would rate it as the conformant algorithm.
niagm
cramf = 1 −
(10)
nagm
where niagm is a number of AGMs, which are inside the
ﬁngerprint area and does not correspond to any GTM and
nagm is a number of all AGMs.
The workﬂow of computation of these conformance rates
is as follows. The input data is the image containing ﬁngerprint and data collected from experts6 ) in *.gtm ﬁle
format. The image is processed by tested automatic minutiae extractor and the generated set of minutia (AGMs)
is converted and saved also in the *.gtm ﬁle format. The
ﬁngerprint image is also an input to the ﬁngerprint area
extraction algorithm (see Section 4.4).
For the purposes of computation of ﬁrst and second conformance rate and clustering of data from experts, it is
necessary to know the space between two thinned parallel papillary lines (labeled as W ). Originally, it was
intended that this task would be done automatically by
an appropriate algorithm. The ﬁrst tests of the conformance rates computation were performed with the manual determination of the papillary line width. The measured values were so similar, that we decided to set (to
round) the value of papillary line width as a constant
value W = 12px ⇒ W/4 = 3px.
Finally, the results from previously described processes
(AGMs, ﬁngerprint area, space between parallel ridges,
6
It is necessary to cluster the minutiae from templates
provided by dactyloscopic experts (to eliminate the human errors), compute the cluster centers, and create the
Ground Truth Minutiae (see Section 4.5).

2. Application of Gabor ﬁlters. This phase is based
on method proposed by Alonso-Fernandez et al. [4].
Nevertheless, our approach contains several improvements to achieve smoother and more precise ﬁngerprint segmentation, e.g., usage of smaller blocks (6
× 6 px), maximal overlapping (5px) in both directions, and computation of average magnitude Gabor
features for every pixel.
3. Erosion. The segmented area is slightly larger than
the original ﬁngerprint, so the omnidirectional morphological erosion [12] 6 × 6px is used.
4. Artifacts removal. It is necessary to remove artifacts (e.g., drawing or lines in the dactyloscopic
card), which were identiﬁed as ﬁngerprint area. For
this purposes, it is created a copy of processed image and the binary opening [12] is applied to it. The
result of this phase is a logical conjunction of the enhanced copy of processed image and the processed
image itself.
5. Removal of holes and insigniﬁcant areas. The
image may contain several holes inside the ﬁngerprint area and also several insigniﬁcant areas/noise
identiﬁed as small foreground areas. At ﬁrst all
white areas (background areas) are identiﬁed and
their size in pixels is computed. Then the largest
area(s) is (are) marked as background and other areas are ﬁlled with black color. The removal of insigniﬁcant foreground areas is done similarly.
6. Fingerprint border detection. At the end, a
gray line is drawn around the detected ﬁngerprint
area. This color scheme (white background, gray
border of ﬁngerprint area, black inside ﬁngerprint
area) is chosen intentionally to simplify the process
of computation of second conformance rate cragm .
The detection whether the AGM is outside, at the
border or inside the ﬁngerprint area can be done
by using of AGM position and reading of color at
the same coordinates in the ﬁngerprint area image.
The resultant detected ﬁngerprint area can be seen
in Fig. 19 c).
Although our ﬁngerprint area extraction pipeline of algorithms proved to be much better than the competing
algorithms (see Fig. 19), we decided to use manually extracted ﬁngerprint areas to increase preciseness.
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a)

b)

c)

d)

e)

f)

Figure 19: Comparison of results of diﬀerent ﬁngerprint area extraction methods: a) tested ﬁngerprint,
b) ﬁngerprint area extracted manually, ﬁngerprint area extracted c) by our algorithm/pipeline, d) by
NIST NFIQ quality map with threshold T = 2, e) by basic Gabor ﬁlter-based algorithm [4], and f ) by
enhanced Gabor ﬁlter-based algorithm (enhancement proposed by Alonso-Fernandez) [4].

4.5 Clustering of data from experts
The creation of GTMs consists of three phases. In the
ﬁrst phase, it is necessary to create several auxiliary sets
of clusters with diﬀerent cardinalities A1 − Anexp . The
resultant set of clusters C is created on the basis of the
auxiliary sets. The second phase consists of computation
of cluster centers according to positions, types, orientation and quality of cluster members. The last phase is the
determination of the quality/reliability of clusters and the
determination of the threshold for cluster centers to be a
ground truth minutia.
The clustering of minutiae from experts is a nontrivial task, because the number of clusters is not known.
To solve this problem, an approach inspired by the Apriori
algorithm [49] and general principle of hierarchical clustering [49] is used. All elements in the resultant cluster
have to meet the following two conditions:

• Each element (minutia) is placed by diﬀerent dactyloscopic expert.

Then the set A3 is constructed to contain 3-sets where
the same rules as in case of set A2 are applied.
( )
}
{
nexp
∪
a
Tu , |a| = 3,
⊂ A2
(13)
A3 = a a ⊂
2
u=1

The other auxiliary sets are constructed in the same way
(see Equation 14). The maximal index of auxiliary set
is equal to the nexp (number of participating experts),
because it is not possible to create a set containing more
than nexp elements when every two elements have to be
given by diﬀerent experts.
∀i ∈ {3, .., nexp } :
{
(
)
}
nexp
∪
a
Ai = a a ⊂
Tu , |a| = i,
⊂ Ai−1
(14)
i−1
u=1

After the creation of auxiliary sets, it is possible to proceed to creation of the resultant set of clusters C. This
set consists of all elements from sets A1 − Anexp , which
was not a subset of any element with higher cardinality:
∀r ∈ {1, 2, 3, .., nexp − 1} :

C = {c | c ∈ Ar , ∀b ∈ Ar+1 : c ̸⊂ b} ∪ Anexp

• The Euclidean distance of an arbitrary pair of elements (minutiae) in cluster is less or equal to W/2
(all elements have to be approximately in the circle
with radius W/47 ).

The clustering procedure is based on creation of the auxiliary sets of n-set. At the beginning, the set A1 is designed
to contain all minutiae from all experts. Then the set A2
is created to contain 2-sets, where both elements (minutiae) follow the above-mentioned rules.
{

A1 = a a ⊂
{

A2 = a a ⊂

}

nexp

∪

u=1
nexp

∪

u=1

Tu , |a| = 1

(11)

Tu , |a| = 2, ∀r ∈ {1, 2, 3, .., nexp } :

a ̸⊂ Tr , d(a) ≤

W
2

}

(12)

where Tu is a template created by the expert u and d(a)
is the Euclidean distance between two elements in 2-set
a.

7

It is necessary to mention that all values are in pixels
and the circle is very serrate, especially because the W/4
is equal to 3px.

(15)

The implementation of the clustering algorithm described
in Equations 11 – 15 is adjusted to achieve higher robustness and speed. It was not suitable to check whether all
possible combinations of the n-set are present in the array
number n − 1 (e.g., in case of n = 11, there is eleven possible combinations of the elements from 11-set in 10-set).
The adjustment consists in ﬁnding of two (n − 1)-sets,
which contain n − 2 identical elements (minutiae) and
computation, whether the two elements outside the intersection of these two sets meet the conditions described at
the beginning of this section.
The determination of the cluster center and its
characteristic (position, type, angle and quality) is a nontrivial task. Firstly, the position of cluster center is computed as the average value of x-coordinates (and the ycoordinates) of all minutiae in this cluster.
Secondly, it is needed to determine the type of the cluster
center. The determination is based on the ISO directives
[21]: the type is assigned, if more or equal to the 2/3 of the
experts assigned the same type to the cluster members,
otherwise the cluster center type (and thus ground-truthminutia type) is set to UNKNOWN. In case of computation of crgtm conformance rate, the punishment for wrong
minutia type is not applied.
Then it is necessary to compute the angle of cluster center,
which is a non-trivial task. Lets assume that there are two
diﬀerent angles θ1 = 0◦ and θ1 = 180◦ , or three angles
θ1 = 0◦ , θ2 = 120◦ and θ3 = 240◦ . It follows that it
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is not possible to use the common average. Moreover,
the computation of the angle has to be robust and has to
allow to determine, whether the consensus (in accordance
with ISO directives [21], i.e., 2/3 majority) is achieved.
During the algorithm programming, I did not know and
I was not able to ﬁnd any method that could meet these
criteria, so I created my own. The principle is simple:
1. Imagine that all angles of all minutiae in cluster are
unit vectors so, that the endpoints of these vectors
lie on the circle with radius equal to one.
2. Compute the average x-coordinate and average ycoordinate of these vectors:
n
n
cl
cl
∑
∑
sin θu
cos θu
u=1
u=1
, yθ =
(16)
xθ =
ncl
ncl

Figure 21: Dependence of number of ﬁngerprints
and average number of clusters in ﬁngerprints on
threshold of cluster quality. Fingerprints without
any cluster are not counted.

where ncl is the number of minutiae in this cluster.
3. The coordinates (xθ , yθ ) can be imagined as the endpoint of the resultant vector.
4. Whether the length of the resultant vector is greater
or equal to 1/3, then the angle of this vector is the
angle of the cluster center, otherwise the angle is
marked as UNKNOWN.
The threshold T = 1/3 corresponds to the previously described consensus (2/3 majority). For example, the experts may set the angles of minutia at θ1 = 0◦ , θ2 = 180◦ ,
θ3 = 0◦ . In such borderline case, the average coordinates
will be (xθ = 1/3, yθ = 0) and the length of such vector
will be equal to 1/3.
The computation of the quality of cluster is the
ﬁnal phase of GTMs creation. Whereas the quality of
minutia is understood as the percentage of certainty of
experts concerning the minutia, it can be stated, that the
expert, who did not ﬁnd this particular minutia, stated
the quality value as zero. It follows that the quality of
cluster can be computed as the average of values from
all experts contributing to this image (including experts,
who do not contribute to this particular cluster):

qcl =

n
cl
∑

qu

u=1

(17)

nexp

where qcl is the quality of cluster and qu is the quality of
the u-th minutia in this cluster.
The inﬂuence of determination of cluster quality threshold is illustrated in Fig. 20. It can be seen that the
minutiae in the bottom-right corner of the image create
nice cluster with the almost perfect consensus (7 of 8 contributing experts, qcl = 64). In the upper-left corner of
image, there are two minutiae of ”other” type (qcl = 6 in
both cases). After the clustering, there are three cluster
centers, because two minutiae located in the upper-left
image corner were too distant from each other to create
one minutiae cluster. The application of the quality of
cluster threshold (T = 37) removes the upper two cluster
centers with the insuﬃcient quality and only the cluster
center in the bottom-right image corner is considered to
be a ground-truth-minutia.
The detailed inﬂuence of application of the cluster quality
threshold can be seen in Fig. 21 (the data used for this
test is described in Section 4.2). The maximal value of
cluster quality threshold is 90, because this is the highest value that can be set by dactyloscopic experts. The
lowest value of cluster quality threshold is 0, because this
value is understood as an indication of a missing minutia
during the computation of cluster quality. It means that
the quality of cluster can be even lower than the lowest
value that can be inserted by an expert using ”GUI for
dactyloscopy” program.

4.6 Final tests

a)

b)

c)

Figure 20: Process of creation of ground-truthminutiae: a) Clustering of minutiae placed by
dactyloscopic experts. b) Computation of cluster centers. c) Selection of high quality clusters
as the ground-truth-minutiae. The ridge endings
are drawn as squares and minutiae of ”other” type
are drawn as square ﬁlled by black and white triangles.

The database for tests consists of 733 ﬁngerprints (486 images from GTD-SD14 and 247 images from GTD-SD29).
Every image was evaluated by three dactyloscopic experts. Using this dataset, three diﬀerent minutiae extraction algorithms were tested: mindtct from NIST NBIS
(NIST Biometric Image Software) package (Rel 1.1.0)8
[47], Innovatrics ANSI and ISO SDK v 1.5217 [15], VeriFinger 6.1 SDK from NeuroTechnology17 [31]. In many
cases, the results computed for GTD-SD14 and GTDSD29 are so diﬀerent that it was necessary to display the
results separately.
8
It has to be said that the NIST algorithm was developed
independently on the special databases (SD14 and SD29),
and these databases are publicly available.
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Figure 22: Dependence of crgtm on quality of cluster threshold for GTD-SD14 database. The algorithms from NIST, Innovatrics and NeuroTechnology are marked as NIST, INN and NT, respectively.

The graph in Fig. 22 shows the results of ﬁrst semantic
conformance rate crgtm for all used algorithms on GTDSD14 database depending on threshold of quality of cluster. At the beginning (T = 0), all clusters are considered
to be ground truth minutiae. Even the minutiae found by
only one expert, low quality minutiae/clusters and minutiae located too far apart (inconsistence of experts opinion
- minutiae form separate clusters) are included. This situation increases the number of ground truth minutiae and
thus decreases the crgtm . The maximum value of crgtm
is reached approximately in the interval T ∈ [45, 65]. In
the ﬁnal part of conformance curves T > 78 the significant decrease of conformance rate is achieved and the
curves have a staircase shape. This is caused by the signiﬁcant (and staircase shaped) decrease of the number of
appropriate-quality data in the dataset (see Fig. 21).
The example of the curves of all conformance rates for
one algorithm and one database (NIST algorithm and
GTD-SD29 dataset) is given in Fig. 23. It can be seen
the almost constant value of the second conformance rate
cragm . This rate assesses the degree of minutiae outside
or at the border of ﬁngerprint area and thus it is independent on the applied quality of cluster threshold (see
Equation 9). The small oscillation is caused by the enormous decrease of used ﬁngerprints. On the other hand,
this oscillation is so small, that it proves the stability of
second conformance rate.
The third conformance rate cramf is slowly decreasing
during the increase of the threshold of cluster quality (see
Fig. 23) as expected. This situation is caused by the
decrease of the number of GTM, which causes the slight
decrease of the GTM-AGM minutiae pairs and thus the
slight decrease of third conformance rate (see Equation
10).

Figure 23: Dependence of conformance rates
on quality of cluster threshold for GTD-SD29
database and algorithm from NIST.
small. On the other hand, the results for GTD-SD29
database are very diﬀerent. The algorithms from Neurotechnology and Innovatrics probably prefer this type of
ﬁngerprint images and their results are very good and better than in case of GTD-SD14 dataset. However, the algorithm from NIST has problems with this type of dataset.
In case of the third conformance rate cramf , the results
of all three algorithms on both parts of dataset are very
similar except one. The value of conformance rate cramf
for algorithm from NIST on GTD-SD29 database is much
better than the others and generally it can be said that
the algorithm from NIST is the best in this part of test
- it extracts the minimal number of ”false minutiae” in
proportion to the number of all extracted minutiae.

5. Conclusion and future work
These objectives were met and I have presented two new
securing of biometric systems. My ﬁrst contribution is
within liveness detection. I created a novel method for
the liveness detection, which can be integrated into a common optical ﬁngerprint sensor. This method was patented
(Czech utility model No. 19364), widely tested (374 volunteers and a lot of fake ﬁngers made of various materials), and it shows better results than others. The advantages of this method are the capability of correct capturing of wet, dry or bended skin and also the short time
necessary for capturing of the process of change. The
disadvantage is the impossibility of correct capturing of
contaminated skin (e.g., dyed by ink).

The short summary of results can be found in Table 1. In
case of ﬁrst conformance rate crgtm , the NIST algorithm
achieves much better results than the others. The results
of other two algorithms are balanced, and the diﬀerence
is almost negligible.

There are also possibilities for the future research. The
ﬁrst possibility could be the creation of an algorithm,
which will be capable correctly deform papillary lines to
reduce the unwanted eﬀect of ﬁnger elasticity and enable the measuring of papillary lines in all image areas.
The second possible direction of research is the deﬁnition
of area of colors belonging to the live human ﬁngertip
in non-pressed and pressed state regardless to the skin
color, gender, age, etc., to exclude the theoretical attack
on my liveness detection approach by a substance capable of color change with the correct change ratio but with
the incorrect start and end color (e.g., from dimgray to
aquamarine).

The results for second conformance rate cragm are more
surprising. In case of GTD-SD14 dataset, the results of
all used algorithms are balanced and the diﬀerence is very

The second contribution is within standardization. I analyzed the common problems of minutiae extraction algorithms and subsequently I proposed and tested method-

Information Sciences and Technologies Bulletin of the ACM Slovakia, Vol. 5, No. 3 (2013) 13-31

29

Table 1: The results of tests of semantic conformance testing methodology for mindtct from NIST, SDK
from Innovatrics and Veriﬁnger from NeuroTechnology. The threshold of cluster quality is marked as T.
Average (std. dev.)
Vendor DB T
crgtm
cragm
cramf
ngtm
nagm
NIST
14 60 0,514 (0,130) 0,857 (0,063) 0,286 (0,112) 41 (22) 202 (49)
INN
14 60 0,315 (0,106) 0,876 (0,078) 0,231 (0,095) 41 (22) 160 (39)
NT
14 60 0,335 (0,133) 0,838 (0,103) 0,273 (0,119) 41 (22) 147 (36)
NIST
29 60 0,514 (0,156) 0,847 (0,085) 0,393 (0,150) 28 (16) 89 (32)
INN
29 60 0,323 (0,138) 0,938 (0,055) 0,246 (0,111) 28 (16) 64 (24)
NT
29 60 0,317 (0,151) 0,974 (0,040) 0,215 (0,123) 28 (16) 54 (22)

ology to determine semantic conformance rates of minutiae extractors to increase security and interoperability
of minutiae extraction and comparison process. In the
meantime, I created the program ”GUI for dactyloscopy”
for the purposes of the collection of opinions of experts.
Moreover, I proposed and implemented the methods for
clustering of these opinions and deal with their inconsistencies.
This semantic conformance testing methodology was created as a contribution in response to the ISO/IEC SC37
N3058 [17] (Call for Contributions on Metric for Measuring Accuracy of Minutiae Placement). My contribution
was accepted well and I am working as a co-editor since
January 2010. Nowadays (May 2012), these equations are
included into ISO/IEC 29109-2 [20] Amd. 2, which is in
the preparatory stage as Fourth Working Draft and there
is still much work to do before it will be published.
In this extended abstract, I have also shortly presented
my other smaller contributions, i.e., the patented unit for
the ﬁnger vein detection (Czech utility model No. 21548),
which was intended to use separately or integrated into a
common optical ﬁngerprint sensor.
All these topics were incrementally published, cited several times and my work on semantic conformance testing
is followed by Mr. Abt in his research [1, 2].
Acknowledgements. This work was partially supported
by the grants ”Information Technology in Biomedical Engineering”, GA102/09/H083 and ”Education of liveness
testing in subject Biometric systems”, FR2525/2009/G1,
the research plan ”Security-Oriented Research in Information Technology”, MSM0021630528, and the ”IT4Innovations Centre of Excellence”, ED1.1.00/02.0070.
I would like to thank all volunteers, whose ﬁngerprints
have been tested, for their help and patience. Especially
I would like to thank Ing. Michal Hradiš (for lending of
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Abstract

1.

The effective information processing (e.g. search, organization) of the heterogeneous information spaces requires
metadata layer above the resources. However, the acquisition of resource metadata and domain models are challenging tasks. Here, the crowdsourcing has emerged as
an alternative to expert-based and automated semantics
acquisition approaches. One of its branches are the games
with a purpose (GWAPs) which encapsulate the semantics acquisition tasks into the game processes. We analyze
existing GWAPs and propose their classification. Furthermore we devised our own GWAP-based approaches.
For acquisition of lightweight term relationship network,
we devised a search query formulation game, usable also
for specific domain models. For acquisition of (personal)
image tags, we devised a card game, where players memorize positions of concealed cards and identify identical
pairs. For validation of music metadata, we devised a
multi-choice question-based game, where players identify
tag sets that are characteristic to music tracks they hear.
We also looked at the GWAPs from their design perspectives. We present a design oriented classification system for GWAPs, adress several design issues recurring in
GWAPs and present new design patterns to solve them.

Nowadays, the number of resources, especially on the
Web, grows fast [17]. In order to be able to search the Web
and utilize its content, we require meta-information about
individual resources (the resource metadata), especially
describing the semantic meaning of resource contents (the
resource semantics). In opposite to the heterogeneity of
web resources (e.g., texts, web pages, multimedia, applications), metadata must be homogeneous in order to be
easily processed by machines. Due to the scale and growing speed of the Web, the approaches for the metadata
acquisition must be scalable (to cover the large space of
resources) and precise (to provide quality metadata that
would not mislead their users).
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Bieliková. Defended at Faculty of Informatics and Information Technologies, Slovak University of Technology
in Bratislava on June, 2013.
c Copyright 2013. All rights reserved. Permission to make digital
or hard copies of part or all of this work for personal or classroom use
is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies show this notice on
the first page or initial screen of a display along with the full citation.
Copyrights for components of this work owned by others than ACM
must be honored. Abstracting with credit is permitted. To copy otherwise, to republish, to post on servers, to redistribute to lists, or to use
any component of this work in other works requires prior specific permission and/or a fee. Permissions may be requested from STU Press,
Vazovova 5, 811 07 Bratislava, Slovakia.
Šimko, J. Harnessing Manpower for Creating Semantics. Information
Sciences and Technologies Bulletin of the ACM Slovakia, Vol. 5, No. 3
(2013) 32-40

Introduction

The Semantic Web was envisioned as a future form of
Web, which (in addition to human-readable resources)
would offer a machine readable representation of the information and knowledge contained within its resources.
The Semantic Web can be seen as a meta-layer of the
“common” Web: a collection of web resource description
unified under universal and widely accepted domain models using the unified representation.
Unfortunately the vision is far from the fulfillment. The
Semantic Web does not exists in the scale needed to become a background for a prevailing search paradigm (although we can observe promising initiatives such as linked
data creation [3]). The reason is that creation of proper
web resource metadata and domain models requires human expertise (which is extremely costly in web scale)
or sophisticated automated methods doing the same job
(which have presently only limited capabilities).
As a way to overcome the quantitative limits of expert
work, the crowdsourcing paradigm has emerged. The
crowdsourcing represents process, where many non-expert
individuals participate on solving a particular human intelligence task (a task hard to be performed by machines,
such as semantics acquisition). Instead of relying on individual authorities, the quality in crowdsourcing is assured by redundancy and collaborative filtering. The motivation for the “workers” to participate in the process is
achieved through various means such as money, reputation, altruism or entertainment.
The games with a purpose (or GWAPs) represent a branch
of crowdsourcing approaches. They are a recently emerged
phenomenon and research field [30, 13, 26]. They take an
advantage of a fact that computer game players do nontrivial thinking during gaming in order to win: they for-
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mulate strategies, evaluate complex situations, make decisions or consume and process the multimedia content.
GWAPs aim to harness this actual brain power in their
favor. Using a specially designed game rules, they align
the game process and winning conditions with solving a
human intelligence task – a task that is easy to be solved
by a human being, but hard or impossible to be done by
a machine [22, 16, 10]. GWAPs record played games and
use these logs to extract portions of knowledge produced
by the players, further cross-validating them in order to
retrieve problem solutions and useful virtual artifacts.
Altogether, the games with a purpose represent a very attractive research field as they may be potentially used for
any human intelligence tasks, especially in the Semantic Web and semantics acquisition domain. But apart
from fulfilling individual purposes, the GWAPs impose
also some general design challenges that have not yet
been solved: lack of effective validation of human-created
artifacts (i.e. the “useful” products of the game), anticheating issues, lack of popularity and attractiveness [30,
13]. Today GWAPs are created ad hoc for each human
intelligence task, and there is no generic methodology for
straightforward transformation of a problem to a game,
which leaves very interesting research questions open. These open issues drove us in formulating goals of our work.
Firstly, from the semantics acquisition point of view, there
are several open challenges, concerning GWAPs. There is
still a lack of sufficient semantics for domain models, especially in specialized domains (as opposite to the well
establishing general domain models of linked data). The
ever increasing number of multimedia resources (images,
music) is not covered with sufficient descriptive metadata creation (in both quantity and quality). In connection to the above, the GWAP approaches have trouble to
solve more specific human intelligence tasks for which only
small group of sufficiently experienced players is available.
Based on these challenges, we formulated our first goal:
Goal 1: Add to semantics acquisition with new effective
and functioning, GWAP-based approaches, and if possible,
for specific domains, where the lack of the semantics is
more severe and where only limited number of players is
available.
Secondly, the GWAP design and development is a nontrivial task and there is only a little of existing guidance on
how to create these games. The GWAPs are created adhoc and have to deal with the cold-start problems (they
fail to provide feedback to the players according to the
quality of artifacts they are producing), popularity (the
games look more or less like a work) and player cheating problems (which hamper not only the fairness of the
game but also damages their “purposeful” output value).
A major challenge for researchers is to come up with a
complex methodology for GWAP design.
Player-produced artifact validation schemes such as synchronous consensus of the crowd, which GWAPs use for
ensuring the quality of their output, are not sufficient
in acquisition of correct solutions for human intelligence
tasks that require certain degree of expertise of the workers. Even if there is a minority of experts in the crowd,
their voice is “overrun” by the lay majority. The research challenge is therefore to identify experts and authorities within the crowd, and assign them with more

33

voting power. Analogously, the same applies for the domain of GWAPs. Based on these, we formulated our second goal:
Goal 2: Improve the effectiveness of games with a purpose
by developing design principles, independent on the problem domain, which GWAP deals with. In particular, we
focus on the possibilities of
1. reducing the cold start problems of GWAPs,
2. preventing malicious player behavior and
3. taking advantage of players with more expertise and
confidence for solving the game’s purpose.

2. State-of-the-art: semantics acquisition
We have reviewed the existing approaches to semantics
acquisition, which can be, on the top level, split into several categories:
Expert (manual) work. Comprises work of domain experts, who create either annotations of resources or domain ontologies (e.g., project Cyc [15]). They may also include other approaches where metadata are created with
expertise of a single individual. Manual semantics creation delivers high quality results, but cannot cover the
vastness of the Web without being too expensive.
Crowd (manual) work is still human-originating semantics creation, but capable of delivering semantics in high
quantity, although with quality varying in terms of generality (they do not work well in specialized domains). The
“crowd” means that there are many knowledge-contributing
individuals in the process, which is thanks to the fact that
users contribute only as a by-product of other primary activity they are motivated to do (e.g., contributing image
annotations while organizing their image galleries). To
eliminate incorrect facts created this way, multiple user
agreement principle is used [20, 4]. Crowdsourcing approaches also include games with a purpose – specially
designed games transforming work-like tasks to entertainment. This field (the games with a purpose) is the primary field of interest of this work.
Machine (automated) approaches for semantics acquisition implement various natural language processing techniques, data mining and machine learning in order to annotate resources or extract domain knowledge [12, 18, 21,
23, 36]. While capable of delivering even web scale quantity of information, they often suffer from inaccuracies,
mainly due to the heterogeneous nature of the Web and
natural language, which they cannot effectively sustain.
Nevertheless, they are effectively being deployed to narrow problems, where enough training data is available or
when they can be supervised by humans effectively.

3.

State-of-the-art: games with a puspose

As an illustrative example, the probably most successful
GWAP yet, the ESP Game, is often presented. The game
acquires image descriptions (tags). It is a game for two
players who are given the same image as only connection
between them – they do not know each other and cannot
communicate. Their task is to agree on the same word
describing the given image and only after that they receive winning points. It is apparent that these players
have virtually no chance of agreeing on a word that is not
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Text description
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Multimedia
description games

Audio description
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Video description
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Figure 1: A taxonomy of games with a purpose within serious games.
related to the image. Therefore if they agree on some, it
is highly probable that this word describes the image and
a textual annotation for the image can be created [30].
Games with a purpose formally belong to crowdsourcing approaches (to semantics acquisition): their source
of “knowledge” or problem solutions is the crowd of their
players. The crowd is non-expert and usually open. The
GWAPs typically use the agreement principle for knowledge acquisition. The main distinction of the GWAPs
within the crowdsourcing field is the contributor (player)
motivation for using them: the entertainment.
We reviewed the state-of-the-art among existing GWAP
approaches. A vast majority of the games with a purpose
is used for (web) semantics creation tasks:
• Multimedia annotations. Here, the games are designed in a way that players need to provide information about multimedia, mostly images, in order to win [25]. Apart from the mentionedESP
Game [30]. Many other multimedia metadata acquisition games revolve around the same principle,
for example audio resource metadata GWAPs [1, 19]
or image metadata GWAPs(Ho2009,Ahn2008).
• Text annotations. Some GWAPs were also devised
for text analysis, namely the co-reference matching
in the text [9, 5].
• Domain modeling. Variety of games was designed
for ontology construction, like common fact collecting [30], ontology expansion [13, 16] or ontology linking [26].
We built a taxonomy based on the purpose that existing
GWAPs were built for (see Figure 1). Naturally, GWAPs
are also a part of a group of computer programs we usually
call games (with all their usual characteristics [24]). Between the two concepts (“the GWAP” and “the game”), in

Figure 2: A screenshot of Little Search Game.
the concept hierarchy, lies the concept of serious games,
which comprises all types of computer games, designed
not only to entertain. These include marketing and educational games [7] but also mechanisms like Gamify 1
which insert game-like competition principles like system
of game-token rewarding into existing working schemes
(e.g., for each completed task, an employee of the company receive a virtual points in some form to compete
with colleagues).

4. GWAP for term relationship acquisition
As our first contribution to the semantics acquisition domain, we have devised a game with a purpose called the
Little Search Game (LSG). Its aim is to contribute to the
semantics acquisition field by acquiring a lightweight term
relationship network (similar to folksonomy). The game
was originally designed for general domain terms. Later
on, we devised a modified version, called TermBlaster
which aims for specific domain terms (namely for the field
of software engineering education) [34, 35].
1

http://gamify.com
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LSG is a single-player, competitive game of search query
formulation (screenshot of the game can be seen in the
Figure 2). The task of the player is to complement the
initially-given query with negative search terms to maximize the reduction of the original result set (minimize
the result count). This way, he reveals, which terms he
considers related to the query term. The game utilizes
a search engine to call search queries and retrieve counts
of results the search engine can provide. The main differences of the TermBlaster to the Little Search Game
are that the player selects negative terms from preset set
and that the TermBlaster’s search engine operates over a
closed corpus of domain specific documents.
The Little Search Game utilizes the principle of negative
search, in which the original set of web search results is
stripped off a subset of results containing specific negative
terms. At the start of the game, the player is given a task
in the form of a positive query term that yields a certain
number of search results. The player’s task is to reduce
the number of results by adding proper negative terms to
the given initial query term. The lower the final number of results, the better rank the player gets. In order
to achieve best results, players must enter negative terms
that have high co-occurrences with the task term on the
Web. This principle is the key for term relationship network acquisition since players interpret the co-occurrence
of terms as a semantic relationship between them and vice
versa. The game constructs a term relationship network
by mining the game query logs.
We have devised and deployed Little Search Game as a
browser game. We have recorded over 3800 played games
(done by 300 players). In total, players submitted 27000
queries. In them, players used over 3200 negative search
terms working with 40 task terms. The resulting term
network comprised 400 nodes and 560 edges.
We tested the resulting term network in several ways [34,
35]:
1. We a posteriori tested the soundness of acquired
term relationships. This way, we achieved a 91%
precision.
2. We tested how many of the acquired term relationships are “hidden”, meaning that they are semantically sound, but have no statistical support in the
document corpus. Acquiring these relationships through GWAP is valuable, since they are hard to be
acquired automatically. Our experiments shown,
that about 40% of the LSG-acquired term relationships are “hidden”.

Figure 3: A screenshot of PexAce.
where player’s task is to uncover identical pairs of images
from a set of concealed cards (usually, a board of 10x10
cards). In this game originally designed as memory game,
the player-on-turn uncovers two of the concealed cards
to see the images on them. If two identical images are
found, the player receives points, if not, he is penalized.
In our modification, the PexAce, the players are allowed
to make textual notes on what they have seen on the
images. Later, they can recall these annotations “for free”
(i.e. without penalization) finishing the game with higher
score. The screenshot of the game can be seen in the
Figure 3. The PexAce serves as:
• Multimedia metadata authoring tool via collecting
and evaluating player assigned annotations into metadata. Players are free to use any texts that might
help them to recall, what image is hidden under the
card. Yet, it is highly probable, that only texts
actually describing the images will help the players. Therefore, players will probably use such texts.
The game automatically processes these annotations
to terms, which may be potentially assigned to images as metadata. To filter-out potential noise, these
“candidate” tags are collaboratively filtered, i.e. two
or more players must suggest the same term to an
image featured in the game.
• Tool for dynamic interactive presentation of multimedia (image) content. A joy of reviewing new
images was reported as important incentive to play
the game by many players.
• Entertainment by engaging players by mental challenges and friendly competition. This is provided
by scoring and ladder system of the game.

5. GWAP for image tag acquisition

In evaluation of the PexAce, we deployed the game as a
browser game and featured images of the Corel 5K dataset
in it (the dataset is standardly used in evaluation of automated image metadata acquisition methods) [2]. We have
recorded 814 games played by 107 players. The players
annotated 2792 images by 22176 annotations. The result
was 5723 produced tags (which passed the collaborative
filtering). We randomly selected 400 of the sufficiently annotated images (at least 5 tags) and evaluated the precision of their acquired tags, either agains the gold standard
(68%) and a posteriori (94%).

We devised the card game PexAce, where player annotates
images featured in it [32, 33]. The game is a modification
of a popular board game called Concentration (or Pexeso)

We originally devised the approach for general domain
images and metadata. As we experimented with it, we ex-

3. We examined the types of the acquired term relationships. By comparison against the ConceptNet
corpus and by expert evaluation, we labelled relationships with 23 general relationships types used
in ConceptNet (e.g. IsA, HasA, UsedFor, CapableOf). Many relationships fell to “conceptuallyrelated-to” type. Numerous were also meronymic
and taxonomic relationships.
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sented tag assignments: if he answers a question correctly,
it can be assumed that some of the tags of the choice he
picked somehow describe the track that he hears. If he
answers incorrectly, then the descriptive value of the tags
in the “correct” choice is limited. By consecutively repeating the same (or similar) question for multiple players, the
personal views of the player become the crowd “wisdom”,
ruling out or confirming individual tags. This implicit
feedback on tag validity is also complemented by explicit
options for the player: for a small point gain, he may
rule out tags which confused him in his decisions, leaving
furher information on their validity.
Figure 4: A screenshot of CityLights.
plored its potential for using it also for personal imagery,
where specific metadata are needed (while there is much
less approaches for their acquisition) [29]. Therefore, we
devised a modification of PexAce, where players play with
their own images and, while playing, help themselves in
organizing their personal image repositories.
We evaluated the “PexAce personal” by a combined qualitative-quantitative experiment with total of 8 participants.
The participants were selected out of two social groups
(they shared personal multimedia content). From each
group, one member selected images to the game, two
members played the game and one evaluated the resulting metadata. We have recorded 90% correctness of tags
acquired this way, moreover, 38% of the correct tags were
“social-circle-specific” (e.g. names of persons, events, places), which are very much needed in organization of personal image repositories and which are yet impossible to
be acquired either automatically or by general crowdsourcing.

6.

GWAP for music metadata validation

We addressed the issue of noisy multimedia metadata
through the GWAP called CityLights [8]. This approach
sees the metadata acquisition process as a filtration of a
larger, poor quality metadata set rather than as the creation of new metadata. Though we demonstrate it for a
music domain, it can be analogically used for other types
of multimedia metadata validation (e.g. tags assigned to
images) or for validation of multimedia relationships to
other multimedia (e.g. images assigned to music). As input it takes the multimedia (music tracks) with existing
metadata with uncertain quality (textual tags), and outputs the validity ratings for the provided input metadata.
The basic task that player solves in the game, has a form
of a choice question: the player is presented with the multimedia sample (he hears the music) and a set of choices,
one of which he is asked to pick. The choices are sets
of tags. One of the choices (the “correct” choice) is composed of tags that have been assigned to the actual music
track in the input corpus. Other choices consist of tags assigned to different music tracks in the corpus. The player
is asked to pick the “correct” tag set (i.e. the one that
originally belongs to the music track). If he succeeds, he
receives points, if he picks a wrong one, he looses them
(he bets score points). The screenshot of the game can
be seen in the Figure 4.
By answering the music questions described above, the
player gives us the information on the validity of the pre-

To evaluate the CityLights, we deployed the game online.
The used tag dataset was drawn from the LastFM portal –
a probably largest collaboratively created database of music metadata. We used 100 music tracks, for each, we took
30 tags ranking from 10th to 40th place in the LastFM.
The game was deployed online for 10 days. During this
time 875 games were played (featuring 4933 questions).
Out of the 3000 tags, 1492 was used in the game at least
once. 17.75 implicit and 5.29 explicit feedback actions
were collected averagely for one tag. After the live experiment was closed, the players remained active for several
weeks. By evaluation agains gold standard prepared by
three judges over the same dataset, we have reached 51%
confidence of our method with the correctness 68%.

7.

State-of-the-art: GWAP design

We study the existing GWAPs also from their design perspective. We set up a set of questions, answering which
we believe would help understanding the GWAP design
better. These questions are:
• What mechanisms and rules govern the GWAPs?
What are their key properties?
• What are the conditions that each GWAP must
meet to be successful, or to at least have a chance
to success?
• Are there any recurring “design patterns” in GWAPs?
• What are the good practices in designing the GWAPs?
• What are the recurring issues of GWAPs that hinder
theirs success?
• How can we suppress/mitigate/rule-out these issues?
• Can traditional game design theories and methodologies be useful in designing GWAPs?
These questions guided us in our GWAP design research.
Using them, we examined existing GWAP approaches
and identified six design aspects common for all GWAPs.
These aspects serve as a backbone of our classification
of GWAPs. Each aspect represents one or more requirements a well-functioning GWAP must meet. It also represents a set of possible solutions for meeting these requirements.
Validation of player output (artifacts). How do GWAPs
validate if players are creating value when playing? How
are the players scored? Every GWAP has to solve the
issue of validation of player output (inferred from the set
of actions he does in the game) in order to give him the
score feedback. The score must correlate with value of his
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output from the purpose perspective, otherwise the player
would tend to produce outputs with no value in the future. This means the game has to be able to evaluate the
value of user output, and has to do it immediately after
the game ends, so the player receives feedback and stays
motivated to play again. But how can we evaluate an artifact, which was created by the player for the first time?
In other words, if the purpose of the game is to create new
artifacts, and creating those artifacts is only within the
power of a human, then who, apart from human can validate the correctness of the output? As existing answers
to this issue, we identified following patterns:
1. Mutual agreement of two, simultaneously playing
players – cooperating or opposing each other (anonymous to each other in case of cooperating players) [30,
9, 10, 5, 16, 14, 31].
2. Bootstrapping (some of the player’s output is evaluated according to existing data) [25].
3. The exact automatic validation [27, 6].
4. The approximative automatic validation [35].
5. The helper artifacts scheme, which we describe and
demonstrate using the PexAce GWAP [33].
Problem decomposition and task difficulty. Is the problem
that GWAP solves decomposable into smaller ones? Are
all the tasks equally difficult or not? What does it mean
for GWAP design? The summary from the perspective
of problem decomposition and task difficulty is that we
have two possible models in GWAPs: either all tasks are
equal in their complexity and are relatively easy to solve,
or there is a gradual increase of complexity of tasks.
Task distribution and player competences. Are the competences of all players equal? If not, how does the game
distribute the tasks to the players according to their skills?
For task distribution, we recognize following design variants: random task selection, greedy task selection, task
value task selection, data (ontology) driven task selection
and capability-based player selection.
Player challenges. This aspect covers the ways the GWAP
challenges it’s players into play. What are the types of
game aesthetics that motivate GWAP players to play?
From the game perspective, an important part of the motivation is the type of the pleasure the game offers. Hunicke et al. [11] identified eight types of aesthetics, for
GWAPs, we identify a subset of these:
1. Social experience through interaction with other players [30, 28, 1].
2. Competition among players [9, 5, 10, 30].
3. Self-challenge overcoming a player’s own previous
achievement, joy of reaching a goal [25, 27].
4. Discovery – a joy of exploring the game content [14,
1].

motivation to play? One of the aspects which characterizes a GWAP is how apparent is the purpose hidden in
it.
Cheating vulnerability. How does the GWAP deal with
possible security threats and dishonest player behavior?
In all computer games, including games with a purpose,
cheating and dishonest player behavior is a phenomenon
that must be considered. GWAPs usually implement the
following anti-cheating strategies (including combinations):
prevention by restrictive rules, mutual player supervision,
anomalous behavior pattern detection (machine learning,
validation data use) and a posteriori cheating detection.

8.

GWAP design improvements

We proposed a new GWAP design mechanisms to solve
some of the listed GWAP issues. The core three of them,
are:

8.1

A novel approach for artifact validation

Being a game with a purpose, the PexAce has an unusual
scoring mechanism, called “helper artifacts” which is not
dependent on the actual quality of the artifacts (image annotations) that player creates within the game. In fact,
the player can completely omit the annotations and rely
on his memory only. He is scored only according to the
time he need for the game and (more importantly) the
number of flips he makes. Nevertheless, creating meaningful annotations may help him a lot in improving his
score, so the player is usually motivated to do it. And he
does it.
The game can stay single-player this way. Its scoring function is objective, exact, transparent and can be executed
automatically. This greatly boosts the game in its early
stages of deployment – there is no cold start problem regarding insufficient number of players wanting to play or
a need for an existing validation data set. And still, even
if the score is not computed out of the quality of the artifacts created, the players create them and they create
them in quality (they truly describe the given images),
because otherwise, they would not be useful for them.

8.2

A posteriori cheating detection

We contribute to the general GWAP design with a general
a posteriori cheating detection method for games with a
purpose. It is a regression based anomaly detection. We
utilized the method in both Little Search Game and PexAce. It is based on measuring the usefulness of artifacts
produced by players and the score ranking of these players. If some player score’s height is too disproportional
to the usefulness or quantity of artifacts he provides, he
is automatically identified as suspicious of cheating. Instead of artifacts themselves, the behavioral patterns (of
the players) that led to the artifacts may also be considered. The behavioral pattern is an abstract sequence
of player’s actions that somehow characterize player’s behavior in the game. It is be viable if the game mechanics
are not so simple and may be combined in many ways to
create problem solutions. If for example, a pattern has
led to a suspicious solution, it may be a good idea to
investigate where else this pattern occurred.

8.3
Purpose encapsulation. Is the purpose of the game visible/known to player? How does this influences the player
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Utilizing player competences

In PexAce and CityLights, we have also experimented
with recognizing player competences and using them for
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Šimko, J.: Harnessing Manpower for Creating Semantics

improving the game’s output. The overall idea was to
stratify the player pool according to competences of individual players regarding solving of the game tasks. After
this, the we could weight more the task solutions provided
by more skilled players.
In our experiments with PexAce game logs, we measured
player competences through usefulness (a relative count
of correct task solution suggestion of the player) against
gold standard and consensus ratio (a relative count of
suggestions, which were passed the collaborative filtering). Using them to weight player “votes” during collaborative filtering, better overall correctness of result set was
expected. In experiments, the usefulness was rendered
more effective in terms of confidence of the method. On
the other hand, the consensus ratio is more practical to
measure, since it does not require (compared to usefulness) a reference result set.
We also devised another way of approximating the usefulness of the player: assessing the confidence of the GWAP
player. The confidence is an information about how “sure”
the player is in solving of a particular task. We proposed
an approach to acquire this information through a betting
mechanism within the GWAP: in the game, the player encounters situations where he has to risk some of his score
points as a bet on his own decision (which can be either
correct or wrong). By scaling the risk (bet height), the
player indirectly declares his confidence.

9. Conclusions
Nowadays, the semantics acquisition for information spaces,
either of resource descriptions or domain models, is a still
challenging task. Among the existing approaches, three
main branches exist: expert, automated and crowdsourcing approaches. Specifically, our interest lies in the field
of games with a purpose (GWAPs), which belong to the
crowdsourcing branch. GWAPs represent an attractive
concept since they harness human computational power
“for free”. Yet they are also hard to create.
In our work, we stated two goals regarding semantics acquisition and the games with a purpose. First to add
to semantics acquisition with new effective and functioning, GWAP-based approaches (particularly for specific
domains). Second, to improve the effectiveness of games
with a purpose by developing design principles, independent on the problem domain, which GWAP deals with.
Reflecting these goals we list our main contributions:
Little Search Game: a Game-based term relationship acquisition approach, which we demonstrated through live
experiments. The method also contributes to the general
GWAP design theory with unique single player design
(radically reducing the cold-start problem) and demonstrates the use of our posterior anti-cheating mechanism.
We show the potential of the method within general but
also more specific domain, which is not usual with existing
GWAPs.
PexAce: Game-based method for image tag acquisition,
which we evaluate through live experiments. The game is
single-player and suffers of no cold-start problems. Using
its logs, we demonstrated the feasibility of player expertise
exploitation for improving game output quality. We also
demonstrated the possible use of PexAce for annotation
of personal image archives – a specific environment where
cross-player validation cannot be sufficiently used.

CityLights: Game-based method for music metadata validation which we evaluate through live experiments. Meanwhile, its principle can be straightforwardly applied to
other (multimedia) resource types as well. The game is
single-player and suffers of no cold-start problems. The
game also demonstrate the use of a betting mechanism
for explicit acquisition of player confidence, which can be
used to improve game output.
GWAP artifact validation scheme of “helper artifacts” (featured in PexAce), which enable a GWAP to be singleplayer which reduces the initial problem of low number
of active players during the initial phases of the GWAP
deployment. We demonstrated the scheme in specific environment of our game and also outline the suggestions
for its general use in future GWAPs.
An universal a posteriori cheating-detection scheme used
to detect GWAP players with malicious behavior. Our
approach takes into account a quality of the artifacts produced by the tested player, measured according to other
players and a score gain of the tested player. The output
of the approach is the list of suspicious players, whose
point gains do not correlate with the quality of artifacts
they “create” during the game. The actual semantics
of the artifacts is transparent to our approach, which is
therefore universally applicable in any GWAP.
Approaches for assessment of the information on player
competences. We defined usefulness and the consensus
ratio – as metric for approximating long term level of
player’s skills in the particular GWAP. This metrics correlates partially to the objective player competence level
and can be used for weighting the player-created artifacts.
We also introduced a in-game betting mechanism allowing to assess player confidence, which too is aligned to
objective competence of the player.
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Šimko, J.: Harnessing Manpower for Creating Semantics

J. Šimko, M. Tvarožek, M. Bieliková. Semantic History Map: Graphs
Aiding Web Revisitation Support. In: DEXA 2010, Proceedings
of the Workshops on Database and Expert Systems Applications,
2010, Bilbao, Spain. Los Alamitos, IEEE Computer Society,
2010. pp. 206-210.

J. Šimko, M. Tvarožek, M. Bieliková. Creation of games with a
purpose as tools for knowledge discovery. Znalosti 2011, 10th
annual conference, Stará Lesná, Vysoké Tatry. 2011 Proceedings.
Ostrava: Faculty of electrotechnics and informatics, VŠB
Technical University of Ostrava, 2011, pp. 194–205. (In Slovak).

J. Šimko, M. Bieliková. Personal Image Tagging: a Game-based
Approach In: I-Semantics 2012 Proceedings of the 8th
International Conference on Semantic Systems 2012 Graz,
Austria. New York, ACM, 2012. pp. 88-93.

J. Šimko.: Perspectives of games with a purpose for metadata creation.
In: WIKT 2011 Proceedings 6th Workshop on Intelligent and
Knowledge oriented Technologies, 2011 Herl’any, Slovakia.
Košice, Technical University, 2011. pp. 149–154. (In Slovak).
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1.

Introduction

The traffic situation changes over time. Areas having no
congestion problems turn to have ones. Before modifying
the traffic infrastructure by building new roads or adding
new traffic control systems, it should be investigated what
impact the planned changes would have. To avoid costly
errors, it is necessary to prove the new concepts in one
simulation environment. This proof of concept can be
done using traffic simulation systems.
The microscopic simulation is a preferred choice for traffic simulation and planning. The new traffic solutions
would be firstly modelled on a microscopic system and
the simulated results would be analyzed. If the simulated
results were satisfactory, the next step would be to implement them in the real scene. Using simulation results
for decision-making raises a question of the reliability of
the simulation and consequently the reliability of the obtained results and conclusions. The questions that are
raised are: Does the modelled vehicle behaviour really
represent the vehicle behaviour in reality? How big is the
modelling error? How big is the measurement error? How
big is the resulting accuracy of the simulation?
Since the default parameters of the microscopic simulation systems cannot model the driver behaviour in general, the microscopic simulation systems must be first calibrated.

2.
2.1

Problem Statement
Motivation

The motivation for this work is the necessity for methodology for estimating the parameters of the microscopic
simulation systems that aims to guarantee the accurate
simulation of the real-world behavior.
Current solutions are targeted to solve the problem of
simulation system calibration for one specific traffic scene.
There is no methodology on how to estimate necessary parameters in the optimal way, how to choose the optimal
camera characteristics, camera position or the image processing methods. This work aims to define the methodology in the process of the parameter estimation. The
calibration methods have generally the same sequence of
calculation steps: camera calibration, object identification, object recognition and tracking, geometry transfor-
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mation and parameter calculation. Depending on how
these steps are implemented, there is an inhering error
in each of them. These errors will impact the end result: traffic state parameters. This work identified the
following error sources: Approximation of Camera intrinsic parameters, Image Processing Methods for Blob Analysis, approximations of the vehicle moving plane: Ground
Plane Constraint, Camera Position and Approximation of
camera extrinsic parameters, Identification of the vehicle
centroids and Video Frequency. The calibration is an important task impacting significantly how realistic the simulation results would be. To obtain the calibration data,
the traffic scenes are monitored using video cameras. The
collected video data is analyzed using image-processing
methods and the parameters of interest are extracted.

3.

2.2

3.1

Dissertation Main Goals

This doctoral work proposes an approach that should allow for more precise estimation of the calibration parameters. Prior to collecting the video data, there is one
pre-analysis step which evaluates what kind of camera is
best suited, where to place the camera to obtain the most
accurate results, as well as what kind of image processing methods to use for the estimation of vehicle position,
velocity and acceleration. The traffic scene that is going
to be monitored is analyzed for characteristics such as expected velocity range of the vehicles, the kind of vehicles
that participate in the monitored traffic scene and traffic
scene environmental conditions.
The following topics will be analyzed:
1. Evaluation of vehicle characteristics This work will
make an overview of the possibilities for evaluating
vehicle characteristics using the image processing
systems. The overview should provide the clarity
about pros and cons of specific methods.
2. Evaluation of the accuracy and arising errors at the
evaluation process The whole evaluation process will
be analyzed for the error sources and their impact
on the results. The evaluation should result in the
guidelines for neglecting or considering the errors
and eventually compensating them.
3. Recommendation for scene configuration at the measurements Based on the errors appearing in the evaluation process, the scene configurations will be specified that are most suitable from the accuracy point
of view.
4. Statistical evaluation of acquired accuracy.
This doctoral work intends to fulfil the following theses:
1. To project an overall scheme of estimating vehicle
characteristics from video sequences.
2. To analyze errors arising in the estimation process,
estimate expected accuracy limits and recommend
suitable scene configuration for getting reliable results.
3. Statistically evaluate the characteristics of a vehicle
fleet and formulate recommendations for generating
vehicles in microscopic simulation models.

Overview of the Actual State

There is not much publicly available literature on how to
proceed in order to calibrate one microscopic simulation
system. The solutions described in the literature concentrate on the specific traffic situations having usually the
constraint not to choose the measurement equipment in
advance, but to use the available equipment and afterwards evaluate the accuracy or propose methods to compensate for errors. The majority of the published work
results refer to the problems faced with monitoring intersections. The image processing methods are same as for
the purposes of extracting parameters for the calibration
of the microscopic systems.

Calibration and Validation Methods

The calibration of microscopic systems depends on the
simulation model used to model the vehicles and their
behavior. This chapter gives an overview on the most
common simulation models and their impact on the calibration parameters. The traffic micro simulation systems
require numerous input parameters to describe the traffic
flow realistically. These parameters are local static infrastructure and driver behaviour. If the parameters are not
adjusted, the simulation system may give non-realistic results. The adjustment of the input parameters is called
the calibration of the model, [11, 7]. In the traditional
process of model calibration, model parameters are adjusted until reasonable (qualitative and quantitative) correspondence between the model and field observed data
is achieved. Very often the trial-and-error method based
on engineering judgment or experience is employed for
model calibration. Other approaches include the gradient
approach. These approaches regard the model calibration
procedure as an optimization problem in which a combination of parameter values that best satisfies an objective
function is searched.

3.2

Image Geometry for Traffic Scenes

The important aspect of image processing is the geometry. When processing an image, there is always a projection from the three dimensional space (3D) into the two
dimensional space (2D). Through the projection there is
always a loss of information about the geometry of the observed scene. The reconstruction of the 3D information
from a 2D image is a complex task. The main assumption
when estimating the vehicle positions from a video image
is that the vehicles move on the ground plain. This assumption is known as the ground plane constraint (GPC)
and is adopted for the proposed calibration method. The
subsequent chapters discuss in more detail the geometry
issues influencing the robustness and correctness of position estimation.

3.3

Image Processing for Traffic Scenes

Below is the summary of algorithms for vehicle detection,
[15, 10, 9, 17].
Algorithm: Frame differencing, i.e. temporal differencing, Application: Traffic Surveillance On Road vehicle
detection, Improvement Potential: No good result, if the
objects are not sufficiently textured
Algorithm: Optical Flow, Application: Traffic Surveillance On Road vehicle detection, Improvement Potential:
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The computations are very intensive difficult to realize in
real-time
Alorithm: Background Subtraction, Application: Traffic
Surveillance, Improvement Potential: Gives no good results for dynamic background, Gives no good results for
static background with traffic jam
Algorithm: Probabilistic approach, each pixels is classified as shadow, moving object or background, Application: Traffic Surveillance
Algorithm: Vehicle detection based on background subtraction and color information Application: Traffic Surveillance, Improvement Potential: Vehicles overlap, occlusion.

3.4

Studied Cases

The first study case is weaving section. This example
shows one methodology for collecting and evaluating the
vehicle characteristics for weaving intersections only. This
approach was described in the work of O. Masoud et al.
[8, 2, 12, 16]. The purpose of their work was to address
the inefficiency of existing systems and provide more comprehensive data about the weaving intersections. The information they wanted to collect was: extractions of vehicles and their count, vehicle velocity and vehicle moving
directions.
The second studied case is the evaluation of traffic parameters for arbitrary traffic scene. This approach was
described in various articles by Worrall A.D., Sullivan
G.D., Baker K.D dating from 1992 till 2000, [6, 20, 18,
19]. Masoud et al. [24][12] showed in their work a different
approach compared to the work of Worrall A.D., Sullivan
G.D., Baker K.D [6] about the weaving intersections. The
geometry and 3D of the vehicles are considered.

4. Analysis of Partial Problems
4.1

Selection of the Calibration Parameters

As already described the Microscopic Road Traffic System
simulates the traffic by the simulation of the behavior of
individual vehicles, [1, 3, 21, 13]. The part of the simulation system that has a task to generate the vehicles is
called the generator, [5, 4]. The generator module uses vehicle model in order to represent the vehicles. The vehicle
model is divided into kinematic and dynamic characteristics that define the vehicle characteristics, and the driver
type data that define the driver behavior.
The driver type data vary for different regions and traffic
infrastructures. Correct input data for the generator can
be obtained from statistical evaluation of vehicles behavior in real traffic. The generator module of the simulation
system generates vehicles at certain time intervals and
for each generated vehicle specifies the following values:
vehicle position, vehicle velocity, vehicle acceleration and
moving direction, i.e. the next point after a certain time
interval. The inputs to the generator are the velocity and
acceleration profiles with their statistical characteristics
along the trajectory. The following data should be collected from the video sequences: vehicle frequency, vehicle
trajectory and the values of velocities and accelerations at
trajectory points, i.e. velocity and acceleration profiles.
This information is statistically analyzed and given as in-

Figure 1: Crossing with cars taking straight-line
trajectories.

Figure 2: Projection of one point on the ground
plane to the image plane.
put to the generator module. The Figure 1 shows an
example of the measurement points and observed vehicle
velocity and acceleration profiles. In this example the observed traffic scene is one crossing. The expected trajectories are straight, turning left, turning right. It is possible
that some irregular trajectories could be observed in the
traffic surveillance video, like overtaking. The examples
considers only the velocity and acceleration profile associated with straight trajectories. The points P1 , P2 , P3 , P4
denote the trajectory points and the values on the y-axis
are measured velocities and accelerations. The diagram
shows the values obtained for four different vehicles. The
second diagram shows the acceleration profiles measured
at the points P1 − P4 for four vehicles.

4.2

Accuracy of the Camera Position

The influence of the camera angle toward the ground
plane and the angle of the car along the optical axis are
here considered. The Figure 2 shows a projection of one
point from the ground plane w1 to the point in the image plane c1 , defined with coordinates (u1 , v1 ). The image
plane is orthogonal to the camera axis which allow for the
following correspondence between (x1 , y1 ) and (u1 , v1 ) coordinates:
u1 ≈ x1 0 = xc + x1 − xc ∗ k

(1)

v1 = y1 0 ∗ sinα = (yc + y1 − yc ∗ k) sin α

(2)

In case of α = 0 the value of v1 is 0, meaning that the value
along the v axis of the image plane cannot be evaluated.
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Figure 3: Projection of a line on the ground plane
to the image plane.
Another extreme is α = 90◦ , which gives that v1 equals
y1 0 , which corresponds to the bird view projection.
Another angle of interest is the orientation of the car, θ,
toward the projection axis. The angle α is considered
having the same for all points of the monitored vehicles
in the scene. The length of an object on the ground plane
L is projected to the length L0 on the image plane.
q
(3)
L0 = L ∗ k (cosθ)2 − (sinθ ∗ sinα)2
The Figure 3 shows how the length of objects from the
ground plane is projected to the image plane. If the angle
θ = 0◦ the value of L0 is L ∗ k. The length projection L0
is scaled with the factor k. For θ = 90◦ the value of L0 is
L ∗ k ∗ sinα, meaning that the length of the projection L0
is additionally influenced with the camera angle α.

4.3

Accuracy of the Vehicle Model

The cars are 3D objects and the flat patches on the image plane are the projections of the car points above the
ground plane. The Figure 4 depicts the projection of one
vehicle on the image plane. The Figure 4 shows that the
point wcar = (xcar , ycar ) is actually projected to the image plane. Due to the ground plane approximation, this
point is approximately positioned on the ground plane
point w1 . If the car height is approximated as constant
value h the error due to 3D of the vehicle is dependent on
the camera angle α. The error along ∆w can calculated
as follows:
∆wx = x1 − xcar ≈ 0

(4)

H
(5)
tanα
The projection of the error can be obtained by substitution:
∆wy = y1 − ycar =

∆v1 = ((y1 − ycar ) ∗ k) ∗ sinα = H ∗ k ∗ cosα

4.4

(6)

Accuracy due to the Camera Resolution

The camera resolution is specified in the number of pixels
along u and v axis of the image and with the ppi (pixel
per inch). The error due to the digitization of an image is
one pixel. To estimate the error, we need to calculate the
projected lengths, which depend on the camera position
relative to the traffic scene. The pixel length is equal to:
Lpixel =

1inch
ppi

(7)

Figure 4: Projection of a line on the ground plane
to the image plane.
The correction considering the car model, i.e. considering
the height of the car can be expressed with the following
equation:

1  v1
H
y1 =
− yc + yc +
(8)
k sinα
tanα
To restore the velocity from the video sequence the displacement of the car between two successive frames has
to be determined. If the frame frequency is f than the
velocity of the car can be expressed as
v = L ∗ f = ∆p ∗ f

(9)

The value L (length) represents the distance ∆p between
the successive vehicle positions P1 and P2 . The restoration of the length L, i.e. distance between two points ∆p
gives:
L0
(10)
L= q
k (cosθ)2 − (sinθ ∗ sinα)2
L0
H
L= q
−
tanα
2
2
k (cosθ) − (sinθ ∗ sinα)

H
∆p0
∆p = q
−
tanα
2
2
k (cosθ) − (sinθ ∗ sinα)

(11)

(12)

The acceleration is further calculated as the product of
the velocity difference (∆v) between the two points P1
and P2 with velocity values v1 and v2 respectively:

5.

Proposed Overall Scheme for Estimating Vehicle Characteristics

The methodology proposed in this work is shown in the
Figure 5. The methodology consists of three phases: 1.
Preparation phase: scene analysis, selection of camera
and camera position, selection of image processing methods, 2. Video data processing: collection of video data,
camera calibration, image processing, vehicle model compensation, 3. Statistical evaluation and preparation for
input to microscopic simulation systems: statistical evaluation of results, generation of velocity and acceleration
profiles for vehicle trajectories.
Below is the summary of the overall proposed scheme:
Phase 1: Scene Analysis
Step: Traffic Scene analysis; Result: Estimation of Expected ranges of car velocity, acceleration and length, Possible vehicle trajectories, Illumination characteristics of
the scene
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Figure 6: Projected lengths as a function of angle
α (x axis) and constant angle θ.

Figure 5: The proposed method containing planning before video data collection.
Step: Camera Position; Result :Suitable places for camera position in order to: Achieve best accuracy, Be able
to collect the data along the expected vehicle trajectories
with one camera
Step: Image Processing Methods; Result: Choice of image processing methods and their parameters in order to
obtain optimal results

Figure 7: Projected lengths as a function of angle
θ (x axis) and constant angle α.

Step: Camera selection, Result: Camera choice: Camera resolution, Field of view, Frame frequency

tween the two points is more significant than the absolute
positions. Therefore, we consider the length errors.
q
L0 = L ∗ k ∗ (cosθ)2 − (sinθ ∗ sinα)2
(13)

Phase 2: Video Data Processing
Step: Video data collection; Result: Circumstances for
video data collection: Duration of the data collection,
Chosen time of day, Chosen time of year
Step: Calibration, Result: Identification of the points
and clues in the scene in order to perform the self-calibration
of the camera
Step: Video Data Processing; Result: Choice of vehicle
model
Phase 3: Generation of Calibration Parameters
Step: Statistical evaluation of results and preparation
of data for the microscopic simulation system interface,
Result: Generation of the driver profiles.

5.1

Expected Accuracy Limits

The choice of the camera position has influence on the
projected lengths. The shorter the projected length, the
bigger is the error due to the projection. The distance be-

The depicted diagram in Figure 6 shows that there is an
area for α values, for which the projected length is very
short and would lead to substantial errors. Depending on
the expected accuracy the range of angle θ can be chosen.
The inaccuracy of the L0 for the bigger values of |θ| will
have more impact on the accuracy on the restored value
L. For example, depending on the required accuracy, the
values for θ smaller than -0.4 and bigger than 0.4 will be
considered to give too high error due to the projection
and may be avoided for the traffic scene.
Another interesting observation comes from investigating
the projected lengths dependent on the angle θ. The projected lengths as a function of the angle θ are also acceptable only in a specific range. For example from -0.5
till 0.5 since for this value the projected length is in the
range of -0.8 and 0.8 of the real length. This relationship
in real and projected length secures lower errors of length
estimation. Having this in mind, by choosing the camera
position, the orientations of the car to the projection axis
have to belong to this range.
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Point B: α = 0.15rad, θ = 1.24rad,

L0
L

= 0.94

Point C: α = 0.16rad, θ = 1.57rad,

L0
L

= 0.99

The obtained values show that the length accuracy at
point A much lower than at points B and C. For the calculation of the driver profiles the trajectory segment can
be reduced as shown in the Figure 9.
The influence of the car height on the length accuracy is
given below:
Point A: α = 0.13rad, θ = 0.98rad, Lerror
= 12.23m
H
Point B: α = 0.15rad, θ = 1.24rad, Lerror
= 10.58m
H
Point C: α = 0.16rad, θ = 1.57rad, Lerror
= 9.91m
H
Figure 8: Error due to the vehicle length as a
function of angle α (x axis).

The length of the traffic scene: 30 m. Expected ranges
of car velocity: 0 m/s till 19 m/s (70 km/h). Expected
acceleration 0.5 m/s2. Possible vehicle trajectories are
straight line, overtaking. Illumination characteristics of
the scene are acceptable for the videos filmed during the
day. Suitable places for camera position are above the
traffic scene with an angle to the traffic flow. Used camera
is Sanyo VPC HD 1000: Camera resolution: 1280x720
Frame frequency: 60 frames/s. Camera position: 3

6.1

Figure 9: Error due to the vehicle length as a
function of angle α (x axis).

6.

Implementation of the Proposed Method

The practical part of this doctoral work includes implementation of an image processing system. The commercial software Matlab/Simulink [14] was selected as a framework for implementation, since the algorithms for the data
acquisition were not the main aim of the dissertation.
LH
error =

H
tanα

(14)

For a certain range of angle values α, the error can be
chosen to have acceptable low values, for example between
1.2 rad and 1.8 rad. Below is the traffic scene used to
validate the proposed method. The traffic scene is the
straight two way street with one lane in each direction.
The driving direction from A to B will be referred to as
the right direction and the direction from B to A will be
considered as the left direction. The traffic scene that
should be observed is defined with the points A and B.
The distance between the points A and B is 30 m. The
type of cars that frequent the road is personal car. The
velocity is limited to 40 km/h along the road segment.
The camera is 30 m distant to the road and on the height
of 5 m. The angle θ is in the range from 1.24 rad at the
point B and 0.98 rad at the point A to 1.57 rad at the
point C. The angle α is in the range from 0.15 rad at point
B and to 0.13 rad at point A to the maximum value of
0.16 rad at the point C. The expected accuracy for the
length calculation is in the following range:
Point A: α = 0.13rad, θ = 0.98rad,

L0
L

= 0.55

Phase 2: Video Data Processing

The velocity profiles of monitored vehicles are shown in
the diagram below, Figure 10. Number of Vehicles is 91.
Average velocity is 29.27 km/h (8.13 m/s). Average acceleration is 0 (constant movement).

6.2

Phase 3: Statistical Evaluation of the Results

The diagram in the Figure 11 is the ”best fit” lines for
the velocities of all observed cars, velocities of the cars
moving in the direction left and the direction right. The
lines are represented with the following equation:
V elocity = m ∗ CarIdentif ier + b

(15)

where m, b and the correlation factor R have the following
values:
All cars: m = 0.0175, b = 7.326, L2 = 0.03426
Cars moving to the left (B to A): m = 0.04472, b =
6.444, L2 = 0.1149
Cars moving to the right (A to B): m = −0.04205, b =
9.462, L2 = 0.01986
Standard Deviation for Velocity and Car Interval for all
and σI = 7.6 m
respectively.
cars are σV = 2.48 m
s
s

7. Conclusion
The objectives of this doctoral work were to project an
overall scheme of estimating vehicle characteristics from
video sequences, to analyze errors arising in the estimation process, estimate expected accuracy limits and recommend suitable scene configuration for getting reliable
results and to statistically evaluate the characteristics of
a vehicle fleet and formulate recommendations for generating vehicles in microscopic simulation models. The
work proposes a methodology for estimation of the parameters necessary to calibrate microscopic simulation systems. The methodology consists in analysis and configuration of a traffic scene, evaluation of vehicle parameters
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Figure 10: Velocity Profiles.

Figure 11: Velocity Distribution of the Cars.

Figure 12: Car Frequency.
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from video sequences and the statistical preparation of
the obtained vehicle parameters for the input of a microscopic system. The proposed methodology is not related
to any specific simulation system or to any specific video
system for traffic monitoring. The contribution of the
work lies primarily in defining the methodology for calibrating the microscopic systems independent on specific
vendor cameras or commercial solutions. The proposed
methodology can be taken also as guideline for choosing
the appropriate equipment for the traffic monitoring with
the purpose of calibrating a simulation system. On the
other hand it gives the direction for building a completely
tailor made software system for evaluation of the calibration parameters. To verify the proposed methodology the
software for video data evaluation was build using MatLab/Simulink tools and blocksets. The application of the
methodology was illustrated on one traffic scene of low
complexity. Nevertheless the results are convincing and
show the practicality of the described methodology.
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