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Charles University in Prague, Czech Republic
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Abstract

1. Introduction

Vehicular Ad hoc network (VANET) can serve as a source
and storage of up-to-date data that improve safety, ﬂuency and comfort in road traﬃc. We aimed in this dissertation thesis on improvements in end-to-end communication between two VANET nodes by means of proposing
a new application-level communication protocol that is
specialised on transferring large object structures. In order to minimise size of transferred message, the protocol
makes use of the information about the structure that
both communicating parties already share. The protocol uses UDP as an end-to-end datagram transportation
service, because it is, according to our simulation results,
more eﬃcient than TCP. In order not to waste successfully received datagrams, the proposed protocol uses addressing that allows processing of independently received
datagrams and using their contents for reconstructing the
transferred message. In case of not receiving all the datagrams the message cannot be reconstructed completely,
its missing parts are exactly denoted so that a receiving
application is able to make use of at least the received
part.

Vehicular Ad hoc Network (VANET ) is wireless network
with nodes communicating in peer to peer manner. Most
of the network nodes are inside cars that are driving according to road traﬃc rules, although several nodes are inside elements of road traﬃc infrastructure, e.g. intelligent
traﬃc sign or parking area. According to Lisbon agenda1
VANET should contribute to road traﬃc safety by transferring messages about immediate danger. Secondly, improvements in road traﬃc ﬂuency can be achieved by assisting drivers in picking optimal path or in catching green
wave. Thirdly, user applications can communicate via
VANET and improve passengers’ comfort [10, 13, 14].

E.4 [Coding and Information Theory]: Data compaction and compression

Our research is focused on development of user applications adjusted to ad hoc networks with rapidly changing
topology. Especially, we focus on data dissemination and
distribution through VANET. Two years ago a colleague
of ours proposed architecture and principles of operation
of distributed management system for mobile and vehicular ad hoc networks in his dissertation thesis. This year
another colleague proposed and compared various algorithms for data replication via VANET in his dissertation
thesis. However both these thesis are based on assumption that they can use communication layer with speciﬁc
features and such a communication layer is proposed in
this dissertation thesis [3, 4].
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Most scientiﬁc papers, which deal with VANET, focus on
improvements at the ﬁrst three layers of ISO/OSI model
– Physical, Data Link and Network Layer. Other papers
seek mainly passenger safety and improvements in ﬂuency
of road traﬃc [5]. However there is still certain amount
of communication capacity in VANET, which seems to be
mostly unnoticed. We believe that this “unnoticed” capacity can be used for passengers’ comfort by specialised
user applications with proper adjustments in their architecture.
Yet we have identiﬁed one considerable issue that is likely
to be encountered by developers of user applications for
VANET. Delivery of large messages via VANET is a nontrivial task, although it might be often required, for example by distributed database system ad-db .FRI. We have
based our assumption on these reasons:
1

Plan to make European Union the most competitive and
dynamic knowledge-driven economy by 2010
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• Due to high probability of network errors during
message transfers, the protocol must include capability of recovering from errors.

• Due to high mobility of network nodes, topology of
the whole network is changing rapidly. Therefore
every established connection between two network
nodes is likely to be interrupted in a short time.

• Due to high probability of packet loss and interruption of message transfer, the protocol must be able
to extract useful data from received message, even
if there are some parts of the message missing.

• Communication of user applications is transported
via VANET with lower priority than safety and security messages therefore their transmission is likely
to be postponed.

• In case of missing parts of the transferred message,
the protocol must unmistakably distinguish lost
parts of transferred object or data structure. It
is not required to retrieve missing parts from the
sender, because it might not be possible.

• According to various researches [2, 7, 9], communication via mobile and vehicular ad hoc networks
suﬀers from increased ratio of undelivered packets
compared to networks with ﬁxed topology.

• Due to the fact that the network capacity is more
valuable than local computing resources of network
nodes, the protocol must minimise size of a message
even if it meant higher demands on computing and
memory resources of individual nodes.

Therefore we do not consider traditional method, which
would use any of common data encoding2 and transport
the data via TCP stream [12] well-suited for VANET. We
assume that the communication would be possible but
ineﬃcient because of these reasons:

4. Comparison of Transport Layer Protocols
• TCP is calibrated for wired networks. It assumes
that packet loss means traﬃc congestion and responds with decreasing communication speed. However in case of undelivered packets due to temporary
interference the speed reduction would not be appropriate action.

According to the standard, duplex communication in VANET must use IPv6 protocol as networking service. While
designing a new application layer protocol, we have to
therefore ﬁrstly decide, which one of the transport layer
protocols4 should be used atop the IP. According to the
standard vanetmodel there are two options TCP and UDP.

• TCP suﬀers by so called “head of line blocking”
problem, which should be expected to occur in
VANET much more often than in wired networks.

Both TCP and UDP have their special features that designate them for uses in diﬀerent situations. We have
tested them both with the same task to learn how they
are suited for transporting large amount of data through
VANET. Network nodes were sending periodic requests,
which were responded by their momentary neighbours
with oversized responses. We have been comparing
amount of useful data that were transferred inside responses and amount of data that had to be used for maintaining communication.

• In VANET it is important to not waste limited period of time for message transfer. Therefore wireless communication standard IEEE 802.11p, used in
VANET, avoids communication establishing handshakes, which are otherwise common in IEEE 802.11
family of standards [1, 6, 10]. We think that TCP
“three-way-handshake” should be avoided as well.
We have considered replacing TCP by UDP [11], but
UDP itself would not suﬃce, because it does not guarantee in-order delivery of datagrams nor data completeness. Message, encoded by well-known methods, cannot
be transported in this manner, because loss of arbitrary
part would render the whole message invalid and received
parts useless. Therefore we intend to propose a more eﬃcient communication protocol that would perform better
in VANET.

3. Goal of the Thesis
Main goal of the dissertation thesis is proposition of a
communication protocol that would maximise amount of
useful3 data that can be transferred from one network
node to another via VANET environment. The proposed
protocol has to conform to the following conditions:
• The protocol is expected to be able to transfer relatively large object or data structures, such as database requests and responses.
2

E.g. ASN.1 DER, XML, JSON, YAML
Usefulness of data is considered from the end-user point
of view. Everything, except object or data structure that
user intends to transfer, is not considered useful data,
although its transfer is usually also necessary.

4.1 Verification Method
Under ideal conditions we would have deployed testing
applications to real on-board-units capable of wireless ad
hoc communication. However computer simulation is
much more often used method for performing experiments
with mobile and vehicular ad hoc networks [8] and it
proved to be less demanding on human and technology resources in our case as well. During our research we have
tried several renowned simulation tools5 but with little
success. We had issues with licenses, price and capabilities of the tools. Therefore we have decided to create our
own simulation tool that would ﬁt our needs and anticipations.
We have called the simulation tool AdHocSim.FRI. It is
a discrete event simulator targeted at end-user applications in VANET environment. We have already used it
in several experiments and published obtained results at
international conferences.

4.2 Description of the Experiment
We have used AdHocSim.FRI to create model, which was
composed of separate sub-models:

3

4

Protocols of the 4th layer of ISO/OSI network model.
We tried QualNet, NCTUns6.0, EstiNet and studied NS2, NS-3 and IT Guru.
5
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• Model of road network situated within urban area.
It covered area approximately 4 km long and 2 km
wide with rectangular net of roads. Total length of
roads counted approximately 100km.
• Model of road traﬃc composed of individual cars.
We used Poisson process to generate new cars entering the road network at borders of the simulated
area. Every car had chosen its own path via road
network, which it followed and eventually left the
simulated area. Travel speed of cars ranged in between 10 m/s to 20m/s. Due to randomness of this
model the actual number of cars ﬂuctuated around
average which was approximately 335 cars.

4.3 Results of the Experiment
During the simulation a separate record about individual database requests and database responses had been
created and later on records that would compromise statistical information with invalid data were discarded. We
were afterwards able to extract several various indicators;
however we consider the following ones the most important:
• Amount of useful data, which were successfully received and extracted from database response.
• Amount of all data that were transmitted during
the database response transfer. Besides successfully received data there are also included headers
of IP packets, UDP datagrams, TCP segments and
also all datagrams and segments that were used for
transmission initiation and management and also retransmission of lost TCP segments.

• Model of network communication. It has separate
implementation for every main protocol used at lower
four layers of ISO/OSI model.
– Line-of-sight evaluation, Friis transmission equation, evaluation of mutual signal cancelation
among distinct cars and signal-to-noise ratio
evaluation had been used in calculation of probability, that a receiver receives transmitted message correctly.
– Model of IEEE 802.11p had been used for signalling and collision avoidance.
– Model of IPv6 had been used for routing IP
packets, although only single-hop transfers had
been used in the simulation.

• Eﬃciency of database response transfer computed
by the following formula:
eﬃciency =

• Model of transmission control mechanism for UDP.
It is a well-known fact that UDP does not provide
any feedback to the sender of datagrams nor prevents overloading of the network. We solved this
issue by implementing simple mechanism described
in following steps:

– If a node, that was sending database response,
had not received at least one datagram from
the node to which the message had been addressed during last 3 seconds, the connection
had been considered broken and the transmission of the message had been terminated.

The experiment consisted of 20 independent simulation
runs for each of the tested protocols. Every simulation
run consisted of 1230-second-long warm-up period and
570-second-long evaluation period.

TCP
1 MB

UDP
1,25 MB

Portion of transfers with
amount of received useful data
lower than 250KB

45%

32%

Portion of transfers with zero efﬁciency6

18%

7,5%

Average eﬃciency of data transfer

52%

76%

Maximal eﬃciency of an individual transfer

95%

97%

Average amount of received useful data per database response

– Model of UDP had been used for unreliable
datagram oriented communication between enduser applications.

– A node, that was sending database response,
always waited at least 4 milliseconds between
transmitting two datagrams of the message.

amount of received useful data
amount of all transmitted data

By aggregating records of individual data transfers we
have obtained information that is summarised in the Table 1.

– Model of TCP had been used for reliable bytestream oriented communication between enduser applications.

– When a node received datagram with database
response, it reacted by transmitting short datagram to broadcast address, saying that it is still
receiving responses. Then it always waited at
least for 50 milliseconds till broadcasting another short datagram.

3

Table 1: Results of the experiment
According to the results, we have concluded that it is
possible to transfer more useful data with less overhead
if transported in UDP datagrams than in TCP stream.
There is also lower probability of zero eﬃciency communication, or in other words, higher probability that at least
some part of the message would have been transferred
successfully. We have therefore decided to use UDP as
a transport layer protocol and to base proposed protocol
upon it.

5. Proposed Protocol
In the previous section we have explained that we intended to use UDP as a transportation service for
endpoint-to-endpoint communication. Therefore we had
to take features of UDP into consideration while designing proposed communication protocol. Namely the fact
6

Sender of the message initiated its transfer but receiver
was unable to receive any byte of useful data.
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that UDP transfers datagrams, which travel through IP
network independently of each other and that sender of
a datagram gets no feedback on whether the datagram
reached its destination or not. Likewise the receiver is
not hinted by means of UDP whether any datagram had
been lost, duplicated or received out-of-order during the
transmission.
Therefore, we can expand the list in Section 3 by the
following requirement that the proposed protocol must
satisfy:
• Due to the fact that UDP transfers datagrams with
limited size7 , which is considerable less than expected size of transferred messages, the protocol
must be able to split any message to datagrams with
deﬁned size limit.
• Due to the fact that UDP datagrams are transported independently of each other, there must be
enough information in every datagram so that it is
possible to process it independently of other datagrams being received or not.

5.1 Properties of Transferred Object Structure
The proposed protocol is designed for transferring object
structures, which can be seen as a composition of objects
with one major object that directly or indirectly references every other object. Object structures often resemble
tree with the major object being the root of the tree. In
case of reference cycles within the structure, these cycles
can be decomposed according to rules explained in section 5.3. Every transferred object structure is therefore
assumed to be a tree with root that directly or indirectly
references every other object.
It is also expected that every node in the tree structure
carries enough information within itself to be at least partially meaningful without values of its child nodes however
its data are not useful without data stored in its parent
node. This expectation is based on assumption that elementary values (e.g. numbers, texts, etc.) are stored in
leaf nodes, because they do not reference any other objects. Non-leaf objects are complex and are responsible
for creating multi-level tree structure because they are
composed mainly of references to other objects.

they are already known to both sender and receiver of the
message.

5.2 Declaration of Object Structure
Both sender and receiver of the message are expected to
share certain amount of common knowledge about the
transferred object structure. Namely, both of them are
required to provide the same declaration of the transferred
object structure. Therefore classes of transferred objects
are usually obvious, although the declaration might not
be the same for every message that is transferred. For
that reason, the sender has to add certain identiﬁer of the
declaration to the message that the receiver would be able
to comprehend. Structure and contents of the identiﬁer
is solely application dependent.
For example if a distributed database system were used
in the network, all the nodes would use the same global
conceptual schema of the database. In this scenario, the
same declaration of the database response should be derived from one database request by any node. Therefore if
a responding node put identiﬁer of the database request to
the database response, both it and requesting node would
process the encoded message the same way.
There are three basic types of object classes recognized
by the proposed protocol:
• Composition of other objects identiﬁed by named
attributes. Declaration of such class contains ﬁxed
list of attributes and classes of attributes. Object
of this type of class does not store any other data
that would not be obvious from the declaration and
should be therefore transferred.
• Collection of objects, usually of the same class. Elements of the collection are identiﬁed by their sequence numbers. Declaration however does not provide any information on the total number of the elements. It is therefore important to transfer length
of the collection within the message.
• Elementary value, which might be numerical, logical
or textual. Its class and required size in bytes is
usually obvious from declaration except for textual
values, which usually varies in length.

By obeying explained rule and if every received datagram
of the message should be useful regardless of other datagrams being received, it has to carry data from root node
and every intermediate node that are between the root
and leaf nodes. However, it is not necessary to write any
intermediate node data to the datagram if there is not
any data from its child nodes. In other words, the protocol should write data from leaf nodes to datagrams and
append parent node for every written node.

There are cases, when class of an object might not be
obvious. It happens when the object interface is used in
declaration instead of class or when a class that is subclassed is declared. In that case declaration gives several
options on classes of a certain object within the structure
and identiﬁcation of the object class must be included to
the transferred data.

This rule may appear to cause a lot of redundancy because
of repeating data from non-leaf nodes to every datagram.
Yet we believe that most of non-leaf nodes do not carry
any important data that should be transferred, because

We have already mentioned that object structures might
include reference loops. Loops are necessary, if two or
more objects should share the same data, either for mutual communication or for saving memory. It is however preferable to transfer tree structures, thence we propose loop decomposition by extending the object structure with new objects of class Address.

7
Size of the UDP datagram is limited by packet size of the
underlying IP protocol, however for performance reasons
we would rather to conform also to frame size of data-link
layer protocol, so that one datagram does not have to be
fragmented across multiple frames.

5.3 Decomposition of Object Structure to a Tree

For every object in transferred structure, which is referenced more than once, only one reference would remain.
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3. Value of the object, if it is leaf node.
4. Relative path to the next node, if it is not obvious
from pre-order traversal rule.

5.5 Receiving the Message

Figure 1: Object structure with reference cycle

A receiver of the message is supposed to process and make
use of every received datagram regardless of having received other datagrams belonging to the same message as
well. Using the identiﬁer of the message, carried by every datagram, the receiver can derive declaration of the
transferred message from whichever datagram is received
ﬁrst and join contents of all received datagrams together.
By including complete path from root node to leaf nodes
in every datagram, the receiver does not need contents
of any datagram to be able to restore part of the object
structure carried by another datagram.

Other references would be replaced by Address objects,
which store absolute path from root node to the object.
See the example at ﬁgures 1 and 2.

If some datagrams were not received, contents of leaf node
objects would not be replaced nor derived from redundancy of any sort. It is also possible that contents of several non-leaf node objects would not be received as well.
In that situation, the received object structure would not
be complete. However, the declaration and received parts
of the message provide enough information to reconstruct
at least parts of the object structure. It is also possible
to exactly denote missing parts with specialised objects
with special “unknown” value.

5.4 Encoding Object Structure into Datagrams

6. Conclusion and Future Work

Figure 2: Object structure after cycle decomposition

After decomposing reference cycles, pre-order traversal of
the tree structure is used to pass every node of the tree.
For every node, that is passed, necessary data are encoded
and temporarily stored in a memory buﬀer with the same
size as size of datagram payload. In addition to data from
nodes, identiﬁer of the message must be stored in every
datagram and is therefore encoded to the beginning of the
buﬀer.
The traversal is interrupted after encoding data from the
last leaf node of the tree that can be stored in the buﬀer
without overrunning its capacity. The buﬀer contents are
sent in payload of a datagram and then the buﬀer is emptied. Then the pre-order traversal is resumed, however
it follows the rule that in every datagram there must be
data from parent node of any node of which data are
stored in it. Therefore the traversal is resumed from the
root node and follows to the ﬁrst leaf node that hasnâĂŹt
been encoded yet.
It is clear that by complying with the described rules, every datagram starts with the root node followed by one
of its child node and so on till one of leaf nodes is reached
and afterwards the tree is pre-order traversed. If the datagram is to be processed independently of other ones, the
picked path from the root node to the ﬁrst leaf node must
be denoted by addressing the picked child node.
For every encoded node the following data are written to
the datagram:
1. Code of the object class, if it is not obvious from
the declaration.
2. Size of the object, if it is collection or text value or
its size is not obvious from the declaration.

We have achieved the main goal of the dissertation thesis, to maximise amount of transferred useful data via
VANET, by proposing a new communication protocol.
Several techniques are included in the protocol to accomplish the goal.
Messages do not carry any portion of data, that both
sender and receiver are able to derive from information
both of them already share. Compared to ASN.1 DER
messages are reduced in size approximately by one third8 .
Messages are transported in UDP datagrams instead of
commonly used TCP stream, which we have proved to
be more eﬃcient way of communication for VANET environment. Inner structure of every message fragment,
transported in separate datagram, allows for independent
processing by receiver of the message. The receiver is
therefore able to extract useful data from every received
datagram no matter how many datagrams were lost during the transmission. Missing parts would not render the
rest of the received message unusable, instead of that the
message would have its missing parts explicitly denoted.
There are however limitations in use of the proposed protocol, although they rather result from the environment
and the protocol adapts to them. Communication in
VANET in general is prone to interruptions, which are
likely to cause incompleteness in receiving messages. It is
the fact that should be taken into consideration by anyone
who is designing applications for VANET.
In any case the proposed protocol can still be improved.
In our future research we would like to modify it to use
8

The exact ratio depends on portion of knowledge both
sender and receiver share and the message itself.
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transportation protocol SCTP instead of UDP and compare their performance. Moreover we suppose that the
protocol could beneﬁt from ability to retransmit missing
datagrams, if the communication parties still had time to
communicate.
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T. Bača. Benefits of coroutines in discrete-event simulation.
In: Objekty 2011 : proceedings of the 16th international
conference on object-oriented technologies. Žilina, 2011.
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J. Janech, T. Bača. Distributed database system in vehicular ad-hoc
network environment. In: Journal of Information, Control and
Management Systems. 2010. vol.8, n◦ 2.
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J. Janech, T. Bača, M. Tavač. Distribuovaný databázový systém v
prostredí ad-hoc sietí. In: Datakon 2010. Mikulov, Hotel Eliška,
Czech Republic, October 2010.
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Abstract
This work is based on my PhD thesis, which continues
with studying of grammar and automata systems. First
of all, it deals with regularly controlled CD grammar
systems with phrase-structure grammars as components.
Into these systems, three new derivation restrictions are
placed and their effect on the generative power of these
systems are investigated. Thereafter, the thesis defines
two automata counterparts of canonical multi-generative
nonterminal and rule synchronized grammar systems, generating vectors of strings, and it shows that these investigated systems are equivalent. Furthermore, the thesis
generalizes definitions of these systems and establishes
fundamental hierarchy of n-languages (sets of n-tuples
of strings). In relation with these mentioned systems,
automaton-grammar translating systems based upon finite automaton and context-free grammar are introduced
and investigated as a mechanism for direct translating.
At the end, in the thesis introduced automata systems
are used as the core of parse-method based upon n-pathrestricted tree-controlled grammars.

Categories and Subject Descriptors
F.4.3 [Formal Languages]: classes defined by grammars
or automata, operation on languages

Keywords
grammar, automaton, grammar system, automata system, transducer, parsing

1. Introduction
In the seventh century before Christ, Egyptians believed
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Psantek I., wanted to confirm this assumption. The confirmation was based on the idea that children, who cannot
learn to speak from adults, will use innate human language. That language was supposed to be Egyptian. For
this purpose, Psantek I. took two children from a poor
family and let them to grow up in care of a shepherd
in an environment, where nobody was allowed to speak
with these children. Although the test ultimately failed,
it brings us testimony that already in old Egypt, people somehow felt the importance of languages (the whole
story you can see in The story of psychology by Morton
Hunt).
In 1921, Ludwig Wittgenstein published a philosophical
work (Logisch-philosophische Abhandlung) claiming The
limits of my language mean the limits of my world. In the
computer science, this claim is doubly true. Languages
are a way how people express information and ideas in
terms of computer science or information technology. In
essence, any task or problem, which a computer scientist
is able to describe, can be described by a language. The
language represents a problem and all sentences belonging
into this language are its solutions.
Fact about the limitation by languages led to the birth
of a new research area referred to as theory of formal
languages studying languages from a mathematical point
of view. The main initiator was linguist Noam Chomsky,
who, in the late fifties, introduced hierarchy of formal languages given by four types of language generators. By this
work, Noam Chomsky inspired many mathematicians and
computer scientists so they began to extend this fundamental hierarchy by adding new models for language definition. Because the theory of formal languages examines
the languages from the precise mathematical viewpoint,
its results are significant for many areas in information
technology. Models, which are studied by the theory, are
used in compilers, mathematical linguistics, bioinformatics, especially genetics and simulation of natural biology
processes, artificial intelligence, computer graphics, computer networks, and others.
The classical formal language theory uses three approaches
to define formal languages: grammatical approach, where
the languages are generated by grammars, automata approach, where the languages are recognized by automata,
and algebraic approach, where the languages are defined
by some language operations. To be more precise, in the
grammatical approach, a grammar generates its language
by application of derivation steps replacing sequences of
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symbols by other sequences according to its prescribed
rules. The symbols can be terminal or nonterminal, and
the sequences of these symbols are called strings. In a
single derivation step, the grammar, by application of its
rule, replaces a part of string by some other string. Any
string, which contains no nonterminal symbol and which
can be generated from a start nonterminal by application
of a sequence of derivation steps, belongs to the language
of the grammar. The language of the grammar is represented by the set of such generated strings.
While a grammar generates language, an automaton represents formal algorithm by which the automaton can
recognize correctly made sequences of symbols belonging
into the language the automaton defines. More specifically, an automaton has string written on its input tape.
By application of prescribed rules, it processes the string
symbol by symbol and changes its current state to determine whether the string belongs to the language represented by the automaton. If so, the string is accepted
by the automaton. The set of all strings accepted by the
automaton is the language that the automaton defines.
All models, investigated in the theory of formal languages,
are designed to reflect needs of given information technology. Today, when a task distribution, parallel and cooperation process are extremely popular, the main attention is focused on controlled models and systems of models. The necessity of efficient data processing, computer
networks, parallel architectures, parallel processing, and
nature motivated computing devices justify studying of
these approaches in terms of the theory of formal models,
where the mechanisms representing these approaches are
called systems of formal models.
Unlike the classic formal languages and automata theory,
which studies models accepting or generating language by
one automaton or grammar, a modern computer science
aims to distribute this computation. The main motivation for investigation of systems lies in a possibility to distribute a task into several smaller tasks, which are easier
to solve and easier to describe. These tasks can be solved
sequentially or in parallel, and usually, due a communication, the cooperating models are more efficient than the
models themselves.
The main role in the theory of formal systems is played by
cooperation protocols and used formal models. The thesis continues with study of these modern approaches and
brings new, or generalized, formal mechanisms and results into the theory. More specifically, the thesis mainly
deals with systems of automata and grammars and studies their properties. At first, it continues with studying of sequential grammar systems, known as cooperating
distributed grammar systems (shortly CD grammar systems). These were introduced in the late eighties as a
model for blackboard problem solving. The main idea
standing behind the CD grammar systems is in a cooperation of well-known simple grammars working on a
shared string under a cooperation protocol. Unfortunately, the increased efficiency, obtained from the cooperation, is given by higher degree of ambiguity and nondeterminism, what is unpleasant for a practical purpose.
The thesis introduces several restrictions limiting the ambiguity or non-determinism, and investigates their effect
on the systems.

The further investigation builds on the work of Roman
Lukáš and Alexander Meduna, who, in 2006, introduced a
new variant of parallel grammar systems named as multigenerating grammar systems. In contrast with classic
widely studied parallel communicating grammar systems,
where included grammars are used as supporting elements
and the language of a parallel grammar system is generated by one predetermined grammar, these new systems
take into account strings from all their grammars. The
final strings are obtained from all generated strings by a
string operation. The thesis introduces two versions of automata counterpart to these grammar systems and proves
their equivalence. Thereafter, the investigated systems
are generalized and a fundamental hierarchy of these systems is established. Finally, the thesis suggests systems
based on mentioned approaches as a direct translator of
natural languages and parser of languages generated by a
specific type of controlled grammars.

2.

Preliminaries

In this paper, we assume the reader is familiar with the
formal language theory (see [30]) and the basic aspects of
computational linguistics (see [33]).
For a set, Q, |Q| denotes the cardinality of Q. Let K ⊂ N0
is a final set. Then, max(K) = k, where k ∈ K and for
all h ∈ K, k ≥ h; and min(K) = l, where l ∈ K and for
all h ∈ K, l ≤ h. Furthermore, let (X, ≥) is an ordered
set and A ⊆ X. We say that x ∈ X is an upper and
lower bound of A, if for all a ∈ A, a ≤ x and x ≤ a,
respectively. The least upper bound is called supremum,
written as sup(A). Conversely, the greatest lower bound
is known as infimum, denoted inf (A).
For an alphabet, V , V ∗ represents the free monoid generated by V (under the operation concatenation). The
identity of V ∗ is denoted by ε. Set V + = V ∗ − {ε};
algebraically, V + is thus the free semigroup generated by
V . For every string w ∈ V ∗ , |w| denotes the length of
w, (w)R denotes the mirror image of w, and for A ∈ V ,
occur(A, w) denotes the number of occurrences of A in w.
For a, b ∈ Z, function max(a, b) returns the greater value
from a and b.
A finite automaton, FA, is a quintuple M = (Q, Σ, δ, q0 , F ),
where Q is a finite set of states; Σ is an alphabet; q0 ∈ Q
is the initial state; δ is a finite set of transition rules of
the form qa → p, where p, q ∈ Q, and a ∈ Σ ∪ {ε}; and
F ⊆ Q is a set of final states. A configuration of M is
any string from QΣ∗ . For any configuration qay, where
a ∈ Σ, y ∈ Σ∗ , q ∈ Q, and any r = qa → p ∈ δ, M makes
a move from configuration qay to configuration py according to r, written as qay ⇒ py[r], or simply qay ⇒ py. ⇒∗
and ⇒+ represent transitive-reflexive and transitive closure of ⇒, respectively. If w ∈ Σ∗ and q0 w ⇒∗ f , where
f ∈ F , then w is accepted by M and q0 w ⇒∗ f is an
acceptance of w in M . The language of M is defined as
L(M ) = {w| w ∈ Σ∗ , q0 w ⇒∗ f is an acceptance of w}.
A partially blind k-counter automaton, k-PBCA, is finite automaton M = (Q, Σ, δ, q0 , F ) with k integers v =
(v1 , . . . , vk ) in Nk0 as an additional storage. Transition
rules in δ are of the form pa → qt, where p, q ∈ Q,
a ∈ Σ ∪ {ε}, and t ∈ Zk . As a configuration of kPBCA we understand any string from QΣ∗ Nk0 . Let χ1 =
paw(v1 , . . . , vk ) and χ2 = qw(v10 , . . . , vk0 ) be two configurations of M and r = pa → q(t1 , . . . , tk ) ∈ δ, where
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(v1 + t1 , . . . , vk + tk ) = (v10 , . . . , vk0 ). Then, M makes a
move from configuration χ1 to χ2 according to r, written as χ1 ⇒ χ2 [r], or simply χ1 ⇒ χ2 . ⇒∗ and ⇒+
represent transitive-reflexive and transitive closure of ⇒,
respectively. The language of M is defined as L(M ) =
{w| w ∈ Σ∗ , q0 w(0, . . . , 0) ⇒∗ f (0, . . . , 0), f ∈ F }.
A pushdown automaton, PDA, is a septuple M = (Q, Σ, Γ,
δ, q0 , Z0 , F ), where Q is a finite set of states; Σ is an alphabet; q0 ∈ Q is the initial state, Γ is a pushdown alphabet;
δ is a finite set of transition rules of the form Zqa → γp,
where p, q ∈ Q, Z ∈ Γ, and a ∈ Σ ∪ {ε}; γ ∈ Γ∗ ; Z0 ∈ Γ is
the initial pushdown symbol; and F ⊆ Q is a set of final
states. A configuration of M is any string from Γ∗ QΣ∗ .
For any configuration xAqay, where x ∈ Γ∗ , y ∈ Σ∗ ,
q ∈ Q, and any r = Aqa → γp ∈ δ, M makes a move from
configuration xAqay to configuration xγpy according to
r, written as xAqay ⇒ xγpy[r], or simply xAqay ⇒ xγpy.
⇒∗ and ⇒+ represent transitive-reflexive and transitive
closure of ⇒, respectively. If w ∈ Σ∗ and Z0 q0 w ⇒∗ f ,
where f ∈ F , then w is accepted by M and Z0 q0 w ⇒∗ f
is an acceptance of w in M . The language of M is defined
as L(M ) = {w| w ∈ Σ∗ , Z0 q0 w ⇒∗ f is an acceptance of
w}.
A k-turn PDA is a PDA in which the length of the pushdown tape alternatively increases and decreases at most
k-times during any sweep of the pushdown automaton.
A context-free grammar, CFG, is quadruple G = (N, T, P,
S), where N and T are disjoint alphabets of nonterminal
and terminal symbols, respectively; S ∈ N is the start
symbol of G; and P is a finite set of grammar rules of
the form A → α, where A ∈ N , and α ∈ (N ∪ T )∗ .
Furthermore, if α ∈ T ∗ N T ∗ , we say that the grammar is
linear, LNG for short, and if α ∈ T N , we say that the
grammar is right-linear, RLNG for short. A sentential
form of G is any string from (N ∪T )∗ . Let u, v ∈ (N ∪T )∗
and r = A → α ∈ P . Then, G makes a derivation step
from u to v according to r, written as uAv ⇒ uαv[r], or
simply uAv ⇒ uαv. Let ⇒∗ and ⇒+ denote transitivereflexive and transitive closure of ⇒. The language of G
is defined as L(G) = {w| S ⇒∗ w, w ∈ T ∗ }.
A phrase-structure grammar is a quadruple G = (N, T, S,
P ), where N and T are alphabets such that N ∩ T = ∅,
S ∈ N , and P is a finite set of productions of the form
α → β, where α ∈ N + and β ∈ (N ∪ T )∗ . If α → β ∈ P ,
u = x0 αx1 , and v = x0 βx1 , where x0 , x1 ∈ V ∗ , then
u ⇒ v [α → β] in G or, simply, u ⇒ v. Let ⇒+ and
⇒∗ denote the transitive closure of ⇒ and the transitivereflexive closure of ⇒, respectively. The language of G is
denoted by L(G) and defined as L(G) = {w ∈ T ∗ | S ⇒∗
w}.
A programmed grammar (see [18]) is a septuple G = (N, T,
S, P, Λ, σ, φ), where
• N and T are alphabets such that N ∩ T = ∅,
• S ∈ N,

• P is a finite set of productions of the form A → β,
where A ∈ N and Λ is a finite set of labels for the
productions in P .
• Λ can be interpreted as a function which outputs a
production when being given a label,
• σ and φ are functions from Λ into the 2Λ .
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For (x, r1 ), (y, r2 ) ∈ (N ∪ T )∗ × Λ and Λ(r1 ) = (α → β),
we write (x, r1 ) ⇒ (y, r2 ) iff either x = x1 αx2 , y = x1 βx2
and r2 ∈ σ(r1 ), or x = y, and rule α → β is not applicable
to x, and r2 ∈ φ(r1 ).
The language of G is denoted by L(G) and defined as
L(G) = {w| w ∈ T ∗ , (S, r1 ) ⇒∗ (w, r2 ), for some r1 , r2 ∈
Λ}. Let L (P, ac) denote the class of languages generated
by programmed grammars. If φ(r) = ∅, for each r ∈ Λ,
we are led to the class L (P).
Let G be a programmed grammar. For a derivation D :
S= w1 ⇒ w2 ⇒ . . . ⇒ wn = w, w ∈ T ∗ , of G, ind(D, G)
= max({occur(wi , N )| 1 ≤ i ≤ n}), and for w ∈ T ∗ ,
ind(w, G) = min({ind(D, G)| D is a derivation of w in
G}). The index of G is ind(G) = sup({ind(w, G)| w ∈
L(G)}). For a language L in the class L (P ) generated by
programmed grammars, ind(L) = inf ({ind(G)| L(G) =
L}. For the class L (P ), Ln (P ) = {L| L ∈ L (P ) and
ind(L) ≤ n, for n ≥ 1} (see [18]).
A matrix grammar, MAT, is a pair H = (G, C), where
G = (N, T, P, S) is a context-free grammar and C ⊂ P ∗
is a finite set of strings denoted as matrices. A sentential form of H is any string from (N ∪ T )∗ . Let u, v
be two sentential forms. Then, we say that H makes a
derivation step from u to v according to r, written as
u ⇒ v[m], or simply u ⇒ v, if m = p1 . . . pm ∈ C
and there are v0 , . . . , vm , where v0 = u, vm = v, and
v0 ⇒ v1 [p1 ] ⇒ . . . ⇒ vm [pm ] in G. Let ⇒∗ and ⇒+ denote transitive-reflexive and transitive closure of ⇒. The
language of H is defined as L(H) = {w| S ⇒ w1 [m1 ] ⇒
. . . ⇒ wn [mn ], wn = w, m1 , . . . , mn ∈ C, w ∈ T ∗ , n ≥ 0}.
The class of languages generated by matrix grammars is
denoted by L (MAT).
The classes of regular languages, linear languages, contextfree languages, context-sensitive languages, and recursively
enumerable languages are denoted by REG, LIN, CF,
CS, and RE, respectively.
A canonical n-generative nonterminal-synchronized grammar system, abbreviated by n-CGN, is an (n+1)-tuple
Γ = (G1 , . . . , Gn , Q), where Gi = (Ni , Ti , Pi , Si ) is a
context-free grammar for each i = 1, . . . , n and Q is finite
set of n-tuples of the form (A1 , . . . , An ), where Ai ∈ Ni
for all i = 1, . . . , n. A sentential n-form of n-CGN is an
n-tuple of the form χ = (x1 , . . . , xn ), where xi ∈ (Ni ∪
Ti )∗ for all i = 1, . . . , n. Let n-forms χ = (u1 A1 v1 , . . . ,
un An vn ) and χ0 = (u1 x1 v1 , . . . , un xn vn ) be two sentential forms, where Ai ∈ Ni , ui ∈ T ∗ and vi , xi ∈ (Ni ∪ Ti )∗
for all i = 1, . . . , n. Let Ai → xi for all i = 1, . . . , n and
(A1 , . . . , An ) ∈ Q. Then χ ⇒ χ0 and ⇒∗ and ⇒+ are its
transitive-reflexive and transitive closure, respectively.
A canonical n-generative rule-synchronized grammar system (n-CGR) is an (n+1)-tuple Γ = (G1 , . . . , Gn , Q),
where Gi = (Ni , Ti , Pi , Si ) is a context-free grammar for
each i = 1, . . . , n and Q is finite set of n-tuples of the
form (r1 , . . . , rn ), where ri ∈ Pi for all i = 1, . . . , n. A
sentential n-form of n-CGR is an n-tuple of the form
χ = (x1 , . . . , xn ), where xi ∈ (Ni ∪ Ti )∗ for all i =
1, . . . , n. Let n-forms χ = (u1 A1 v1 , . . . , un An vn ) and
χ0 = (u1 x1 v1 , . . . , un xn vn ) be two sentential forms, where
Ai ∈ Ni , ui ∈ T ∗ and vi , xi ∈ (Ni ∪ Ti )∗ for all i =
1, . . . , n. Let ri : Ai → xi ∈ Pi for all i = 1, . . . , n and
(r1 , . . . , rn ) ∈ Q. Then χ ⇒ χ0 and ⇒∗ and ⇒+ are its
transitive-reflexive and transitive closure, respectively.
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3. New Definitions and Selected Results
3.1

Restrictions on CD Grammar Systems

Formal language theory has investigated various left restrictions placed on derivations in grammars working in
a context-free way. In ordinary context-free grammars,
these restrictions have no effect on the generative power.
In terms of regulated context-free grammars, the formal
language theory has introduced a broad variety of leftmost
derivation restrictions, many of which change their generative power (see [2, 4, 15, 16, 17, 19, 20, 22, 26, 27, 28,
29]). In terms of grammars working in a context-sensitive
way, significantly fewer left derivation restrictions have
been discussed in the language theory. Indirectly, this
theory has placed some restrictions on the productions so
the resulting grammars make only derivations in a left way
(see [2, 4]). This theory also directly restricted derivations
in the strictly leftmost way so the rewritten symbols are
preceded only by terminals in the sentential form during
every derivation step (see [26]). In essence, all these restrictions result in decreasing the generative power to the
power of context-free grammars (see page 198 in [36]).
This section generalizes the discussion of this topic by
investigating regularly controlled cooperating distributed
grammar systems (see Chapter 4 in [36]) whose components are phrase-structure grammars restricted in some
new ways.

+
h
u l ⇒∗Pi v, u mh ◦⇒∗Pi v, u m ◦⇒∗Pi v, u l ⇒+
Pi v, u m ◦⇒Pi v,
+
h
t
t
u m ◦⇒Pi v, u m ◦⇒Pi v, and u m ◦⇒Pi v.

Let Γ = (N, T, S, P1 , . . . , Pn ) be a CD grammar system
with phrase-structure grammars as its component and C
be a control language. Then, l LC (Γ) = {w ∈ T ∗ | S l ⇒tPi
1
w1 l ⇒tPi . . . l ⇒tPip wp = w, p ≥ 1, 1 ≤ ij ≤ n, 1 ≤ j ≤
2

p, i1 i2 . . . ip ∈ C}, N LC (Γ, m, h) = {w ∈ T ∗ | S
w1 mh ◦⇒tPi
2

...

h
t
m ◦⇒Pip

h
t
m ◦⇒Pi1

wp = w, p ≥ 1, 1 ≤ ij ≤ n, 1 ≤

j ≤ p, i1 i2 . . . ip ∈ C}, N LC (Γ, m) = {w ∈ T ∗ | S m ◦⇒tPi
1
w1 m ◦⇒tPi . . . m ◦⇒tPip wp = w, p ≥ 1, 1 ≤ ij ≤ n, 1 ≤
2
j ≤ p, i1 i2 . . . ip ∈ C}.
Let l, m, h ∈ N and let Γ = (N, T, S, P1 , . . . , Pn ) be a CD
grammar system with phrase-structure grammars. We
define the following classes of languages.
L (l CDREG ) = {l LC (Γ)| C ∈ REG}
L (N CDREG (m, h)) = {N LC (Γ, m, h)| C ∈ REG}
L (N CDREG (m)) = {N LC (Γ, m)| C ∈ REG}
For these classes, the following theorems are established.

Now, we define the restrictions on derivations in phrasestructure grammars. In the following, we consider V
as the total alphabet of G = (N, T, P, S), i.e. V =
N ∪ T . Derivation-restriction of type I: Let l ∈ N and
let G = (N, T, P, S) be a phrase-structure grammar. If
there is α → β ∈ P , u = x0 αx1 , and v = x0 βx1 ,
where x0 ∈ T ∗ N ∗ , x1 ∈ V ∗ , and occur(x0 α, N ) ≤ l, then
u l ⇒ v [α → β] in G, or simply u l ⇒ v.

Theorem. Let l ∈ N. Then, CF = L (l CDREG ).

The k-fold product of l ⇒, where k ≥ 0, is denoted by
k
l ⇒ . The reflexive-transitive closure and transitive closure of l ⇒ are denoted by l ⇒∗ and l ⇒+ , respectively.

In the thesis, we introduce n-accepting restricted pushdown automata systems representing automata counterpart of multi-generative grammar systems (see Section 2).
First, we define n-accepting state-restricted pushdown automata systems. By using prescribed n-state sequences,
the restrictions of these systems determines which of the
components perform a move and which of them do not.
Second, we define n-accepting move-restricted pushdown
automata systems, where the restriction precisely determines which transition rule can be used in each of the n
components. Both of these systems define sets of n-tuples
of strings (n-languages).

Derivation-restrictions of type II and III Let m, h ∈ N.
W (m) denotes the set of all strings x ∈ V ∗ satisfying 1
given next. W (m, h) denotes the set of all strings x ∈ V ∗
satisfying 1 and 2.
1. x ∈ (T ∗ N ∗ )m T ∗ ;
2. (y ∈ sub(x) and |y| > h) implies alph(y) ∩ T 6= ∅.
Let u ∈ V ∗ N + V ∗ , v ∈ V ∗ , and u ⇒ v. Then, u mh ◦⇒ v
in G, if u, v ∈ W (m, h); and if u, v ∈ W (m), u m ◦⇒ v in
G.
The k-fold product of mh ◦⇒ and m ◦⇒ are denoted by
h
k
k
m ◦⇒ and m ◦⇒ , respectively, where k ≥ 0. The reflexivetransitive closure and transitive closure of mh ◦⇒ are denoted by mh ◦⇒∗ and mh ◦⇒+ , respectively; and the reflexivetransitive closure and transitive closure of mh ◦⇒ and m ◦⇒
are denoted by m ◦⇒∗ and m ◦⇒+ , respectively.
Convention: Let Γ = (N, T, S, P1 , . . . , Pn ) be a CD grammar system with phrase-structure grammars as its components and V = N ∪ T be the total alphabet of Γ. Furthermore, let u ∈ V ∗ N + V ∗ , v ∈ V ∗ , k ≥ 0. Then,
we write u l ⇒kPi v, u mh ◦⇒kPi v, and u m ◦⇒kPi v to
denote that u l ⇒k v, u mh ◦⇒k v, and u m ◦⇒k v, respectively, was performed by Pi . Analogously, we write

Theorem. RE = L (N CDREG (1)).
Theorem. Lm (P) = L (N CDREG (m, h)), for any m ≥
1 and h ≥ 1.

3.2

Parallel Systems of Formal Models

After that, we generalize the theory of n-languages and
discuss hybrid n-accepting move-restricted automata systems and hybrid canonical rule-synchronized n-generative
grammar systems, where components with different accepting and generative power can be used in one automata
and grammar system, respectively. More specifically, we
investigate grammar systems, which combine right-linear
grammars, linear grammars, and context-free grammars;
and automata systems, which combine finite automata,
1-turn pushdown automata, and pushdown automata in
one instance.
A hybrid canonical rule-synchronized n-generative grammar system, shortly HCGR(t1 ,...,tn ) , is an n + 1-tuple
Γ = (G1 , . . . , Gn , Q), where
• Gi = (Ni , Ti , Pi , Si ) is a right-linear, linear, or context-free grammar for every i = 1, . . . , n,
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• Q is a finite set of n-tuples of the form (r1 , . . . , rn ),
where ri ∈ Pi for every i = 1, . . . , n, and

L (HMASn PDA )

• for all i = 1, . . . , n, ti ∈ {RLNG, LNG, CFG} denotes type of ith component.

A sentential n-form of HCGR(t1 ,...,tn ) is an n-tuple χ =
(x1 , . . . , xn ), where xi ∈ (Ni ∪ Ti )∗ for all i = 1, . . . , n.
Consider sentential n-forms, χ = (u1 A1 v1 , . . . , un An vn )
and χ0 = (u1 x1 v1 , . . . , un xn vn ) with
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L (HMAS(FA,...,FA,1-turn PDA,1-turn PDA) )

L (HMAS(FA,...,FA,PDA,PDA) )
L (HCGR(RLNG,...,RLNG,CFG,CFG) )
L (HCGRn LNG )
L (HMAS(FA,...,FA,PDA) )

• Ai ∈ Ni ,
• ui ∈ T ∗ ,

L (HCGR(RLNG,...,RLNG,CFG) )
∗

• vi , xi ∈ (N ∪ T ) ,
• ri = Ai → xi ∈ Pi , for all i = 1, . . . , n, and
• (r1 , . . . , rn ) ∈ Q.

L (HMASn FA )

Figure 1: Hierarchy of n-languages for n ≥ 2

Then, χ ⇒ χ0 , and ⇒∗ and ⇒+ are its reflexive-transitive
and transitive closure, respectively.
The n-language of Γ is defined as n-L(Γ) = {(w1 , . . . , wn )|
(S1 , . . . , Sn ) ⇒∗ (w1 , . . . , wn ), wi ∈ Ti∗ , for all 1 ≤ i ≤ n}.
A hybrid n-accepting move-restricted automata system,
denoted HMAS(t1 ,...,tn ) , is defined as an n + 1-tuple ϑ =
(M1 . . . , Mn , Ψ) with Mi as a finite or (1-turn) pushdown
automaton for all i = 1, . . . , n, and with Ψ as a finite set
of n-tuples of the form (r1 , . . . , rn ), where for every j =
1, . . . , n, rj ∈ δj in Mj . Furthermore, for all i = 1, . . . , n,
ti ∈ {FA, 1-turn PDA, PDA} indicates the type of ith
automaton.
An n-configuration is defined as an n-tuple χ = (x1 , . . . ,
xn ), where for all i = 1, . . . , n, xi is a configuration of
Mi . Let χ = (x1 , . . . , xn ) and χ0 = (x01 , . . . , x0n ) be two
n-configurations, where for all i = 1, . . . , n, xi ⇒ x0i [ri ]
in Mi , and (r1 , . . . , rn ) ∈ Ψ, then ϑ makes computation
steps from n-configuration χ to n-configuration χ0 , denoted χ ⇒ χ0 , and in the standard way, ⇒∗ and ⇒+
denote the reflexive-transitive and the transitive closure
of ⇒, respectively.
Let χ0 = (x1 ω1 , . . . , xn ωn ) be the start and χf = (q1 , . . . ,
qn ) be a final n-configuration of HMAS(t1 ...,tn ) , where for
all i = 1, . . . , n, ωi is the input string of Mi and qi is
state of Mi . The n-language of HMAS(t1 ,...,tn ) is defined
as n-L(ϑ) = {(ω1 , . . . , ωn )| χ0 ⇒∗ χf and for every i =
1, . . . , n, Mi accepts}.
In a special case, where all components are of type X, we
write n X instead of (X, . . . , X). If there is no attention on
the number and type of components, we write HMAS and
HCGR rather than HMAS(t1 ,...,tn ) and HCGR(t1 ,...,tn ) ,
respectively.
L (HMAS(t1 ,...,tn ) ) is the class of n-languages accepted
by HMAS(t1 ,...,tn ) , and L (HCGR(t1 ,...,tn ) ) is the class of
n-languages generated by HCGR(t1 ,...,tn ) .
The basic hierarchy of such systems is given by Figure 1.

L (HCGRn RLNG )

3.3

Rule-Restricted Transducers

In formal language theory, there exist two basic translation-method categories. The first category contains interprets and compilers, which first analyse an input string
in the source language and, after that, they generate a corresponding output string in the target language (see [1],
[32], [35], [23], or [37]). The second category is composed
of language-translation systems or, more briefly, transducers. Frequently, these trasducers consist of several components, including various automata and grammars, some of
which read their input strings while others produce their
output strings (see [3], [21], [34], and [38]).
Although transducers represent language-translation devices, language theory often views them as language-defining devices and investigates the language family resulting from them. In essence, it studies their accepting power consisting in determining the language families
accepted by the transducer components that read their
input strings. Alternatively, it establishes their generative power that determines the language family generated
by the components that produce their strings. The thesis contributes to this vivid investigation trend in formal
language theory.
In this section, we introduce three new variants of transducer, referred to as rule-restricted transducer, based upon
a finite automaton and a context-free grammar. In addition, a restriction set controls the rules which can be
simultaneously used by the automaton and by the grammar.
An rule-restricted transducer, RT for short, is a triplet
Γ = (M, G, Ψ), where M = (Q, Σ, δ, q0 , F ) is a finite automaton, G = (N, T, P, S) is a context-free grammar, and
Ψ is a finite set of pairs of the form (r1 , r2 ), where r1 and
r2 are rules from δ and P , respectively.
A 2-configuration of RT is a pair χ = (x, y), where x ∈
QΣ∗ and y ∈ (N ∪ T )∗ . Consider two 2-configurations,
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χ = (pav1 , uAv2 ) and χ0 = (qv1 , uxv2 ) with A ∈ N ,
u, v2 , x ∈ (N ∪ T )∗ , v1 ∈ Σ∗ , a ∈ Σ ∪ {ε}, and p, q ∈ Q.
If pav1 ⇒ qv1 [r1 ] in M , uAv2 ⇒ uxv2 [r2 ] in G, and
(r1 , r2 ) ∈ Ψ, then Γ makes a computation step from χ0
to χ0 , written as χ ⇒ χ0 . In the standard way, ⇒∗ and
⇒+ are transitive-reflexive and transitive closure of ⇒,
respectively.

In the thesis, RTs have been extended with the possibility
to prefer a rule over another—that is, the restriction sets
contain triplets of rules (instead of pairs of rules), where
the first rule is a rule of FA, the second rule is a main rule
of CFG, and the third rule is an alternative rule of CFG,
which is used only if the main rule is not applicable.

The 2-language of Γ, 2-L(Γ), is 2-L(Γ) = {(w1 , w2 )| (q0 w1 ,
S) ⇒∗ (f, w2 ), w1 ∈ Σ∗ , w2 ∈ T ∗ , and f ∈ F }. From the
2-language we can define two languages:

An RT with appearance checking, RTac for short, is a
triplet Γ = (M, G, Ψ), where M = (Q, Σ, δ, q0 , F ) is a
finite automaton, G = (N, T, P, S) is a context-free grammar, and Ψ is a finite set of triplets of the form (r1 , r2 , r3 )
such that r1 ∈ δ and r2 , r3 ∈ P .

• L(Γ)1 = {w1 | (w1 , w2 ) ∈ 2-L(Γ)}, and
• L(Γ)2 = {w2 | (w1 , w2 ) ∈ 2-L(Γ)}.
By L (RT), L (RT)1 , and L (RT)2 , the classes of 2-languages of RTs, languages accepted by M in RTs, and
languages generated by G in RTs, respectively, are understood. The generative and accepting power are given
by the following theorems.

Let χ = (pav1 , uAv2 ) and χ0 = (qv1 , uxv2 ), where A ∈ N ,
v2 , x, u ∈ (N ∪ T )∗ , v1 ∈ Σ∗ , a ∈ Σ ∪ {ε}, and p, q ∈
Q, be two 2-configurations. Γ makes a computation step
from χ to χ0 , written as χ ⇒ χ0 , if and only if for some
(r1 , r2 , r3 ) ∈ Ψ, pav1 ⇒ qv1 [r1 ] in M , and either
• uAv2 ⇒ uxv2 [r2 ] in G, or
• uAv2 ⇒ uxv2 [r3 ] in G and r2 is not applicable on
uAv2 in G.

Theorem. L (RT)2 = L (MAT).
Theorem. L (RT)1 =

∞
S

L (k-PBCA).

k=1

Although the investigated system is relatively powerful,
in defiance of weakness of models they are used, nondeterministic selections of nonterminals to be rewritten
can be relatively problematic from the practical point of
view. Therefore, the effect of a restriction, in the form of
leftmost derivations placed on the grammar in RTs, has
been examined.
Let Γ = (M, G, Ψ) be an RT with M = (Q, Σ, δ, q0 , F ) and
G = (N, T, P, S). Furthermore, let χ = (pav1 , uAv2 ) and
χ0 = (qv1 , uxv2 ) be two 2-configurations, where A ∈ N ,
v2 , x ∈ (N ∪ T )∗ , u ∈ T ∗ , v1 ∈ Σ∗ , a ∈ Σ ∪ {ε}, and
p, q ∈ Q. Γ makes a computation step from χ to χ0 ,
written as χ ⇒lm χ0 , if and only if pav1 ⇒ qv1 [r1 ] in M ,
uAv2 ⇒ uxv2 [r2 ] in G, and (r1 , r2 ) ∈ Ψ. In the standard
way, ⇒∗lm and ⇒+
lm are transitive-reflexive and transitive
closure of ⇒lm , respectively.
The 2-language of Γ with G generating in the leftmost
way, denoted by 2-Llm (Γ), is defined as 2-Llm (Γ) = {(w1 ,
w2 )| (q0 w1 , S) ⇒∗lm (f, w2 ), w1 ∈ Σ∗ , w2 ∈ T ∗ , and
f ∈ F }; we call Γ as leftmost restricted RT; and we
define the languages given from 2-Llm (Γ) as Llm (Γ)1 =
{w1 | (w1 , w2 ) ∈ 2-Llm (Γ)} and Llm (Γ)2 = {w2 | (w1 , w2 ) ∈
2-Llm (Γ)}. By L (RTlm ), L (RTlm )1 , and L (RTlm )2 ,
we understand the classes of 2-languages of leftmost restricted RTs, languages accepted by M in leftmost restricted RTs, and languages generated by G in leftmost
restricted RTs, respectively. The leftmost restriction effects the generative and accepting power as the following
theorem says.
Theorem. L (RTlm )2 = CF and L (RTlm )1 = CF.
Unfortunately, the price for the leftmost restriction, placed
on derivations in the context-free grammar, is relatively
high and both accepting and generative ability of RT with
the restriction decreases to CF.

The 2-language 2-L(Γ) and languages L(Γ)1 , L(Γ)2 are
defined in the same way as usual. The classes of languages defined by the first and the second component in
the system are denoted by L (RTac )1 and L (RTac )2 , respectively. The power of the RTs with appearance checking is declared by the following theorem.
Theorem. L (RTac )2 = RE and L (RTac )1 = RE.

4.

Thesis Summary and Further Investigation

My thesis discusses and studies formal languages and systems of formal models. Its main results are published or
submitted in [13, 31, 5, 6, 7, 8, 14, 9, 11, 10, 12]. This
section summaries these results.
The thesis was focused on a study of systems of formal
models which plays important role in the modern information technology and computer science. Since the introduction of CD grammar systems, many other systems
were studied and systems of formal models have become
a vivid research area. Aim of the thesis was to further
investigate properties of the systems of formal models to
their better understanding. This research can be divided
into several main parts.
In the first part, we continued in studying of regularly
controlled CD grammar systems, where we used phrasestructure grammars as components, and introduced three
new restrictions on derivations in these systems. The
first restriction requires that derivation rules could be applied within the first l nonterminals, for given l ≥ 1. Although phrase-structured grammars define all languages
from RE, regularly controlled CD grammar systems with
phrase-structure grammars as components under such restriction generate only context-free languages. One may
ask, how strong the control language must be to leave
the generative power unchanged. Our assumption is that
linear languages are sufficient, but a rigorous proof has
not yet been done. The second restriction allows to have
only limited number of undivided blocks of nonterminals
in each sentential form during any successful derivation.
It has been proven that this restriction has no effect on
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the generative power of these CD grammar systems even
in the case when the restriction allows only one such
block. On the other hand, the restriction limiting the
maximum length and number of the blocks decreases the
generative power of these systems to the classes Lm (P )
representing infinite hierarchy, with respect of m, lying
between the classes of linear and context-sensitive languages. Notice that m is maximal number of blocks and
CF − Lm (P ) 6= ∅. Question whether the stronger control
language effects the generative power of CD grammar systems with phrase-structure grammars subject to the third
restriction is still open.
The second part deals with parallel grammar and automata systems based upon CFGs and PDAs, respectively. More specifically, we introduced two variants of
n-accepting restricted pushdown automata systems, accepting n-tuples of interdependent strings, as counterparts of canonical n-generating nonterminal/rule synchronized grammar systems based upon context-free grammars. Both types of the automata systems consist of n
PDAs, for n ≥ 2, and one restriction-set. In the case of
n-accepting state-restricted automata systems, the restriction-set allows to suspend and resume some automata
during computation in relation to combination of current
states of the PDAs. In the case of n-accepting moverestricted automata systems, the restriction-set determines which combination of transition rules used in the common computation step are permitted. We have proven
that these n-accepting restricted automata systems are
able to accept such n-languages that the canonical ngenerating grammar systems can generate and vice versa.
Furthermore, we have established fundamental hierarchy
of n-languages generating/accepting by these canonical
multi-generating rule synchronized grammar/n-accepting
rule-restricted automata systems with different types of
components. First of all, we have shown that both these
systems are equivalent even if we combine RLNGs with
CFGs in the grammar systems and FAs with PDAs in
the automata systems. After that, we have established
the hierarchy given by Figure 1 (→ and ↔ mean ⊂ and
=, respectively), where it can be seen, inter alia, that
canonical n-generating rule synchronized grammar systems based upon linear grammars are significantly weaker
than n-accepting move-restricted automata systems, with
two 1-turn PDAs and n − 2 FAs as components.
The second part of the research can be continued by better approximation of power of the state/move-restricted
automata systems based upon FAs (especially in relation
to string-interdependences), or by investigation of restarting and/or stateless finite and pushdown automata as the
components of discussed automata systems.
In the last part, we have suggested rule-restricted systems
for processing of linguistically motivated languages. In
this part, we introduced three variants of rule-restricted
translating system based upon a finite automaton and
a context-free grammar. At first, we have proven that
leftmost restriction placed on derivation in the contextfree grammar effects both the generative and accepting
power of such systems. In addition, we introduced a rulerestricted transducer system with appearance checking,
where the restriction-set Ψ is a set of 3-tuples containing
one rule of the FA and two rules of the CFG. For the
common computation step, the system has to use the first
and second rules of a 3-tuple, if it is possible; otherwise,
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it can use the first and third rules from the 3-tuple. This
system is able to recognize and generate any language
from RE. Thereafter, some examples of natural language
translating are given.
The investigation of processing of linguistically motivated
languages continued by generalization of TC grammars
that generate the language under path-based control introduced in [25]. We have considered TC grammars that
generate their languages under n-path control by linear
language which were introduced in [24].
We have demonstrated that for L ∈ n-path-TC under
assumption that L is generated by TC grammar (G, R)
in which G and R are unambiguous and, furthermore, G
is restricted to be LL grammar, there is parsing method
working in polynomial time. This method check whether
or not the paths of the derivation tree t of x ∈ L(G)
belongs to control language R in the time of building
of t. Moreover, when we consider LR parser for L ∈
n-path-TC under assumption that L is generated by
TC grammar (G, R) in which G has bounded ambiguity
(i.e. G is unambiguous or m-ambiguous) and unambiguous language R ∈ LIN, there is also a parsing method
working in polynomial time.
However, the open question is whether there is polynomial
time parsing method: if G is not LL, if G is ambiguous. It
is also of interest to quantify the worst case of the parsing
complexity more precisely.
The open investigation area is represented by the transformation of n-path T C grammars into some normal forms
based on Chomsky normal form of underlying contextfree grammar which would lead to possibility to use parsing methods based on transformation to Chomsky normal
form.
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[12] M. Čermák, J. Koutný, and A. Meduna. On n-language classes
hierarchy. Acta Cybernetica, 2012, sumbited.
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Abstract

1. Introduction

This extended abstract of the doctoral thesis studies theoretical properties of grammars with restricted derivation
trees. After presenting the state of the art concerning this
investigation area, the research is focused on the three
main kinds of the restrictions placed upon the derivation
trees. First, it introduces completely new investigation
area represented by cut-based restriction and examines
the power of the grammars restricted in this way. Second, it investigates several new properties of path-based
restriction placed upon the derivation trees. Speciﬁcally,
it studies the impact of erasing productions on the power
of grammars with restricted path and introduces two corresponding normal forms. Then, it describes a new relation between grammars with restricted path and some
pseudoknots. Next, it presents a counterargument to the
power of grammars with controlled path that has been
considered as well-known so far. Finally, it introduces a
generalization of path-based restriction to not just one
but several paths. The model generalized in this way is
studied, namely its pumping, closure, and parsing properties.

The formal language theory is an inherent part of the
theoretical computer science particularly concerned with
the study of the formal models. The formal models are
mathematical objects used to describe the formal languages. The fundamental models include grammars and
automata. The former are used to generate words and
the latter accept them.

Categories and Subject Descriptors
F.4.3 [Mathematical Logic and Formal Languages]:
Formal Languages—Classes deﬁned by grammars or automata, Operations on languages
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Grammars are the kind of the rewriting models that start
from a speciﬁed symbol (i.e., start symbol). Then, the
symbol is modiﬁed according to the given set of rewriting productions. Each production is composed of two
components—the left-hand side and the right-hand side
of a production. The application of a production on a
word is done by rewriting a symbol equivalent to the lefthand side of a production by its right-hand side in the
word. This process is known as a derivation step. During
the computation of a derivation step, just one symbol is
rewritten in the word. Given a start symbol of a grammar,
a derivation step is computed repeatedly by applying the
productions from the given set. Once the resulting word
is composed of the symbols that cannot be rewritten anymore, the process of applying derivation steps ends and
the resulting word belongs to the language of the grammar.
Essentially, the grammars are composed of a ﬁnitely many
symbols that are rewritten by ﬁnitely many production in
ﬁnitely many derivation steps. In this way, the grammars
represent a ﬁnite description of even inﬁnite languages.
By the notion of inﬁnite languages are meant those languages that contains inﬁnitely many words. Since the
most of the languages commonly used in practice are inﬁnite, the grammars represent a powerful tool how to deal
with them. In the formal language theory, there exists a
huge variety of grammars which essentially diﬀer in two
domains. Speciﬁcally, in the complexity of the productions and in the way how to select appropriate production
to be applied in a derivation step.
Generally, the complexity of rewriting productions can be
seen from two angles—theoretical and practical. Theoretical viewpoint: As little as possible restrictions placed on
the form of the rewriting productions in a rewriting model
is desirable. More speciﬁcally, the more complex rewriting productions are, the larger class of languages may the
model generate. In other words, to generate complex languages, complex productions are needed. By the notion
of a form of a production, namely the number of the symbols on its left-hand side is meant. Practical viewpoint:
Grammars are theoretical models that are implemented
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in many practical applications. From the perspective of
cost-eﬀective implementation, the simple rewriting productions are desirable. As simple-enough productions for
eﬀective implementation, those of the form with just one
symbol on their left-hand side are considered. Such kind
of productions are referred to as context-free productions,
since they can be applied without any consideration of a
context of currently rewritten symbol.
Non-regulated rewriting models like grammars and automata belong to the well-known core of the formal language theory and they are frequently used in practice.
Indeed, automata including its variants underlie lexical
analysers (see [3] and [30]), context-free grammars represent the basis of both top-down as well as bottom-up
parsers (see [3] and [4]), etc. However, the power of the
models with simple productions is indeed smaller than required for usage in many practical applications. On the
other hand, the models that use only simple productions
are usually easier to implement. As a background, it is
desirable to extend context-free grammars as in many applications there are some natural phenomena which cannot be captured by context-free rewriting. More precisely,
the motivation is based on the observation that many
of the languages commonly used in practice, including
programming and natural languages, are not context-free
(see [15], [16], [34], [35], and [39]). Consequently, that
means such languages cannot be generated by a grammar
with only context-free productions. For these reasons, the
idea whether or not it would be possible to use grammars
with only context-free productions and increase the corresponding power in some other way—without changing
the form of rewriting productions.
Basically, this can be achieved by two fundamental approaches—using a kind of a regulation of rewriting or using
more than one grammar with context-free productions in
a model: Using a kind of a regulation of rewriting. By the
notion of a regulation, the way how to select appropriate
production to be applied is meant. Indeed, a situation is
common in which, given a word, it is possible to apply
several productions. Informally, the essential idea is represented by the observation that a regulation mechanism
somehow prescribes the order of productions the grammar
must follow. Therefore, many diﬀerent kinds of such a
regulation have been introduced in order to ensure selecting appropriate production. All of the resulting models
based on a kind of regulation are collectively referred to
as regulated rewriting models. Using more than one grammar with context-free productions in a model. Roughly
speaking, the main underlying idea is based on the observation that from the cooperation of several simple models, we can obtain more power than from each of them
if they work separately. These systems were also thoroughly studied and the corresponding investigation area is
referred to as the theory of grammar systems. However,
we will deal with them only rarely in this work.
Informally, the goal of this work is to introduce a model
that generates more than context-free languages and is usable in practice. From the theoretical viewpoint it means,
the model should be able to generate namely the programming languages and the languages used in linguistics
(e.g., multiple repetition, cross-dependencies, and copylanguage). From the practical viewpoint, it should be
possible to develop sophisticated parsing methods working in a polynomial time for the model.

One way to extend the power of context-free grammars is
to consider context-sensitive grammars where the productions are more complex. Indeed, context-sensitive grammars contain the productions with even more than a single symbol on the left-hand side. However, despite their
great power, generating complex languages by contextsensitive grammars actually leads to several fundamental
problems making their practical usage problematic (see
[6], [8], [29], [36], [44], and [45]). Speciﬁcally, for contextsensitive grammars, many problems are undecidable, it is
diﬃcult to describe the derivation by a graph structure,
etc.
One of the many others approaches extending the power
of context-free grammars is represented by matrix grammars introduced by Abraham in [1]. The fundamental
underlying principle in a derivation step in matrix grammars is that not just one but a ﬁxed number of contextfree productions are required to be applied in a given order. This provides synchronization among diﬀerent parts
of a generated word and many non-context-free languages
can be generated in this way (see [32], [38], and[46]).
There are lots of other well-known approaches for extending the power of context-free grammars which preserve
the context-free nature of productions. Speciﬁcally, Random Context Grammars (see [43]), Programmed Grammars (see [37]), Ordered Grammars (see [14]), Indian and
Russian Parallel Grammars (see [25]), Indexed Grammar
(see [2]), and many others. However, these approaches do
not represent the main topic of this work although some
connections can probably be found.

2. Derivation Tree Restricted Models
One of the power-extending approaches is represented by
the restrictions placed upon the derivation trees. Given a
grammar, by the notion of a derivation tree, a graph structure depicting the application of productions on the start
symbol up to the resulting word is meant. Indisputably,
the investigation of context-free grammars with restricted
derivation trees represents an important trend in today’s
formal language theory (see [7], [9], [11], [13], [24], [17],
[19], [20], [22], [26], [27], [28], [31], [33], [41], and [42]). In
essence, these grammars generate their languages just as
ordinary context-free grammars do but their derivation
trees must satisfy some simple prescribed conditions.
The following two sections gives an informal overview of
the results related to the investigation of derivation-treerestricted grammars. Through those two sections, it is
assumed that the reader is familiar with the graph theory
(see [5]) and the theory of formal languages (see [29]),
including the theory of regulated rewriting (see [10]).

2.1 Level Based Restriction
The idea of restrictions placed upon the derivation trees of
context-free grammars is introduced by Culik and Maurer
in [9] and the resulting grammars restricted in this way are
referred to as tree controlled grammars. In essence, the
notion of a tree controlled grammar is deﬁned as follows:
take a context-free grammar, G, and a regular language,
R. A word, w, generated by G belongs to the language deﬁned by G and R if there is a derivation tree, t, for w in G
such that all levels of t (except the last one) are described
by R. Given a tree controlled grammar, (G, R), G and
R are referred to as controlled grammar and control language, respectively. Culik and Maurer investigate several
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basic properties of tree controlled grammars—namely, the
membership problem and the power.
Based on the original deﬁnition of a tree controlled grammar, Păun studies the modiﬁcations where many wellknown types of both controlled grammars and control languages are considered in [33]. More precisely, Păun studies controlling the levels of the derivation trees of a regular
grammar by several types of a control language, controlling the levels of the derivation trees of a context-free
grammar without erasing productions by several types of
a control language, and controlling the levels of the derivation trees of a context-free grammar by a ﬁnite language.
It is well-known that tree controlled grammars with a
context-free grammar controlled by a regular language
characterize the class of recursively enumerable languages.
Thus, the question arises whether or not it is possible to
achieve the same power as tree controlled grammars have
when the levels of the derivation trees are restricted by a
subregular control language. This problem is studied by
Dassow and Truthe in [13], where many types of subregular languages are considered. Dassow and Truthe study
primarily controlling the levels of the derivation trees of
a context-free grammar by two types of a language such
that one is a subset of the other and controlling the levels of the derivation trees of a context-free grammar by
many diﬀerent types of subregular languages. The same
authors, Dassow and Truthe, also study hierarchies of
subregularly tree controlled languages in [11] and [12].
They present controlling the levels of the derivation trees
of a context-free grammar by the union of monoids, by
regular languages with restricted descriptional complexity, and by the language accepted by a deterministic ﬁnite
automaton with at most given number of states.
Stiebe in [40] states that there is a tree controlled grammar for every linearly bounded queue automaton. Then,
Stiebe proves that controlling the levels of the derivation
trees of a context-free grammar by the language accepted
by a minimal ﬁnite automaton with at most ﬁve states
characterize the class of context-sensitive languages. If,
additionally, erasing productions in a controlled grammar
are allowed, controlling the levels of the derivation trees
of a context-free grammar by the language accepted by a
minimal ﬁnite automaton with at most ﬁve states characterizes the class of recursively enumerable languages.
Turaev, Dassow, and Selamat in [41] examine tree controlled grammars with bounded nonterminal complexity
and demonstrate that seven nonterminals in a tree controlled grammar are enough to generate any recursively
enumerable language. Then, they establish that three
nonterminals in a tree controlled grammar are enough
to generate any regular language and any regular simple matrix language can be generated by a tree controlled
grammar with three nonterminals. Finally, they demonstrate that three nonterminals in a tree controlled grammar are enough to generate any linear language. The
same authors in [42] state several further nonterminalcomplexity-related properties of tree controlled grammars.

2.2 Path Based Restriction
As an attempt to increase the power of context-free grammars without changing the basic formalism and loosing
some basic properties of context-free languages (decidability, eﬃcient parsing, etc.), Marcus, Martı́n-Vide, Mi-
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trana, and Păun in [26] study a new type of a restriction
in a derivation: a derivation tree in a context-free grammar is accepted if it contains a path described by a control
language. More precisely, they consider two context-free
grammars, G and G′ . A word, w, generated by G belongs
to the language deﬁned by G and G′ if there is a derivation tree, t, for w in G such that there exists a path of
t described by the language of G′ . Based on this restriction, they introduce a path controlled grammar and study
several properties of this model. Speciﬁcally, they study
controlling a path of the derivation trees of several types
of grammars by a regular language and controlling a path
of the derivation trees of a regular grammar by a linear or
context-free language. Then, they establish two kinds of
pumping properties depending on the type of a controlled
grammar, some consequences to the closure properties of
path controlled grammars, and a basic parsing property
for path controlled grammars. They also investigate the
power of path controlled grammars. However, there exists
a serious problem with the correctness of the proof they
present.
As a continuation of the investigation of path-based restrictions, Martı́n-Vide and Mitrana study parsing properties of path controlled grammars, closure properties of
path controlled grammars, and several decision problems
for path controlled grammars in [27] and [28].

2.3 Goals of the Thesis
As it clearly follows from the previous sections, levelbased restriction is well-studied and the most of the important questions have been answered. On the other
hand, in the case of path-based restriction many basic
properties including the generative power have not been
successfully investigated yet. Moreover, several other restrictions placed upon the derivation trees have not yet
been introduced at all. Indeed, the restrictions placed
upon the cuts of the derivation tree as well as upon several paths of the derivation trees represent completely new
investigation areas. Thus, the goals of the doctoral thesis
consist in three investigation areas.
• First, to introduce new investigation area represented by cut-based restrictions and establish the generative power of the model restricted in this way.
• Second, to establish several new results in the investigation of one-path-restricted grammars introduced
in [26].
• Third, to generalize one-path-restricted model into
several paths and investigate several its properties.

3. New Results in Restrictions Placed upon Derivation Trees
First we reformulate the fundamental deﬁnitions so that
all derivation-tree-based restrictions can be studied using
the same notation. Then, we present new results in the
derivation-tree based restrictions investigation area.
Since restriction placed upon a level, a path, and a cut is,
in essence, a restriction placed upon a derivation tree, we
use a slightly modiﬁed but equivalent formulation of the
deﬁnitions stated in [26], [27], and [28]. Consequently,
aforementioned modiﬁcations allow us to investigate all
derivation-tree-based restrictions using the same terminology—i.e., restriction on the levels (see [9], [13], [33],
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[41], and [42]), the paths (see [7], [17], [18], [19], [20], [?],
[22], [23], [24], [26], [27], and [28]), or the cuts (see [24]).
More precisely, all restrictions placed upon the derivation
trees are covered by the general notion of tree controlled
grammar that generates its language under several kinds
of the restrictions.
Definition 3.1. For a sequence, s, of the nodes of a
derivation tree, the word obtained by concatenating all
symbols of s is denoted as word(s).
Definition 3.2. The class of regular, linear, ε-free
context-free, context-free, propagating scattered context
grammars, matrix grammars, context-sensitive, and unrestricted grammars is denoted as REG, LIN, CFε , CF,
PSC, MAT, CS, RE, respectively.
Definition 3.3. The set of all regular, linear, ε-free
context-free, context-free, context-sensitive, and unrestricted grammars is denoted as GREG , GLIN , GCFε , GCF ,
GCS , and GRE , respectively.
Note that hereafter the notion tree controlled grammar is
used in diﬀerent meaning than in the previous section, see
the following deﬁnitions of a tree controlled grammar and
the deﬁnitions of the languages as well as the classes that
tree controlled grammars generate under various kinds
of restrictions that are introduced in the following three
sections.
Definition 3.4. A tree controlled grammar is a pair,
(G, R), where G = (V, T, P, S) is a controlled grammar,
and R is a control language over V .
Definition 3.5. Let (G, R) be a tree controlled grammar where G = (V, T, P, S), then (G,R) △(x), x ∈ V ∗ ,
denotes the set of the derivation trees with frontier x in
G.
In the research presented through this section, we do not
directly deal with level-based restriction placed upon the
derivation trees. However, for the sake of completeness,
note the following deﬁnitions related to level-based restriction placed upon the derivation trees.
Definition 3.6. Let (G, R) be a tree controlled grammar. The language that (G, R) generates under the levels
control by R is denoted by levels L(G, R) and deﬁned by the
following equivalence:
For all x ∈ T ∗ , x ∈ levels L(G, R) if and only if there
is a derivation tree, t ∈ G △(x), such that for all levels, s,
of t (except the last one), word(s) ∈ R.
Definition 3.7. For some language classes X and Y,
the class of tree controlled languages under the levels control is deﬁned as
levels-TC(X, Y) = {levels L(G, R) : (G, R) is a tree controlled grammar in which G ∈ GX and R ∈ Y}.

Next, we summarize the most interesting results and point
out some important open questions. Based on the State of
the Art in the area of restrictions placed upon the derivation trees summarized above, this work deals in principle
with three kinds of derivation-tree based restrictions, cutbased, path-based, and several-path-based.

3.1 Cut Based Restriction
In this section, we introduce new derivation-tree-based
restrictions of tree-controlled grammars which are based
on the restriction placed upon the cuts. Then, we introduce several properties of grammars with restriction
placed upon the cuts. Speciﬁcally, we investigate the
power.

3.1.1 Definitions
Definition 3.8. Let (G, R) be a tree controlled grammar. The language that (G, R) generates under the cuts
control by R is denoted by cut L(G, R) and deﬁned by the
following equivalence:
For all x ∈ T ∗ , x ∈ cut L(G, R) if and only if there is
a derivation tree, t ∈ G △(x), and a set, x M , of its cuts
such that
1. for each c ∈ x M , word(c) ∈ R, and
2.

xM

covers the whole t.

Definition 3.9. The class of tree controlled languages
under the cuts control is deﬁned as
cut-TC(CF, REG) = {cut L(G, R) : (G, R) is a tree controlled grammar in which G is a context-free grammar and
R ∈ REG} and the class of tree controlled languages with
ε-free controlled grammar under cuts control is deﬁned as
cut-TCε (CFε , REG) = {cut L(G, R) : (G, R) is a tree
controlled grammar in which G is an ε-free context-free
grammar and R ∈ REG}.
Definition 3.10. Let ≼ be a binary relation on a sequence, x M , of the cuts such that for each two cuts,
c1 , c2 ∈ x M , c1 ≼ c2 if and only if for each node, n2 , of
c2 either there is a node, n1 , of c1 such that n2 is a direct
descendent of n1 , or n1 = n2 . In other words, n1 ̸= n2
implies n2 is a direct descendent of n1 .
Definition 3.11. Let (G, R) be a tree controlled grammar. The language that (G, R) generates under the ordered-cuts control by R is denoted by ord-cut L(G, R) and
deﬁned by the following equivalence:
For all x ∈ T ∗ , x ∈ ord-cut L(G, R) if and only if
there is a derivation tree, t ∈ G △(x), and a sequence,
c1 x , c 2 x , . . . ,
cn x , of the cuts of t, for some nx ≥ 1, such that
1. for all i = 1x , 2x , . . . , nx , word(ci ) ∈ R,
2. {c1 x , c2 x , . . . , cn x } covers the whole t, and
3. cix ≼ c(i+1)x for all i = 1, 2, . . . , n − 1.
Definition 3.12. The class of tree controlled languages under the ordered cuts control is deﬁned as
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ord-cut-TC(CF, REG) = {ord-cut L(G, R) : (G, R) is
a tree controlled grammar in which G is a context-free
grammar and R ∈ REG} and the class of tree controlled
languages with ε-free controlled grammar under ordered
cuts control is deﬁned as
ord-cut-TCε (CFε , REG) = {ord-cut L(G, R) : (G, R) is
a tree controlled grammar in which G is an ε-free contextfree grammar and R ∈ REG}.

3.1.2 Results
Concerning cut-based restriction placed upon the derivation trees, we have introduced two fundamental types of
such kind of a restriction and thus, we have opened a
new investigation area in derivation-tree-restricted models. Next, we have proved that both restrictions increase
the power of context-free grammars so they characterize
RE:
ord-cut-TC(CF, REG) = cut-TC(CF, REG) = RE.
An important open problem consists of the investigation
of cut controlled grammars where ε-productions are forbidden. Consequently, the grammars restricted in this
way should be placed into the relation with some other
well-known language families, such as CS, and the deciding the question whether or not:
ord-cut-TCε (CFε , REG) = CS,
cut-TCε (CFε , REG) = CS.
Next problem is represented by the descriptional complexity of ord-cut-TC(CF, REG) and cut-TC(CF, REG).
The results presented above are based on the transformation of an unrestricted grammar into Pentonnen normal
form. However, using Geﬀert normal form, the number
of nonterminals in the resulting cut controlled grammar
would be reduced.
Another future research idea is represented by the controlling the cuts of the derivation trees in which several
types of subregular control languages are considered. In
this way, the question whether or not a kind of a subregural language is enough to increase the power of controlled
grammar properly. Consequently, the relation between
the power of level-based and cut-based models restricted
in this way would be founded out.

3.2 Path Based Restriction
In this section, we introduce a path-based restriction on
tree-controlled grammars that is equivalent to the model
introduced in [26], [27], and [28]. Next, we formally deﬁne
the pseudoknot structure represented as a language. We
introduce new results related to the normal forms and the
presence of erasing productions in a controlled grammar.
Then, this section presents a relationship between biology
and the formal language theory in the form of word representation of pseudoknots generated by path controlled
grammars. Last section of this part being a counterargument against the proof of the power of path controlled
grammars that has been considered as correct so far.

3.2.1 Definitions
Definition 3.13. Let (G, R) be a tree controlled grammar. The language that (G, R) generates under the path

control by R is denoted by
following equivalence:

path L(G, R)
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and deﬁned by the

For all x ∈ T ∗ , x ∈ path L(G, R) if and only if there
is a derivation tree, t ∈ G △(x), such that there is a path,
p, of t with word(p) ∈ R.
Definition 3.14. For X, Y ∈ {LIN, CF}, the class of
tree controlled languages under the path control is deﬁned
as
path-TC(X, Y) = {path L(G, R) : (G, R) is a tree controlled grammar in which G ∈ GX and R ∈ Y} and the
class of tree controlled languages with ε-free controlled
grammar under path control is deﬁned as
path-TCε (CFε , Y) = {path L(G, R) : (G, R) is a tree
controlled grammar in which G is an ε-free context-free
grammar and R ∈ Y}.
Definition 3.15. Let (G, R) be a tree controlled grammar that generates the language under path control by R,
where G = (V, T, P, S). (G, R) is in 1st normal form if
every production, r : A → x ∈ P , is of the form A ∈ V −T
and x ∈ T ∪ (V − T ) ∪ (V − T )2 .
Definition 3.16. Let (G, R) be a tree controlled grammar that generates the language under path control by R,
where G = (V, T, P, S). (G, R) is in 2nd normal form if
every production, r : A → x ∈ P , is of the form A ∈ V −T
and x ∈ T ∪ ((V ∪ {E}) − T )2 where E ∩ V = ∅ and
E → ε ∈ P . The alphabet of G should now include E,
with E ̸∈ V .
Definition 3.17. Let Σ be an alphabet. The following
languages over Σ are pseudoknots:
1. {xyxR y R : x, y ∈ Σ∗ },
{u1 xu2 yu3 xR u4 y R u5 : x, y, ui ∈ Σ∗ , 1 ≤ i ≤ 5},
2. {xyxR zz R y R : x, y, z ∈ Σ∗ },
{u1 xu2 yu3 xR u4 zu5 z R u6 y R u7 : x, y, z, ui ∈ Σ∗ , 1 ≤
i ≤ 7},
3. {xyxR zy R z R : x, y, z ∈ Σ∗ },
{u1 xu2 yu3 xR u4 zu5 y R u6 z R u7 : x, y, z, ui ∈ Σ∗ , 1 ≤
i ≤ 7},
4. {xyzxR y R z R : x, y, z ∈ Σ∗ },
{u1 xu2 yu3 zu4 xR u5 y R u6 z R u7 : x, y, z, ui ∈ Σ∗ , 1 ≤
i ≤ 7}.
Note that presented pseudoknots form obviously non-context-free languages.

3.2.2 Results
As a continuation of the investigation of path-based restrictions introduced in [26] and studied in [27] and [28],
we have considered the impact of ε-productions in path
controlled grammars to the power and we have stated
that ε-productions can be removed from a path controlled
grammar without aﬀecting its language:
path-TC(CF, CF) = path-TCε (CFε , CF).
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We have established two Chomsky-like normal forms for
path controlled grammars and we have formulated algorithms that transform a path controlled grammar into its
normal form:
• Let L ∈ path-TC(CF, CF). Then, there exists
a tree controlled grammar, (G, R), in 1st normal
form such that L = path L(G, R).
• Let L ∈ path-TC(CF, CF). Then, there exists
a tree controlled grammar, (G, R), in 2nd normal
form such that L = path L(G, R).
A future investigation idea consists of the modifying a
general parsing methods that are based on Chomsky normal form such that it will be able to parse path controlled
grammars in a polynomial time.
Another practically motivated idea is represented the relation between path controlled grammars and the theory
of pseudoknots. We have demonstrated several typical
pseudoknots used in biology represented by the words of
non-context-free languages. We have demonstrated some
pseudoknots belong to path-TC(LIN, LIN):
{xyxR y R : x, y ∈ Σ∗ } ∈ path-TC(LIN, LIN),
{xyxR zz R y R : x, y, z ∈ Σ∗ } ∈ path-TC(LIN, LIN),
{xyxR zy R z R : x, y, z ∈ Σ∗ } ∈ path-TC(LIN, LIN).
Apparently, there is a huge variety of another pseudoknot structures in biology. For example, {xyzxR y R z R :
x, y, z ∈ Σ∗ } and it is an open question whether or not
those pseudoknots can be generated by tree controlled
grammars with linear components that generate the language under path control.
The last presented result deals with a reﬂection on the
power of path controlled grammars that has been considered as well-known (see [26]) for more than last ten
years. However, we have presented an argument against
the correctness of the proof given in [26] that states
path-TC(CF, CF) ⊆ MAT.
We have concluded the counterargument by stating that
the aforementioned inclusion still may hold; however, it
cannot be proved in the way given in [26]. More precisely,
we have found the language tha can be generated by a
grammar with controlled path. However, this language
cannot be generated by the grammar obtained by the
construction introduced in [26]. Apparently, the power
of path controlled grammar still represents an open problem.

3.3 Several Paths Based Restriction
This section being a generalization of path-restricted rewriting model to a restriction placed upon not just one
but several paths. Then, it presents several properties of
the model restricted in this way. Speciﬁcally, the power of
a kind of all-paths-restricted rewriting model, closure and
pumping properties in relation to the number of controlled
paths, and the approximation of the power for n-path
restricted model. The last section of this part presents an
application related result concerning the parsing of path
restricted languages.

3.3.1 Definitions
Definition 3.18. Let (G, R) be a tree controlled grammar. The language that (G, R) generates under the allpaths control by R is denoted by all-paths L(G, R) and deﬁned by the following equivalence:
For all x ∈ T ∗ , x ∈ all-paths L(G, R) if and only if
there is a derivation tree, t ∈ G △(x), such that for all
paths, s, of t, word(s) ∈ R.
Definition 3.19. The class of tree controlled languages under all paths control is deﬁned as
all-path-TC(CF, REG) = {all-paths L(G, R) : (G, R) is
a tree controlled grammar in which G is a context-free
grammar and R ∈ REG}.
Definition 3.20. Let (G, R) be a tree controlled grammar. The language of tree controlled grammar under
not common n-path control by R, n ≥ 1, is denoted by
nc-n-path L(G, R) and deﬁned by the following equivalence:
For all x ∈ T ∗ , x ∈ nc-n-path L(G, R) if there exists
a derivation tree, t ∈ G △(x), such that there is a set, Qt ,
of n paths of t such that for each path, p ∈ Qt , word(p) ∈
R.
Definition 3.21. For X, Y ∈ {REG, LIN, CF}, the
class of tree controlled languages under not-common npath control is deﬁned as
nc-n-path-TC(X, Y) = {nc-n-path L(G, R) : (G, R) is
a tree controlled grammar with G ∈ GX and R ∈ Y}.
Definition 3.22. Let p1 , p2 be any diﬀerent two paths
of a derivation tree, t. Then, p1 and p2 contain at least
one common node (the root of t, root(t)), and p1 ends in
a diﬀerent leaf of t than p2 . Let cmn(p1 , p2 ) denote the
maximal number of consecutive common nodes of p1 and
p2 .
Definition 3.23. Let Qt be a nonempty set of some
paths of a derivation tree, t. The paths of Qt are divided
in a common node of t if and only if for some k ≥ 1,
cmn(p1 , p2 ) = k for every pair (p1 , p2 ) ∈ Q2t . Let all paths
of Qt be divided in a common node of t. If Qt = {p},
then mQt = | word(p)|, otherwise mQt ≥ 1 denotes the
maximal number of consecutive common nodes of all paths
in Qt .
Definition 3.24. Let (G, R) be a tree controlled grammar. The language of tree controlled grammar under npath control by R, n ≥ 1, is denoted by n-path L(G, R) and
deﬁned by the following equivalence:
For all x ∈ T ∗ , x ∈ n-path L(G, R) if there exists
a derivation tree, t ∈ G △(x), such that there is a set, Qt ,
of n paths of t that are divided in a common node of t and
for each path, p ∈ Qt , word(p) ∈ R.
Definition 3.25. For X, Y ∈ {REG, LIN, CF}, the
class of tree controlled languages under n-path control is
deﬁned as
n-path-TC(X, Y) = {n-path L(G, R) : (G, R) is a tree
controlled grammar with G ∈ GX and R ∈ Y}.
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Conventions
Hereafter, tree controlled grammars that generate the language under the n-path control are referred to as n-path
tree controlled grammars.
Note that if we consider 0 controlled paths (i.e., n =
0 and consequently card(Qt ) = 0) in the deﬁnition of
n-path L(G, R), then, clearly, the power of such a model
equals CF.

21

restriction placed on not just one but several paths. Consequently, we have found some subsets of n-path controlled grammars so their languages satisfy pumping premises similar to well-known premises stated by pumping
lemmata for CF, LIN, and REG—more precisely:
• If L ∈ I-n-path-TC(CF, LIN), n ≥ 1, then there
are two constants, k, q ≥ 0, such that each word,
z ∈ L, with |z| ≥ k can be written as
z = u1 v1 u2 v2 . . . u4n v4n u4n+1

Definition 3.26. Let (G, R) be a tree controlled grammar. Consider n-path L(G, R), for n ≥ 1. If for each
word, z ∈ n-path L(G, R), there exist a derivation tree,
t ∈ G △(z), a set of its paths, Qt , mQt ≥ 1, and a partition, word(p) = uvwxy, for each path, p ∈ Qt , satisfying
the premise of the pumping lemma for linear languages
such that it holds

• 1 ≤ mQt ≤ |u|,
then n-path L(G, R) is

I-n-path L(G, R),

• |u| < mQt ≤ |uv|,
then n-path L(G, R) is

II-n-path L(G, R),

• |uv| < mQt ≤ |uvw|,
then n-path L(G, R) is

with 0 < |v1 v2 . . . v4n | ≤ q and for all i ≥ 1,
i
u4n+1 ∈ L.
u1 v1i u2 v2i . . . u4n v4n
• If L ∈ III-n-path-TC(CF, LIN), n ≥ 1, then
there are two constants,k, q ≥ 0, such that each
word, z ∈ L, with |z| ≥ k can be written as
z = u1 v1 u2 v2 . . . u2n+2 v2n+2 u2n+3
with 0 < |v1 v2 . . . v2n+2 | ≤ q and for all i ≥ 1,
i
u1 v1i u2 v2i . . . u2n+2 v2n+2
u2n+3 ∈ L.
• If L ∈ V-n-path-TC(CF, LIN), n ≥ 1, then there
are two constants,k, q ≥ 0, such that each word,
z ∈ L, with |z| ≥ k can be written as
z = u1 v1 u2 v2 u3 v3 u4 v4 u5

III-n-path L(G, R),

• |uvw| < mQt ≤ |uvwx|,
then n-path L(G, R) is IV -n-path L(G, R),
• |uvwx| < mQt ≤ |uvwxy|,
then n-path L(G, R) is V -n-path L(G, R).
Definition 3.27. For i ∈ {I, II, III, IV, V}, n ≥ 1,
the class of i-n-path tree controlled languages is deﬁned
as
i-n-path-TC(CF, LIN) = {i-n-path L(G, R) : (G, R) is
tree controlled grammar in which G is a context-free grammar and R ∈ LIN}.

3.3.2 Results
It is well-know that path controlled grammars where the
controlling grammar is regular characterize the same language class as its controlled grammar (see [26]) do. We
have proved that the power of context-free grammars remains unchanged even if we restrict all paths in their
derivation trees by regular languages:
CF = all-path-TC(CF, REG).
Since for each context-free grammar, there is a regular
language that describes all paths in all its derivation trees;
and there is no regular language which increases its power
when used to restrict the paths, if we consider tree controlled grammars (G, R) with R ∈ REG, then, obviously,
the power of such a model equals CF for any n ≥ 1.
Therefore, we investigate the properties of tree controlled
grammar with non-regular control language. More specifically, we study tree controlled grammars that generates
their languages under n-path control with linear control
languages.
We have introduced a generalization of path controlled
grammars so that they generate the language under the

with 0 < |v1 v2 v3 v4 | ≤ q and for all i ≥ 1,
u1 v1i u2 v2i u3 v3i u4 v4i u5 ∈ L.
A natural question that still remains open is whether or
not there are similar pumping properties also for the languages of II-n-path-TC(CF, LIN) and IV-n-path-TC
(CF, LIN).
We have also proved some closure properties, that is
• for n ≥ 1, i ∈ {I, II, III, IV, V} and TG , TR ∈
{REG, LIN, CF},
n-path-TC(TG , TR ), i-n-path-TC(TG , TR )
are closed under intersection with regular languages,
union, and non-erasing homomorphism,
• for n ≥ 1, i ∈ {I, III, V}, i-n-path-TC(CF, LIN)
are not closed under concatenation, intersection, and
complement.
Since n-path controlled grammars are a natural generalization of grammars with just one path controlled, we
have studied several properties that are well-known for
path controlled grammars in the case of controlling given
n paths. Most importantly, we have tried to establish
the power for n-path controlled grammar. We have found
the approximation of the power that can be applied also
on grammars with just one path controlled. However,
this approximation does not say too much since it is wellknown that PSC is not closed under erasing homomorphism. Thus, we have informally concluded that: ”We
either have the power to check what we need but not to remove it (using PSC) or vice versa (using MAT).” More
precisely, we have stated the following:
Let L ∈ n-path-TC(CF, CF), for n ≥ 1. Then
there exists L′ ∈ PSC with L = h(L′ ) for some homomorphism h.

22
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Finally, we have studied several parsing properties of pathbased restriction which is indisputably one of the most important language-class-characterizing property from the
practical viewpoint. Formally, we have studied a polynomial time parsing possibilities and we have stated that:
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J. Koutný, Z. Křivka, and A. Meduna. On grammars with controlled
paths. Acta Cybernetica, submitted.
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Abstract
This paper deals with packet classiﬁcation in computer
networks. Classiﬁcation is the key task in many networking devices, most notably packet ﬁlters – ﬁrewalls. This
paper therefore concerns the area of computer security.
The paper is focused on high-speed networks with the
bandwidth of 100 Gb/s and beyond. General-purpose processors cannot be used in such cases, because their performance is not suﬃcient. Therefore, specialized hardware
is used, mainly ASICs and FPGAs. Many packet classiﬁcation algorithms designed for hardware implementation
were presented, yet these approaches are not ready for
very high-speed networks. This paper addresses the design of new high-speed packet classiﬁcation algorithms,
targeted for the implementation in dedicated hardware.
The algorithm that decomposes the problem into several
easier sub-problems is proposed. The ﬁrst subproblem is
the longest preﬁx match (LPM) operation, which is used
also in IP packet routing. As the LPM algorithms with
suﬃcient speed have already been published, they can be
used in out context. The following subproblem is mapping
the preﬁxes to the rule numbers. This is where the paper brings innovation by using a speciﬁcally constructed
hash function. This hash function allows the mapping to
be done in constant time and requires only one memory
with narrow data bus. The algorithm throughput can be
determined analytically and is independent on the number of rules or the network traﬃc characteristics. With
the use of available parts the throughput of 266 million
packets per second can be achieved. Additional three algorithms (PFCA, PCCA, MSPCCA) that follow in this
paper are designed to lower the memory requirements of
the ﬁrst one without compromising the speed. The second algorithm lowers the memory size by 11 % to 96 %,
depending on the rule set. The disadvantage of low stability is removed by the third algorithm, which reduces
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the memory requirements by 31 % to 84 %, compared to
the ﬁrst one. The fourth algorithm combines the third
one with the older approach and thanks to the use of several techniques lowers the memory requirements by 73 %
to 99 %.

Categories and Subject Descriptors
B.7.1 [Integrated Circuits]: Types and Design Styles—
Gate arrays, Algorithms implemented in hardware;
C.2.0 [Computer-Communication Networks]: General—Security and protection (e.g., ﬁrewalls)

Keywords
Packet Classiﬁcation, Algorithms, FPGA

1. Introduction
With the rapid development of computer networks, security threats such as viruses and other attacks by hackers
are also on the rise. Network security is studied and applied at various layers: direct ﬁltering at the packet level,
intrusion detection at the application level, traﬃc monitoring and detection of anomalous behavior of the whole
network. Network traﬃc ﬁltering has become one of the
ﬁrst steps in securing any network or computer. While
the packet ﬁlter cannot detect and block all dangerous
network traﬃc, it is still one of the most eﬀective building blocks for any computer security system. It also often
cooperates with the higher levels of network security. For
example, anomaly detection system updates ﬁltering rules
based on the assessment of current threats.
The packet ﬁltering system must perform packet reception, packet header parsing, packet classiﬁcation and the
action based on the instruction from the matching classiﬁcation rule. Packet classiﬁcation is the most complex part
of the system, and it therefore determines the speed, and
also mostly the cost of the system. This task is not only
important in practical applications, but also interesting
from the theoretical point of view, having implications in
geometry and other ﬁelds [12].
As network speeds are increasing, the demand for high
speed packet processing is also growing. While 10 Gb/s
ports are commonly present in various networking devices,
the 100 Gb/s technology is expected to be increasingly
available in the near future. Standard for 100 Gb/s Ethernet was proposed as IEEE standard 802.3ba in 2008
and ratiﬁed in June 2010. This new standard is capable
of transmitting one packet each 6.7 ns in each direction.
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Packet classiﬁcation must be able to achieve this throughput, otherwise it would throttle the bandwidth.
Many algorithms for packet classiﬁcation were proposed,
but the goal of 100 Gb/s throughput is either beyond
the limits of the current technology, or requires excessive
amount of high-speed (and thus expensive) memory.
The algorithms oriented on high speed use various methods of hardware acceleration. Application-speciﬁc Integrated Circuits (ASICs) and Field-Programmable Gate
Arrays (FPGAs) are commonly used. Ternary ContentAssociative Memories (TCAMs) can also be found in commercial devices in conjunction with ASICs of FPGAs.
Due to high development cost and long time-to-market of
ASICs and also the high cost and power consumption of
TCAMs, FPGAs gain increasing popularity. Programmability of FPGAs make them suitable for the research in
the ﬁeld of packet classiﬁcation.
Properties of each packet classiﬁcation approach are deﬁned by two main factors: The technology used, and the
algorithm running on the selected device. While the technology is gradually improved by silicon vendors, and can
be approximately predicted by the application of Moore’s
law, new algorithms may bring signiﬁcant improvements
immediately. That’s why the research of packet classiﬁcation algorithms is important for practical applications.
This paper proposes new packet classiﬁcation algorithm
tailored for high-speed applications, targeting 100 Gb/s
networks. Its unique property is the throughput higher
than 100 Gb/s, even in the worst case. This speed cannot be achieved by the current algorithms. The lack of
guaranteed throughput is generally an issue of all current
algorithms which is completely eliminated by the algorithm presented in this paper.
The algorithm is intended for implementation in a hardware accelerator (ASIC or FPGA) and therefore it is designed with consideration of capabilities of these devices.
All steps of the algorithm are either very simple arithmetic operations and memory accesses, or were shown to
be able to run at the speeds required for 100 Gb/s network in ASIC or FPGA. The idea of problem decomposition introduced in recent literature [6] is also employed in
this paper. The algorithm is implemented as a processing pipeline, which brings higher speed by exploiting the
parallelism inherent to ASIC and FPGA devices. The
algorithm is built around the idea of ﬁnding fast direct
mapping from the results of independent (and thus potentially parallel) preﬁx search engines to the correct rule
number. Perfect (collision-free) hash function construction algorithm [4] is used to create such direct mapping.
In addition to exploiting inherent parallelism of hardware
implementation, the algorithm achieves high speed by employing rather complex software precomputation phase
for ﬁnding the mapping function which then leads to very
simple evaluation of the mapping function in the hardware. Due to the fact that there is no loop in the process of classiﬁcation, the throughput of the algorithm is
perfectly deterministic and constant. Speed of the algorithm is comparable or better than the fastest known
algorithms.

While the speed of the algorithm is excellent, it requires
signiﬁcant amount of memory for its data structures. This
paper therefore discusses the possibility of lowering memory requirements of the algorithm. Three following algorithms make use of empirically obtained facts about common properties and the structure of rule sets. They lower
the memory consumption of the original algorithm by application of several new optimization techniques. These
methods add very simple logic to the processing pipeline
of the algorithm in order to avoid the states which generate excessive requirements on the amount of memory in
the ﬁrst algorithm.

2. Related Work
This section introduces current algorithms for packet classiﬁcation. Separate subsections describe some of the important topics of the packet classiﬁcation and how they
are reﬂected in recent literature.

2.1 The Longest Prefix Match Operation
Packet routing in IP networks can be considered as onedimensional classiﬁcation – only destination IP address is
important for routing. The routing tables contain pairs
of network preﬁx and the output interface where should
the packet belonging to that preﬁx be sent to. Because
a single packet may belong to several preﬁxes (of diﬀerent lengths), a router must ﬁnd the longest preﬁx that
matches the packet. This search on preﬁxes is the Longest
Preﬁx Match operation, sometimes also called the IP Lookup. This operation is also important for classiﬁcation in
more than one dimension.
Because the LPM operation is performed in IP packet
routing, many approaches were published [7, 15, 9]. The
basic algorithm and the data structure for the LPM is the
unibit trie. Trie is often modiﬁed to process more input
bits in each step and to reduce memory requirements.
Popular examples of such algorithms are the Tree Bitmap
[7] and the Shape Shifting Trie [15]. The LPM operation
can be performed very fast: recently published approaches
are able to achieve billions of lookups per second [9].
LPM is used in all following packet classiﬁcation algorithms. It is performed independently in each dimension,
as shown in Figure 1. Each LPM engine contains all preﬁxes from one dimension found in the rule set (the preﬁx
set). Because the LPM engines are independent, there is
good potential for parallel processing. This paper does
not provide any new LPM algorithm. Some existing approach should be employed instead.
Packet
...
Field n

Field 1
LPM

...

LPM
LPM vector

Rule Search

Rule number

Figure 1: Common decomposition of packet classification algorithms.
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2.2 MSCA
Multi Subset Crossproduct Algorithm [6] brought major
improvements to packet classiﬁcation methods in 2006.
In this work, Dharmapurikar et al. introduce the concept
of pseudorules (described in detail in Section 2.3). Because pseudorules expansion is similar to Cartesian product, authors provide heuristics how to break the rule set
into several subsets and eliminate the majority of pseudorules. The LPM operation is slightly modiﬁed to return
a result for each subset, because subsets may contain different preﬁx sets. A Bloom ﬁlter is associated with each
subset to perform set membership query. If the Bloom
ﬁlter output is true, one rule table memory access is performed to retrieve the resulting rule or pseudorule.
MSCA also identiﬁes rules that generate excessive amount
of pseudorules. These rules are called spoilers and are
treated in a separate branch of the algorithm to further
reduce number of pseudorules. In hardware implementation, spoilers are moved to a small on-chip TCAM (Ternary Content–Addressable Memory).
MSCA suﬀers from placement of the rule table in the
external memory. Wide data word (over 100 bits if IPv6
is not used) is needed to fetch the rule in one access.

2.3 Pseudorules
The concept of pseudorules was introduced in MSCA and
is used also in all four algorithms that follow in this work.
First we describe in detail how pseudorules are created:
Pseudorules must be added to the rule set to cover all
valid combinations of LPM results. In fact, a pseudorule
is always a special case of some rule. We explain the emergence of pseudorules on the example in Figure 2 and Table
1. We can see a simpliﬁed classiﬁcation in two three-bit
dimensions with three rules. In each dimension, unibit
trie is shown to illustrate the LPM operation. Colored
arcs are the rules.

Figure 2: Three rules R1, R2, R3 and three added
pseudorules.
Rule
R1
R2
R3
P1
P2
P3

Dim. 1
1*
1*
101
1*
101
101

Dim. 2
*
00*
100
100
00*
*

Priority
1
2
3
1
2
1

Target rule

R1
R2
R1

Table 1: Rules and pseudorules.
For example, LPM vector for packet with header ﬁelds
(111, 100) is (1∗, 100). This combination is not in the
original rule set, but it is clear that the correct result is

33

rule R1(1∗, ∗). Therefore, pseudorule P 1(1∗, 100) must
be added to handle this situation. Table 1 contains all
rules and pseudorules together. The target rule in this
table points to the correct classiﬁcation result.
The generation of pseudorules is similar to Cartesian product, and may potentially expand the rule set signiﬁcantly,
but not all possible combinations of preﬁxes need to be
added. Preﬁx combinations matching no rule are not
pseudorules. If the universal rule is in the rule set, then all
possible combinations must be added, because all of them
match some rule (at least the universal rule). However,
this rule can be removed from the rule set and returned as
a result only if no other rule matches the packet. Therefore, pseudorules form a subset of Cartesian product of
all preﬁx sets. The algorithm generating all pseudorules
from the rule set is shown in Algorithm 1. The algorithm
creates pseudorules by ﬁnding preﬁx combinations that
match some rule.
Algorithm 1 Generating pseudorules from the rule set.
Input: Rule set R without the universal rule and with
range conditions converted to preﬁxes.
1: for all dimension d do
2:
Create empty preﬁx set Sd .
3:
for all rules r ∈ R do
4:
Add r.d to Sd .
5:
end for
6:
{Sd is now complete preﬁx set for dimension d.}
7: end for
8: Create empty set of pseudorules P .
9: for all rules r ∈ R sorted from the highest to the
lowest priority do
10:
for all dimensions d do
11:
Create reduced preﬁx set SRd by selecting preﬁxes from Sd which are covered by r.d.
end for
12:
13:
Create set CP as the Cartesian product of all reduced preﬁx sets SRx .
14:
for all candidate pseudorules cp ∈ CP do
15:
if cp ∈
/ P then
16:
Add cp to P with the same priority as r and
the target rule pointer set to r.
17:
end if
18:
end for
19: end for
Output: P
Packet classiﬁcation algorithms deal with pseudorules in
the Rule Search Stage (see Figure 1). The problem of
ﬁnding the correct rule has the interesting property of
mapping huge number of inputs (LPM vectors) to only
moderate number of outputs (rule numbers).
Dharmapurikar et al. in [6] observes that the number of
pseudorules is up to 200 times higher than the number
of original rules. Experiments with Algorithm 1 however
show even higher numbers in some cases. Figure 3 shows
the histogram of pseudorules for one rule set giving the
number of associated pseudorules for each rule. It can
be seen that the majority of pseudorules is generated by
minority of rules (note the logarithmic scale of the vertical axis). In this particular case, the top 10 rules (10 %
from a total of 103 rules) generate 42.34 % pseudorules.
Removing those rules should decrease the number of pseudorules signiﬁcantly. Histograms for other rule sets show
the similar feature.
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Figure 3: Pseudorules histogram.

3. Perfect Hashing Crossproduct Algorithm
The Perfect Hashing Crossproduct Algorithm [14] introduced in this chapter addresses the most critical part of
the decomposition algorithms, which is the Rule Search
stage. The problem in the Rule Search stage is that it
has to handle large amount of possible inputs (all possible LPM vectors), while some inputs match no rule, some
match one rule and some match several rules, from which
the one with the highest priority has to be selected. The
100 Gb/s target requires that this processing is done very
fast.
We start the algorithm description with the simpliﬁed
situation when there are no pseudorules. We add pseudorules handling later in the text.
In the domain of packet classiﬁcation, the general concept
of hash table specializes to the rule table and the set of
hash keys specializes to the set of all rules expressed as
LPM vectors. This set is known in advance, therefore
the static perfect hash function suﬃces in this case. The
result of the hash function is the pointer to the rule table.
The perfect hash table (rule table) stores all rules, except
for the universal rule, which covers all packets. The reason for removing the universal rule is explained later. The
perfect hash function maps each LPM vector to the correct rule if the packet matches some rule. Therefore, the
classiﬁcation algorithm performs the LPM and then computes the perfect hash function. The result is a pointer
into the rule table, where the rule is read from. This rule
is then compared to the original packet. If it matches,
then the correct rule was found. If not, then the packet
matches no rule or the universal rule (if present). Figure
4 shows the basic structure of PHCA.
Packet
...

Field n

Field 1
LPM

...

LPM
Perfect
Hash
Function

Candidate
rule
number

...
Rule
Table

Rule

Match?

Match/No match

1
Universal
rule number

0

Rule number

Figure 4: Basic structure of the PHCA.

This arrangement allows the perfect hash function to return any (even incorrect) result if the packet matches no
rule. This situation may occur only if the LPM vector
does not correspond to any rule and is always rectiﬁed
by matching the packet to the rule in the rule table. In
the case of no match, the universal rule is returned. Now
it is also visible why the universal rule is not included
in the perfect hash function construction: If it was included, then all LPM vectors not corresponding to any
rule would have to be correctly hashed to the universal
rule. Allowing the perfect hash function to return in some
cases an incorrect rule number removes the necessity to
handle the complete Cartesian product of all preﬁx sets
and therefore saves signiﬁcant amount of memory in the
perfect hash function implementation.
We continue by describing the perfect hash function construction algorithm as presented by Czech et al. in [4].
The perfect hash construction algorithm creates an acyclic
graph where edges are the hash keys and vertices are results of two diﬀerent ordinary hash functions. Vertices are
then assigned values so that they sum up to the desired
hash value. The hash construction is shown in Algorithm
2. The function associations (a, b) are associations between rules in the LPM vector representation and the rule
numbers, which are also pointers to the rule table. Preﬁxes in LPM vectors are represented by some symbols, for
example 16-bit integers. The created perfect hash function has the same number of inputs and outputs and is
bijective.
Algorithm 2 Construction of the hash function.
Input: Set of function associations A, each association is
a tuple (a, b) of the LPM vector and the correct rule
number.
1: Create new graph G with g = c|A| vertices and no
edges, where c > 1. The real number c is used to
increase the graph size when needed.
2: Pick two diﬀerent ordinary hash functions f1 , f2 that
output integers from interval [0, g − 1].
3: for all (a, b) ∈ A do
4:
h1 ← f1 (a)
5:
h2 ← f2 (a)
6:
Add an edge between vertices h1 and h2 into the
graph G and label that edge b.
7: end for
8: if G contains cycle then
9:
Increase c and repeat the algorithm. The increment
is typically a small number, for example 0.2.
10: end if
11: Associate values to each vertex such that for each
edge the sum of the values of both its vertices is the
value of that edge. This can be done by depth-ﬁrst
search algorithm, because the graph is acyclic.
Output: f1 , f2 and vertex values of G.
After the graph is created, the hash value computation is
simple. At ﬁrst, two ordinary hash functions f1 and f2
of the input LPM vector are computed. Then two vertex
values are read from the Vertex Table and added. For
each vertex, only one integer is stored. Functions f1 and
f2 may be virtually any convenient hash functions, the
only requirement is that the same functions are used in the
perfect hash construction and the following computation.
CRC32 is used for experiments in this paper.
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Rule

Complete table of rules is stored in PHCA, because if
packet matches no rule, the perfect hash function still
returns some value (the function is not built for LPM
vectors which are not rules). Therefore, packet must be
compared to the selected rule: If it matches, the correct
rule was found. Otherwise, the packet matches no rule
or universal rule (if present). Structure of the Perfect
Hashing Crossproduct Algorithm is shown in Figure 5.

ANY IP

Other rules'
IP preﬁxes

Packet

Pseudorules

...

DST IP tree

SRC IP tree
Field 1
LPM

f1
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Figure 6: One of the most severe causes of pseudorules: ANY values in the rule set.
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Figure 5: Detailed structure of the PHCA.
The arrangement described so far does not support pseudorules. To add the pseudorules support to the algorithm,
surprisingly little must be done. Refer to the Algorithm
1: each pseudorule has the number of correct rule associated to it. It is therefore known which rule is the desired
algorithm output for each pseudorule. This information
is used to create additional input to the perfect hash function construction Algorithm 2. In addition to the function
associations (a, b) between the rules in the LPM vector
representation and the rule numbers, the input A now
contains also the associations between the pseudorules in
the LPM vector representation and the rule numbers.
The perfect hash function is not bijective anymore. It
maps large number of pseudorules into the smaller number
of rules. In fact, the hash function is not perfect anymore.
It instead contains many collisions among each rule and
all of its associated pseudorules. The use of intended hash
function collisions is an innovative, non-traditional application of perfect hash functions. The important point
is that none of pseudorules is stored in PHCA – the rule
table still contains only rules after adding the pseudorules
support into the algorithm. Therefore, a signiﬁcant amount
of memory is saved.

4. Prefix Filtering Classification Algorithm
The method of lowering the number of pseudorules is
based on the observation that many classiﬁcation rules
often contain universal conditions. For example, if the
user of a ﬁrewall wants to block a speciﬁc source IP address, the ﬁltering rule does not specify any destination
IP address nor the port number. This means that packet
with any destination IP and any port number matches
this rule. However, the rule can create many pseudorules
because all more speciﬁc destination IPs and ports have
to be covered.
Figure 6 is an example for two ﬁelds, where the universal condition in the rule set produces many pseudorules.
The situation is even worse for multiple ﬁelds, because
pseudorules create Cartesian product.
PFCA [8] inserts a Generalization Stage (GS) into the
classiﬁcation algorithm after LPM engines (Figure 7). If
it is applicable, GS is able to replace LPM results (parts

of LPM vector) by the ANY value without loosing any
information needed for correct packet classiﬁcation. As
a result, number of output combinations is reduced after
GS. This will reduce the data structures of the following
stages of all crossproduct algorithms. In other words: If
GS replaces pseudorule by a rule, then the pseudorule
does not need to be treated. Other parts of the algorithm
remain the same as in PHCA.
Packet
...
Field n

Field 1
LPM

...

LPM

Generalization Stage

Rule Search

Rule number

Figure 7: Structure of the Prefix Filtering Classification Algorithm.
Definition 1 (Generalization Rule). The generalization Rule (GR) is a 3-tuple g = (b, v, G) where b is
an index to the LPM vector, v is a value of a particular
ﬁeld of LPM vector, and G is a set of indices to the LPM
vector.
Definition 2 (Generalization Rule Effect).
The eﬀect of one GR is: if LP M [b] = v, then for each
index i ∈ G set LP M [i] := AN Y . All GRs may be applied
together, their ordering is unimportant.
This scheme corresponds to the following situation: we
know that if a ﬁeld LP M [b] has a particular value v, then
some other ﬁelds LP M [i], i ∈ G are unimportant, because
the result of classiﬁcation is already determined.
It remains to ﬁnd an algorithm to create GRs. First, all
pseudorules must be found by Algorithm 1. The algorithm creates a list of pseudorules where all pseudorules
corresponding to one rule are stored continually. We call
these continual sections P-blocks. We can say that the list
of pseudorules consists of k P-blocks, where k is the number of rules and the P-blocks are sorted from the highest
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to the lowest priority. Note that each rule is also added as
a pseudorule before all of its pseudorules are added to the
list. This leads to the fact that in each P-block, the ﬁrst
pseudorule is the most general of all pseudorules in that
P-block, and it is the original rule itself. This ordering is
helpful in the next part of the algorithm where GRs are
created and some pseudorules are removed.
Algorithm 3 Creating generalization rules and removing
pseudorules.
1: Input: List of pseudorules P .
2: Create empty set of generalization rules GR.
3: for all pseudorules pthis ∈ P do
for all dimensions d do
4:
5:
if pthis [d] ̸= AN Y and no previous pprev ∈ P
exists such that (pprev [d] = pthis [d] or pprev [d] =
AN Y ) then
6:
Create new generalization rule gnew =
(d, pthis [d], G), where G = {i|pthis [i] = AN Y }.
Add gnew to GR.
7:
8:
Remove all pseudorules paf ter that follow in P
after pthis where paf ter [d] = pthis [d] and exists
i ∈ G such that paf ter [i] ̸= AN Y .
9:
end if
10:
end for
11: end for
12: Output: Set of generalization rules GR, reduced list
of pseudorules P .
Algorithm 3 identiﬁes situations when the rule deﬁnes
some ﬁeld with index d and allows the ANY value in ﬁelds
with indices from G. Then in certain cases, for all LPM
vectors with the same value at index d, values at indices
from G may be replaced by ANY value, and the result of
the classiﬁcation is still uniquely determined.
There are several conditions that must be met when creating a GR:
• The rule must contain at least one ANY value. This
condition is not explicitly written in the algorithm,
because it is implicit: for rules with no ANY value,
G would be empty and the GR would make no sense.
• The same value of the ﬁeld at index d has not appeared earlier in the list of pseudorules. If this condition is not true, we cannot be sure that the value
in this ﬁeld unambiguously determines the correct
classiﬁcation result.
• The ANY value has not appeared at the index d
earlier in the list of pseudorules. The reason for this
condition is the same as for the preceding one.

5. Prefix Coloring Classification Algorithm
Let us focus on the fact that the LPM operation is performed independently for each ﬁeld in decomposition–based packet classiﬁcation algorithms such as PHCA and
PFCA. (see Figure 1). The advantage of this scheme
is the strong potential for parallel computation. On the
other hand, LPM results are logically related – only certain combinations of LPM results form a rule, the rest of
them are unwished pseudorules. Thus, the knowledge of
LPM result from one dimension should aﬀect LPM result
in other dimensions. Figure 8 shows an example situation

when the knowledge of LPM result from one dimension
has impact on the LPM of the other dimension: When
the Dimension 2 LPM result is 00∗, then there is no need
to continue searching below preﬁx 1∗ in the Dimension
1 LPM. The result 101 would not bring any new information signiﬁcant for the packet classiﬁcation, because
no other (pseudo) rule is reachable. The aim of this section is to ﬁnd an eﬀective way of exchanging information
among dimensions before the LPM results reach the Rule
Search stage.
Dimension 1

Dimension 2

1
0

0
R2
0

1
P2
R3

Figure 8: Motivation for communication between
LPMs. There is no need to traverse the Dimension 1 trie below 1∗ if the Dimension 2 LPM result
is 00∗.
The example of algorithm which takes one LPM result
into account when performing the other LPM is the Gridof-Tries [16]. In the basic version of that algorithm, there
is one second-level trie for each valid result of the ﬁrstlevel trie. This scheme does not scale well. The implied sequential processing of dimensions is not an issue, because
it is easily pipelined. The worse fact is that the number
of tries at lower levels can grow exponentially. There is
one second-level trie for each result of the ﬁrst level trie,
and there is one third-level trie for each result of each of
the second-level tries etc. Also, Grid-of-Tries selects some
particular ordering of dimensions, making the communication between LPMs only unidirectional. However, the
idea of one LPM result aﬀecting (and being aﬀected by)
other dimensions’ LPM results is the key to the PCCA
presented in this section.
In the Grid-of-Tries algorithm the tries at lower levels
always store some subset of the full preﬁx set of the corresponding dimension. PCCA [13] delays the communication among dimensions after the LPM operation, so
the LPM engines must return maximum amount of data.
Let’s suppose that the LPM operation is modiﬁed to return all matching preﬁxes, not only the longest one. The
newly added Color Processing Stage aims to select from
these preﬁxes only combinations which are in the rule table. This selection would remove all pseudorules, making
the Rule Search step easier.
Let each preﬁx p1 contain a precomputed bitmap for all
other dimensions. There is one bit for each preﬁx of each
dimension in the bitmap. The bit stored in preﬁx p1 corresponding to preﬁx p2 is set to 1 if preﬁxes p1 and p2
appear together in some rule. Otherwise the bit is set to
0. We call this bitmap the full bitmap. Each LPM result
(preﬁx) now contains an information about “allowed” and
“suppressed” preﬁxes from other dimensions. From all
LPM results, only allowed preﬁxes are then used to create the LPM vector which is then passed to the following
stages of the algorithm.
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It is possible to remove almost all pseudorules this way,
because most unwanted LPM vectors are ﬁltered away.
Not all pseudorules are removed, because the information
about rules priority is missing in preﬁxes. (see Figure 9).

Figure 9: Pseudorule P 1 cannot be removed without the information about rules priority.
The full bitmap has a disadvantage in adding large memory overhead to the LPM results. Number of preﬁxes may
be large, therefore LPM results table would have to use
very wide data words. Table 2 shows that numbers of
preﬁxes are too large for full bitmaps in larger rule sets.
Moreover, sizes of full bitmaps vary with each rule set.
Instead of using full bitmaps, ﬁxed amount of groups of
preﬁxes are created in PCCA to limit the size of bitmaps.
Only small bitmaps for groups are stored. Grouping of
preﬁxes may be based on diﬀerent criteria. There is always some implicit information in the preﬁxes: Each preﬁx has its length, which can be used directly as a group
number. The length may also be divided by a constant
to create more coarse-grained grouping and thus smaller
bitmaps. Number of parents in the LPM tree is called
preﬁx nesting and can also be used for preﬁx grouping.
Explicit grouping information can be added to the preﬁxes: we assign an abstract color property to each preﬁx.
Number of colors is set to be much smaller than the number of preﬁxes. Instead of carrying large full bitmaps of
preﬁxes, each preﬁx contains its own color and only a
small bitmap of allowed colors for each other dimension.
Explicit preﬁx coloring is the most general option, because
all other grouping criteria can be simulated by proper
assignment of colors. Therefore, only explicit grouping
by colors is used in the following text.
The bitmap stored in preﬁxes is called the Allowed Colors
Bitmap (ACB). Instead of returning all matching preﬁxes,
the LPM operation returns the longest matching preﬁx for
each color. Also, it returns the Aggregate Allowed Colors Bitmap (AACB) which is a bitwise logical disjunction
(OR) of all ACBs observed during the LPM tree descent.
The modiﬁed processing pipeline of the classiﬁcation algorithm is in Figure 10. The Color Processing Stage works
like a ﬁlter, which checks each input preﬁx against AACBs
from other dimensions. Only one preﬁx for each dimension may pass through it. The Color Processing Stage
selects the longest preﬁx from preﬁxes that are allowed
by all AACBs. Operations of the Color Processing Stage
are shown in detail in Algorithm 4.
One possible method of assigning colors to preﬁxes is
presented here. This method is designed to achieve the

Figure 10: Improved scheme of decomposition algorithm.
Algorithm 4 Operations of the Color Processing Stage.
Input: AACB for each dimension, preﬁx for each dimension and color.
for all dimensions d do
create the Present Colors Bitmap (PCBd ) where bits
correspond to colors in dimension d. Each bit of
PCBd is set to 1 if some preﬁx with that color was
returned by the LPM, and to 0 otherwise.
end for
for all dimensions d do
Final Allowed Colors Bitmap FACBd
←
bitwise and(PCBd , corresponding AACBs from
all other dimensions).
end for
if some FACB contained all zeros then
Packet matches no rule.
else
Create empty output LPM vector V .
for all dimensions d do
Add the longest matching preﬁx allowed by FACBd
to V .
end for
end if
Output: LPM vector V

balanced distribution of preﬁxes among colors: Preﬁxes
are sorted by length and then assigned colors sequentially
with repetition (i.e. 0, 1, 2, 3, 0, 1, ...).
The method of ﬁlling ACBs in preﬁxes is straightforward:
At the beginning, all bitmaps contain zeros. Then for
each rule r and each preﬁx r.d of rule r, set bits in the
ACB to one, such that bitmaps allow colors of all other
preﬁxes of the rule r.
It remains to ﬁnd an algorithm that generates pseudorules.
Due to colors and color bitmaps, majority of pseudorules
are suppressed. However, some pseudorules are generated
for most rule sets. The experience with previous algorithms is that generating all pseudorules during the software precomputation phase may be highly time–consuming operation. Therefore it is undesirable to generate all
pseudorules and then remove some of them. Instead, an
algorithm that directly generates only pseudorules which
have to be considered in the Rule Search Stage is presented (Algorithm 5).
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Algorithm 5 Pseudorules generating with respect to colors.
Input: Rules with preﬁxes containing ACBs and their
own color.
Create empty list of pseudorules P .
The rule set is traversed from the highest to the lowest
priority:
for all rules r do
for all dimensions d do
Ld ← list of all preﬁxes from dimension d matching
rule r. In this list, there is preﬁx r.d from rule r,
and all more speciﬁc (longer) preﬁxes from other
rules.
end for
A decision tree is traversed. Each tree level corresponds to one dimension d, dimension ordering is
unimportant. Tree edges are preﬁxes from Ld . The
tree is traversed by a depth-ﬁrst traversal algorithm.
Descent is performed only if colors and ACBs in preﬁxes allow the combination of preﬁxes from the root
of the tree to the current leaf.
if the lowest tree level is reached then
if (the combination of preﬁxes from root to leaf)
∈
/ P then
Add the preﬁx combination into P . (r is also
added by this operation)
end if
end if
end for
Output: List of pseudorules P

6. Multi Subset Prefix Coloring Classification Algorithm
The Multi Subset Preﬁx Coloring Algorithm (MSPCCA)
aims to combine PCCA with MSCA [6]. MSCA is the
ﬁrst algorithm to introduce the concept of pseudorules.
It also proposes the technique of spoilers removal. But
the most important optimization of MSCA is the division
of rule set into subsets. The algorithm exploits the fact
that the sum of Cartesian products of small sets is much
smaller than the single Cartesian product of large sets.
MSPCCA employs four optimization techniques:
1. Spoilers removal in a separate algorithm branch.
2. Division of rule set into subsets.
3. Preﬁx coloring and subsequent ﬁltering.
4. Perfect hash function construction.
To combine all four techniques into a single algorithm,
their ordering must be speciﬁed. While PCCA uses the
techniques in the order 1, 3, 4, MSPCCA inserts the division of rule sets as the second step.
Because MSCA contains several rule sets, matching single packet in all of them would slow down the processing.
MSCA therefore uses additional set membership query
implemented by the Bloom ﬁlters [2] to ﬁlter out unnecessary rule table accesses. This ﬁltering is also included
in MSPCCA. It is advantageous to use Bloom ﬁlters after
the color ﬁltering, because less items must be stored in
Bloom ﬁlters in that phase of the algorithm.

The classiﬁcation engine has the ﬁnal structure shown in
Figure 11. (Spoilers branch is not shown.) After the LPM
is computed over all ﬁelds, Color Processing blocks ﬁlter
out impossible preﬁx combinations. A Bloom ﬁlter for
each subset is then queried for the presence of the preﬁx
combination in the respective subset. Only in the case
of positive result the Perfect Hash Function is computed
to obtain the pointer to the rule table. The packet is
then matched to the selected rule. In case of match, the
selected rule is the output, otherwise the default rule is
applied. In parallel to the main algorithm there is a separate branch for classiﬁcation of spoilers. The end of the
algorithm performs simple priority resolution between the
two branches.
Packet
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LPM
Color
Processing

Set
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Perfect
Hash
Function

Color
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Function

Color
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Figure 11: Structure of algorithm combination.
In parallel pipelined hardware implementation, several
further optimizations are possible, compared to Figure
11. Supposing that MSCA is able to avoid match of single packet in multiple subsets, only one instance of the
Perfect Hash Function logic is needed. The Vertex Table
used by Perfect Hash Function is separate for each subset.
The Vertex Table is also the only part of the algorithm
that is stored in the external memory. The Perfect Hash
Function reads two 16-bit integers from the external memory for each packet.
Similar to previous algorithms, MSPCCA works in two
phases – precomputation and the classiﬁcation itself. The
precomputation phase is composed of separate methods
as follows: After removing spoilers, MSCA splitting algorithm is used to split the rule set into subsets. Then for
each subset, PCCA coloring algorithm is used to assign
colors to preﬁxes and to create the reduced set of pseudorules. The Bloom ﬁlters are then ﬁlled with the rules
and pseudorules of each subset. The last precomputation
step is building the perfect hash function for each subset.
The contribution of MSPCCA is the fact that all four
optimization techniques are successfully integrated into
single algorithm. Spoilers removal, division into subsets
and Color Processing contribute to lower the number of
pseudorules, while the Perfect Hash Function avoids storing the pseudorules. Therefore it is expected that the new
algorithm will require less memory than its predecessors.

7. Results
This section provides overall results of all four presented
algorithms. The algorithms are compared to the MSCA,
which takes similar approach and therefore can be used for
a fair comparison. MSCA is also a candidate for 100 Gb/s
solution.
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Six rule sets are used for experiments in this paper. Four
of them are real-life rule sets from university network ﬁrewalls (rules1-4) and two are synthetic rule sets generated
by ClassBench [17] tool (synth1-2). Numbers of rules and
numbers of unique preﬁxes in each dimension are shown
in Table. 2.
Rule set

Rules

synth1
synth2
rules1
rules2
rules3
rules4

219
394
103
173
275
1 107

Src
IPs
55
65
28
84
46
158

Dst
IPs
53
57
48
84
64
80

Proto
1
1
4
3
3
4

Src
Ports
14
14
6
1
1
1

Dst
Ports
1
1
40
16
22
56

Table 2: Basic properties of rule sets.

7.1 Throughput
The processing time for each packet is split into several
steps: The ﬁrst step is the LPM operation in all dimensions. The time of tree-based LPM algorithms is linear
with the size of the dimension. However, the size of each
dimension is always known in advance and almost never
changes. For example the LPM processing IPv6 address
must match at most 128 bits. Therefore, the LPM may be
considered as operation with constant time in the scope
of packet classiﬁcation. Moreover, approaches running in
truly constant time were already published [5].
The FPGA implementation of spoilers TCAM memory
gives one result per clock cycle [3]. The remaining steps
of the PHCA are the perfect hash function, one rule table
access and one match of the original packet with the rule
from the rule table. All of these operations run in constant
time and therefore, the PHCA runs in constant time.
PFCA adds the preﬁx ﬁltering step, which can be implemented as a simple pipelined hardware. Implementation
of the PCCA Color Processing Stage in Virtex-6 FPGA
logic consumes 1364 LUT-FlipFlop pairs, and can run at
262 MHz (after synthesis for 5 dimensions and 8 colors)
[8]. It only adds four cycles of latency. The Bloom ﬁlters
in MSPCCA were shown to have very good throughput
in hardware implementation [6, 5, 10]. The throughput
of all three improved algorithms is the same as PHCA.
All algorithms are designed for implementation in FPGA
or ASIC. The LPM computation can run in parallel in
each dimension, because LPMs are independent. The algorithms are designed as a pipeline of simple steps. There
are no complex mathematical operations such as division,
which is particularly hard to implement in FPGA.
Supposed that all logic can be implemented on-chip to
achieve any required throughput (possibly even replicated
to achieve it), the overall throughput of the algorithms
is determined by the oﬀ-chip communication. Only the
Vertex Table is too large to ﬁt on the FPGA chip or into
ASIC, and is proposed to be stored in the external SRAM.
The perfect hash function evaluation requires to read and
add two integers from the Vertex Table for each packet.
The width of integers must be enough to store the rule
number. For example, memory width of 16 bits will support up to 65536 rules. The throughput with commodity
FPGA and SRAM is 266 million packets per second (pro-
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vided that RLDRAM2 running at 533 MHz [1] is used as
external SRAM to store the Vertex Table and there is no
other obstacle in the algorithm performance). This can be
compared to 150 million packets per second throughput
of 100 Gbps Ethernet for the shortest 64 B frames.

7.2 Memory
Table 3 shows the overall amount of memory for diﬀerent
algorithms and rule sets. The memory for LPM operation is not included, because all algorithms share this
step. However, MSCA, PCCA and MSPCCA algorithms
add some extra memory to LPM, compared to the other
algorithms. This additional memory is included in table 3.
Eight spoilers are removed in each algorithm. For MSCA
and MSPCCA three subsets are used and the probability
of Bloom ﬁlters’ false positive is set to 0.005. Eight preﬁx colors in each dimension are used for the PCCA and
MSPCCA.
Rule set
synth1
synth2
rules1
rules2
rules3
rules4

MSCA
1 622
2 928
2 303
162
211
898

PHCA
553
874
21 362
5 983
865
1 306

PFCA
365
682
4 403
5 310
26
169

PCCA
227
601
3 347
1 075
260
814

MSPCCA
122
232
82
81
122
568

Table 3: Memory size of the Rule Search Stage
(kbits) for algorithms.
MSCA performs well on real-life rule sets rules2 and rules3,
but has the worst results from all compared algorithms for
synthetic rule sets. PHCA has poor results for rules1 and
rules2 and these rule sets are hard also for PFCA and
PCCA. PFCA perform very well on rules3 and rules4,
while all other rule sets consume the least memory in the
MSPCCA. Rule set rules1 is hard for both MSCA and
PCCA, while the combination of both – MSPCCA handles this rule set very well.
Table 3 however does not reﬂect the throughput of the
algorithms. While the MSCA must fetch whole rule from
the external memory to classify a packet, other algorithms
use external memory only to compute the perfect hash
function and are therefore better suited for high speed
networks. The original paper describing MSCA [6] claims
the throughput of 38 million packets per second with the
rule table stored in one 300 MHz SRAM. If we consider
the same RLDRAM running at 533 MHz as used in other
calculations in this paper, we can suppose that MSCA
achieves the throughput of 67 million packets per second. This is well under 266 million packets per second for
PHCA, PFCA, PCCA and MSPCCA.
We introduce the memory to speed ratio that takes the
speed into account. The size of required memory is divided by the number of rules and the algorithm throughput to get the bits per rule and million packets per second. Table 4 compares the algorithms using this metric.
PCCA has the lowest average memory to speed index and
also its worst result (rules1) is the lowest of all measured
algorithms.
PHCA is the ﬁrst algorithm that achieves the 100 Gb/s
throughput, but at the cost of ineﬃcient memory utilization, compared to older MSCA. PFCA maintains the
throughput of PHCA and reduces the memory signiﬁ-
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Rule set
synth1
synth2
rules1
rules2
rules3
rules4
average
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MSCA
110.60
110.93
333.83
13.99
11.48
10.78
98.60

PHCA
9.49
8.34
779.70
130.03
10.57
3.94
157.01

PFCA
6.27
6.50
160.73
115.40
0.36
0.51
48.30

PCCA
4.76
5.73
122.18
23.38
3.55
2.46
27.01

MSPCCA
2.11
2.21
3.02
1.77
1.67
1.71
2.08

Table 4: Memory to speed index.
cantly. PCCA reduces memory consumption with better
results than PFCA in most cases. MSPCCA combines
MSCA and PCCA to achieve high throughput and to improve the memory to speed ratio by the order of magnitude in average.

8. Conclusion
This paper deals with packet classiﬁcation, which is integral part of many networking applications, most notably
ﬁrewalls. Aim of the paper is to design new algorithm
that is applicable for 100 Gb/s networks and above. FPGAs and ASICs are considered as the target technology
for the algorithm implementation.
All previous algorithms fail to achieve high throughput
without the use of specialized and expensive TCAMs.
Furthermore, most known algorithms suﬀer with the issue of non-deterministic throughput. Their worst case
throughput may be signiﬁcantly worse than in the average case. The family of decomposition methods appears
to be the best candidate for the 100 Gb/s solution.
Analysis of several real life and synthetic rule sets gives
the starting point for designing the new algorithm. The
LPM stage, created by the problem decomposition, does
not seem to be the biggest issue, because rule sets often
contain only limited amount of distinct preﬁxes. More
important is the eﬃcient handling of LPM results - the
Rule Mapping stage. After considering the ordinary hash
function to map the LPM results into the rule table, a
smarter approach is chosen. The perfect hash function
construction algorithm is used to create direct mapping.
The resulting function employs collision whenever it is
suitable.
The new Perfect Hashing Crossproduct Algorithm [14]
achieves the throughput of 266 million packets per second,
which is well above the throughput of 100 Gb/s Ethernet
for the shortest packets in one direction. This throughput is maintained under all circumstances, regardless the
rule set size and the properties of the incoming packets.
The high throughput is achieved also by eﬀective mapping of the algorithm to hardware. Almost all parts of
the algorithm are designed to ﬁt into the FPGA or ASIC,
where extremely high throughput can be achieved. The
only access to the external memory is the perfect hash
function evaluation and it takes exactly two narrow integer reads to classify each packet. This way the scarce
external memory bandwidth is saved.
While the PHCA achieves very high throughput, its memory requirements are rather high. The Preﬁx Filtering
Classiﬁcation Algorithm [8] improves the memory eﬃciency with the throughput unchanged. The algorithm
is based on the empirical observation that many rules de-

ﬁne conditions only for several packet header ﬁelds, leaving other ﬁelds with the ANY value. These rules however
signiﬁcantly contribute to the ﬁnal memory size of PHCA.
By ﬁnding and applying generalization rules to the LPM
results, the perfect hash table size is reduced by up to
94.9 %.
The disadvantage of PFCA is its low stability. The memory reduction is only 11 % for one of the used rule sets.
The Preﬁx Coloring Classiﬁcation Algorithm [13] is more
general approach, which is not limited to one speciﬁc
property of the rule set. After assigning colors to preﬁxes,
combinations of nonsense colors are found and avoided.
This optimization lowers the size of the perfect hash table by an order of magnitude for most rule sets, while the
throughput is still not aﬀected – it is the same as in the
original PHCA.
PCCA also brings several open questions. The most important question is whether there exists an optimal coloring strategy which always ﬁnds the best possible coloring
in better than exponential time. The performed experiments show that multiple runs of the algorithm with random coloring give results similar to the normal distribution. Given the fact that all inputs to the algorithm are
discrete and there is no concept of erroneous or random
behavior (except for the coloring) which is often source of
the normal distribution, it appears that some very complex behavior emerges in the algorithm. This behavior is
yet to be fully understood.
Final algorithm is the MSPCCA, which combines PCCA
with older MSCA. It takes the idea of dividing the rule
set into several independent subsets from the MSCA. This
technique brings signiﬁcant reduction of memory. The average memory size of MSPCCA is by an order of magnitude smaller than in other algorithms. What is probably
even more important is that MSPCCA shows high stability, keeping total memory requirements between 81 and
568 kbit for all available rule sets.
Throughput of all presented algorithms is 266 million
packets per second, which corresponds to 178 Gb/s for the
shortest 64 B packets and 548 Gb/s for the 440 B packets
(reported as average in [11]).
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This Special Section brings a collection of extended abstracts of
the best students’ research projects within the area of informatics and information technologies submitted to the Czech ACM
Chapter & Slovakia ACM Chapter Student Project of the Year
(ACM SPY) Competition. ACM SPY is a competition seeking
for the best master thesis in the field of informatics and information technologies.
The ACM SPY competition represents a partnership of universities and industry with aim to advance excellence in education
by supporting students in their theses projects. Profinit company
and its partners take care of organization and awards, and universities are responsible for motivating faculty (particularly through
supervisors) to submit best theses to the competition and guarantee the whole evaluation process.
The ACM SPY competition has been organized now for third
year. It was built on previous experience with ACM Student
Research Competition organized by the Czech ACM Chapter
from 2004 to 2009 – a local version of a corresponding competition organized by ACM in USA, where students compete within
the frame of ACM Research Conferences, and Diploma Thesis
Competition organized by Profinit company in 2008 and 2009.
The ACM SPY competition started in format similar to ACM
Student Research Competition – students submitted their theses
and a board of judges evaluated the theses in several rounds starting with a selection of the best theses published in the ACM SPY
Gallery through the selection of the best of best theses which advanced to the Finals, and finally ending up with the ACM SPY
first place winner.
This year we moved responsibility for the first and second round
selection to the Czech and Slovak universities. They could submit up to 10 best master theses (no more than 10 % of graduates)
together with selecting the best of these best theses. Next, the
board of ACM SPY judges consisting of university professors
evaluated the best of best theses submitted by the universities.
Evaluation criteria were (in order of priority):
• research aspect
• experimentation aspect
• realization aspect
• state of the art retrieval aspect
ACM SPY 2012 received best theses from 13 Slovak and Czech
universities. They were selected from 1 513 successfully defended master theses. Each author of best submitted thesis prepared a poster presenting key concepts of his/her research.
Posters together with all the theses by best students selected by
universities are published in the ACM SPY Gallery now
(www.acm-spy.sk, www.acm-spy.cz).

The ACM SPY 2012 Finals held on October 25, 2012 in Prague
(hosted by Czech Technical University). All finalists presentations were of high quality. Participation in the Finals was a proof
of professional level of contestants and their home universities.
The first place winner was Ondrej Mikšík with his novel approach to dynamic scene understanding was selected based on
the submission and presentation by six judges (half and half representing industry and universities).
This Special Section contains extended abstracts of research
works of eight ACM SPY 2012 finalists. Reader will find here
papers from various fields, such as computer vision, computer
graphics, information systems, artificial intelligence, software
engineering and computer networks. The papers appear sorted
by name of the author. Let us present here the key ideas of ACM
SPY 2012 winning master theses.
The first place winner, Ondrej Mikšík (supervised by Luděk Žalud, Brno University of Technology) discusses in his paper two
approaches to semantic scene understanding of dynamic environments, which can be applied to several scenarios such as navigation of mobile robots or semantic mapping.
Second place winner Tomáš Kovačovský (supervised by Ján Žižka, Comenius University in Bratislava) devised a novel approach
for fast high dynamic range scanning for 3D scanning system.
For experimental evaluation he built the stand-alone 3D scanner
SMISS based on a fringe pattern structured light projection for
automatic 3D reconstruction in metric space.
Third place winner, Tomáš Borovička (supervised by Pavel Kordík, Czech Technical University in Prague) focused on classification model, in particular on training set construction methods.
He proposed novel approach on how to select data samples from
an original set and place them into the training and testing sets.
Tomáš Staník proposed novel method for the approximate positioning inside buildings. Ivan Srba focused on group formation
problem in collaborative learning environment. Vojtech Salajka
dealt with evolutionary design of a special type of image filters –
polymorphic image filters. Petr Kellnhofer described a solution
for the fully automatic registration and multimorphing of surface
triangular meshes. Petr Lukáš dealt with design and implementation of a processor of the XQuery computer language used for
searching data in tree organized XML documents and databases.
We hope this special section will further encourage students from
Slovak and Czech universities work hard in their research to
achieve excellent results in their master theses to be selected for
the next year of the ACM SPY competition. We also hope the
results of ACM SPY 2012 Finalist will be interesting to a wider
community.
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Abstract

1.

In order to build a classification or regression model, learning algorithms use datasets to set up its parameters and
estimate model performance. Training set construction is
a part of data preparation. This important phase is often
underestimated in data mining process. However, choose
the appropriate preprocessing algorithms is often as important as choose the suitable learning algorithm. Goal of
training set construction algorithms is to build representative datasets by discarding useless instances and enforcing
important instances. Good quality training set is a good
premise to build a well learned and reliable model. Lot of
literature have been published about comparison of learning algorithms and regression or classification models, but
good review and comparison of training set construction
methods have not yet been given. This work is focused on
how to select data samples from an original set and place
them into the training and testing sets. In the first part
is an overview of existing approaches and new possible
approaches are discussed. The second part is focused on
experimental comparison of these methods.

A training set is a special set of labeled data providing
known information that is used in the supervised learning to build a classification or regression model. Each
training instance consists of vector of n input attributes
x = (x1 , . . . , xn ) (features) and an appropriate output
value y (response variable). The role of supervised learning algorithms is to produce a function f (x), based on
given training set R = {xi , yi }N
1 , that makes a prediction
y 0 for future data where only values of x are known. It
means that deduced classification or regression function
should predict the most likely output value for any input vector. The goal of the training phase is to estimate
parameters of a model to minimize inaccuracy between
predicted y 0 and real value y. Capability of the model
to predict output value can be evaluated by various measures. General it is called the prediction performance.

Categories and Subject Descriptors
H.2.8 [Database Management]: Database Applications–
Data mining; I.2.m [Artificial intelligence]: Miscellaneous; H.3.m [Information Search and Retrieval]:
Miscellaneous

Keywords

Introduction

A training set R should be a representative set of a population, when we want to built a good quality model. Population is a set of all existing feature vectors (features)
and representative means that satisfies these main characteristics [4]:
1. It is significantly smaller in size compared to the
population.
2. It captures the most of information from the population compared to any subset of the same size.

training set construction, classification, regression, representative set, data splitting, instance selection, class balancing, machine learning

3. It has low redundancy among the representatives it
contains.
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Usually sample set S, subset of a population collected
during some sampling process, is available. In ideal case
is S representative, but in practise it is unusual. When
this dataset is not ideal we can perform some task to make
it more representative.
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1.1

Data Splitting

In order to assess a model it should be evaluated using
appropriate measures. The goal is to estimate future predictive performance on unseen data. For reliable prediction, to avoid over-fitting or to reveal bias, model should
be evaluated on independently collected sample (different,
independent and identically distributed). Unfortunately,
common situation is that we have not more independent
datasets and we can not easily collect new ones. In this
case we can split a dataset into more disjunctive subsets to
simulate the effect of having more independent datasets.
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Sets used for an evaluation of a model are the validation
set V (usually used for a model selection) and the testing set T (used for model assessment). The question is
how to split a dataset into more subsets for learning and
evaluation and keep the best possible quality of a model?

1.2

Instance Selection

The size and quality of datasets are different from case
to case. Some are small, some large and contain varying
amounts of noise and redundancy. Learning algorithms
usually use all instances of given training set R during
the learning phase even though lot of them are useless and
they can not increase predictive performance of a model.
There are several reasons to remove them. Besides, they
do not increase performance of a model, they can even degrade it. Discarding noisy and redundant instances usually leads to increase in quality of a model. Moreover, the
decreasing amount of instances reduces the computation,
that can be very complex with huge datasets. The process
of discarding useless and enforcing important instances is
in literature usually called instance selection.

1.3

Class Balancing

Many datasets from particular domains (very often medical data) are characterized with a few amount of instances
in one class, which is usually our point of interest (positive
instances), and large amount of instances in other class
(negative instances). This datasets are called imbalanced.
Most of learning algorithm expect that training sets have
same proportion of classes (they are well balanced) and
on imbalanced datasets have a poor results. Methods deal
with this problem are in literature called class balancing
methods.

2. Review
Several data splitting, instance selection and class balancing methods published in literature have been reviewed as
well as methods for their evaluation and comparison. Also
new approaches have been discussed. For detailed review
see [2].

3. Experiments
Experiments are divided into three parts where each part
corresponds to one particular task related to training set
construction, described above. Experiments are performed
in the following way. For each experiment are chosen appropriate evaluation measures. Experiments are designed
to assess the behaviour of the algorithms on different
datasets and for various classification models. Results
are compared in relation with a particular dataset and
concrete classification model. All dataset used for benchmarking are from the UCI Machine Learning Repository
[3]. Datasets were chosen by their characteristics to be
appropriate for our experimental purposes. Each dataset
have its main characteristics which are crucial for assessment of the results of each experiment.
For data splitting methods no method outperforms other
methods on all or most of the datasets, as expected. But
interesting findings has been observed. CADEX has had
significantly better results than other methods on imbalanced datasets, it shows that more sophisticated methods
for data splitting could improve accuracy of a model. it is
not surprising that random and stratified sampling have
had the most stable results over all datasets, but it is

surprising that this naive methods can outperform crossvalidation and bootstrap in most cases. The bootstrap
has had similar results as the cross-validation but usually
with a smaller variance and with a small pessimistic bias.
Advantage of the cross-validation and bootstrap is that
they use all available data for learning, this gives better
results on small datasets.
It has been observed that instance selection algorithms
can significantly reduce datasets and keep still good quality of a model. The Decremental Reduction Optimization Procedure (DROP) outperforms other methods on all
datasets and in both used measures – model performance
on produced subset and the compression rate, which is
∗
|
, where |R| is the
defined as compression rate = |R
|R|
∗
size of an original set and |R | is the size of a set of selected instances. DROP has reduced amount of instances
to less than one fifth with a small decrease in the classification performance on most of datasets. ENN on most
of the datasets increased the classification performance of
models, it confirms that ENN works well as the noise filter. Also obvious relation between amount of instances
and learning time of some models has been showed. The
amount of instances in the training set affects the learning and response time that can instance selection methods
rapidly reduce.
Class balancing methods increase the performance of classification models on imbalanced datasets. These methods
significantly increase sensitivity of a model on the minority class. But unfortunately with increasing sensitivity
is usually decreased precision of positive class classification. It means that is a lot of false positive classifications
and overall performance can even decrease. As previous
methods no class balancing method has had significantly
better results than others over all datasets.
Detailed results of all experiments can be found in [1].

4.

Conclusions

Several methods for data splitting, instance selection and
class balancing published in literature were reviewed. For
each group of methods has been created methodology for
its comparison using appropriate measures. According
to this methodologies have been performed experiments.
Described methods can significantly increase classification performance of learned models. All compared methods have had different results on various datasets. This
indicates that methods are strongly domain dependent.
Moreover, results of methods differ in dependence of used
classifier. Comprehensive review of training set construction methods with experimental results and statistically
significant findings, that can help researchers to make decision which methods use in their case has been given.
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Abstract
This paper provides describes solution for the fully automatic registration and multi-morphing of surface triangular meshes. It solves the instability problem experienced
with non-manifold mesh transformations. A refinement
and interpolation of multiple such meshes representing
the same object are used to obtain one manifold mesh for
later processing. Details can be found in [2].

Categories and Subject Descriptors
I.3.5 [Computer Graphics]: Computational Geometry
and Object Modeling—Hierarchy and geometric transformations

Keywords
registrations, morphing, supermeshes, interpolations, ICP,
surface meshes, VTK, spherical parametrisations, deformations

1. Introduction
Non-rigid transformation is a broad term. We should restrict to two specific operations in this paper. The first
one is a registration. It is used when two or more models
of the same object are available and we want to compare
them or transfer some of their properties between them.
To do this, we have to know which part of source model
A corresponds to which part of target model B. In the
case of triangular surface meshes, this requires translation of a vertex of one mesh onto the surface of the other
one. A vertex-to-vertex mapping is rarely possible with
general models so barycentric coordinates can then help
to express an exact position anywhere on the surface of a
mesh.
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A good registration is a necessary condition for a morphing. Morphing is a process of interpolation between
individual data sets or models. For triangular surface
meshes, this actually means interpolation between coordinates and possibly other attributes of individual points
on mesh surfaces.
The roadmap [4] highlights importance of both these transformations in the effort for creation of the Virtual Physiological Human, a complex model of a human body. Registration should be used to combine results from various
measurement of a patient during his or her life. Morphing
could then be used to interpolate on time axis and also
to fill missing data from database of population samples
with measurable attributes such as height, weight, age
and others.
We propose an automatic method that performs both registration and morphing for two or more, possibly nonmanifold or incomplete, triangular surface meshes. This
method was tested in the context of muscle deformation
developed in our previous work [1]. As it was found that
our deformation filter has problems with non-manifold or
unclosed meshes [3], the idea was to use the proposed
method to combine multiple surface meshes of various
quality representing the same muscle in order to create
a new finer mesh that could be used in the deformation
filter instead of the original one. Figure 1a demonstrates
a successful application of our method.

(a) Original

(b) Morphed

Figure 1: Deformation of the original and the processed
Sartorius muscle using the deformation filter [3].

2.

Proposed method

Our method, which is illustrated in Figure 2, consists of
four consequent steps.
The first step is a preprocessing of individual input meshes.
It removes all non-manifold artifacts by removing affected
cells. Produced holes are then filled and marked.
The second step then picks one of the input mesh as a
target mesh and finds rigid transformation to provide approximate alignment of other globally positioned inputs
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Figure 2: A flow diagram of the method.

The fourth step benefits from this non-rigid precise registration and uses it as a navigation map for multi-morphing
of affinely registered input meshes. Individual points of
the output mesh are interpolated from their matching
points on all input meshes. However, input regions that
have been added in the hole filling phase are considered
less reliable and their counterparts from unaffected inputs
are preferred using weights as interpolation coefficients.
These weights have to be spatially smoothened to avoid
discontinuities. The final output mesh is then closed manifold triangular mesh (see Figure 3d).

3.
(see Figure 3a). It also uses a scaling to minimise space
differences of meshes (see Figure 3b).

(a) Input meshes

(c) Non-rigidly registered

(b) Affinely registered

(d) Output of morphing

Figure 3: Phases of the method applied to three models
of the Femur bone.

Then the third step can rely on local space solvers to
improve this initial alignment and also to expand it into
non-rigid registration (see Figure 3c). Techniques that
work with small regions on surface of source meshes are
used to find the best match on the target mesh. This then
produces dictionary of local transformations leading to a
deformation of source mesh surfaces. Distances between
them and the selected target mesh are minimised this way
(see comparison on Figure 4).

Results

Various modifications and approaches for individual method steps were evaluated in experiments with models of
human muscles. Both original non-manifold meshes and
artificially damaged meshes with severe artifacts including holes, isolated mesh segments and non-manifolds were
used. The method successfully fixed all problematic regions and provided robust registration. The non-rigid registration was able to locally align meshes so closely that
perpendicular projections of points from one mesh to the
other mesh could be used to locate their matches there
(see Figure 4).
Morphed meshes were successfully applied to the unmodified deformation filter [3] and effectively increased both
its precision and reliability as well as a visual plausibility
of outputs (see Figure 1).
Execution times ranging from tens of seconds for inputs
with few thousands vertices up to 585 seconds for three
meshes with 2 × 2 502 and 42 502 vertices were achieved
and these are considered acceptable for the intended offline preprocessing application. The longest times were
measured in the non-rigid registration phase (typically
over 70% of overall time). Many location based queries
there could be accelerated using spatial subdivision structures, effectively improving single query complexity from
O(n) to O(log n). Caching of intermediate results was
used to enable convenient experimentation with individual phases so that their implementations and parameters
could be optimised.

4.

Conclusions

This paper provided brief summary of problems, solutions
and results discussed in the master thesis [2]. It presented that automatic method for registration and multimorphing of surface meshes was able to process input
meshes used in the musculoskeletal modelling project and
that it was able to produce morphed meshes improving
performance and reliability of the deformation filter used
there. Readers are referred to [1] for more details.
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Abstract
Nowadays, we can see increased influence of computational methods for capturing high dimensional natural
phenomena. One of the significant goal of computational
photography is capturing the surface geometry. We present 3D scanning system SMISS based on a fringe pattern
structured light projection for automatic 3D reconstruction in metric space. We address the problem of low dynamic range of analogous systems and offer a novel approach for fast high dynamic range scanning, using simple additional hardware. Our designed setup with implemented algorithms could be use as a flexible tool for
future improvements of similar systems.

Categories and Subject Descriptors
1.4.1 [Image Processing and Computer Vision]: Digitization and Image Capture—Camera Calibration, Imaging Geometry, Reflectance, Scanning

Keywords
3D Scanning, Structured Light, HDR, Optical Calculations, Camera, Projector, Computational Photography

phy to the next level on its path to complete light transport capturing. This next level could be the reconstruction of 3D geometry of a subject, instead of just capturing
a 2D projection. The idea to capture geometry have led
to a large amount of diverse 3D scanning systems. The
significant group of these is based on structured light modulated by a digital projector. This light is then reflected
by the scanned subject and then analysed by a digital
camera. To understand the basic concept, we recommend
work [3]. An extensive overview of similar methods and
systems can be found at [1]. These systems has been developing in a lot of different ways, dealing with different
problems. A fundamental limitation of current systems
is insufficient dynamic range, caused by a bounded dynamic range of the camera’s sensor. Moreover, the structured light scanning systems use a point source of light,
so the DR of the scene is highly affected by varying incident angles of light with scanned objects. In addition, the
DR of the scene is also expanded by contrast materials,
commonly used due to visual appearance.
To be a part of the photography transformation and to
deal with discussed limitation, we offer:

1. Introduction

• An fully automatic and easy to use 3D scanning
system SMISS [2], based on Gray Coded structured
light and phase-shifting, capable of dense 3D point
cloud reconstruction.
• A novel approach to increase the dynamic range of
structured light scanning systems, using a simple
additional hardware.
• An co-axial optical setup, with great potential for
future improvements of similar systems.

The rising interest in digital photography in the last decades results in ecosystem for sharing feelings, momentums
and a wide variety of information encoded into two dimensional media, the photo. But the photography itself is a
way of capturing a much higher dimensional world into
two dimensional projection.
Thanks to computational performance of contemporary
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2.

SMISS

In our work, we have built the stand-alone 3D scanner
SMISS. The system works on the triangulation principle
and solves the stereo correspondence problem using structured light. The scanning volume is virtually divided into
unique set of planes. Each of this plane receives slightly
different coding form the projector (from a set of structured pattern images). This code is then decoded by the
camera and used to solve the correspondence problem.
The coding and decoding is done automatically by the
system. With decoded correspondence, additional information about position, orientation and optical properties
of the camera and the projector1 , we can build a dense
point cloud reconstruction with possible millions of individual measurements.
1

We implement an semi-automatic calibration process for
all mentioned parameters.
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Kovačovský, T.: Scalable Multifunctional Indoor Scanning System

Figure 1: Our co-axial setup
The final point cloud can be used for wide variety of different tasks, from solving computer vision problems (indirect
use), to pure visualisation (direct use). In our work, we
analyse both, and we built also an view dependent stereo
viewer prototype for visualisation purposes.

3.

HDR SMISS

To deal with the low DR of SMISS and similar systems, we
can use method for High DR image capturing using more
camera exposures. This popular method can be found at
[4]. Using this technique would increase the scanning time
by a multiplication factor. In addition, the global HDR
acquisition technique have limitations caused by a glare.
We offer a novel approach. Instead of increasing the DR of
the capturing sensor, we can decrease the DR of the scene,
so it will fit into camera’s DR. To accomplish this, we
could send less light to high reflective, and more light to
low reflective surfaces. We can choose camera pixel, which
correspond to specific surface area. This area is lit by a
corresponding projector pixel. This correspondence is in
general equivalent to the surface reconstruction. However,
if the projector’s and camera’s focal points are aligned,
the camera projecotor correspondence is constant and can
be calibrated. We achieve this with an additional camera
and beamsplitter in co-axial setup, which can be found in
Figure 1.
With this setup, we can capture a standard HDR image
with the additional camera. We then analyse the image
and calculate proper scaling factors for individual regions
of a projected image (we use a few iterative relaxation
steps to deal with limitations of global HDR method).
This results into weight map, which is then applied as
an per-pixel scaling image for every projected pattern.
Final weight map is shown in Figure 2.
The benefit of the weight map had to be applied to
shrink the DR of the scene from the viewpoint of the original camera. For this purpose, we use the optical technique
for filtering specular component of reflected light using
polarisation, similarly to work [5]. We then capture the
lambertian part of reflection with both cameras, which is
independent of viewer position.

4.

Conclusions

We have presented a solution for the problem of low DR
of similar systems. This solution extends the DR of the
system up to the product of projectors’s and camera’s DR,
which exceeds 10000:1 for common available sensors. In
addition, our solution needs just a constant increase in

Figure 2: Top left: Scene without weight map
applied. Top right: Same scene with weight map
applied. Bottom: The weight map
scanning time, which brings 250 % speedup for our full
pattern sequence over the trivial solution.
Our co-axial optical setup with implemented calibration
of correspondence is an easy to extend platform for future
improvements.
In our tests of the system SMISS, we was able to reach
the resolution of 200 microns in a scanning volume of
86 x 86 x 30 cm and was able to distinguish features
smaller than 0.5 mm in depth.
Acknowledgements. We would like to thank Tatra
Bank foundation (Nadácia Tatra banky) for financial support trough grant Virtualizer: 3D Scanner for Complete
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Abstract

2.

This work deals with design and implementation of a processor of the XQuery computer language used for searching data in tree organized XML documents and databases.
The goal of the work is to design and create a processor
based on algebraic operators which can give better performance in evaluation of the input queries than direct
interpretation. The result of the work is a real functional
prototype comparable to other commonly used implementations. Those are usually written in high-level languages
like Java or .NET Framework. Our prototype is written
completely in the C++ so we are not limited by using
automatic memory management. The final part of this
paper is focused on the time comparisons.

XQuery is a representative of compiled languages so the
schema of query processing is derived from the schema of
a typical compiler.

Categories and Subject Descriptors
H.3 [Information Storage and Retrieval]: Information Search and Retrieval; D.3.4 [Programming Languages]: Processors

Keywords
XML, XQuery, data query languages, processor, algebra,
optimization

1. Introduction
Data query languages have been developed for many years
and they are focused mostly on the relational databases.
However tables or more technically relations are not the
only way how to organize data. The trend of the modern
IT life is to use tree structures in the shape of the XML
documents or whole databases. The main advantage of
these databases lies in the dynamic schema so the real
objects or situations can be described more precisely and
flexibly. This fact leads to the need of the development
of efficient query tools over these tree organizations.
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Query processing

XQuery

-

Parser
?
Compiler
?
Optimizer
?
Pre-processor

XML

-

?
Processor

-

Result

Figure 1: Block structure of the processor
The first step is to analyse the input query by the parser
and build up a syntax tree based on the XQuery grammar.
The grammar is standardized by the W3C organization.
After that compiler translates the syntax tree to the query
plan. The query plan is a tree structure where the nodes
represent operators of an algebra described in [3]. It is a
special algebra operating on two different types of sets –
set of tuples (relations) and set of data items (sequences
of XML nodes or atomic values). An example of a simple
query and its query plan is shown on figure 2.
for $i in //items
where $i/@id = "456"
return $i/name
MapToItem { TreeJoin[child;name] ( IN#i ) }
(
Select { Call[eq] ( TreeJoin[attribute;id]( IN#i ); Scalar[456] ) }
(
MapFromItem { [i:IN] }
(
TreeJoin[descendant-or-self;items] ( Call[root] )
)
)
)

Figure 2: An example of XQuery and its plan
The compile rules build the plan so that the result of the
query is correct but it is not ensured that the evaluation
is really efficient. The next step after compilation is the
phase of optimization. The optimization techniques make
such modifications in the compiled query plan as the result is preserved but the evaluation is more effective.
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Before performing the result evaluation, the optimized
query plan is statically preprocessed. The nodes of the
query plan can perform some pre-calculations dependent
on the purpose of a particular operator but independent
of any intermediate result of the evaluation. Finally the
optimized and preprocessed query plan is evaluated.

2.1

Compiling without normalization

In the standard chain of processing XQuery queries there
should be one more step called normalization. W3C defines a subset of XQuery known as XQuery Core. It contains only such necessary subset of constructions as any
query can be rewritten to them. For instance, the Core
grammar does not allow arithmetic expressions – those
are rewritten to built-in functions. The advantage of this
approach is in simple compilation rules of the normalized
query. However there are many simple queries that have
to be rewritten to quite complicated structures of the Core
constructions. XPath1 expressions are a typical example.
Those have to be normalized to nested FLWOR [read as
flower ] expressions.
The compilation rules in this work are designed to translate the input queries without the need of normalization
so the query plans are more simple.
There are some problems resulting from compilation without normalization. The compilation rules have to ensure
the availability of the context variables (variables valid in
a part of a query) in all parts of the query plan where the
variables could be accessed. The problem is that the variables could be accessed but in many situations they are
not really accessed so the operators ensuring the availibility are redundant. The work shows how to detect and
remove these redundant operators.

3. Evaluation
The goal in the implementation of the evaluating engine
is to focus on all algorithms of the operators and find
all operations that are not dependent on any itermediate
result of the query, so that they can be performed only
once in the static preprocessing phase.
A typical situation is a query calling a function. All function calls are compiled into the Call operators. The compiler passes the name of the called function to the node
of this operator and sets up sub-operators evaluating the
arguments. When the node of the query plan is evaluated
it is needed to find the particular algorithm of the function according to the name. Just imagine a function call
in the boolean expression of a selection operator2 . The
function call is evaluated for all tuples of the input table.
It is obvious that the searching of the function algorithm
can be performed only once during the static evalutation.
It is also desirable to avoid memory allocations during the
evaluation - those are the most time expensive operations.
The work describes a simple instance pooling mechanism
which can give us a possibility to reuse allocated objects of
the data model. The processor can process more queries
and the second run of the same query is usually noticeably
faster.
1
2

XPath is a subset of XQuery language
Selection is a standard operator of relational algebra

4.

Time comparisons

The final part of the work compares our processor to some
other existing implementations. Saxon and XmlPrime
processors were chosen for the experimental evaluations.
13 testing queries were processed twice on each processor.
It is obvious that all implementations have an algorithm
to reuse allocated memory objects. The average relative
time results comparing our processor to Saxon are found
on figure 3.
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(110 MB
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Figure 3: Our implementation compared to Saxon
At the point when the work was published the implementation was at the state of prototype. The implementation is still being developed, so the results on figure 3
come from the actual state of the work. The latest tests
were processed over two (18 MB and 110 MB) XML documents. The results are calculated as gerometrical means
of all relative comparisons (quotients of the times of our
processor and the times of Saxon). The times were measured with an accuracy of 10 ms.

5.

Conclusion

As we can see on figure 3, our processor is 64 % faster
in the 1st runs and 18 % faster in the 2nd runs over the
18 MB testing XML document and 41 % faster in the
first runs over the 180 MB document. The second runs
over the 180 MB document lasted approximetely the same
amount of time.
There are still possibilities how to increase the speed – e.g.
using the indexed XML databases, unnesting optimizatios
[3] or profiling the code.
The database research group of the Technical University
of Ostrava is developing an indexed native XML database
engine. The engine uses tree pattern queries (TPQ [1,
2]) as the main querying tool. We are working on the
integration of this processor and its algebra to the indexed
engine. The challenge is to detect TPQs in the compiled
query plan and let them evaluate by the indexed XML
database.
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Abstract
This paper briefly summarizes some recent advances in
monocular camera based visual navigation of mobile robots. The first part of this paper describes a self-supervised learning algorithm, which estimates vanishing point
of the road and adaptively train color classifiers to detect the road and non-road areas. The second part deals
with spatio-temporal consistency for 2D semantic scene
analysis, addressed by learning visual similarities between
pixels across frames and a simple filtering algorithm in
online/causal manner.

Categories and Subject Descriptors
I.4 [Image Processing and Computer Vision]: Scene
Analysis

(a) Self-supervised learning

Keywords
visual navigation, road detection, semantic scene analysis,
spatio-temporal consistency, mobile robots

1. Introduction
During the past few decades, the robotics community has
made great efforts in developing autonomous or semi-autonomous robots. Such robots are able to perform desired
tasks without continuous human guidance. One of the
most fascinating problems for researchers working in the
domain of mobile robotics is the development of a robot,
which can autonomously operate in structured or unstructured environment. An ultimate goal perfectly represents
a project of self-driving cars.
(b) Spatio-temporal consistency
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Figure 1: Results of discussed systems.
Reliable perception is crucial for autonomous robots – the
goal is to detect drivable surface ahead of the robot and
plan the trajectory. This task is not easy even with the
most advanced sensors. Usually, common sensors such as
laser range finders provide information about obstacles in
a near field, however long-range sensing is needed to be
able to plan smooth trajectories for high speed vehicles.
A combination of short-range sensors with a camera is
commonly used to overcome such limitations.
This paper briefly discusses two recently proposed algorithms – while the first one can be used with semi-autonomous robots operating primarily in unstructured environment, the latter can be used with more advanced systems
that aim at fully autonomous behaviour.
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2. Self-supervised learning
We demonstrate the demands on algorithms for semiautonomous robots on the Orpheus-AC reconnaissance
mobile robot [5]. Its primary task is to make the measurement and identification in areas with the highest risk
of massive contamination. The robot is primarily teleoperated, however, it may be difficult, or even impossible,
for the operator to directly control the robot in some situations (signal loss, etc.). For this reason, it might be
useful to have a system that would be able to automatically control the robot’s movement in order to follow the
road, which should be able to: 1) operate under various
illumination conditions (direct sunlight, overcast, . . . );
2) reliably drive on both high-quality roads as well as
on roads barely visible even for humans (sand, concrete,
etc.); 3) use a minimum number of sensors – since the
robot is intended to work in contaminated areas, it has to
be extremely easy-to-decontaminate. The robot is teleoperated, so it is already equipped with a high quality
camera, which is an obvious source of data.
By comparison with recently presented state-of-the-art
methods, we neither use a laser range finder [1], nor stereo
vision [2] for extraction of the training area. Our approach is a fusion of the frequency based estimation of
so called vanishing point and probabilistically based texture segmentation. A combination of two different approaches, allows us to solve difficult situations without
any a priori knowledge of robot’s environment. The key
idea of our approach is estimation of the vanishing point,
which determines the training area for texture segmentation. Next, road color models are constructed from sample pixels defined by the training area. These models
are associated with previously learned models, which are
stored in a memory. Further, learned models are adaptively updated. Therefore, the models include both the
road colors’ history and the current road appearance. A
few simple rules define properties of the color segmentation system, like adaptivity speed, selectivity, robustness
or behavior in shady and/or overexposed highlighted road
segments.
The strategy of our vision system is the following: start
with the vanishing point estimation, which is used to detect the training area for self-supervised learning of color
models. Next, self-supervised learning continues, however, it is possible to perform road segmentation based
on these models. Besides, a combination of two different approaches is advantageous, because in situations like
sudden road texture or illumination change, we are still
able to estimate the correct course, because if the color
models are not consistent with current road surface, it is
possible to use a vanishing point until new color models
are learned.

3. Spatio-temporal consistency for semantic
scene analysis
A semantic scene understanding from images (Fig. 1 b),
provides more information about the environment than
just road and non-road regions. However state-of-the-art
algorithms typically address the problem of scene analysis
from a single image [3, 4]. Extending these techniques to
temporal sequences of images, as would be seen from a
mobile platform, is very challenging. Simply applying the
scene analysis algorithm to each image independently is
not sufficient because it does not properly enforce consistent labels over time. In practice, the temporally inconsis-

tent predictions result in “flickering” classifications. This
effect is not just due to the motion of the camera through
the 3D scene: we often observe this behavior even on images of a static scene due to subtle illumination changes.
These inconsistencies in predictions can have a major impact on robotic tasks in practice, e.g., predicted obstacles
may suddenly appear in front of the robot in one frame
and then vanish in the next. The situation is further
complicated by the need for online, causal algorithms in
robotics applications, in which the system does not have
access to future frames, unlike video interpretation systems which can proceed in batch mode by using all the
available frames.
Our approach is based on the most natural technique for
maintaining temporally consistent predictions: a temporal filter based on exponential smoothing over past predictions. Our approach is a meta-algorithm in the sense that
it is agnostic to the specific way in which predictions are
generated, so that is can be used with any per-frame scene
analysis technique. Our only requirement is that the perframe scene analysis technique predicts a per-pixel label
probability distribution instead of a single label.
There exist at least two reasons, why naive averaging cannot work – since we are interested in dynamic scene understanding, the same spatial coordinates in adjacent frames
may represent completely different semantic classes. Moreover, only a small portion of pixels in a local neighborhood may correspond to the same semantic class, which
is present in the reference pixel. Hence our algorithm consists of two steps: 1) dense optical flow which is able to
deal with large displacements is used to initialize a local
neighborhood and 2) the past and current predictions are
combined by weighted averaging, where the weights correspond to a data-driven learnt visual similarity function,
which assigns a high weight between pixels that correspond to each other (and low weight for those that do
not) in order to select correct correspondences and accurately propagate predictions over time.

4.

Conclusions

This paper briefly discusses two possible approaches to
semantic scene understanding of dynamic environments,
which is important for navigation of mobile robots, semantic mapping and other applications. The former method is based on a novel combination of vanishing point estimation and color segmentation, the latter improves the
stability of semantic predictions in adjacent frames by
temporal filtering based on optical flow and weighted averaging. Both approaches proved to be efficient in terms
of speed and precision and outperform state-of-the-art algorithms. More details can be found in respective papers.
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Abstract
This paper deals with evolutionary design of a special type
of image filters – polymorphic image filters. The proposed
solution extends an approach for designing conventional
image filters which uses Cartesian Genetic Programming.
A method for accelerating the fitness function on GPU
is described. We evolved polymorphic image filters capable of suppresing different combinations of noise and
performing edge detection.

Categories and Subject Descriptors
I.4.3 [Image Processing and Computer Vision]: Filtering

Keywords
polymorphic circuits, cartesian genetic programming, image filters, evolutionary design

1. Introduction
With the emergence of polymorphic computational elements and graphene multifunctional gates [2, 6, 7], it is
possible to use them as building blocks to extend some of
the existing circuits, in this case image filters. Because
conventional design of circuits using such elements is too
complex, the approach based on evolutionary design is
proposed in [1]. The purpose of this paper is to survey
main concepts, solutions and results that I have obtained
in my Master’s thesis [1].

2. Evolutionary design of image filters
Cartesian Genetic Programming (CGP) is commonly used
for evolutionary design of conventional image filters [5].
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Figure 1: An example of a candidate image filter in CGP where genotype is 8,2,3, 1,7,9, 6,9,3,
10,10,4, 11,12,4, 0,11,9, 13
The evolutionary algorithm searches through the solution
space for the best filter. It is an improvement over the random search. The most important concepts in evolutionary
algorithms in general are the genotype – phenotype relationship and fitness function evaluation. At the beginning
of the CGP algorithm a set of random genotypes is created. For each of them the phenotype is formed. It is
then evaluated using a training set which contains plain
or corrupted images as an input and filtered or uncorrupted images representing desired result. An illustrative
example of a genotype (in this case a vector of integers)
to phenotype conversion is shown in figure 1. The fitness
function is designed to minimize the difference between
the filtered image and the desired solution. The mean
absolute error is calculated. Only the best solution is selected to generate a new generation where it is present as
well. A simple point mutation operator is used to generate a new candidate filter. The process of generating and
evaluating solutions is repeated for a defined number of
generations.

3.

Polymorphic image filters

In the presented work the CGP was used for evolutionary design of polymorphic image filters [1, 3, 4]. A polymorphic image filter contains multiple (in our case two)
image filters in a single compact structure. Polymorphic computing elements (logic gates) are used to achieve
this effect. These elements change their behaviour for
example with temperature, voltage, external signal etc.
Some real examples of such elements exist, such as polymorphic AND/OR gate, where the function depends on
the temperature of environment [2]. Other examples include NAND/NOR gate developed by NASA JPL [6] and
graphene logic gates [7].
The genotype was extended to make it possible to evolutionarily select a subset of a predefined set of polymor-
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Figure 2: The best evolved filter for Gaussian noise reduction/shot noise reduction [1]
phic elements. This is useful to constraint the number of
different polymorphic functions, but allows for selection
of the ones best fitted for the computation at the same
time. In this perspective standard logic gates are just a
special case of polymorphic elements. Fitness function
was extended to support two sets of images by averaging
differences between achieved and desired output.

4. GPU Acceleration
The original algorithm was implemented purely in software using C++ language. An effort continued to accelerate one of the most computationally intensive parts of the
algorithm – fitness evaluation – on the GPU. The OpenGL
2.1 library was used. The code of fragment shader was
generated from the genotype. Then the shader was compiled and used to evaluate the candidate solution. This
process had to be replicated for each candidate solution,
so the acceleration proved useful only for bigger training
images – around 512 × 512 pixels and larger in the testing environment1 . The shader used the input image and
the desired output image to compute the difference image that was read back to RAM. The summation of the
differences and the rest of the fitness computation took
place on the CPU.

5. Results
In order to get statistically significant results each run of
CGP was repeated 20 times. In a single run 40,000 generations were produced with the population size of 5 individuals. Three polymorphic image filters were designed with
the aforementioned algorithm – dilation/erosion, edge detection/shot noise reduction and Gaussian noise reduction/shot noise reduction. The achieved results in terms
of the mean absolute error per pixel are in the table 1.
All evolved filters were evaluated using 16 test images.
Because the filters were designed automatically by an evolutionary algorithm, their exact function in unknown. Despite of this, they generally use computational elements
which we would expect. For example Gaussian noise reduction part of the third image filter uses many instances
of averaging computing elements, see figure 2 (white parts
of elements).

6. Conclusions
The quality of the results strongly depends on input parameters of the algorithm. These parameters are difficult
to set intuitively, so it was necessary to analyze positive
trends by doing initial experiments with various different
settings. Generally the search space must not be both
1
For the standard solution, two quad-core Intel Xeon processors were used. For the accelerated solution, Pentium
M and GeForce 7300M were used.

Filter
Dilation/Erosion
Edges/Shots
Gaussian/Shots

Evolved
0.1306/0.4160
4.3896/2.2172
10.3673/2.2676

Conventional
-/-/4.2166
10.0192/4.2166

Table 1: Mean error per pixel for a filter given by
our algorithm and for a conventional filter [4]
too small and not too big at the same time. If it was too
small, the quality solution would not be found at all. If
it was too big, the quality solution would not be found
in a reasonable amount of time or the resulting image filter would be too computationally expensive itself to be
useful.
Some combinations of filters yield better results than other
ones. It is not known what filters to combine for the best
results. All these aspects open many possibilities for further experiments and research.
The usage of polymorphic image filters would be beneficial when trying to save space on a chip, because both
filters reuse the same computing elements as well as their
interconnections.
Acknowledgements. The Author of this work would
like to thank to his supervisor Prof. Ing. Lukáš Sekanina,
PhD., for his help and support.
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Abstract
Nowadays, collaboration between users is present in many
web applications. This trend causes that we have to face
many new challenges. One of them is group composition
which plays very important role and can significantly influence the process of collaboration. In spite of many
existing methods which solve group formation problem,
there are a lot of unresearched possibilities how to support effective collaboration. We focused on one of them,
namely how to create successful small groups iteratively
and automatically without students’ participation. We
proposed a method which employs Group Technology optimization approach to create appropriate assignment of
users to groups. We evaluated our method in educational
domain in a collaborative environment called PopCorm.

Categories and Subject Descriptors
K.3.1 [Computers and Education]: Computer Uses in
Education—Collaborative learning; H.5.3 [Information
Interfaces and Presentation]: Group and Organization Interfaces—Asynchronous interaction

Keywords
Groups, Collaboration, Group Technology, Learning

1. Introduction
Web was created to support collaboration between users
over the whole world. However, it lasted a long time until
its position changed from static data provider to real collaboration mediator. Modern web technologies provide a
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lot of new possibilities how to design and develop new information systems for supporting collaboration. However,
users are very different in their goals and activities they
use to achieve these goals. Thus their collaboration is not
very successful in many cases. Therefore these systems
represent new possibilities for research how to support
successful and effective collaboration [5].
Collaboration in groups depends on many attributes [1].
One of the most important one is assignment of users
to groups. There are many existing methods which solve
this problem (e.g. jigsaw method or agent-based systems).
Despite this fact, there are a lot of domains where these
methods are not sufficient. First, they are not universal
enough. In addition, they are static and do not consider
user’s actual context and are limited in considering different information sources about users. Lastly, they suppose
that it is possible to decide which aspects make collaboration really effective and successful. However, this information is not well known in the current state of research.
We focus on educational domain where the group composition can significantly influence collaboration.

2.

Method for creating dynamic groups

Based on analysis of different approaches to group formation problem we proposed a method which automatically
creates small short-term dynamic groups. Our method
can consider any personal or collaborative user’s characteristics. Collaborative characteristics can describe students’ behaviour during collaboration process or relationships between students which can be derived from existing
user models or interactions on social networks [3].
Our method [4] is inspired by the optimization approach
called Group Technology (GT) [2]. GT approach is rooted
in optimization in industry area and solves the problem
how to effectively produce different parts by a set of machines. This problem can be adapted to our educational
domain: we have students instead of machines and students’ characteristics instead of parts.
We applied our method to the same set of students iteratively. The collaboration process is evaluated after each
group finishes solving the particular task. This method’s
feature allows us to continually learn which characteristics should be combined together according to evaluation
of how effective and successful collaboration was achieved.
In addition, it is possible to automatically learn students’
collaborative characteristics.
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Figure 1: The screenshot of the collabrative environment PopCorm. The categorizer tool is displayed.

Table 1: Comparison of achieved results during
the second phase of the experiment
Groups created
Avg. evaluation Feedback
By the proposed method 0.459
4.01
By the reference method 0.392
3.55
Randomly
0.422
3.29

participated on the long-term experiment and provide
positive feedback about new opportunities to learn by collaboration in small groups. In addition, achieved results
prove that our method created really successful and effective groups. The method and collaboration environment
provide a lot of new opportunities how to support the
effective collaboration in many other dimensions.

3. Collaborative Environment PopCorm

Acknowledgements. This work was partially supported
by the Scientific Grant Agency of Slovak Republic, grant
No. VG1/0675/11.

We are aware that the group composition problem cannot
be treated without its application in the real collaborative
environment. We focus on the education at the standard
one-term university course related to IT domain. Therefore we designed the set of collaborative tasks and collaborative tools which are suitable to solve these tasks.
Collaborative tasks can be of several types (e.g. group
discussion, advantages/disadvantages, pros/cons) where
each type can be solved with one or more of available
tools: a text editor, a graphical editor, a categorizer or
a semi-structured discussion. The categorizer is a tool
which can be used to solve tasks which solution consists
of one or more lists of items. The semi-structured discussion is dedicated to communication which is independent
on particular task which is solved.
We decided to employ only collaborative characteristics
in group formation process. As we mentioned before,
it is possible to learn these characteristics automatically
due to iterative approach to group formation. Collaborative characteristic represents activities which are typically
used by students to solve the assigned tasks. Examples
of these activities are: propose better solution, ask for
explanation or provide explanation.
In addition, we designed an approach how to automatically analyse effectiveness and successfulness of collaboration. We based this analysis on psychological studies
which recommend monitoring 7 dimensions of collaboration. We added one more dimension which represents
teacher’s evaluation of correctness of achieved results.
We implemented the collaborative environment Popular
Collaborative Platform - PopCorm according to the proposed application of our method.

4. Evaluation and Conclusion
We evaluated the proposed method in two steps. In the
first one, we evaluated the preconditions of method. In
the second one we performed a long term experiment
where we compared the collaboration between groups created by our method and groups created by a reference
method. As the reference method we employed k-means
clustering approach. About 110 participants were iteratively assigned to 254 groups. Our method achieved
better results in comparison with the reference method
(see Table 1). We can consider achieved results as highly
significant (with p-value about 0.0048 according to the
statistical model ANOVA).
In conclusion, we proposed the method for creating dynamic short-term groups according to user’s personal and
collaborative characteristics. Totally 110 students actively
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Abstract

2.

This paper deals with the issues of indoor positioning and
is based on the author’s previous work [4]. It defines the
basic concepts of location fingerprinting and points out
different algorithms that are available. It further focuses
on a correction method to refine the positioning estimates.
It evaluates the method and the results acquired by experimental verification in different environments. In conclusion it describes the potential of accurate indoor positioning systems and the problems to be solved before such
solutions can be used in practice.

Indoor positioning systems estimate the position of objects using either a geometric method, proximity sensing,
scene analysis, or location fingerprinting. Location fingerprinting is done by observing the existing infrastructure
of wireless Access Points (AP) and then comparing the
current and the previous observations, assuming a sufficient existing WLAN infrastructure. The main problem of
such systems is lower accuracy compared to systems with
custom beacons. To compensate for the deficiency, many
refining methods have been proposed [3, 1]. The method
described in the following section is using the results of a
given positioning algorithm and can be thus reused with
any algorithm that produces discrete estimates.

Categories and Subject Descriptors
G.3 [Probability and Statistics]: Probabilistic Algorithms; J.m [Computer Applications]: Miscellaneous

Keywords
Location Fingerprinting, Correction Method, kNN

1. Introduction
The importance of estimating the current position of people and objects in real time is crutial for many applications. While the Global Positioning System (GPS) solved
the problem on a global scale, it is still unable to determine the position inside buildings. Therefore the research
is nowadays focused on ways to determine the position indoors, using various modern technologies.
The goal of this paper is to outline the benefits of location fingerprinting and to evaluate the research of the
proposed method that aims to refine the results of the
basic positioning algorithms.
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3.

Location Fingerprinting

Correction Method

In location fingerprinting, a fingerprint is a vector of Received Signal Strength (RSS) values of ambient APs at a
distinct place. The database of fingerprints is built during
the training phase and the positioning is done during the
estimation phase. Different algorithms are suitable for different situations, including k-Nearest Neighbors (kNN),
Support Vector Machine (SVM), Smallest M-vertex Polygon (SMP), Bayesian Modeling (BAY), probability computation and neural networks. The proposed correction
method is a universal filter for location fingerprinting that
can be deployed in conjunction with any of the positioning algorithms. It filters the estimates in real time using
a custom classification algorithm and refines the results
by predicting the following position.

3.1

Classification Algorithm

The classification algorithm was designed to mitigate the
undesirable deflections in RSS. Inaccurate estimations can
be caused by as little as opening and closing of doors
and are more apparent in environments with only a small
number of APs. To improve the results, the classification algorithm divides the estimates into two classes: raw
history contains all estimates, and fine history contains
only estimates that are evaluated as fine, meaning that
the current position could be reached from the previous
position in time, moving at a reasonable speed. Another
case for evaluating the estimate as fine is when the raw
history contains a sequence of mutually achievable positions. For detailed information about the classficiation
algorithm please refer to the original paper [4].

3.2

Delay Reduction Algorithm

The next step is the prediction of the following position,
which uses the fine estimates to reduce the delay of real-
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time computations. The delay reduction algorithm estimates the next position only when the fine history is
consistent with the raw history. The distance from the
following position at time t+tp is computed as:
d = v a × tp ×

F
Fmax

(1)

where va is the current movement speed, tp is the time
needed to compute the last position, F is the actual and
Fmax the maximum number of estimates in the fine history. The last step in the correction method is to predict
the position based on the current position, computed distance and a compass sensor.

4. Testing and Evaluation

Table 2: Single floor movement estimates
Error (m)
Precision (m)
MIN MAX
Ø
80% 85%
90%
95%
A 1.05 26.20 6.14 9.25 10.22 14.30 17.88
B 0.07 20.28 4.29 6.95 7.95
8.27
9.07
C 0.31 30.65 5.62 8.19 8.96 12.20 14.25

4.3

Floor Estimation

The objective of the last test was to find out whether the
classification algorithm (B) can improve the estimation
of the correct floor while moving down the stairs. The
positioning algorithm itself (red) produced estimates with
undesirable deflections over the correction method (blue).

Because there is no reliable way of simulating the real
world deployment of wireless APs, the most interesting
part of the research was to verify the benefits of the correction method in practice. For this purpose, a mobile
application for Google Android was implemented.

Figure 2: Improvement in floor estimation.

5. Conclusion

Figure 1: Mobile application for testing.
The screenshot above shows a person moving through the
environment; the blue trace represents the fine estimates,
while the red trace represents the raw estimates (also behind the blue trace). Current implementation is based on
the kNN algorithm. Three configurations were used during the experiment - using the raw estimates of the positioning algorithm (A), using the classification algorithm
(B) and using the delay reduction algorithm as well.

4.1

Fixed Position

The purpose of the first test was to evaluate the improvement in accuracy without moving through the environment. The following table shows the results for 20 measurements at 10 different locations.

A
B
C

4.2

Table 1: Fixed position estimates
Error (m)
Accuracy (m)
MIN MAX AVG 80% 85% 90%
0.79 30.91 4.60 5.11 7.10 8.60
0.58 12.17 3.52 4.33 5.74 8.44
0.23
9.97
3.23 3.88 4.15 5.06

95%
18.95
9.93
8.03

Single Floor Movement

This experiement was done by moving through the environment, but only within one floor, recording 9 values for
every iteration. 10 measurements were done for each of
the configurations.

The experiment confirmed that the correction method
can significantly improve the estimates of the positioning algorithm. The only unexpected outcome was the (C)
measurement in 4.2, indicating that the delay reduction
algorithm was unable to refine the estimates over configuration (B). The last test provided the most obvious improvement, when the order of floors while moving down
the stairs was determined seamlessly in contrast with (A).
However, another problem has yet to be solved to ensure the reliability of location fingerprinting - the training
phase has to be automated to ensure the correct data. On
the other hand, the current implementation can be useful
in certain situations. The modified version of the correction algorithm was used in a mobile application for navigating people through social events [2], where the system
needs to be deployed only for a time span of a few days.
This use case confirms the great potential of location fingerprinting to provide indoor location-based services.
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