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Abstract

Vehicular Ad hoc network (VANET) can serve as a source
and storage of up-to-date data that improve safety, flu-
ency and comfort in road traffic. We aimed in this disser-
tation thesis on improvements in end-to-end communica-
tion between two VANET nodes by means of proposing
a new application-level communication protocol that is
specialised on transferring large object structures. In or-
der to minimise size of transferred message, the protocol
makes use of the information about the structure that
both communicating parties already share. The proto-
col uses UDP as an end-to-end datagram transportation
service, because it is, according to our simulation results,
more efficient than TCP. In order not to waste success-
fully received datagrams, the proposed protocol uses ad-
dressing that allows processing of independently received
datagrams and using their contents for reconstructing the
transferred message. In case of not receiving all the data-
grams the message cannot be reconstructed completely,
its missing parts are exactly denoted so that a receiving
application is able to make use of at least the received
part.
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paction and compression
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1. Introduction

Vehicular Ad hoc Network (VANET) is wireless network
with nodes communicating in peer to peer manner. Most
of the network nodes are inside cars that are driving ac-
cording to road traffic rules, although several nodes are in-
side elements of road traffic infrastructure, e.g. intelligent
traffic sign or parking area. According to Lisbon agenda’
VANET should contribute to road traffic safety by trans-
ferring messages about immediate danger. Secondly, im-
provements in road traffic fluency can be achieved by as-
sisting drivers in picking optimal path or in catching green
wave. Thirdly, user applications can communicate via
VANET and improve passengers’ comfort [10, 13, 14].

Our research is focused on development of user applica-
tions adjusted to ad hoc networks with rapidly changing
topology. Especially, we focus on data dissemination and
distribution through VANET. Two years ago a colleague
of ours proposed architecture and principles of operation
of distributed management system for mobile and vehic-
ular ad hoc networks in his dissertation thesis. This year
another colleague proposed and compared various algo-
rithms for data replication via VANET in his dissertation
thesis. However both these thesis are based on assump-
tion that they can use communication layer with specific
features and such a communication layer is proposed in
this dissertation thesis [3, 4].

2. Issues with Transferring Messages via

VANET

Most scientific papers, which deal with VANET, focus on
improvements at the first three layers of ISO/0OSI model
— Physical, Data Link and Network Layer. Other papers
seek mainly passenger safety and improvements in fluency
of road traffic [5]. However there is still certain amount
of communication capacity in VANET, which seems to be
mostly unnoticed. We believe that this “unnoticed” ca-
pacity can be used for passengers’ comfort by specialised
user applications with proper adjustments in their archi-
tecture.

Yet we have identified one considerable issue that is likely
to be encountered by developers of user applications for
VANET. Delivery of large messages via VANET is a non-
trivial task, although it might be often required, for exam-
ple by distributed database system ad-db .FRI. We have
based our assumption on these reasons:

!Plan to make European Union the most competitive and
dynamic knowledge-driven economy by 2010
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e Due to high mobility of network nodes, topology of
the whole network is changing rapidly. Therefore
every established connection between two network
nodes is likely to be interrupted in a short time.

e Communication of user applications is transported
via VANET with lower priority than safety and se-
curity messages therefore their transmission is likely
to be postponed.

e According to various researches [2, 7, 9], commu-
nication via mobile and vehicular ad hoc networks
suffers from increased ratio of undelivered packets
compared to networks with fixed topology.

Therefore we do not consider traditional method, which
would use any of common data encoding® and transport
the data via TCP stream [12] well-suited for VANET. We
assume that the communication would be possible but
inefficient because of these reasons:

e TCP is calibrated for wired networks. It assumes
that packet loss means traffic congestion and re-
sponds with decreasing communication speed. How-
ever in case of undelivered packets due to temporary
interference the speed reduction would not be ap-
propriate action.

e TCP suffers by so called “head of line blocking”
problem, which should be expected to occur in
VANET much more often than in wired networks.

e In VANET it is important to not waste limited pe-
riod of time for message transfer. Therefore wire-
less communication standard IEEFE 802.11p, used in
VANET, avoids communication establishing hand-
shakes, which are otherwise common in IEEFE 802.11
family of standards [1, 6, 10]. We think that TCP
“three-way-handshake” should be avoided as well.

We have considered replacing TCP by UDP [11], but
UDP itself would not suffice, because it does not guar-
antee in-order delivery of datagrams nor data complete-
ness. Message, encoded by well-known methods, cannot
be transported in this manner, because loss of arbitrary
part would render the whole message invalid and received
parts useless. Therefore we intend to propose a more effi-
cient communication protocol that would perform better
in VANET.

3. Goal of the Thesis

Main goal of the dissertation thesis is proposition of a
communication protocol that would maximise amount of
useful® data that can be transferred from one network
node to another via VANET environment. The proposed
protocol has to conform to the following conditions:

e The protocol is expected to be able to transfer rela-
tively large object or data structures, such as data-
base requests and responses.

2E.g. ASN.1 DER, XML, JSON, YAML

3Usefulness of data is considered from the end-user point
of view. Everything, except object or data structure that
user intends to transfer, is not considered useful data,
although its transfer is usually also necessary.

e Due to high probability of network errors during
message transfers, the protocol must include capa-
bility of recovering from errors.

e Due to high probability of packet loss and interrup-
tion of message transfer, the protocol must be able
to extract useful data from received message, even
if there are some parts of the message missing.

e In case of missing parts of the transferred message,
the protocol must unmistakably distinguish lost
parts of transferred object or data structure. It
is not required to retrieve missing parts from the
sender, because it might not be possible.

e Due to the fact that the network capacity is more
valuable than local computing resources of network
nodes, the protocol must minimise size of a message
even if it meant higher demands on computing and
memory resources of individual nodes.

4. Comparison of Transport Layer Protocols

According to the standard, duplex communication in VA-
NET must use 1Pv6 protocol as networking service. While
designing a new application layer protocol, we have to
therefore firstly decide, which one of the transport layer
protocols® should be used atop the IP. According to the
standard vanetmodel there are two options TCP and UDP.

Both T'CP and UDP have their special features that des-
ignate them for uses in different situations. We have
tested them both with the same task to learn how they
are suited for transporting large amount of data through
VANET. Network nodes were sending periodic requests,
which were responded by their momentary neighbours
with oversized responses. = We have been comparing
amount of useful data that were transferred inside re-
sponses and amount of data that had to be used for main-
taining communication.

4.1 Verification Method

Under ideal conditions we would have deployed testing
applications to real on-board-units capable of wireless ad
hoc communication. However computer simulation is
much more often used method for performing experiments
with mobile and vehicular ad hoc networks [8] and it
proved to be less demanding on human and technology re-
sources in our case as well. During our research we have
tried several renowned simulation tools® but with little
success. We had issues with licenses, price and capabili-
ties of the tools. Therefore we have decided to create our
own simulation tool that would fit our needs and antici-
pations.

We have called the simulation tool AdHocSim.FRI. 1t is
a discrete event simulator targeted at end-user applica-
tions in VANET environment. We have already used it
in several experiments and published obtained results at
international conferences.

4.2 Description of the Experiment
We have used AdHocSim.FRI to create model, which was
composed of separate sub-models:

“Protocols of the 4th layer of ISO/OSI network model.
5We tried QualNet, NCTUns6.0, EstiNet and studied NS-
2, NS-3 and IT Guru.
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e Model of road network situated within urban area.
It covered area approximately 4 km long and 2 km
wide with rectangular net of roads. Total length of
roads counted approximately 100km.

e Model of road traffic composed of individual cars.
We used Poisson process to generate new cars en-
tering the road network at borders of the simulated
area. Every car had chosen its own path via road
network, which it followed and eventually left the
simulated area. Travel speed of cars ranged in be-
tween 10 m/s to 20m/s. Due to randomness of this
model the actual number of cars fluctuated around
average which was approximately 335 cars.

e Model of network communication. It has separate
implementation for every main protocol used at lower
four layers of ISO/OSI model.

— Line-of-sight evaluation, Friis transmission equa-
tion, evaluation of mutual signal cancelation
among distinct cars and signal-to-noise ratio
evaluation had been used in calculation of prob-
ability, that a receiver receives transmitted mes-
sage correctly.

— Model of IEEE 802.11p had been used for sig-
nalling and collision avoidance.

— Model of IPv6 had been used for routing IP
packets, although only single-hop transfers had
been used in the simulation.

— Model of TCP had been used for reliable byte-
stream oriented communication between end-
user applications.

— Model of UDP had been used for unreliable
datagram oriented communication between end-
user applications.

e Model of transmission control mechanism for UDP.
It is a well-known fact that UDP does not provide
any feedback to the sender of datagrams nor pre-
vents overloading of the network. We solved this
issue by implementing simple mechanism described
in following steps:

— When a node received datagram with database
response, it reacted by transmitting short data-
gram to broadcast address, saying that it is still
receiving responses. Then it always waited at
least for 50 milliseconds till broadcasting an-
other short datagram.

— A node, that was sending database response,
always waited at least 4 milliseconds between
transmitting two datagrams of the message.

— If a node, that was sending database response,
had not received at least one datagram from
the node to which the message had been ad-
dressed during last 3 seconds, the connection
had been considered broken and the transmis-
sion of the message had been terminated.

The experiment consisted of 20 independent simulation
runs for each of the tested protocols. Every simulation
run consisted of 1230-second-long warm-up period and
570-second-long evaluation period.

4.3 Results of the Experiment

During the simulation a separate record about individ-
ual database requests and database responses had been
created and later on records that would compromise sta-
tistical information with invalid data were discarded. We
were afterwards able to extract several various indicators;
however we consider the following ones the most impor-
tant:

e Amount of useful data, which were successfully re-
ceived and extracted from database response.

e Amount of all data that were transmitted during
the database response transfer. Besides success-
fully received data there are also included headers
of IP packets, UDP datagrams, TCP segments and
also all datagrams and segments that were used for
transmission initiation and management and also re-
transmission of lost TCP segments.

e Efficiency of database response transfer computed
by the following formula:

. amount of received useful data
efficiency =

amount of all transmitted data

By aggregating records of individual data transfers we
have obtained information that is summarised in the Ta-
ble 1.

TCP UDP
IMB 1,25 MB

Average amount of received use-
ful data per database response

Portion of transfers with 45% 32%
amount of received useful data
lower than 250KB

Portion of transfers with zero ef- 18% 7,5%
ficiency®

Average efficiency of data trans-  52% 76%
fer

Maximal efficiency of an indi- 95%  97%
vidual transfer

Table 1: Results of the experiment

According to the results, we have concluded that it is
possible to transfer more useful data with less overhead
if transported in UDP datagrams than in TCP stream.
There is also lower probability of zero efficiency communi-
cation, or in other words, higher probability that at least
some part of the message would have been transferred
successfully. We have therefore decided to use UDP as
a transport layer protocol and to base proposed protocol
upon it.

5. Proposed Protocol

In the previous section we have explained that we in-
tended to use UDP as a transportation service for
endpoint-to-endpoint communication. Therefore we had
to take features of UDP into consideration while design-
ing proposed communication protocol. Namely the fact

5Sender of the message initiated its transfer but receiver
was unable to receive any byte of useful data.
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that UDP transfers datagrams, which travel through IP
network independently of each other and that sender of
a datagram gets no feedback on whether the datagram
reached its destination or not. Likewise the receiver is
not hinted by means of UDP whether any datagram had
been lost, duplicated or received out-of-order during the
transmission.

Therefore, we can expand the list in Section 3 by the
following requirement that the proposed protocol must
satisfy:

e Due to the fact that UDP transfers datagrams with
limited size” , which is considerable less than ex-
pected size of transferred messages, the protocol
must be able to split any message to datagrams with
defined size limit.

e Due to the fact that UDP datagrams are trans-
ported independently of each other, there must be
enough information in every datagram so that it is
possible to process it independently of other data-
grams being received or not.

5.1 Properties of Transferred Object Structure

The proposed protocol is designed for transferring object
structures, which can be seen as a composition of objects
with one major object that directly or indirectly refer-
ences every other object. Object structures often resemble
tree with the major object being the root of the tree. In
case of reference cycles within the structure, these cycles
can be decomposed according to rules explained in sec-
tion 5.3. Every transferred object structure is therefore
assumed to be a tree with root that directly or indirectly
references every other object.

It is also expected that every node in the tree structure
carries enough information within itself to be at least par-
tially meaningful without values of its child nodes however
its data are not useful without data stored in its parent
node. This expectation is based on assumption that ele-
mentary values (e.g. numbers, texts, etc.) are stored in
leaf nodes, because they do not reference any other ob-
jects. Non-leaf objects are complex and are responsible
for creating multi-level tree structure because they are
composed mainly of references to other objects.

By obeying explained rule and if every received datagram
of the message should be useful regardless of other data-
grams being received, it has to carry data from root node
and every intermediate node that are between the root
and leaf nodes. However, it is not necessary to write any
intermediate node data to the datagram if there is not
any data from its child nodes. In other words, the proto-
col should write data from leaf nodes to datagrams and
append parent node for every written node.

This rule may appear to cause a lot of redundancy because
of repeating data from non-leaf nodes to every datagram.
Yet we believe that most of non-leaf nodes do not carry
any important data that should be transferred, because

"Size of the UDP datagram is limited by packet size of the
underlying IP protocol, however for performance reasons
we would rather to conform also to frame size of data-link
layer protocol, so that one datagram does not have to be
fragmented across multiple frames.

they are already known to both sender and receiver of the
message.

5.2 Declaration of Object Structure

Both sender and receiver of the message are expected to
share certain amount of common knowledge about the
transferred object structure. Namely, both of them are
required to provide the same declaration of the transferred
object structure. Therefore classes of transferred objects
are usually obvious, although the declaration might not
be the same for every message that is transferred. For
that reason, the sender has to add certain identifier of the
declaration to the message that the receiver would be able
to comprehend. Structure and contents of the identifier
is solely application dependent.

For example if a distributed database system were used
in the network, all the nodes would use the same global
conceptual schema of the database. In this scenario, the
same declaration of the database response should be de-
rived from one database request by any node. Therefore if
a responding node put identifier of the database request to
the database response, both it and requesting node would
process the encoded message the same way.

There are three basic types of object classes recognized
by the proposed protocol:

e Composition of other objects identified by named
attributes. Declaration of such class contains fixed
list of attributes and classes of attributes. Object
of this type of class does not store any other data
that would not be obvious from the declaration and
should be therefore transferred.

e Collection of objects, usually of the same class. El-
ements of the collection are identified by their se-
quence numbers. Declaration however does not pro-
vide any information on the total number of the el-
ements. It is therefore important to transfer length
of the collection within the message.

e Elementary value, which might be numerical, logical
or textual. Its class and required size in bytes is
usually obvious from declaration except for textual
values, which usually varies in length.

There are cases, when class of an object might not be
obvious. It happens when the object interface is used in
declaration instead of class or when a class that is sub-
classed is declared. In that case declaration gives several
options on classes of a certain object within the structure
and identification of the object class must be included to
the transferred data.

5.3 Decomposition of Object Structure to a Tree

‘We have already mentioned that object structures might
include reference loops. Loops are necessary, if two or
more objects should share the same data, either for mu-
tual communication or for saving memory. It is how-
ever preferable to transfer tree structures, thence we pro-
pose loop decomposition by extending the object struc-
ture with new objects of class Address.

For every object in transferred structure, which is refer-
enced more than once, only one reference would remain.
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Figure 1: Object structure with reference cycle
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Figure 2: Object structure after cycle decomposi-
tion

Other references would be replaced by Address objects,
which store absolute path from root node to the object.
See the example at figures 1 and 2.

5.4 Encoding Object Structure into Datagrams
After decomposing reference cycles, pre-order traversal of
the tree structure is used to pass every node of the tree.
For every node, that is passed, necessary data are encoded
and temporarily stored in a memory buffer with the same
size as size of datagram payload. In addition to data from
nodes, identifier of the message must be stored in every
datagram and is therefore encoded to the beginning of the
buffer.

The traversal is interrupted after encoding data from the
last leaf node of the tree that can be stored in the buffer
without overrunning its capacity. The buffer contents are
sent in payload of a datagram and then the buffer is emp-
tied. Then the pre-order traversal is resumed, however
it follows the rule that in every datagram there must be
data from parent node of any node of which data are
stored in it. Therefore the traversal is resumed from the
root node and follows to the first leaf node that hasnaAZt
been encoded yet.

It is clear that by complying with the described rules, ev-
ery datagram starts with the root node followed by one
of its child node and so on till one of leaf nodes is reached
and afterwards the tree is pre-order traversed. If the data-
gram is to be processed independently of other ones, the
picked path from the root node to the first leaf node must
be denoted by addressing the picked child node.

For every encoded node the following data are written to
the datagram:
1. Code of the object class, if it is not obvious from

the declaration.

2. Size of the object, if it is collection or text value or
its size is not obvious from the declaration.

3. Value of the object, if it is leaf node.

4. Relative path to the next node, if it is not obvious
from pre-order traversal rule.

5.5 Receiving the Message

A receiver of the message is supposed to process and make
use of every received datagram regardless of having re-
ceived other datagrams belonging to the same message as
well. Using the identifier of the message, carried by ev-
ery datagram, the receiver can derive declaration of the
transferred message from whichever datagram is received
first and join contents of all received datagrams together.
By including complete path from root node to leaf nodes
in every datagram, the receiver does not need contents
of any datagram to be able to restore part of the object
structure carried by another datagram.

If some datagrams were not received, contents of leaf node
objects would not be replaced nor derived from redun-
dancy of any sort. It is also possible that contents of sev-
eral non-leaf node objects would not be received as well.
In that situation, the received object structure would not
be complete. However, the declaration and received parts
of the message provide enough information to reconstruct
at least parts of the object structure. It is also possible
to exactly denote missing parts with specialised objects
with special “unknown” value.

6. Conclusion and Future Work

We have achieved the main goal of the dissertation the-
sis, to maximise amount of transferred useful data via
VANET, by proposing a new communication protocol.
Several techniques are included in the protocol to accom-
plish the goal.

Messages do not carry any portion of data, that both
sender and receiver are able to derive from information
both of them already share. Compared to ASN.1 DER
messages are reduced in size approximately by one third®.

Messages are transported in UDP datagrams instead of
commonly used TCP stream, which we have proved to
be more efficient way of communication for VANET en-
vironment. Inner structure of every message fragment,
transported in separate datagram, allows for independent
processing by receiver of the message. The receiver is
therefore able to extract useful data from every received
datagram no matter how many datagrams were lost dur-
ing the transmission. Missing parts would not render the
rest of the received message unusable, instead of that the
message would have its missing parts explicitly denoted.

There are however limitations in use of the proposed pro-
tocol, although they rather result from the environment
and the protocol adapts to them. Communication in
VANET in general is prone to interruptions, which are
likely to cause incompleteness in receiving messages. It is
the fact that should be taken into consideration by anyone
who is designing applications for VANET.

In any case the proposed protocol can still be improved.
In our future research we would like to modify it to use

8The exact ratio depends on portion of knowledge both
sender and receiver share and the message itself.
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transportation protocol SCTP instead of UDP and com-
pare their performance. Moreover we suppose that the
protocol could benefit from ability to retransmit missing
datagrams, if the communication parties still had time to
communicate.
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