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Tomáš Hruška
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Ilkovičova 3, 842 16 Bratislava, Slovakia
kosik@fiit.stuba.sk

Abstract

• Safety: the damage of external entities is impossible.

Even though development of a new operating system is
rarely a good (business) plan, in a small scale it could be
a fruitful experiment in software engineering. In this document we describe results of our effort to build a dependable
operating system. By adopting and building upon recent
advances in the programming language design, we show
one possible way how can we reduce development costs
of dependable (operating) systems. During the course of
our work, we focused primarily on aspects that cannot
be added as an afterthought—e.g. dependability of the
operating system—rather than those which can be added
anytime in the future—e.g. rich services of the operating
system.

• Confidentiality: undesired information leaks are impossible.
• Correctness: correct services to external entities are
provided all the time.
• Robustness: a failure of any component must not
immediately mean that the whole system will fail.
• Integrity/Security: external entities cannot damage
our system.
• Responsiveness: services of the system are delivered
in a timely fashion all the time.

Categories and Subject Descriptors
D.2.0 [Software engineering]: Protection mechanisms;
D.4.5 [Operating systems]: Reliability—Fault-tolerance;
D.4.6 [Operating systems]: Security and protection—
Security kernels; F.3.2 [Logics and meanings of programs]: Semantics of programming languages

Keywords
software-engineering, dependability,
programming languages, operating systems

1. Introduction
When developing software systems, whose malfunction
can cause losses of human lives, a failure of an important
mission, or a loss of serious amount of money, then we
must ensure that our system has the following properties:
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• Self-healing: if some part of the system fails, and
this failure is “transient”, there is a mechanism which
is able to restart the failed part.
These properties cannot be added to a software system as
another feature in a similar way how modularity cannot
be added as an afterthought [38]. They can, however,
gradually emerge as we work on the project. In this paper
we show what can we do to achieve these properties if
we are working on an operating system. We do this by
using relevant tools to obey relevant practical principles
to achieve above abstract goals, see Figure 1.

2.

Terminology

Conventional. We use terms subject, object, operation,
permission and trusted computing base (TCB) in concord
with their traditional meaning from computer security
literature. Subjects are active entities (e.g., UNIX processes) with some behavior. Subjects can designate objects
and usually try to perform some supported operations
on them. The set of operations that can be performed
on some object depends on its type. The set of existing
objects and subjects typically changes over time. Permissions is a relation that defines which operations on
what objects are permitted for particular subjects. The
trusted computing base (TCB) of a computer system is the
set of all hardware, firmware, and/or software subsystems
that are critical to its security, in the sense that bugs or
vulnerabilities occurring inside the TCB might jeopardize
the security properties of the entire system.

2
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Figure 1: Dependability, as an ultimate goal, can be reached by following a set of practical principles.
These principles can be obeyed if we wield with the right tools.

Unconventional. A capability is a token that identifies
an object and provides its holder with the permission to
operate on the object it identifies. Capabilities must either be totally unforgeable1 or infeasible to forge2 The
authority of a subject is the set of all the ways how this
subject can affect its environment. The principle of least
authority (POLA) is a habit, where we ensure that each
subject has exactly as much authority, as it needs to have
in order to provide all the expected services3 . If the correct operation of some subject depends on the correct
operation of some object, we say that the first subject
relies upon the given object. In some cases subject S relies
on object O because S has a permission to invoke certain
set of operations with O and S also tries to invoke those
operations. In that case, S assumes that O implements
them correctly. Fragile system is as reliable as its least
reliable subsystem, as secure as its most severe security
flaw and as safe as its most malicious subsystem. We say
that given system is defensively consistent, if misbehaving or malicious client cannot force the server to provide
incorrect service for any of its clients. We say that given
system is defensively correct, if misbehaving or malicious
client cannot force the server to stop providing correct
service for all its well-behaving clients. Fragility, defensive
consistency and defensive correctness are three distinct
levels of robustness [37].

• its components follow principle of least authority,
• its reliance relation is as sparse as possible,
• and the whole system is defensively correct.
We focused on these properties first because they cannot
be added later as an afterthought [38], in contrast with
various other requirements.

4.

• Sparsening of the reliance relation, POLA and high
robustness level minimize the impact of errors, flaws
or malicious behavior inside particular compartments.
• Compartmentalization means that the system is split
to multiple compartments that can interact only in
a controlled way. This makes development process
of dependable systems scalable.
• Minimal TCB increases our chance to deliver correct
TCB. An incorrect TCB may negate our compartmentalization effort.

3. Thesis objectives
We have decided to build an operating system that:
• has smaller trusted computing base than any other
operating system,
1

For example, references to objects in Caja, which is
a retrofitted version of JavaScript, are capabilities that
cannot be forged.
2
Long URIs sometimes play the role of a capability. They
cannot be guessed, but those who have them can access
designated objects, e.g., Google Docs, Google Maps, Picasa
albums, Doodle schedulers etc.
3
We avoid a more common term principle of least privilege
(POLP) because it reinforces a common fallacy that it
is sufficient to focus on permissions, which is easy but
insufficient, rather than focusing on the authority, which
is hard but essential.

Employed practical principles

Dependability, with all its individual aspects, is an abstract
goal which can be achieved if we simultaneously follow the
following practical principles (see Figure 1):

4.1

Sparsening of the reliance relation

One of the basic ways how can we perceive the structure of
the system is to use so called reliance relation or reliance
graph. Individual subsystems S1 , S2 , . . . , Sn of the whole
system are vertices of the graph. Its edges Si → Sj mean
that subsystem Si provides correct services as long as
subsystem Sj provides correct services.
If reliance graph is too similar to a complete graph, that
is a sure sign of system’s fragility. This is very common
and it is typically caused by missing or imperfect compartmentalization.
For robust systems, we can ensure that the reliance graph
is a partial order and we can try to make this graph as
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sparse as possible. Sparsity has the following positive
effects:
• It minifies reliance set of individual subsystems. It is
formed by all subsystems that must provide correct
services before the chosen subsystem can provide
correct services.
• It magnifies non-reliance set of individual subsystems. It is formed by all subsystems that can provide
correct services even though the chosen subsystem
provides incorrect services.

4.2

High robustness level

There are various levels of robustness [37]. Let us describe
the two most interesting ones.

4.2.1

Defensively consistent processes

(a) An example a reliance graph. It is a partial order
so we can use Hasse diagram to define it. Si → Sj
means that subsystem Si can provide correct services
as long as Sj provides correct services.

We say that given system is defensively consistent, if misbehaving or malicious client cannot force the server to provide
incorrect service for any of its clients [37]. There are platforms where it is possible to determine possible interaction
of processes. One of them is pi-calculus. Each process can
interact with other processes only by message-passing over
channels designated by its free variables. Then, knowing
something about channels used by a process, we can determine how can a given process influence its environment.
This is called authority of that process.

4.2.2

Defensively correct processes

We say that given system is defensively correct, if misbehaving or malicious client cannot force the server to
stop providing correct service for all its well-behaving
clients [37]. All defensively correct systems are also defensively consistent. Some defensively consistent systems can
be retrofitted to become defensively correct.

4.3

(b) A reliance set (denoted with gray color) of the
chosen subsystem (denoted with black color).

Principle of Least Authority (POLA)

Each subject typically need some authority. The principle
of least authority postulates that each subject should have
minimal authority. Minimal authority enables given subject to provide expected services but it does not enable
it to make undesired interactions with its environment.
POLA improves both safety and security of individual subsystems as well as of the whole system. The fact that most
contemporary platforms do not provide a parsimonious
set of versatile mechanisms to obey POLA does not imply
that POLA is in general a worthless distraction [3, 64].

4.4

Minimal trusted computing base

Minimization of the trusted computing base (TCB) represents a realistic stance how to deliver dependable software
system despite human fallibility. This engineering principle is not inconsistent with Linus’ Law: “given enough
eyeballs, all bugs are shallow.” It only reinforces its effect.
Most of the projects will fail to attract “enough eyeballs”
but they can still achieve desired level of dependability by
TCB minimization.
We have examined TCB of two operating systems: Minix
and Singularity [17]. Both contains sufficiently strong
mechanisms to achieve defensive correctness:

(c) A non-reliance set (denoted with gray color) of the
chosen subsystem (denoted with black color).
Figure 2: The impact of sparseness of reliance
graph on the overall robustness of the system.
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Figure 3: Internal structure of the Minix operating system.

• their subsystems obey POLA,
• we can restrict the memory consumption of their
subsystems,
• we can influence CPU priority or CPU cycles that
are available for their subsystems.
Minix’s trusted computing base has at least 34 404 lines of
code4 . TCB of MS Singularity has at least 150 000 lines of
code5 Due to its large TCB, Singularity can therefore be
used [21] as a deceiving argument against using safe programming languages to implement dependable operating
systems.

5. Tools
We have a rich set of tools that can be used to obey
previously described practical principles. Compartments
can be created at least by two different ways. Either by
relying on protection mechanisms provided by hardware
(operating systems with microkernel architecture do this)
or by relying on protection mechanisms provided by safe
languages.
The right set of tools and right goals straight from the beginning are important because safety and security cannot,
for complex systems, be achieved as an afterthought [38].
In the next sections we investigate known tools and how
can they be used in order to improve dependability.

5.1

Formal verification

Formal verification enables us to prove correctness6 of a
system with respect to formal specification. Correctness
is one aspect of dependability and this approach is therefore valuable. Novel example of this approach is seL4
microkernel [21, 23]. This microkernel was implemented in
Haskell. Its authors then extracted abstract specification
from this Haskell implementation. Actual C implementation was then checked against this abstract specification.
It is not correct to refer [12, 21] to seL4 as operating
system because seL4 is only a microkernel. To create an
operating system, this group must implement essential
servers such as a file system server, a process manager,
4
It is formed at least by the microkernel, the process
manager and libraries linked with the process manager [27].
5
It is formed by hardware abstraction layer, memory manager, metadata manager, loader, scheduler, channel manager, I/O manager, security manager, MSIL code translators, see Figure 2 in [17].
6
or in other words conventional correctness [37]

device drivers etc. Servers will create usable abstractions
of the actual hardware. These abstractions are necessary
for development of user space applications. If this group
plans to create formally verified device drivers, they will
have to create formal specification of relevant hardware
devices. They will have to count with the fact that theory (published informal specification of hardware) is often
inconsistent with reality [60].
Compilers must be regarded as a part of the trusted computing base. Therefore successful effort to formally prove
their correctness enables us to remove them from TCB.
Recently, INRIA group created a constructive proof of the
correct C compiler [30, 31]. This effort also minimizes the
trusted computing base. Instead of the whole C compiler,
we can rely only on validity of its formal specification.
Comprehensive overview of projects aiming at formal verification of operating systems can be found in [22]. Comprehensive overview of available proof checkers can be found
in [9, 65] and in the foreword of the Coq book [4].

5.2

Hardware-based protection

Hardware protection mechanisms are used by operating
systems with microkernel architecture to create compartments. These operating systems typically have a small
part that runs in the kernel space (the microkernel). Most
of the operating system functionality is implemented as a
set of separate user space processes.
KeyKOS [5, 11, 29] is the earliest microkernel-based operating system. It was a commercial project originally
implemented for System/370 and predates microkernels
that later become popular in academia: Mach [6, 47],
Minix [59] and L4 [32]. It had interesting properties:
• performance competitive with macrokernel design,
• high levels of security and interval between failures
in excess of one year,
• checkpoint at tunable intervals provide system-wide
backup,
• fail-over support,
• and system restart times typically less than 30 seconds. On restart, all processes are restored to their
exact state at the time of checkpoint, including registers and virtual memory.
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KeyKOS inspired several other projects: EROS [52, 53],
CapROS [28], Coyotos [51].
Minix3 [59] is a recent attempt to create a dependable
operating system. Its compartments rely on hardware protection mechanisms. It is implemented as a set of multiple
communicating processes. Only three of those processes
run in the kernel space, see Figure 3. Most operating
system subsystems are implemented as user space processes. This projects has interesting research goals [58]. In
the introduction of the grant proposal Tanenbaum rightly
states that:
Attacks by viruses and worms are rampant.
It is no understatement to say that Windows
has very serious reliability and security issues.
UNIX derivatives such as Linux are not in the
press as much. In part it is because they are
slightly more secure, but in reality because hackers tend to focus on hitting Windows, where
they can get the most publicity for their attacks.
This statement is true but Tanenbaum does not describe
the whole picture. He states that:
Most reliability and security problems ultimately
come down to the fact that programmers are human beings and as such are not perfect. While
no one disputes this statement, no current systems are designed to deal with the consequences
of it. Studies have shown the number of bugs
in commercially available software ranges from
about 1 bug per 1000 lines of code to 20 bugs per
1000 lines of code (no references are provided
in this synopsis but they are present in the full
proposal). Large and complex software systems
have more bugs per 1000 lines of code due to
the larger number of modules and their more
complex interactions. Windows XP consists
of 50 million lines of code. From this it follows that Windows XP has somewhere between
50,000 and 1 million bugs in it. And Vista
is larger still (70 million lines) and probably
has even more bugs. The key insight here is:
Expect bugs. They are there. Learn to live with
them.
He realizes that we need a better structure for operating
systems
In effect, I am going to make the case that
the hundreds of millions of computers in the
world are all based on fundamentally flawed
system software that cannot be repaired. Future
computers need something completely different.
This requires a new and different structure of
the software. Figuring out how to do this is
definitely frontier research.
but he decided to retain POSIX:
Fortunately, this can be done without affecting
the user software by simply having the new

5

operating system emulate the existing and longstable POSIX interface (the UNIX standard),
possibly extended somewhat (e.g., with some of
the Linux system calls).
POSIX does not offer satisfactory mechanisms for safe
running of untrusted code. Various engineers already
realized this and tried to retrofit it, c.f. [14, 40, 49, 50, 63,
66]. Minix cannot avoid a similar fate.

5.3

Language-based protection

In different context the term safe language can be interpreted in various ways. In this document we consider
given programming language as safe if it has parsimonious
formal semantics. That allows us to view programs written
in this language as tractable mathematical objects. This
excludes “surprising” mismatch between theoretical reasoning about programs and their actual behavior. Semantics
of simple programming languages (lambda-calculus [33],
sigma-calculus [2], pi-calculus [39] or for example Featherweight Java [44]) can be defined by reduction rules. Rich
languages with formal semantics can be easily designed if
we can split language constructs into the following three
layers:
• Core language is a set of orthogonal language constructs with formal semantics.
• Syntactic sugar is a set of language constructs that
do not extend expressibility of the programming
language but improve its usability. Their semantics
is defined by mapping them into the core language.
• Syntactic salt is a set of language constructs that
makes it harder for us to write incorrect programs.
These layers can be found in various contemporary languages: Haskell [16]7 , Ocaml [42], Oz [54] etc.

5.3.1 Capability languages
In standard security literature, words: subject, object, permission, designation, capability have special meaning. In
general, subjects are active entities that, during their lifetime, may try to perform various (supported) operations
on objects if they are permitted to do so. In UNIX, processes are subjects, files are objects. Designation, in this
case, is a string that is interpreted as an absolute or a
relative pathname. UNIX processes may designate objects
(files) and try to perform some supported operations with
these objects:
• to open given file for reading,
• to open given file for writing,
• to execute given file as a program.
Somewhere in the system are stored permissions that
define which attempts will succeed and which attempts
will fail.
7
Formal semantics of the core Haskell does not exist but
mostly because nobody bothered to write it down. We
include Haskell example bona fide.

6
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A designation of an object, that is indivisibly bundled with
permissions to make some operations with the designated
object, is called capability. File descriptors in UNIX can
be regarded as capabilities. Each file descriptor designates
certain file. The holder of some file descriptor is automatically permitted to make certain operations with that
file.

came up with a definition and an implementation of a new
programming language P [26] that enables us to achieve
declared goals. We show how can we use it to create an
operating system with the following properties:
• It has s small trusted computing base (TCB)
(1988 lines of code).

Capabilities emerged not only in the context of operating
systems but also in safe languages. There they designate objects8 and are bundled with permission to invoke
methods9 of the designated object. It was constructively
proved [37] that in order to enable creation of robust
systems out of cooperating untrusted components, the
following capability axioms must hold:

• It is composed from several compartmentalized subsystem which follow principle of least authority
(POLA).
• Its reliance relationship among individual subsystems
is as sparse as possible.
• The whole system is defensively correct.

• Capabilities to objects are not forgeable.
• Subjects can interact only with those objects to
which they have a capability.

It behaves in the following way:
• It cleans the screen (80x25 characters).

• A subject can get a capability to an object only
by: initial conditions, parenthood, introduction or
endowment.
Often, when some software system starts, some subjects
inherently have access to other objects. This phenomenon
is called connectivity by initial conditions. It can be usually inferred directly from the source code at compile time
simply by taking into consideration statical scoping rules.
If one subject creates some object, it is automatically given
a capability to it. This phenomenon is called connectivity
by parenthood. It is closely related to calling constructors
of objects. Connectivity by introduction refers to a possibility to pass a capability to an object in a message to
other object. Connectivity by endowment is related to
abstractions as they are understood in the context of the
lambda-calculus or the pi-calculus. Abstractions can refer
(with their free variables) to any object that is visible in
the context where we literally construct them and abstractions will continue to refer to those objects regardless of
the position from which we ultimately invoke them.

• In one portion of the screen it shows the uptime in
HH:MM:SS format.
• The terminal subsystem handles user’s input and
ensures proper update of the screen.
On Ctrl+Alt+Del press, it reboots the computer.
A glimpse of the system is in Figure 4. The source code
and the complete technical documentation is available [25].
As you can see, the provided service of the operating
system is at the moment pathetic. This property can be
fixed without breaking the goals declared in Section 3.

6.1

• the underlying hardware,

E programming language [36] enforces these axioms by design. Several languages can be, by retrofitting, turned into
capability languages: W7 [48] is retrofitted Scheme 48 [20],
Joe-E [34, 35] is retrofitted Java, Emily [57] is retrofitted
Ocaml, Caja [1] is retrofitted JavaScript. By retrofitting
we mean making sure that there are no ways how could
one violate capability axioms. Languages like LISP or
Erlang can be regarded as safe languages but these cannot,
without complete redefinition, be retrofitted in this way.

• assembly code (stage1.S) that takes control from
the bootloader,
• C code (stage2.c) that to which assembly code
passes control,
• P programming language runtime (libp.a) which is
linked with the kernel,
• parts of the kernel
(memory.p + io.p + irq.p + prim.p + main.p)
written in an unsafe variant of P10 .

Capability axioms represent the simplest platform from
protecting the rest of the system from untrusted subsystems. There are other more complicated schemes [7, 8, 10,
15, 55].

6. The main result
After analyzing the strengths and the weaknesses of an
existing programming language Pict [43, 45, 46, 61] we
8

or functions or procedures or channels
or to call the designated function or to call the designated procedure or to send/receive messages to/from the
designated channel

The trusted computing base

Figure 5 indicates the structure of the system. Its TCB is
formed by:

The unsafe variant of P programming language does not
have a formal semantics because it is allowed to inline
arbitrary C code. This is essential for defining behavior of
primitive processes. System’s TCB is defined in 1988 lines
of code. Trusted hardware and the trusted compilers are
excluded from this account.

9

10

Inlined C code in prim.p module is used to define various
harmless primitives (arithmetic operations etc.)
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terminal.p

uptime_morph.p

• statical scoping rules,
• the possibility to enforce memory quotas over untrusted subsystems,

trusted
computing
base

vga.p

memory.p
(31)

io.p
(96)

prim.p
(54)

irq.p
(22)

• the possibility to enforce CPU quotas over untrusted
subsystems.

main.p
(30)

stage1.S + stage2.c + libp.a
(650)
(283)
(822)

For example:

Proc essors and other hardware

• Even though memory module defines and exports
functions that can be used for reading or writing to
any memory location, none of the untrusted subsystems11 can, by default, directly call them because
these functions are outside their scope.

Figure 5: Reliance relationship of the OS defined
by a Hasse diagram.

6.2

7

• Even though io module defines and exports functions
that can be used for reading or writing any I/O port,
none of the untrusted subsystems can, by default,
directly call them because these functions are outside
their scope.

The reliance relationship

Figure 5 indicates reliance relationship of the system. The
system is composed from the following subsystems:
• the trusted computing base (TCB);

• Even though vga module defines and exports functions that can be used for arbitrary manipulation of
the screen, none of the other untrusted subsystems
can, by default, directly call them because they are
outside their scope.

• vga: a VGA driver;
• uptime_morph: a subsystem that is able to show
uptime in HH:MM:SS format on the screen;
• terminal: handles user input
and updates the screen.

In other words, each untrusted subsystem is started with
a minimal (i.e. harmless) authority.

From the figure we can read that:

6.4
• vga will provide correct services if TCB is correct;
• terminal will provide correct services if vga and TCB
are correct;
• uptime_morph will provide correct services if vga and
TCB are correct.
The figure is complete; no reliance relationships are concealed. We can therefore also say:
• vga cannot force TCB to stop providing the correct
service;
• uptime_morph cannot force either TCB, or vga, or
terminal to stop providing the correct service;
• terminal cannot force either TCB, or vga,
or uptime_morph to stop providing the correct service.

6.3

Compartmentalization

The claims in the previous section are based on the fact
that we can run untrusted code so, that unnecessary interaction among individual subsystems are beforehand
excluded. This is achieved by relying on the programming
language’s semantics, particularly:

POLA

Even though none of the untrusted subsystems needs
maximal authority12 , each of them nevertheless needs
non-minimal authority. E.g., vga subsystem needs the
permission to read from I/O port 0x3D5. We do not send
it a capability to function that could be used to read all
existing I/O ports. Instead, we give it a capability to a
proxy which allows vga to read that particular I/O port.
Similarly, vga subsystem needs the permission to write
to I/O port 0x3D5. We therefore send it a capability to
a proxy which allows vga to write to that one specific
I/O port. The definition of P programming language
contains closures so these proxies can be define with a
single line of code.
With proxies, we can give individual untrusted subsystems
access to specific I/O ports, specific regions of memory,
register observers for specific IRQs or whatever else is
appropriate in a given case. After the system boots, the
trusted main program, at our discretion, creates appropriate proxies and redistributes capabilities around in concord
with POLA.
The main program also, at our discretion, defines memory and CPU quotas for individual untrusted subsystems.
Figure 6 illustrates where in the system we use proxies
to provide indirect and attenuated access to underlying
services.
11
12

I.e., vga.p, timer.p, uptime_morph.p, life_morph
Maximal authority is wielded only by TCB.
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Figure 4: A screenshot the OS.

The whole system is defensively correct because all its subsystems
(TCB, vga, terminal, uptime morph) are defensively correct:
TCB is defensively correct because none of its clients (there is only one: vga)
can force it to stop providing the correct service for all its clients:
vga cannot force TCB to stop providing the correct service for all TCB’s clients
because vga does not have a sufficient authority to do that.
vga is defensively correct because none of its clients (there are two of them: terminal and uptime morph)
can force it to stop providing the correct service for all its clients:
terminal cannot force vga to stop providing the correct service for all vga’s clients
because terminal does not have a sufficient authority to do that.
uptime morph cannot force vga to stop providing the correct service for all vga’s clients
because uptime morph does not have a sufficient authority to do that.
terminal is defensively correct because none of its clients (there are none)
can force it to stop providing the correct service for all its clients.
uptime morph is defensively correct because none of its clients (there are none)
can force it to stop providing the correct service for all its clients.
Figure 7: A proof of OS’s defensive correctness.
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uptime_morph.p

terminal.p

vga.p

keyboard.p
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receive at run-time. So, individual untrusted subsystems
follow principle of least authority.
We consider the goal of the thesis to build an operating
system that:
• has a minimal trusted computing base,

memory.p

io.p

irq.p

• its components follow principle of least authority,
• and the whole system is defensively correct,

stage1.S + stage2.c + libp.a

achieved.

Figure 6: Custom proxies ( ) mediate appropriately attenuated services of servers below them to
their clients above them. For example, the proxy
between vga client and memory server enables vga
client to manipulate specific portion of the physical memory. Proxies between vga client and io
server enable vga client to read or write specific
I/O ports. The proxy between uptime_morph client
and vga server enables uptime_morph to draw itself
to specific rectangular region of the screen. Etc.

In the future, with respect to reliance relationship, the
system will grow from bottom-up. We will continue to
follow the client-server architecture [59] although device
drivers in our operating system will not necessarily form a
flat layer, as in Minix, but a partial order. We will try to
consider various Linux’s ioctl extensions that represent
exceptions from the crude character/block/network classes.
We will consider a finer distinction expressed by subtyping.
The proper operating system interface is also an open
(research) question.

6.5
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Defensive correctness

With respect to reliance relationship shown in Figure 5
we can prove that operating system is defensively correct,
see Figure 7.
The authority of individual untrusted subsystems is declared in the technical documentation [25]. We establish
it informally. Formal treatment of authority is beyond the
scope of our thesis. Alfred Spiessens’s and Toby Murray’s
PhD theses, for example, deal with this problem [41, 56]
rigorously.

7. Conclusions and future work
We created a defensively consistent operating system using
Tamed Pict programming language. TCB of such system is
as small as 2000 lines of code. New untrusted subsystems
can be added at the top of the TCB. The general Powerboxsandbox security pattern is used to enforce describable
security policies over these untrusted subsystems. The
proof of defensive consistency of the whole system is given.
These results were published in [24]. Additionally, a small
set of students helped with evaluation of comprehensibility
and flexibility of the employed techniques [13, 18, 19, 62].
In order to achieve defensive correctness we aimed at the
solution with the smallest inflationary impact on the TCB
size. Therefore, we proposed P language, as a new version
of the Pict programming language. Subsequently, small
defensively correct operating system was implemented.
TCB of such system is still as small as 2000 lines of code.
Again, new untrusted subsystems can be added on top of
this TCB and general Powerbox-sandbox security pattern
can be used to enforce describable security policies over
untrusted subsystems. The proof of defensive correctness
of the whole system is given. Description of these results
will appear at ECBS EERC 2011 conference [27].
Untrusted subsystems are started in a sandbox with minimal authority with memory and CPU quotas. The ultimate authority is determined by the set of capabilities their
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In the recent years the average performance of computers
increased significantly partly due to the ubiquitous availability of graphics hardware. Photorealistic rendering of
human faces is no longer restricted to offline rendering
and use in movies. Even portable machines and to some
degree high-end mobile devices offer enough performance
to synthesize photorealistic facial animation in real time.
However, the unavailability of flexible and reusable animation systems for use in third party applications still
remains an issue. Our work presents a straightforward approach to photorealistic facial animation synthesis based
on dynamic manipulation of displacement maps. We propose an integrated system that combines various animation sources such as blend-shapes, virtual muscles and
point influence maps with modern visualization and skin
simulation techniques. Inspired by systems that synthesize facial expression from images we designed and implemented an animation system that uses image based
composition of displacement maps without the need to
process the facial geometry. This improves overall performance and makes implementation of detail scalability
trivial. For evaluation we have implemented a reusable
animation library that was used in a simple application
that visualizes speech.

facial expressions, displacement mapping, simulation
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1.

Introduction

The human face plays probably the most significant role
in inter-human communication. This relatively small part
of our bodies is capable of expressions which underline
our face-to-face communications and social interactions.
Verbal communications also benefit from the visual feedback the face provides in the form of lip movement during
speech. Recognizing facial expressions is one of the basic
skills humans learn from infancy.
Facial expressions are often complemented by hand gestures and body movement, this is commonly referred to as
body language or non-verbal communication. Expressions
represent our emotional states, moods and reactions. We
are capable to identify basic facial features and expressions almost effortlessly despite considerable variations
between individual human faces. Cultural background,
race or nationality plays only a small role in this process
making non-verbal communication truly universal human
communication.
Synthesis of realistic facial expression remains one of the
most challenging goals in computer graphics. Contrary to
most other parts of the human body, the skeletal structure of the face has limited degrees of freedom. However,
the face contains a much denser and richer collections
of expression muscles that we use to speak and reflect
our emotional state. Humans are exceptionally skilled in
recognition and interpretation of even the most delicate
movement of the face. Therefore, accuracy and realism
requirements are higher when compared to different parts
of the human body.
Models controlled using muscle actuation or parametric
models in general are traditionally very effective at expressing variety of facial expressions. The effectiveness
of this approach is already well explored [16] and used in
many animation systems. The primary advantage of muscle based systems is that the retargeting of an expression
is trivial between faces. This is based on the assumption
that the muscle arrangement between models changes but
uses the same actuation parameters between that produce
similar expressions. Another advantage is the ability to
group the animation parameters into higher–level control
such as Facial Animation Coding System [5] or MPEG-4
Facial Animation Parameters [13].
Performance–based animation [17] has been a successful
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approach for capturing the subtle movement of facial expressions and speech. Captured performances provide
good source for synthesis of facial expressions, the raw
data can however contain artifacts and usually needs to
be altered according to animators needs. The same problem arises with captured 3D performances of the entire
face. Morph target or blend shape animation [7] relies on
multiple captured or manually prepared variations of the
face. This makes retargeting animation to other models
a challenge and limits the animation to a set of expressions.
Our work focuses on efficient facial expression generation that is suitable for parametric animation of speech.
We combine the advantages of parametric models with
performance–driven data in a uniform way. Use of muscle based deformations and the advantage of parametric
animation in general offers significantly higher degree of
freedom when compared blend–shape animation. However, captured data usually produces greater detail and
is able to reproduce characteristic behavior of the subject
during animation. An animation system that is able to
combine both of these approaches would offer more freedom and control over the facial animation.

2. Applications
During our lifetimes our faces play significant role in visual communication, especially in social interactions as we
look at, listen to and talk with many faces everyday. Not
only are our faces essential in face-to-face interactions but
we are bombarded by faces known and unknown everyday
from media, movies, websites and magazines. Nowadays
we can see many applications of virtual faces in the domain of media and entertainment in form of computationally generated characters in movies, advertising or games.
However the potential applications of the technology are
practically endless and are only limited by the availability
of technology. As faces are essential for communication
purposes we will concentrate only on applications in the
domain of visual communication. We can also categorize
applications according to degree of interaction into following groups.
• Visualization A category of applications where static
facial models are used. Dynamic aspects are not important or secondary. For example this includes applications for recognizing faces, identification, biometrics and medical visualizations.
• Broadcast Virtual faces or characters are used to
rely information and possibly emotion to audience.
This group includes virtual characters seen in movies
or television.
• Communication An interaction between user or
users and virtual characters. This group relies on
other disciplines such as speech analysis, knowledge
extraction and artificial intelligence.
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other aspects such as social rules, speech synthesis or answer preparation play more significant role. In the context
of this work we will however focus only on the visualization aspects.

3. System Overview
Creating detailed and anatomically correct facial head
models is non-trivial. Complex muscle systems are hard
to assemble, control and become increasingly difficult to
adjust. Often, adjusting the geometry of the model requires the readjustment of the models internal structures.
Our system aims to simplify construction and use of facial
models so it can be easily integrated into future applications. To achieve this our animation system uses Deformation Maps also known as Vector Displacement Maps.
A similar approach was already implemented by Ma et.
al. [11]. The basic mode of operation uses displacement
maps, in their case obtained from 3D scanning devices, to
drive the deformations of the face. Instead, we use a hybrid approach that allows animators to combine various
animation sources in a single model.
To achieve photorealistic results our approach relies heavily on the use of normal mapping [6], subsurface light scattering and soft shadow generation. Using normal mapping we are able to produce real–time results with great
frequency of detail. Additionally, by dynamically manipulating the normal maps we can add in effects such as
skin wrinkling without need to modify the geometry [12].
This is beneficial to the overall dynamic realism of the
model and does not require complex and high detailed
facial models.
Figure 1 shows the primary components of the system.
The Animation, Simulation and Rendering processes form
the basis of the animation loop that generates final model
image. For simplicity, only data related to expression generation is present in the figure. Additional data such as
eye orientation, camera position etc. are passed to the
Rendering process when generating an animation frame.
Notice that the animation process requires only Deformation Maps for its input, no model data is required for animation and simulation. The Deformation Maps needed
for animation can be dynamically generated or obtained
from blend shape models and 3D authoring tools.
FaceLib 2
Animation
Parameters

Deformation
Maps
Animation
Expression Map
Simulation
Animation
Loop

Displacement Map
Model Data
Rendering

• Virtual Reality In virtual environments artificial
characters often represent real users and act as avatars.
In this context users directly or indirectly control
the reactions and expressions of the characters.
This generalization is by no means complete but should
provide sufficient insights into successful uses of virtual
faces. For example in real face to face communication

Image

Figure 1: Overview of the primary components of
the system.
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Deformation Maps are 2D textures that encode 3D deformation generated by muscles in texture space. In the Animation component these maps are modulated using the
Expression Parameters and composed into a single Expression Map. The resulting Expression Map is created by
accumulating the displacement contributions from each
Deformation Map into a single displacement map.
Expression maps are not directly used to deform the model
but provide the input into the Simulation sub–system. In
this step the dynamic behavior of the skin is simulated
using a spring–mass system with Verlet [15] integration.
The product of the simulation is the final displacement
map used to deform the geometry of the facial model.

dering is overwhelming when compared to other representations. Another aspect that lead us to this decision is
that many users are familiar with the basics of authoring
of polygonal models and can prepare the required geometry if needed. Freely available polygonal face models can
also be used with minimal or no modifications. In practice
any polygonal 3D model can be animated by the system
but for best results a model with a well mapped color and
normal map is required. Additionally, holes for eyes and
mouth need to be present as these are represented using
separate objects.

The Rendering step is responsible for the generation of
the final image. It takes the model geometry and applies displacement to it. Final image is composed using
a photorealistic lighting and skin shading technique that
utilizes normal mapping to produce higher frequency of
detail. Wrinkles are added into the normal map in places
where the skin is compressed, this information is obtained
from derivation of the skin displacement map.

4. Model Preparation
Following sections will describe the process of model preparation. Our system is not tied to a specific geometry of the
face, almost any polygonal representation of the face can
be used but requires some preparation and pre–processing
steps to produce good results. The following subsections
describe model requirements and input data of our system. Subsection 4.2 explains the concept of vector displacement mapping and the creation of deformation maps
from linear muscle systems and other sources.

4.1

Model Data
Model Data
Skin Geometry

Teeth and Eye
Geometry*

Hair Style Definition*

Skin Normal Map*

Wrinkle Map
Compress*

Wrinkle Map Stretch*

Skin Color Map

Teeth and Eye
Textures*

Composition

* Optional Data

Figure 2: Data components of the model. Normal
maps for wrinkles and model detail are optional
as well as parts not crucial to animation.
Our facial model consists of various components such as
3D geometry, textures and composition definition of various additional parts such as eyes, teeth and hair. In order
to reduce and simplify needed steps for model preparation we have decided to provide some of the components
as part of the library. Only the 3D geometry of the face
model, its color map and the placement of the components need to be provided by users. For arrangement of
components and preparation stages we rely on existing
3D authoring tools such as Blender [2].
All model components use polygonal representation as the
availability of authoring tools and direct support in ren-

Figure 3: left: An optimized 3D geometry of the
model from 3D range scan. right: A color texture
applied to the geometry.
Model textures are another significant part of the input
data. It is expected that the model provides a color texture map for the skin that matches the UV coordinates
of the facial geometry. Ideally, three normal map textures are provided as well. For high frequency detail and
quality lighting a tangent space normal map for the face
should be included. If it is not available the system will
work with the geometry normals which will not be able
to produce photorealistic lighting. Two optional normal
maps for wrinkled and stretched face are harder to obtain.
When these are available the system will create dynamic
wrinkling effects during animation in areas where the skin
compresses or stretches.
Texture mapping of the facial model should avoid stitches
in the facial area as the skin simulation sub–system will
create animation artifacts along the seams during movement. Figure 3 shows one of the 3D facial models we
used through the development. The geometry was extracted from a high resolution 3D scan which was used
to generate the normal map. The process of normal map
extraction and generation of simplified geometry is well
supported by existing tools and will not be described here.

Figure 4: Left, a section of the color texture used
in the model. Right, a tangent space normal map
extracted from high resolution geometry.
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Composition of the model refers to the placement and orientation of the various geometry parts such as teeth, eyes
and jaw in relation to the facial geometry. When building the models using 3D authoring tools this information
is represented by a transformation matrix for each facial
component that defines the scale, position and orientation
of each component in space.

4.2

Deformation Maps

Displacement mapping is a popular approach to geometry deformation in computer graphics. the most common
use of displacement mapping is the deformation of the
model surface using a gray scale height map. Let us call
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the implementation of the displacement deformation can be
realized entirely on the GPU as a simple vertex shader
program that samples the displacement function in the
RGB space of a 2D color texture. This requires floating
point precision textures which can additionally contain
an alpha channel to store the weight amount of the deformation. This is useful when combining multiple displacements on a single surface such as the face. In our system
we refer to displacement textures with alpha channel as
Deformation Maps.

4.3

Virtual Muscles

Muscle based deformation as described by Waters [16]
relies on pseudo–muscles to generate the deformation of
the face. In our work we rely on slightly modified variant
of the same approach that uses linear muscles. Linear
muscles are described by a vector from v1 to v2 . Rs and
Rf represent falloff radius start and finish respectively.
the new vertex p0 of an arbitrary vertex p located on the
mesh within the segment v1 pr ps , along the vector (p, v1 ),
is computed as follows:
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vectors (in fact, there are three systems, one for each of the
x, y, and z coordinates of the vectors). Solving these systems,
we obtain
(v − v )(�p − �p ) − (v − v )(�p − �p )

Figure 6: the linear muscle model.

p0 = p + cos(α)rkv̂

(4)

where α is the angle between the vector (v1 , v2 ) and (v1 , p),
v is the vector (v1 ,p), k is the animation parameter which
contracts the muscle, and r is the radial displacement parameter which is defined as:

r=

(

|v|
cos(1 − R
) |v| < Rs
s
|v|−Rs
cos( Rf −Rs ) |v| ≥ Rs

(5)

Animation is controlled using muscle contraction value
k, one for each muscle. A set of contraction values for
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each muscle then defines the facial expression. Since the
muscle adds deformation to the geometry by producing
a deformation vector, we can generate the displacement
texture for each muscle of this and similar type using the
following approach, which assumes k = 1:

~ v) = M
~ (~
d(u,
p(u, v))

(6)

~ v).
The displacement map is represented by the surface d(u,
The muscle deformation for model surface point p
~(u, v) is
~ . In
produced using the muscle generation function M
practice the computation of M is implemented using a
script that that stores the results in a 2D texture. Resolution of the displacement map only needs to be big enough
to capture the displacement for each vertex of the model,
usually a 256x256 texture is enough. Accuracy of displacement values is more important and requires floating
point precision. Any type of linear muscle such as sphincter muscles, sheet muscles can be converted to deformation maps using this approach.
The generated displacement maps are model specific but
the generation process can be repeated for different models automatically provided the model has similar muscle arrangement. Placing the muscles onto the face is
still a manual process that we simplified by providing the
user with additional tools that can be used to easily arrange the position of the muscles in texture space. The
structure, arrangement and number of muscles is left completely in control of the user.

type such as sphincter or sheet muscles as illustrated on
Figure 4.3 can be encoded using this approach.

4.4

Blend Shapes and Sculpting

Direct generation of displacements from blend shapes or
artist manipulated geometry is already supported by many
3D content authoring tools. Using blend shapes allows
us to precisely specify deformation of the model in areas
that are hard to animate using linear muscles. For example blend targets for eyelid animation and jaw movement
can be easily modeled using this approach. Computation
of the displacement map is straightforward, the displacement is computed as difference between vertices in the
models texture space.
Our system directly supports any tangent space vector
displacement maps from applications that are able to generate them1 . These displacement maps usually do not
have weight information associated with them, this can
be added using any image manipulation software. Deformation Maps produced this way are inherently model
dependent.
Using 3D scans and blend shapes of different geometrical topology is possible if the models contain matching
UV coordinates. Capture of higher detail such as wrinkles using this approach is limited by the relatively low
resolution of the deformation maps. High resolution displacement maps can provide these effects but also require
high density 3D geometry unless per-pixel displacement
mapping is used e.g parallax mapping [8].

5.

Animation

The Animation component of the system is responsible
for the construction of the Expression Map. An Expression Map is composed by combining multiple Deformation Maps into a final vector displacement map. The process is implemented using hardware as a separate render
pass to save CPU cycles during animation. However, generation of the Expression Map would not be very efficient
if we do this for every animation frame. Instead, expressions are only generated for key frames of the animation.
The animation loop then interpolates between the current
and target expression efficiently.
Animation

Expression Vector

Expression Map
Generation

Deformation Maps

Expression Map

Figure 7: Arrangement tool for specifying muscle
placement on the model in texture space.
The arrangement of the muscles can correspond to systems such as FACS [5] but is left completely in control
of the model creator. The process itself is supported by
our model preparation editor which can project a predefined set of muscles onto the facial model. If the user
only modifies the default arrangement, then animation
can be shared between multiple models. The Deformation Maps are calculated using scripts for each muscle
type. The scripts involved process the muscle arrangement and model data available as input. The output of
the script is a 2D deformation vector field for each muscle
which is stored in a displacement map. Any linear muscle

Animation Loop
Interpolation
Anim. Exp. Map

Figure 8: Processes inside the Animation component.

5.1

Expression Map Generation

Construction of Expression Maps is based on controlled
accumulation of Deformation Maps. The process can be
1

For example ZBrush, Blender, Mudbox etc.
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described in terms of surface displacement generation as
follows:

~e(u, v) =

X

d~i (u, v)ai

Expression
Map
30% Map 1
70% Map 2

Expression
Map 1
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Expression
Map 2

(7)

i∈D

Where ~e(u, v) is a vector displacement map we call Expression Map, d~i (u, v) are Deformation Maps from the set
D of available Deformation Maps. Set D is therefore the
basis of the expression space of the model. The amount
of displacement contributed from each displacement map
is modulated by scalar parameters ai that substitutes the
contraction parameter k used to animate virtual muscles.
These animation parameters determine the resulting facial expression. A facial expression can therefore be expressed as linear combination of all deformations from D
using an Expression Vector e.g. ~a = [a1 , a2 , ..., am ].
a1
Deformation Map 1

a2
Deformation Map 2

Time

Figure 10: Hermite interpolation between two Expression Maps that act as key-frames producing
animated Expression Map passed to Simulation.

~e(u, v) = H(e~1 (u, v), e~2 (u, v),

t − t1
)
t2 − t1

(8)

Here the interpolated Expression Map ~e is generated from
expression e~1 , e~2 using the Hermite interpolation function.
The interpolation argument is from the < 0, 1 > range
and is computed from current animation time t and animation times of each expression t1 , t2 . Once time reaches
the end expression the interpolation sequence repeats for
new target expression.

an
Deformation Map n

Expression Map

Figure 9: Illustration of the composition of Expression Map from multiple Deformation Maps.
Expression maps are only generated when a new expression is needed and no model geometry is required during this process. This approach has therefore advantages
when implementing a level of detail system that uses multiple detail levels of the facial geometry. Another advantage is that already generated Expression Maps can be
reused as Deformation Maps that form the basis of new
generated expression maps, thus simplifying animations
that stack deformations. Since this process is entirely
image–based it can be easily associated with layering techniques known from image authoring applications, Figure 9
illustrates the process.

5.2

6.

Simulation

By relying on the interpolation between two Expression
Maps we reduce the need to generate expressions for each
animation frame. The implementation on the GPU is
trivial since we only need to compute the blending amount
between two textures on a per–vertex basis during Rendering. The interpolation can be described as:

Expression Map
Point-Mass Force
Computation

Spring Forces

Expression Map

Verlet Integration
Previous Maps

Expression Map
Results Cache

Interpolation

During animation the generated Expression Maps represent animation key–frames. To animate the transition
from one expression into another we use Hermite [1] interpolation, however spline and linear interpolations can also
be used. The resulting interpolated Expression Map is
then directed into the skin dynamics Simulation step.
However, on low performance machines the result can be
directly passed to Rendering.

Simulation

The Simulation sub–system is responsible for simulation
of the dynamic behavior of the face. Since the skin has
mass and elastic properties that need to be simulated in
real–time some simplifications have to be made. In our
case we consider the skin to have uniform mass and depth
as well as homogenous elastic properties. The simulation
is driven by the animated Expression Map that provides
input into the system. As output the final Expression is
generated in the form of yet another vector displacement
map.

Displacement

Figure 11: Processes inside the Simulation component.

6.1

Mass–spring Model

Mass–spring model is a popular method of modeling deformable objects such as cloth and soft body objects. The
simulated body is separated into discrete points that are
interconnected by springs and dampers. Provot [14]
introduced a mass-spring topology including structural
springs, shear springs and flexion springs, as shown in
Figure 6.1. The mass–spring model has attracted much
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research attention because of its efficiency and simplicity
and proved to be very efficient in GPU based cloth and
soft–body simulation [18].

Where d~ is the final displacement of the skin geometry, d~0
and d~00 are the current and previously calculated displacements. Finally, f~ is the sum of all spring forces that act
on the texel. Spring forces are calculated as sum of spring
forces to neighboring texels in the displacement map. To
drive the animation we also have to consider the ExpresThe only
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Here, new position p
~ is calculated using its previous positions p~0 , p~00 while the vector f~ represents the sum of all
spring forces involved. Mass of the point is represented
as m. Spring forces can be easily computed as vectors to
the reference positions of the connected points.

6.2

Implementation

Computation of spring forces and the verlet [15] integration is implemented as a GPU shader pass. Verlet integration is especially suitable for this purpose as it only requires the current and previous positions of the simulated
geometry. As all displacements in our system are relative to the base model we can substitute the integration
between position as integration between displacements:
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Wrinkle Generation
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Figure 8: Left: Incorrect shading due to incorrect no
Shading with correctly recomputed normals.
Figure 13: Processes of the Rendering component.
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stages of the rendering process such as shadowing and
lighting, wrinkle generation, subsurface light scattering
generation and the final composition of the image. To
generate high frequency lighting detail and dynamic wrinkling we rely on the tangent space normal map that comes
optionally with the facial model preparation mentioned in
Section 4 the normal map can be obtained from high detail geometry scans or generated using 3D authoring and
sculpting tools. The difference in lighting can be observed
on Figure 14.
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shadow maps, except that instead of simply writing depth
to the shadow map, we write depth and depth squared to
a two-component variance shadow map.
Generating organically looking skin requires simulation
of the light refraction in the skin for this purpose we use
the technique described by d’Eon [3] tailored to our data
and requirements. For the subsurface scattering effect
computation we need to first generate an irradiance map.
Blurring of the map will create the light bleeding effect
into the shadowed areas and under the diffuse components
of the skin. The computation involves map generation in
texture space that computes the transferred light amount
for each texel. The texels are colored using the diffuse
map and shadowed. A section of the resulting map can
be seen on Figure 16.

Figure 16: Generated irradiance map and its variant processed using gauss filter.
The composition of the final image is done in a straightforward way. A per-pixel lit phong model is used for the
Figure 14: Plain model rendering compared to
final pixel calculation. The diffuse component is calcushadow mapping and normal lighting.
lated as linear combination of the texels from gauss maps
that were generated from irradiance. The specular comTo produce dynamic wrinkling effect we combine the stretched ponent is calculated with respect to the light source. The
resulting image can be seen on Figure 17.
and contracted normal map variants with the neutral map
in places where contraction or stretching occurs. We compute a stretch amount by averaging the derivation of the
deformation map along the u and v coordinate. Positive
values indicate the amount of contracted normal map being applied to the result, while negative values indicate
surface stretching and therefore modulate the amount of
the stretched normal map applied. The produced effect
can!!be
observed on Figure 15.
!"#$%&'(&)*+,-./*0'1&0&+-./01'2+/03%&#'
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Figure 15: Visualization of the compression values
using white color next to the produced result.

Dynamic soft shadows are generated using variance shadow
maps as presented by Donnelly and Lauritzen [4]. By
treating each shadow map texel as a distribution of depth
values rather than as a single depth, the shadow map
can be represented in a manner that can be filtered linearly. Techniques such as mipmapping, anisotropic filtering, and summed-area tables are therefore applicable.
The algorithm is similar to the algorithm for standard

Figure 17: Realistic rendering of the skin.

8. Performance
Performance in interactive applications is usually measured in terms of generated image frames per second. If
the measured performance never falls below 24fps an application is considered to be running at interactive speeds.
In order to measure performance of our approach we have
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integrated a function call profiler that measures how long
and how often the application remains inside a function.
Low

Medium High

Table 2: System resource utilization.
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Conclusion

In this paper we have described a straightforward GPU–
5ms
only implementation of a facial animation system based
on dynamic displacement map generation. We modified
and combined existing modeling, simulation and render2.5ms
ing approaches in an integrated system that efficiently
generates photorealistic facial expressions. On the desktop the library performed well, utilizing only up to 5.2%
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have implemented a simple visual speech synthesis prototype that generates animation impulses based on phonemes
being generated by NSSpeechSynthesiser object from the
Cocoa framework. We described each the visual representation of each phoneme using an Expression Vector that
produces appropriate viseme. The vector is then combined with user specified ambient expression and eye–
brow movement before rendering. The interface of the
application is present on Figure 17 and some examples of
the expressions generated can be observed on Figure 20.

• Low Detail: 8844 polygons, 512x512 diffuse and
normal maps, 128x182 expression maps.
• Medium Detail: 35368 polygons, 1024x1024 diffuse and normal maps, 256x256 expression maps.
• High Detail: 141472 polygons, 2048x2048 diffuse
and normal maps, 512x512 expression maps.
• Ultra Detail: 565888 polygons, 4096x4096 diffuse
and normal maps, 1024x1024 expression maps.
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notebooks
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Figure 19: Side by side comparison of a photograph, ray traced image and real-time rendering.

Figure 20: Example sequence of generated expressions. Eyebrows are deformed using displacements
obtained from virtual muscles. Mouth and eyelids are deformed using displacements obtained from
blend–shapes.
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Abstract
Image analysis of wear particles is a suitable support tool
for detail analysis of engine, gear, hydraulic and industrial oils. It allows to obtain information not only of basic
parameters of abrasion particles but also data that would
be very diﬃcult to obtain using classical ways of evaluation. Based on the analysis of morphological or image
characteristics of particles, the progress of wearing the
machine parts out can be followed and, as a result, possible breakdown of the engine can be prevented or the
optimum period for changing the oil can be determined.
The aim of this paper is to explore the possibilities of
using the image analysis combined with the method of
analytical ferrography and suggest a tool for automated
particle classiﬁcation. Current methods of wear particle
analysis are derived from the evaluation that does not
oﬀer an exact idea of processes that take place between
the friction surfaces in the engine system. The work is
based upon the method of analytical ferrography which
allows to evaluate the state of the machine. The beneﬁt
of use of classiﬁers deﬁned in this wirk is the possibility of
automated evaluation of analytical ferrography outputs;
the use of them eliminates the crucial disadvantage of ferrographical analysis which is its dependence on the subjective evaluation done by the expert who performs the
analysis.
Classiﬁers are deﬁned as a result of using the methods
of machine learning. Based on an extensive database of
particles that was created in the ﬁrst part of the work,
the classiﬁers were trained – as a result, they make the
evaluation of ferrographically separated abrasion particles
from oils taken from lubricated systems possible. In the
next stage, experiments were carried out and optimum
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classiﬁer settings were determined based on the results of
the experiments.

Categories and Subject Descriptors
H.4 [Information Systems Applications]: Miscellaneous; D.2.8 [Software Engineering]: Metrics—complexity measures, performance measures

Keywords
Image analysis, analytical ferrography, classiﬁcation, wear
particles, AdaBoost, image features, machine learning

1. Introduction
Analysis of wear particles and their classiﬁcation according to respective wear types is a tool that allows to monitor the current state as well as long-term trend of machine
part wear (if used repeatedly). In case of an early detection of forthcoming faults, it allows to take preventive
measures that can help avoiding the failure of the device.
This work extends the possibilities of the analytical ferrography method which is one of the frequently used methods of particle analysis of operational liquids, especially of
lubricating oils. The extension consists of a proposal and
implementation of an automatic classiﬁer of wear particles.
Currently, the analytical ferrography method is used mostly
because of results of very good quality. This method is
based on separation of heterogeneous particles included
in oil ﬁlling. It facilitates particle sedimentation on a special bottom (mostly a glass board) during the ﬂow of
the oil sample through a strong inhomogeneous magnetic
ﬁeld. Particles (wear debris) are then analyzed using a
microscope. This method results in determining the wear
classes for individual particles and stating the prevalent
wear type.
However, the interpretation of results depends on skills of
the operator performing the evaluation to a great extent.
The aim of this work is to replace the human factor (due
to time demands as well as possible subjective viewpoint
of the operator) with an automated particle classiﬁer.
The idea of using the analytical ferrography method with
tools for automated particle classiﬁcation is not completely
new. Some proposals as well as implementation of systems
based on ferrograms can be found in literature [1, 2, 3].
Most of the proposed systems were not ﬁnalized up to
the practical implementation. A system working in prac-
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tice is described in [4]; however, it is not suitable for use
with analytical ferrography. The described system works
with surface textures so the particle images have to be
obtained using an electron microscope in a diﬃcult way.
Analytical ferrography cannot be used to obtain particle
images that would allow analyzing their surface.
The main aim of this work is to introduce a new automated method for particle classiﬁcation using supervised
machine learning. The approach is based on visual similarity of particles within a class.

2. Image Features
The Local Binary Patterns (LBP) method was originally
developed for classiﬁcation of textures but it found its use
in image segmentation, face detection and motion detection as well. It is one of methods that work directly with
pixels of an image. For each pixel of the input image, its
LBP value is calculated from values of pixels surrounding it; the eight pixels closest to it are used most often.
The LBP features are usually evaluated over the image
converted into grayscale. In this work, center-symmetric
modiﬁcation of the Local Binary Patterns method using
low-level image features was used. This feature samples
the local neighborhood and compares the sample with a
value of the opposite sample. A binary value is generated
for each pair of samples. The samples are taken by convolution with rectangular core. Contrary to standard LBP
features, the output of CS LBP is not 8-bit code but only
4-bit code. During the course of experiments, other types
of image features were also considered (Haar-like features,
(E)HOG, LRD etc.). The best results were achieved with
CS LBP features although the diﬀerences were not really
signiﬁcant. Hence, CS LBP features are used for classiﬁcation in the ﬁnal version.

3. Boosting Methods
The aim of the methods of joining the classiﬁers (boosting) [6] is to improve the classiﬁcation precision of any
classiﬁer. The basic idea comes from an iterative approach.
In each iteration, classiﬁers with the best results and good
capability of being mutual complements are chosen among
all weak classiﬁers. This results in a strong classiﬁer that
is constructed as a weighed combination of selected simple (weak) classiﬁers. During each step of learning, one
weak classiﬁer is added to this combination. Weak classiﬁers may even have a relatively low rate of success (just
a little better than the estimate) but their combination
may result in a strong classiﬁers with a boosted total classiﬁcation precision. The evaluation of the resulting classiﬁer is performed as sequential evaluation of responses
of all weak classiﬁers and their weighted sum. The basis
for joining several classiﬁers is to select the ﬁrst classiﬁer
with the classiﬁcation precision is higher than 50%. Furthermore, other classiﬁers with precision higher than 50%
on their own set of samples are added. Finally, a set of
classiﬁers is chosen so that their classiﬁcation precision in
combination is better than the original classiﬁers, or, at
least, not worse than the best of them – the classiﬁcation
is boosted. The resulting precision of a classiﬁer is usually
the same but rather higher than the precision of the worst
of the partial classiﬁers.
AdaBoost (Adaptive Boosting) is currently the most commonly used variant of the boosting method [6]. Similarly
to other boosting methods, the aim of using AdaBoost is
to increase the classiﬁcation precision of machine learn-

Figure 1: Classes of particles with typical representatives
ing algorithms. In this case, the basis is to select weak
classiﬁers and combining them again. During classiﬁcation, the decisions of several weak classiﬁers (which can
be very simple) are combined, achieving possibly better
results than those that could be achieved using individual
classiﬁers. One of advantages is the fact that the resulting
strong classiﬁer is very strong and, at the same time, fast
enough in real conditions. The AdaBoost algorithm is capable of lowering the error of the resulting classiﬁer on
the training set of samples exponentially to any arbitrary
level [7]. It is able to produce classiﬁers with very good
properties even if simple classiﬁers are only used. The selection in each step of learning is performed in a greedy
way so that the upper estimate of classiﬁer error is minimized. AdaBoost is also used in combination with neural
networks but alternative approaches, e.g. the supporting
vector method (SVM), can be used as well.

4. Classification Classes
Five classes which correspond to wear mechanisms typewise were chosen for classifying the wear particles. The
following classiﬁcation classes were used in this work:
• Cutting – cutting wear particles generated as a result of one surface penetrating another.
• Fatigue – this class contains particles that are formed
as an eﬀect of repeated passes through the system
which results in plastic deformation of particles.
• Sliding – sliding particles have oblong shape and irregular edge. They are smaller than fatigue particles
but still larger than 15 microns.
• Sphere – spherical particles can be generated if there
is insuﬃcient lubrication or there is a depletion of
extreme pressure additives in high load or high stress
conditions. Spheres are also produced by fatigue of
rolling element bearings.
Later experiments have shown that the success rate of the
particle classiﬁcation is very high (91–96%) with the exception of mutual distinction of classes fatigue and sliding. Based on these results, classiﬁcation was expanded
to contain the fatigue/sliding class which contains these
non-classiﬁable particles.
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5. Data Collection and Normalization
In order to obtain enough input data (particle images) for
training the classiﬁer, particles from the LNF device were
used. The output of this device provides binary images
of wear particles obtained from oil. These particles were
classiﬁed in classes described above by an expert.
The procedure of normalizing the input data consists of
nonlinear image scaling, image rotation and transformation by placing the center of gravity into the center of the
image.
All particle images must be of constant size (32×32 pixels) prior to machine learning. As the particle size is important for classiﬁcation, it has to be represented when
normalizing. Therefore, the result of normalizing is a set
of images of uniform size, preserving the relative particle
size.
The class of the particle is independent on the rotation
but the rotation strongly increases visual variability of
samples within a class. A particle is rotated so its major
axis is aligned with the y axis of coordinate system. The
major axis is found using the PCA method.
Together with the previous step, the particles are centered
in the image so that their center of gravity lies exactly in
the center of the image.

Figure 2: Image normalization. a) source image
with particle bounding box and major and minor
axes, b) image normalized to size w without rotation, c) rotation of the original image with new
bounding box and d) image normalized with rotation.
Diﬀerent values of normalization parameters were tested.
The setting of the parameters in experiments was following:
• The coverage factor c was set constantly to 0.8 in
order to ﬁt all particles to the sample and keep some
border.
• Sizes of sample images w were 16, 24, 32 and 48
pixels.
• Normalization factor α was 0.02, 0.05, 0.1, 0.2 and
0.5 in order to test the inﬂuence of absolute size of
particle on the classiﬁcation accuracy.
• Data were processed both with and without rotation
normalization in order to test whether the rotation
had inﬂuence on the accuracy.
The result of normalization can by expressed as
l′ = cw(1 − e−αl )

(1)
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where l is length of the longer side of the particle in the
original image and l′ is length of the longer side of the
particle after normalization.
The normalization parameters indicated above inﬂuence
the classiﬁcation results in a fundamental way. The classiﬁcation precision increases considerably when using optimum values. The proposal and a practical test of the
normalization methodology is one of the beneﬁts of this
paper. Finding the optimum values was the aim of experimental research.

6. Experiments and Results
In order to perform the experiments, four binary classiﬁers were created. The scheme of their use is shown in
Fig. 3. For each setting of normalization parameters, a
dataset was created on which each classiﬁer was trained
and tested. Classiﬁer designated as CU evaluated particles
of the Cutting class, while the SP classiﬁer evaluates the
particles of the Sphere class. Due to complicated evaluation of non-recognizable“ particles on the edge of classes
”
Sliding and Fatigue, the FASL classiﬁer was created which
separates Cutting or Sphere particles on one side and
Fatigue, Sliding and non-recognizable“ Fatigue/Sliding
”
particles on the other side. These particles are then assigned the FA classiﬁer that recognizes particles of the
Fatigue class. Similarly, SL classiﬁer would be assigned to
particles of the Sliding class. There is no need to implement the SL classiﬁer, the Sliding class is a complement of
the Fatigue class. Individual classiﬁers were trained using

Figure 3: Process of analyzing a particle (X) using
four binary classiﬁers.
all available particles obtained from the LNF. Firstly, all
particles were assigned to the correct class by an expert.
The classiﬁer trained this way was then tested using particles obtained from ferrograms. Numbers of training as
well as testing particles are shown in Table 1. All partiTable 1: Numbers of training and testing particles
in each classiﬁcation class.
Classiﬁcation class
Cutting
Fatigue
Sliding
Sphere
Fatigue/Sliding

Training
1337
2670
2003
885
1607

Testing
79
279
101
20
300

cles underwent normalization adhering to the same rules
as deﬁned in previous experiments. Based on previous results, experiments with CS LBP and LBP features were
performed. Uniform rotation of particles around the major axis was performed during normalization in all cases.
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The image size during testing was 24×24 and 32×32 pixels. Tested values of the normalization factor were 0.05,
0.1 and 0.2; all these were used for classiﬁers CU, SP,
FASL and FA.

In the average, the following settings seem to be optimum
when using the CS LBP features, image size 32 pixels, normalization factor α = 0,2. The error rate which is under

Following ﬁgures show the ROC curves capturing the inﬂuence of used setting on the precision of classiﬁers. The
curve progress is not very smooth due to a smaller volume
of test data (particles).

Figure 6: Classiﬁcation precision using the best
settings in average.

Figure 4: The inﬂuence of image size on the classiﬁcation precision.

the 10% threshold for most settings is very good for the
purposes of tribotechnical diagnostics and the automation
of the whole process of evaluating the wear is therefore a
beneﬁt for practice. Moreover, the assumption is that with
growing number of training particles, the error rate of the
classiﬁer will go down.
Supplementary materials along with the data and software used for image normalization can be found online
[5].

7. Conclusion
The current trend is an eﬀort to automate the process of
wear evaluation. One of new approaches is an automated
classiﬁcation of wear particles using the methods of machine learning which was the subject of this work.

Figure 5: The inﬂuence of the normalization factor
on the classiﬁcation precision.
Selected results of particle classiﬁcation from ferrograms
are shown in Table 2. Depending on speciﬁc needs, the parameters of normalization can be adjusted and the classiﬁcation precision of selected classes can be inﬂuenced this
way.
Table 2: Error rate of particle classiﬁcation
achieved for diﬀerent values of the normalization
factor (LBP/CS LBP features), particle (image)
size is 32 pixels, coverage factor is 0.8.
% of error
Cutting
Fatigue/Sliding
Sphere
Fatigue

α=0.05
4.19/6.40
3.68/7.33
1.97/3.14
2.10/4.73

α=0.1
4.07/5.35
6.05/6.28
1.62/1.62
1.57/2.10

α=0.2
3.02/1.74
8.61/5.12
0.58/1.28
7.10/4.21

The aim of this paper was to examine the possibilities of
automated classiﬁcation of wear particles. The classiﬁer
that was created allows to perform an automated analysis of the state of monitored machines from the wear point
of view and it becomes much more accessible as a result.
Due to the use of the automated classiﬁer, the evaluation becomes less biased, simpler and, last but not least,
cheaper solution.
The output of the paper is the procedure of proposing
and implementing an automated classiﬁer of wear particles which uses machine learning methods for analyzing
the particle images. These images get normalized and they
are used as an input for training the classiﬁer afterwards.
During the training, speciﬁc image features are evaluated
in the particle images (the best results were achieved using the CS LBP features) which are then searched for in
tested images during classiﬁcation.
The classiﬁcation precision depends on the number and
correct classiﬁcation of training particles to a considerable
extent. Particle images achieved by using laser analyzer
of particles were used for training the classiﬁer. Firstly,
these particles were assigned to selected wear classes by
an expert; then, they were used as an input for training.
Currently, the database contains about 9 000 particle images and more will be added continuously.
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During the course of experiments, various methods of machine learning were tried; the best results of them were
achieved by using the AdaBoost algorithm. It was proven
by experiments that the results of using the AdaBoost
method for image classiﬁcation are comparable (or even
better in many cases) to the results of the alternative
SVM method or of neural network.
For the purposes of machine learning methods, a mathematical description of the image in the form of image
features. The CS LBP and LBP were evaluated as suitable.
It was proven by experiments that the inﬂuence of normalization of particle images on the classiﬁcation precision is
crucial. Determination of optimum values of normalization parameters allowed to achieve higher classiﬁcation
precision, being hence a fundamental step in the stage of
preparing the input data for classiﬁcation. The proposal
as well as practical testing of the methodology of normalization are the main beneﬁt of this work.
Achieved results show that the use of an automated classiﬁcation of particles in operation can produce results which
can be used in practice but which cannot be achieved by
using other methods in many cases. Currently, the error rate of classiﬁcation is below the 10% threshold depending on the settings of the classiﬁer and the tested
class. The classiﬁcation precision of processing other operational samples will be higher in real applications due
to statistical processing of data.
The achieved precision indicates an improvement as compared to hitherto results where ferrograms are evaluated
by a trained operator but the result is subject to subjective evaluation. Even if knowing the rules of particle
classiﬁcation, the rate of success of a non-trained laboratory operator performing the evaluation just by comparison with a set of particles is 60–70 %. If the database of
samples normalized in a suitable way is large enough, the
classiﬁcation based on machine learning methods seems to
be favorable and the results achieved represent a promise
for further development and making the classiﬁer results
more exact. The aims determined at the beginning of the
solving process were thus achieved successfully.
The tool created for the particle classiﬁcation will be used
in practice mostly for monitoring the progress of wear on
samples taken in a longer time interval successively in
order to perform the trend analysis. Evaluation of the
current state based on one measuring is a problem, the
number and shapes of particles may diﬀer for diﬀerent
machines. At the beginning, the classiﬁer will be used in
the laboratories of the Jan Perner Transport Faculty of
the University of Pardubice.
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R. Juránek, S. Machalík, P. Zemčík. Analysis of Wear Debris Through
Classification. In Advanced Concepts of Inteligent Vision Systems
2011, LNCS, Springer, p. 11.
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Sborník mezinárodní konference Dopravní systémy 2009, Institut
Jana Pernera, o.p.s., 2099, s. 25–40, ISBN 978–80–86530–63–5.
S. Machalík. Modern Techniques of Wear Debris Analysis. In
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1.

Introduction

In recent years, many “social networks” have been analyzed like various Internet communities, email networks,
peer to peer networks, telephone call graphs or traffic
train routes [11]. All of these networks are interesting in
some of their specific aspects and they provide a notable
data source for network analysis. There are usually largescale networks with thousands of nodes and edges. Analysis of these networks, usually based on global properties,
can lead to interesting and helpful results. Nevertheless,
there exist many different situations in the network analysis where data used for analysis of these networks did
not carry sufficient information, e.g. temporal information is often neglected in these analyses. In this paper we
propose a new approach how to model and analyze one
particular type of social networks - affiliation networks
(AN) making use of more strands of additional information, including the temporal one.
An AN is a network of actors connected by common memberships in groups/events such as clubs, teams, organizations or some common activities. AN are special type of
two-mode social networks [16] where one mode is a set
of actors, and the second mode is a set of events which
are affiliated to the actors. A tie between an actor and
an event is created, if this actor participates on particular
event. Affiliation networks describe collections of actors
rather than simply ties between pairs of actors. Based
on such an affiliation network we are able to derive connections among members of one of the modes based on
linkages established through the second mode [16].
Affiliation networks were studied in past, e.g. studying attendance of women in social events [5], movies and their
actors [17] or co-authorship network of scientists and their
papers [11, 10]. Whereas in the first two examples, the authors used unweighted representations of the networks, in
the last work, the author introduced interesting approach
for building of collaboration network with weighted ties
between authors of the same paper. The weight of the tie
between collaborating authors of a single paper is derived
from a count of the papers coauthors and final weight of
two collaborating authors is a sum of weights over all the
papers where authors collaborated. This approach allows
e.g. finding the “most connected” scientists in the whole
collaboration network.
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In our work we build collaboration network of teenagers
(the necessary background details are described in Appendix A) based on their participations on educative pedagogic workshops. Created network we next project onto
one-mode network which is more suitable network type
e.g. for evaluating of the “most important” persons in desired time stamp or e.g. for further exploitation of information stored in the projected (or modeled) network. In
the network projection process we identify three sub-tasks
and for each one we propose new projection approaches
or some modifications of existing aproaches and subsequently we evaluate them.

Figure 1: Projection of two-mode network (• actors, ◦ - events) onto one-mode network from
actors’ view.
networks. However, there exist also weighted twomode networks, such as networks of online forums
(weight is determined as count of posts or posted
characters) or collaboration network described above
and also in [14, 15]. So, both just presented measures for weight definition could be extended for
weighted two-mode networks as follows:
X
wij =
wj,e
(3)

2. Projection of Affiliation Networks
Affiliation networks (two-mode representation) are most
often projected onto one-mode networks for their further
analysis [2]. Projection allows analysis of network from
one of the two possible perspectives - actors’ view or
events’ view. This property is also called as duality of
two-mode networks. In actors’ view two actors are connected if they participated together in at least one event,
so they cooperated together. In events’ view two events
are connected if at least one actor participated on both
events. It is called overlapping of events [16].

e∈E

where wj,e is the weight of j th actor to eth event
where i and j participated together. This method
differentiates how two particular actors interact with
the common event, and projects this information
onto a directed weighted one-mode network [12].

Consider an affiliation network represented by bipartite
graph G = (A, E, T ) [1]. The A-projection (actors view)
of G is the graph GT = (A, TA ) in which two nodes (of
A) are linked together if they have at least one neighbor
in common (in E) in G: TA = {(ai , aj ), ∃x ∈ E : (ai , x) ∈
T ∧ (aj , x) ∈ T }, where ai , aj ∈ A. The E-projection is
defined dually [8]. See Figure 1 for an example.

2.1

• In a similar way, the Newman’s method can be extended for projection of weighted two-mode networks.
The weights are calculated by the following formula:
X wj,e
(4)
wij =
Ne − 1
e∈E

Base projection methods

Usually, weights in both, affiliation (two-mode) and also
in projected (one-mode) networks have binary values. The
ties in the networks exist or not [3]. In the network projection process of two-mode networks onto one-mode networks we can use different measures for weight calculation, e.g. the ones summarized by Opsahl in [12]:
• Weight is determined as a count of parrticipations
(co-occurrences) - e.g. count of the events were two
actors participated together, formalized expression
is:
X
wij =
1
(1)
e∈E

where wij is the weight between actors i and j (nodes
of the first mode), and e are events (nodes of the
second mode) where i and j participated together.
• Newman in [11, 10] proposed extended determination of weights while working with scientific collaboration networks. He supposes that strength of social bonds between collaborators is higher with lower
number of collaborators on a paper and vice versa
social bonds are lower with many collaborators on
a paper. He proposed formula (see formula 2) for
defining the weights among collaborators where Ne
is the count of collaborators on paper (event) e.
X
1
(2)
wij =
N
e −1
e∈E
• Till now we considered only binary two-mode networks and their projection to weighted one-mode
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This formula leads to a directed one-mode network
in which the out-strength of a node is equal to the
sum of weights attached to the ties in the two-mode
network that originated in that node [12].

2.2

Sub-processes in network projection

Projection of two-mode networks is often considered as
one single process, however by analysis of this process
with considering temporal attributes we identified three
sub-processes which are notable for final projection results:
• Projection of collaborations - identifies participants
of a single event and assigns weight of the tie between them. Weight is determined by event properties, e.g. by number of event participants or by
event duration.
• Projection of parallel events - in several types of networks, actors can participate on parallel events, e.g.
two directors are members in two board of directors together in the same time. Strength of the tie
between these actors can be computed by several
ways, e.g. as maximum or average value of all identified ties or we can apply principle of multiplex and
layered networks [7].
• Projection of sequential events - more often in the
networks we can identify sequential events which are
ordered by their temporal attributes. From this we
are able to compute frequency of collaborations or
time spent between two events for selected pair of
actors.
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In the next sections we particularly describe our extensions for projection of two-mode networks onto one-mode
networks. Projection of two-mode networks has strong
impact on analysis of collaboration networks. It is important step for creation of the most suitable network model
by one-mode projection method.

3. Projection of collaborations
At first, we propose new, more general weighting of the
ties created among event participants as Newman’s weighting method. The reason is that Newman’s weighting
method results in fast decreasing value with just a small
increase of event participants (more than two). This can
be good in some cases, but not in general for any collaboration network. We suggest using one of the two proposed
types of curves - exponential (section 3.1) or sigmoid (section 3.2).

3.1

Exponential weighting

The weights are also decreasing with increasing number
of event participants like in Newman method, but decay
parameter α can be adjusted with respect to particular
type of collaboration network (and in such a way influence
the shape of the exponential curve). Formally:
p
wij
= αe2−Ne

(5)

where parameter α depends on collaboration type and it
should be estimated by a domain expert with the following
formula:
√
β−2
2
(6)
αe =
where β is the number of participants (event size) when
weight of collaboration ties decreases by 50%. This formula enables easier set up of an optimal value of the parameter α for particular type of collaboration network.
For example in scientific collaboration network, the authors of an article (participants of an event) usually cooperate in smaller groups than e.g. actors in the DAKCSN
network described in Appendix A. It causes that different number of participants establishes links with 50% of
maximum weight. Number 2 used in the index of radical in equation (6) represents an “ideal” number of event
participants when the strongest ties (with value 1) are created among event participants (this is analogical to the
Newman’s method).

3.2

Sigmoid weighting

This method assigns collaboration weights with small difference to the previous exponential method. In this case
we proposed slower decrease of the collaboration weights
with small increase of event size. With additional increase
of event size, the progress of collaboration weights is almost linear. It is expressed by the following formula:
p
wij
= sigm (Ne ) =

1
(β−x)

(1 + ε) + (1 + ε)αs

+1

(7)

where αs is decay factor of sigmoid curve and β is number of participants when collaboration weight decreases
by 50% (point where sigmoid changes its character from
concave to convex). Decay factor αs should be computed
by:
r
−1 − (1 + ε)
β−γ (1 − 0.75)
αs =
(8)
1+ε
where γ is the number of participants where their collaboration weight is 75% of maximal value.

For each vale of β and γ factors equation (7) does not
guarantee maximum collaboration weight (of value 1) for
event with two participants and there is suitable to normalize weight by formula:
wij =

3.3

sigm(Ne )
sigm(2)

(9)

Temporal weighting

This weighting type consider duration time of events when
participants cooperates together. The weight is computed
by
t
wij
= κt Te

(10)

where Te is the event duration time and κt is time normal1
and Topt is the optimal time of
ization factor κt = Topt
event duration with two participants when they establishe
relations with maximum strength. Presented method should
be combined with one of the previous ones by formula:
t
p
.wij
wij = wij

(11)

where wij is the final collaboration weight.

3.4

Results

3.4.1

Evaluation methods

Collaborations modeled by presented methods we evaluated on real data set - DAKCSN-Real (described in Appendix A.3) in three ways:
• Standard classification - collaboration weights are
classified into one of the interval which represents
collaboration strength and next we compare modeled collaborations with real data (derived from inquiries). Classification is evaluated by standard metrics.
• Classification with tolerance - we utilize ordinary
sorted intervals of collaboration strength. We modified evaluation of classification so that we considered the ties classified into neighbor intervals (by
comparison to real data) as properly classified.
• Classification distance - for each collaboration tie we
compute distance between modeled and real weight
(middle point of interval where respondents assign
the tie) and next we compute mean absolute deviation of all ties.

3.4.2

Comparison of weighting methods

Our results for weighting curves proposed in sections 3.1
and 3.2 show sensitivity of classification results to the
factor β. The best results were reached for values β = 6
and β = 9 for exponential and β = 9, γ = 6 for sigmoid
weighting curve (see Figure 2).
Results of mean absolute deviation (Figure 2 in window)
show that minimal average classification distance is 0.276.
At average this value falls into neighbor classification interval and so we evaluated also classification with tolerance (see above). It resulted to 61.2% of classification
electiveness instead of 27.9% to direct classification. For
comparison of all metrics see Table 1.
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Table 1: Comparison of classification effectiveness results of particular metrics with and without considering duration time of events (Tu ).
Micro F1
Micro F1 with tolerance
Metrics
no Tu
Tu
no Tu
Tu
Binary
Newman
Exponential (β=9)
Exponential (β=11)
Sigmoid (β=7, γ=3)
Sigmoid (β=9, γ=3)
Sigmoid (β=11, γ=6)

6,23%
22,40%
27,96%
24,85%
18,57%
22,12%
23,28%

6,23%
24,88%
26,06%
22,95%
16,86%
19,83%
20,37%

21,72%
51,40%
61,20%
56,84%
44,84%
49,02%
50,13%

21,72%
56,23%
57,72%
54,42%
42,72%
46,87%
47,75%

Figure 3: Aggregation of multiplex relations in
layered networks a) - unweighted; b) - weighted
relations[7].
Figure 2: Dependency of classification effectiveness in micro and macro averaging to the factor
β. In window: Dependency of mean absolute classification error to the factor β

aggregated from various relations depends on its weights
(see Figure 3 b)), formally:
X e e
wij =
wij .r
(12)
e∈Ep

4.

Time based projection of events

Various collaboration networks contain time series data usually time of the events are known. Considering this we
recognize two main event types - parallel and sequential
events. Actors of common parallel events cooperate together in multiple relations and their final cooperation is
given by aggregating function of multiple relations (section 4.1). For sequential events it is reasonable to assume that weight of the ties created between participants
of a common event will decrease over time. So, we propose time dependent weights in our representation of onemode projected affiliation network - a kind of aging of the
ties (section 4.2). This should be considered as similar
approach to the one presented in [6, 18] where authors
considered aging of the nodes in the context of citation
networks. They describe node’s age as influence to the
probability of connecting current node to new nodes in
the network.

4.1

Projection of parallel events

e
is collaboration
where Ep is a set of parallel events, wij
weight of particular event (e.g. assigned by number of
event participants) and re is the weight of current relation
type from event e.

4.2

4.2.1 New opportunities and resembling work
From the social network analysis point of view our proposal of aging of the edges can lead to new opportunities
in network analysis:

Projection of parallel events is similar to the principle of
multiplex and layered social networks. It is based on the
observation that in real world people cooperate in multiple roles (e.g. as father, employee, member of veteran
club, etc.) where they cooperate with others and establish new social relations. One actor in such a way can
establish various types of relations [7].
Aggregation of multiplex relations does not need to be
simple process as depicted on Figure 3 a). In many cases
we recognize relations of different influence (relations of
family member are morally more valuable than business
relations). So that each type of relations has assigned
weight representing its strength or worth. Final weight

Projection of sequential events

This projection of sequential events is based on relation
weight ageing. Proposed method is based on assumption
that past collaborations among network members are less
important than lately created collaborations. These past
collaborations after passing sufficient long time have no
more influence in the present and they are next removed
from the network1 - old ties (without refreshing) among
collaborators are than ”forgotten” in such a way.

• Tracking collaborations over the time - i.e. tracking
of collaboration strength with passing time among
selected actors of the network. This should provide
detailed information describing evolution of cooperation among desired actors.
• Creation of network snapshots in given time - it allows us to obtain actual network state in desired
time and consequently to analyze e.g. strongest collaborations in the network. It can lead to different
1

If the value decreases under an threshold value ε (some
small number, e.g. 0.1 or 0.01)
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results of network analysis because we do not consider older collaborations so important like last created. In collaboration network we are able to “view”
still actual and (by our confidence) important collaborations among network members.
Resembling work is presented in [13] where authors simulate evolution of communication network for analysis of
their active members. After creation of the relation (after
sending of private message) they create the tie with value
1 which by passing time is decreasing exponentially by
formula:


wij (t)e−θ∆t , if wij (t)e−θ∆t > ε
wij (t + δ) =
(13)
0,
otherwise
where wij (t) is weight of the collaboration in time t and
wij (t + δ) is collaboration weight after time δ. Value ε is
threshold value of minimal collaboration weight. Factor
θ is called ageing factor which designates “ageing speed”.
It is described by θ = tln2 , where t1/2 is the time when
1/2

weight of the ties decreases to 50% by aging process.

4.2.2

Network evolution

Evolution process (see Algorithm 1) is depicted on Figure 4 where e1 , e2 , ..., em are events where actors i and
j participated together. Aging of the ties allows terminate sporadical and nonsignificant relations (e.g. if two
actors participated together rarely). Relations without
periodical repetitions are removed from the network in
passing time. Vice versa, in case of periodically repeated
relations (we assume that these relations are significant),
they are “highlighted” in the network so that their weight
is increased (see events e1 till e3 on Figure 4).
Algorithm 1 Network evolution
Input: Events e1 , e2 , ..., em ∈ E descending ordered by
start time.
Output: Evolution of the network ties.
1. Apply projection of collaboration on event e1 and
create set of collaboration ties T .
2. For each ek ∈ E, k = 1, 2, 3, ..., m − 1
(a) Apply projection of collaboration on ek+1 and
create set of collaboration ties Tk+1 .
(b) If ek and ek+1 are parallel events, i.e. tk =
tk+1 :
i. Create T = T ∪ Tk+1 so that apply projection of parallel events on overlapping ties.
(c) If ek and ek+1 are sequent events, i.e. tk <
tk+1 :
i. Compute distance time δk between events
ek and ek+1 .
ii. Apply ageing of the ties for each tie in T
and set their value for time tk+1 .
iii. Create T = T ∪ Tk+1 so that compute sum
of overlapping ties.

4.2.3

Proposed modifications

In contrast of aging process proposed in [13] where authors used constant ageing speed, we proposed some modifications for customizing ageing speed depending on strength

Figure 4: Evolution of the single tie between actors i and j for two various ageing factors.
or frequency. In first case we consider that not all relations ageing by the same speed, but it dependes on current relation weight. If weight is high, actors cooperate
strongly and there are higher assumptions for their strong
relation. In second case we consider dependency of relation weight on frequency of cooperation, so if two actors
cooperate frequently even though with weak strength finally their relation will be strong. We consider so two
properties which affect the ageing factor - relation strength
and previous collaborations.
Relation strength. In this case we apply proposed rule
that ageing speed is slower for stronger collaboration relations. We will consider various ageing factor for relations of various strength created by projection of events.
Ageing factor is based on relation strength (weight) by
following formula:
θ=

ln2
t1/2 wij (t)

(14)

where wij (t) is relation weight assigned from the last occurrence of cooperation between actors i and j.
Previous collaborations. In this second case we propose monitoring of previous collaborations from which we
are able determine count, frequency and time between
considered events where two actors i and j cooperated
together. Ageing factor is so computed by formula:
X rω (ω − δe )
θ=
(15)
ω
e∈E
past

where Epast is the set of monitored events which were
performed in previous period ω. Variable δe is passed
time from the last performed event e and parameter rω is
weight representing influence of previous relations to the
ageing factor θ.

4.3

Results

In the first experiment we focus on evaluation of projection of parallel events. We assigned weights to all particular types of relations and we aggregate these multiplex
relations. Our second experiment examines dependency
of ageing factor to final model of collaboration network
and in third experiment we observe influence of proposed
methods for customization of ageing factor. Evaluation
of the network projection (network model) we performed
in ways described in section 3.4.1.

4.3.1

Parallel events

For our experiment we used the best metric - exponential
(by the results presented in Table 1) and we monitored
dependency of classification effectiveness to the factor β
(see Figure 5). Results show (in comparison to same
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At the end of this experiment we can point out that relations ageing allows evolution tracking of the collaboration
ties (Figure 4) and it provided useful support for precise
modeling of collaboration networks.

4.3.3

Figure 5: Influence of parameter β to the classification effectiveness in macro averaging for a)
exponential metric with multiplexing; b) base exponential metric. In window: Influence of parameter β to the mean absolute classification error.

Influence of “real-time” customization of ageing factor

Results of this last experiment (see Figure. 7) shows small
improvement of proposed method where ageing factor was
customized by previous participations. Totally, in contrast to metric with constant ageing factor we achieved
better results with classification effectiveness 32.8% (+0,4)
and 67.2% (+0.2) for classification with tolerance. In
both cases, the best results were reached for t1/2 = 340.
Proposed metrics for customizing ageing factor by actual
weight does not reach better results, so our assumption
was not confirmed.

projection without considering parallel events) high improvement of results. For classification effectiveness it is
+2.3% (totally 30.3%) and for classification effectiveness
with tolerance it is +4% (65.2%).
However, the best results were reached for different value
of parameter β in contrast to previous experiment (described in section 3.4). In this case it was β = 8 for
classification and β ∈ {14, 15} for classification with tolerance. For mean absolute classification error it was also
β = 15. Projection of parallel events based on principle
of multiplex or layered network achieved finally better results than projection used in common.

4.3.2 Influence of ageing factor
In our second experiment we used exponential metric for
projection of events again with values 10 and 15 for parameter β. Graphically (see Figure 6) we evaluate effectiveness of classification for ageing factor given by parameter t1/2 from 20 to 1500 days.
In our results we observe different progress of curves (compare curves a) and b) on Figure 6). Two “peaks” for curve
b) are visible, the first one near time t1/2 = 320 and the
second near time t1/2 = 430. Network projection with
ageing of the ties provided better results of classification
effectiveness. We reach results 32.4% (+2,1%) for direct
classification and 67.0% (+1.8%) for classification with
tolerance.

Figure 7: Dependency of classification effectiveness to the value t1/2 for exponential weighting
with β = 15 with a) constant ageing factor; b) ageing factor customized on relation weight; c) ageing
factor customized on previous participations.

5.

Decomposition of the actors is process which performs
partitioning actors into smaller groups or teams based
on given rules. Some of the examples are: creation of
school collectives at universities, support for teambuilding actions, challenges or partitioning participants of various free-time actions. Decomposition of the actors should
achieve desired target with help of supporting data from
the social networks. They store information about actor
previous participations (or collaborations). It helps to decompose actors into these collectives in which actors have
e.g. stronger relations inside then outside created collective. In “stronger” collectives actors have better working
conditions and its work should by more effective. Opposite example of this is creation of such collectives where
actors are unknown to each other in the same group/team.
This is true for building new relations between them e.g.
teambuilding actions or free-time activities.

5.1
Figure 6: Dependency of classification effectiveness to the value t1/2 for exponential weighting
with a) β = 10; b) β = 15. In window: Dependency
of mean absolute classification error to the value
t1/2 .

Case study - exploitation of information in
collaboration social networks

Scenario for exploitation of information from social network

One of the possible examples of exploitation of social information we proposed for DAKCSN network which describes participation between members of free-time center. Members are partitioned into smaller groups or teams
where they solve several tasks or they collaborate together. Before any actor attends its first action, he has
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Figure 8: Scenario for exploitation of knowledge
in Collaboration Social Networks.
to register as a new member and he also registers to any
free-time action. After registration of all members who
want to participate on specific action, the decomposition
of actors is performed. Decomposition proceeds by several
defined rules (see Appendix A.1). After execution of an
action the database of participants (two-mode network)
is updated. Data are next projected into one-mode network by proposed methods and all relations are updated2 .
One-mode network represents model of collaboration network which is used for further decomposition of actors.
Scenario for exploitation of information from an social
network is depicted on Figure 8:

5.2

Influence of aimed decomposition to network evolution

Application of aimed decomposition in DAKCSN network
changes network global properties. We examine it by
simulation of DAKCSN network evolution. Network contains information about past actions and decomposition
of actors performed manually using only compositional attributes without considering structural data (see A.2). So
we perform simulation trough all previous actions and we
replace manual decomposition to automatic with considering compositional and all previous structural data. Collectives created automatically are characterized by weaker
relations between collective members because we perform
rules aimed for building new relations between network
members. Simulated network evolution so in comparison
to real network achieved better global characteristics like
higher average node degree (actors know more others) in
the network and higher count of relations, see Figure 9.

6.

Conclusions

In section 2.1 we described base methods for projection of
affiliation (two-mode) networks onto one-mode networks.
In section 2.2 we identified three sub-processes of network projection. In sections 3 and 4 we described particular sub-processes of network projection in detail and
we propose new approaches and improvements of existing
methods. We performed three experiments, each one for
different sub-process of network projection and we implemented improvements of proposed methods on DAKCSN
and evaluate them on DAKCSN-Real dataset.
For first sub-process (section 3) we proposed exponential
2

If new relations are established, they are added into network and if weight of some relations decreases by ageing
below threshold ε, they are removed from the network.

Figure 9: Influence of aimed decomposition to
evolution: main - of average degree in the network; in window - of number of relation in the
network.
(section 3.1) and sigmoid (3.2) weighting methods instead
of binary or Newman weighting of collaborations. Both
of proposed methods achieved better results than existing methods and exponential metric achieved little better
results than sigmoid. We dealt with second and third
sub-process of network projection in sections 4.1 and 4.2.
For second sub-process we used principle of multiplex and
layered networks and for third we proposed relation ageing instead of node ageing principle. This principle also
improved our results and moreover it allows network analysis from new scopes like tracking collaborations over the
time or creation and analyzing network snapshots in given
time.
In our future work we will extend our experiments to different collaboration network datasets and we will compare
usability of proposed methods on different types of collaboration networks.
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Appendix
A. Data of community social network
DAKCSN community social network is a network of members (usually teenagers) of a non-profit organization dealing with organizing educative-pedagogic workshops for
young people [4]. Network is created from historical data
about participation of actors on free-time activities - workshops. Usually there are organized around 10 workshops
annually with 150 - 700 participants on single workshop.
The number of participants depends on workshop’s type
and duration. All participants of a single workshop are
partitioned into smaller groups, usually with 8 - 12 members. Each group member cooperates with other group
members and so there are established new social relations
between group members.

A.1

Actor types in the network

Generally in DAKCSN network we recognize two main
types (actor roles) of actors participating on actions - participants and organizers.
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Participants - spending most of the time inside the group
(i.e. they usually do not establish social relations outside
the group). It is higher numerous type of actors (usually approx. 2/3 of all actors on action). Each of base
participants is assigned into group of base participants
without possibility to change it. They participate in this
group during whole action and they establishe new relations with other group participants. Group assign process
is performed by decomposition of all actors according to
following rules:
• Social relations - group participants without or with
minimal relations are selected into common group.
• Balanced group size - group size is within desired
interval, usually for DAKCSN it is 10-12 members.
• Actor’s age - actors of the same or the most similar
age are assigned into same group.
• Gender rate - both genders, men and women are
included in the group with the rate, which is most
possible close to rate of man and women in the whole
action.
Organizers - it is second main role of action participants
who organize the whole action. They are partitioned into
three sub roles:
• Base organizers - they work in teams by its choice
and they are also assigned into a group of participants where they collaborate too.
• Leaders of organizers team - they manage base organizers and so they cooperate with them and they
also cooperate with leaders of other organizers’ teams.
• Leader of participants group - they role is selected by
actor and he manages participants’ group. Leaders
of participants group cooperate together less than
leaders of organizers.

A.2

Data in DAKCSN

Compositional attributes in DAKCSN data set are available for both, actors and events. Actors are described
by attributes such as date of birth (age) and gender; as
well as by geographical attributes - city or area of living.
Events are described by their type. We can recognize two
main types of events - events for base participants and
events for organizers. Events for organizers are next categorized by their types of activity like registration, security
or accommodation event.
Moreover, temporal attributes are available together with
compositional attributes, e.g. start and end time of events
and workshops. From these data we can derive several
other attributes, such as “length of event” or “time of first
visit” for particular actor. In our case it means the moment when the actor visited any event for the first time.
This is one of the advantages of DAKCSN data set because we are able to track events in the time and recognize which events were organized in parallel and which
sequentially. Also we are able to track participation of
single actors on particular events.
This collaboration network can be expressed for single
workshop by a bipartite graph as representation of twomode network. The first mode is a set of actors, and the
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second mode is a set of events which affiliate the actors.
We represent each group on the single workshop as a single event, so for one workshop we obtain several events.
Additionally we added two more events for representation
of cooperation between leaders of participants and leaders
of organizers.

A.3

Testing (real) data

For testing purpose we obtained real data from inquiries
- DAKCSN-Real. We randomly selected actors of the
network with request to describe their collaboration relations. Each of the respondents expressed his/her collaboration strength to minimum thirty other network members. The structure of inquired network members was the
following: members with potentially strong or strongest
collaboration, members with potentially middle or weak
collaboration and finally members without reciprocal collaboration. In such a way we have obtained real picture
in form of a balanced collaboration network with 2278
ties between 828 distinct actors with their collaboration
strength. Strength was partitioned into five nominal categories based on Likert five degree scale [9]: No collaboration, Weak collaboration, Middle collaboration, Strong
collaboration, Very strong collaboration.
This real collaboration network created from data gathered in the inquiry was used as a reference network. As
next we compared this reference network with equivalent
parts of modeled networks gained from the DAKCSN system. We normalized weights of all networks into <0, 1>
interval for correct evaluation and we also transformed
five categories of collaboration strength into five regular
intervals: <0, 0.2>, (0.2, 0.4> ... (0.8, 1>. By classification of weights of ties in modeled networks into these
intervals we obtained precision of estimated weights by
modeled networks.
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Petr Hurtík, OU Ostrava, supervisor: Alexej Kolcun
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Abstract

1.

Throughout the last decade, there has been an alarming decrease in daily physical activity among both children and adults. Medical experts agree that physical activity is critical to maintaining fitness, reducing weight
and improving health. Yet so many people have difficulty
increasing and maintaining physical activity in everyday
life. According to World Health organization, more than
60% of population fails to exercise enough on a daily
basis. We believe, that in order to become successful in
fight with sedentary lifestyle of the modern generation, we
need to provide comprehensive solution which addresses
all the key factors – activity recommendation, tracking,
evaluation and motivation. Goal of this project was to
design and develop an personalised activity recommendation along with efficient way how to measure it. This work
was integrated within an larger system called Move2Play,
on which design and development was author involved.

Thanks to information campaigns we all know that people
should be more active, we all know that people need more
physical exercise. However, these campaigns fail to bring
the required impact, fail to change the sedentary lives
of the majority. We believe that smart use of information
technologies can achieve this impact and can help actively
promote a healthier lifestyle.
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Introduction

We designed Move2Play [2], a system through which we
propose a comprehensive process of physical activity management, driven by various kinds of motivational factors,
both intrinsic and extrinsic, supporting its users in achieving the required amount of physical activity per day. The
process consists of three steps – recommendation of the
physical activity, tracking of activity done by user and
evaluation of performed physical activity.
We realized this process by taking advantage of the capabilities of widely available smartphones to measure, assess
and recommend physical activity.

2. Personalised Training Plan Recommendation
When considering appropriate training plan recommendation, our goal was to design and develop recommendation,
which takes into account individual needs of our users and
is based on principles of Effectiveness, Achievability and
Sustainability.
Recommendation of physical activity needs to be based
on users’ characteristics such as their physical condition,
habits, health condition, etc, as they all have smaller or
greater effect on fulfillment of aforementioned recommendation principles. To address this, we designed two models containing most important characteristics, inspired by
known design principles of adaptive systems [4]:
• User Model is a user-specific model and contains
attributes important in a given domain – physical
fitness, activity by time of day and activity preferences. This model is built incrementally as users
use the system. In order to prevent a new-user cold
start problem, each user’s model is bootstrapped by
a generic model, which is subsequently tailored to
the user’s specifics.
• Domain Model represents general knowledge about
a domain and the context of environment namely
day of week and month, age, gender and weather.
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The domain model, as opposed to the user model,
holds stable facts and does not change very often.
Based upon expert consultations and literature review, we
designed following three training plans, each with duration between 9 and 14 weeks, which form basis for a training plan recommendation:
• Walking programme, based on a well known 10 000
daily steps walking programme.
• General activity plan, in which we evaluate broad
range of physical activities using METs.
• Point programme, based on point system created by
Dr. Cooper [3] aimed at aerobic activities.
For the purpose of recommendation itself, we propose
three methods of personalised recommendation. First is
used when recommending appropriate amount of activity
for individual users, represented in a form of a daily plan,
which users try to fulfill. The other two methods recommends apart from amount of activity also activity type
for both individual user and groups. They use modified
spreading activation method and produce ordered list of
activities which are most appropriate and lead to daily
plan fulfilment.
We implemented the recommendation using a rule-based
engine with if-then rules, which uses the forward chaining
method for the inference. Knowledge about training plans,
user and domain model are described using set of facts
and rules.

3. Activity Tracking
Tracked activity is one of the main inputs which make the
solution work as a whole. Activity tracking is performed
using current generation of smartphones, which present
an ideal platform for a non-intrusive activity measurement while achieving accuracy comparable to dedicated
tracking devices.

3.1

GPS

To provide user with information about his activity throughout day we used GPS sensor. We found out that a simple
distance calculation between two consecutive locations,
although sufficient in certain situations, can be quite inaccurate in urban environment. For this purpose, we have
adjusted raw measurement with:
• Filtering inaccuracy caused by buildings by interpolating route between accurate measurements.
• Filtering measurements occurred when travelling in
a vehicle by setting a speed limit for different types
of activity.
Proposed filters has proven to be effective in practice with
a minimal battery load.

3.2

GSM Signal Fluctuation

GSM signal strength fluctuation analysis is used to determine whether an activity is taking place or not. Based on
this knowledge we can decide when to turn on and of the

Figure 1: GSM signal strength fluctuation.
more energy consuming sensors such as GPS. Conserving
battery life is an important part of our solution as we
track activity throughout the whole day, as opposed to
many other solutions, where tracking must be explicitly
invoked by a user.
For the purpose of fluctuation calculation, we take advantage of fact that mobile phone is connected to multiple cell towers at the same time, with signals of various
strength coming from these cell towers. We use assumption that the fluctuation of these signals is lower when
mobile phone is stationary compared to when it is moving which was confirmed by field testing. After a manual inspection of acquired testing data (Fig. 1) we setup
a threshold value to distinguish between stationary and
moving states. The process could be further refined by using neural network [1] as opposed to our static threshold.

4.

Conclusions

In our work we designed and develped activity tracking
module and personalised training plan recommendation
and integrated them into Move2Play system. The Personalised training plan recommendation takes into account
individual characteristics of its users using user and domain models we proposed.
For activity tracking we use GPS sensor with advanced
processing in order to improve precision of measurements
and filer out travelling in a vehicle. Additionally, we have
created a method to conserve battery life based on GSM
signal strength fluctuation. Evaluation of our GSM fluctuation method on multiple Android devices showed us that
there is a notable shift in data quality obtained from sensors of different devices. We believe that they are caused
by different sensor hardware and plan to investigate this
in more detail in our future work.
Acknowledgements. This work was partially supported
by the grant VG1/0675/11.
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Abstract
Recommendation, collaboration and other tasks play important role on the adaptive web. For such tasks, user
feedback is needed. Explicit feedback interrupts user and
obtaining quality explicit feedback is problematic. On
the other hand, users provide implicit feedback uninterrupted without knowing that they are rating. Traditional
implicit feedback on the web – tracking of mouse and keyboard interaction, displayed parts of document, etc. – is
problematic, when user passively reads the document and
does not provide any inputs. We do not want to force him
to provide inputs; therefore we have to track him physically. In our work we proposed a method for identification
of important fragments based on implicit interest indicators with included commodity gaze tracking in common
settings of the user’s home. We use collected information
in recommendation of fragments, adaptive explicit feedback collection and we proposed additional scenarios.

Categories and Subject Descriptors
H.4 [Information Systems Applications]: Miscellaneous; K.3.1 [Computer Uses in Education]: Collaborative learning, Computer-assisted instruction (CAI)

Keywords
implicit feedback, gaze tracking, adaptive web systems,
TEL systems

1. Feedback on the Adaptive Web
Tracking of user actions is needed for many tasks on the
adaptive web, including recommendation. This tracking
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is common on the server-side or at the middle-man (e.g.
Adaptive Proxy [1]), but only actions such as document
load are collected, considering the document as a whole.
With addition of client-side code that is reporting to the
server or proxy, user interaction within a web page is commonly tracked. Read wear [4] can be employed this way –
a virtual wearing of document while it is being displayed,
essentially tracking time on screen for its fragments. This
approach fails if the content is short. Content is commonly placed “above the fold” and application tools are
visible entire time. Mouse interaction provides another
information and even correlates with gaze to some degree [3]. However, when user does not move the mouse or
press keys, we cannot differentiate if he is reading or has
left. For example, text away from cursor can be made unreadable [7] and user has to move mouse to read. Another
approach is to track the user physically: detect his presence with a camera or even estimate his gaze. Apart from
costly professional devices used for evaluations in usability
laboratories, commodity gaze tracking using cheap webcams has been used, e.g. in assistance to the disabled [6].

2.

Gathering the Feedback and Recommending

We proposed a method for mapping implicit feedback consisting of several interest indicators to importance of fragments of a document and of a web application presenting
the document. We divided the indicators into groups and
experimentally assigned weights between the groups and
between indicators in the groups. Importance of a fragment is calculated as a product of values of all indicators
belonging to that fragment and their weights. Metrics
of indicators vary for each type of an indicator. For example, gaze position estimated from user’s image carries
some inaccuracy and therefore it is accumulated not only
for the estimated fragment, but also for nearby fragments
with value decreasing with distance. On the other hand,
an annotation is precisely targeted by the user.
We then use the importance of fragments in a recommendation. When user first visits a document, we highlight
fragments that other users have worked with. User can
quickly scan through the document when he is learning
or browsing in an exploratory way. When revisiting, we
can use user’s own feedback exclusively and he can revive
what he read previously. In tracking of application fragments, we can differentiate whether user has not worked
with a part of application (widget) because he does not
want to (he finds selected items, scores, etc. uninteresting) or he has not noticed it at all. We point such user
to application fragments he have not worked with yet and
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Figure 1: Evaluation within an instance of ALEF (left), UTrack extension (middle), GazerTracker (right).
even adaptively collect explicit feedback and ask him what
he thinks of the application’s tool, when he noticed it several times but did not use it. If many users fail to notice
a feature that may sign a problem in web design.
In order to collect the feedback from users, we implemented an UTrack extension (Figure 1) of Firefox web
browser. The extension tracks user actions commonly visible to web sites such as mouse interaction. With more
access to browser, we also track interaction with browser
outside the actual page. We implemented desktop application GazerTracker using modified library from research
project OpenGazer. GazerTracker uses sockets both for
control and gaze communication with other applications.
GazeTracker is automatically launched and controlled by
the UTrack extension. Collected data are mapped to visited web pages. If a web application can use the information, it defines its user and application interfaces – what
constitutes fragments and where to send processed data.

3.

Evaluation and Conclusions

We integrated UTrack with Adaptive LEarning Framework (ALEF) [2] developed and used on FIIT. Group of
students used ALEF in the Principles of software engineering course while preparing for small exams from preselected set of learning objects. Eleven students used
standalone webcams, twelve used laptop webcams and
others used the extension without gaze tracking. Students
also manually highlighted parts of learning texts (document fragments) they considered important and they were
adaptively asked about they work with widgets (application fragments).
In our work we proposed a method for identification of important fragments using implicit feedback including gaze
tracking and used it in a recommendation. Our experiments have shown that it is possible to bring gaze tracking
to common settings of unsupervised users working with
web applications. Accuracy is comparable to sizes of typical page elements (menu width, widgets). We found that
using our method we can more accurately track interest
in fragments of documents than when using only mouse
interaction and that we reflect important fragments more
accurately than users’ intentional highlights. Users were
more willing to provide explicit feedback when we asked
adaptively when we determined they were working with

concerned application fragment (6.96 % refused answers)
than when we showed them based only on mouse interaction (12.44 % refused) and when we showed questions randomly (33.33 % refused). We also proposed more scenarios: augmentation of the communication between users
of the same or similar websites [5] or estimation of users’
interests while browsing the digital space. More accurately tracking the user actions including gaze tracking
outside of usability laboratories in the common working
environment of the user brings some concerns (fear for
privacy) and problems (lower accuracy and comfort than
with laboratory equipment), however it brings advantages
not only to fragment identification and recommendation,
but also possibly to many other areas in web environment,
e.g. navigation support, context recognition.
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Abstract
RONJA is an open-source device which utilizes a visiblelight beam for establishing a wireless point-to-point data
link. It is designed to operate in 10Mbps full-duplex mode
over a distance up to 1.4 km. This paper deals with one
of RONJA modules referred to as RONJA Twister. The
module forms an interface between metallic Ethernet and
the actual optical transmission. Our goal was to reimplement this module using FPGA technology in a backwardcompatible manner. Furthermore, we have proposed and
implemented notable extensions to the original device in
order to mitigate several issues of the earlier implementation. A fully functional prototype which can be used
as a drop-in replacement for the original Twister module
was created. In contrast to the original device, it comprises a fully stateful implementation of Ethernet physical layer (PHY) including Auto-Negotiation support. The
proposed extensions considerably simplify RONJA device
deployment in present-day Ethernet networks.

Categories and Subject Descriptors
B.4 [Input/output and Data Communications]: Data
Communications Devices

Keywords
Free-space optics, RONJA, Twister, Ethernet, IEEE 802.3,
Auto-Negotiation, FPGA, VHDL

1. Introduction
RONJA [1] is a hardware project whose product is a wireless networking device of the same name, based on data
transmission via a modulated light beam sent through
the atmosphere. The project is unique not only because
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of the unconventional way of data transmission but also
due to its open-source nature. This article focuses on one
of RONJA device modules named RONJA Twister.
The purpose of RONJA Twister module [2] is to transform
the signal between a standard metallic segment of Ethernet 10Base-T and the optical transmission itself. Since
the transmission via modulated light beam is not fully
compatible with Ethernet speciﬁcation, the transformation involves altering the signal in such way that is suitable for the optical channel. In addition, Twister has to
ensure proper Ethernet PHY signalling (e.g. generation
of Normal Link Pulses that indicate link activity).

2. Original RONJA Twister
The RONJA project already implements the Twister module. This module is built using oﬀ-the-shelf logic gates in
discrete packages, without the use of programmable arrays or processors. Being stateless, the device does not
take the current link mode into consideration and neither
does adjust its behaviour with respect to the Ethernet
link state. Another drawback of the original Twister implementation is its inability to propagate supported link
modes to other devices on the link segment.
The idea of implementing the module using common oﬀthe-shelf logic gates was motivated by general availability of those components and by simpler device construction. However, the stateless Ethernet PHY implementation prevents an automatic conﬁguration of the network
segment. Another major issue is a limited half-duplex
operation for those devices that do not allow to set the
link properties manually. In such situations, the danger
of duplex mismatch 1 arises.

3. Proposed solution
The issues mentioned previously could be prevented by
implementing Auto-Negotiation support for the Twister
module. Despite being an optional Ethernet PHY feature,
Auto-Negotiation is (according to the standard [3]) a preferred way to conﬁgure the network segment mode. Furthermore, the Auto-Negotiation protocol is in many cases
the only means for link mode conﬁguration since many
Ethernet switches do not support manual link setup.
Auto-Negotiation is a mechanism that allows a pair of
Ethernet devices to interchange the information about
1
The term duplex mismatch refers to a misconﬁgruration
when a pair of devices sharing a single link segment is
wrongly conﬁgured to operate in diﬀerent duplex modes.
This results in a very limited segment throughput.
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their available modes of operation and to choose the highest mutually supported option. The information about
device’s supported modes is represented by a 16-bit link
code word and physically transmitted using so called fast
link pulses (FLP).
As the Auto-Negotiation phase is performed exclusively
during the Ethernet link establishment, it was necessary
to redesign the original stateless PHY implementation.
As a result, a fully stateful Ethernet PHY was added to
the Twister module. The proposed PHY implementation
is fully aware of the link state and mode is able to react
to a link loss or link reestablishment. If necessary, the
module may also perform link mode renegotiation.

FPGA resource
Slice ﬂip-ﬂops
4-input LUTs
”Slice” units
Bonded IOs
Global clock nets
DCM units

Occupied
207
343
217
20
6
1

Total
1408
1408
704
108
24
2

Usage
14 %
24 %
30 %
18 %
25 %
50 %

Table 1: XC3S50AN occupied resources

6. Discussion
The complete redesign of Ethernet PHY in the Twister
module and additional Auto-Negotiation support prevents
the issues of the original Twister implementation outlined
in the section 2. These enhancements also make the integration of RONJA devices in Ethernet networks considerably simpler.
The implementation of a relatively complex Auto-Negotiation protocol would not have been feasible without the
use of any form of programmable logic devices. Moreover, the introduction of the FPGA technology allowed
to reduce the PCB size by 45 %.
The signiﬁcant reduction of PCB dimensions allows to
physically integrate RONJA Twister and the optical transmitter module and thus make the construction of the
whole RONJA device less complex. The ﬂexibility of the
device could be further improved in the future by implementing the Power over Ethernet (PoE) standard.

Figure 1: Implemented system structure

4. The structure of the system
The extended Twister consists of a hierarchical strucure
of components that together implement Ethernet PHY,
Auto-Negotiation protocol and the signal transformation
as required for the optical transmission. Figure 1 presents
a block-level schematic of the proposed system.
The purpose of the FLP transmitter component is to
generate fast link pulses carrying information about Twister’s supported link modes. Conversely, FLP receiver
detects and decodes FLP pulses sent by the Ethernet link
partner. The Ethernet link state is monitored by the
Link detector component. The Twister Core component transforms the data signal as required for the optical
transmission. The whole system is coordinated by a FSM
contained within the twister component.

5. Results
With respect to the problem being solved, the FPGA
technology was chosen as the implementation platform.
Xilinx Spartan-3AN XC3S50AN FPGA chip, which consists of of 704 slices was used. The proposed architecture
was described in VHDL, simulated using ModelSIM and
synthesized using Xilinx ISE 13.1. Results of the synthesis are summarized in table 5. The whole system occupies
approximately 30 % of the FPGA chip resources.
The functionality of the system was successfully tested using FITkit [4] development kit. In addition, a standalone
and autonomous Twister prototype was created.

The cost of the components required for the extended
Twister module is comparable to the expenses for the
original module designed using discrete logic IOs. In case
of mass production, it is expected that the unit cost for
manufacturing the extended Twister device would be signiﬁcantly lower since both the number of components and
the PCB size were substantially reduced.

7. Conclusions
In this article, a FPGA-based RONJA Twister module
was proposed. From the perspective of future enhancements, the application of FPGA technology allows a great
degree of ﬂexibility. The system currently occupies approximately 30 % of the available FPGA chip resources.
Therefore, a suﬃcient capacity exists for future extensions
of the Twister module. For example, it is possible to implement some advanced modulation technique in order to
increase bandwidth, reliability or range.
Acknowledgements. The author of this article would
like to thank Mr Karel Kulhavý who designed the RONJA
device. The extended FPGA-based Twister presented
above is built upon results of his work.

References

[1] K. Kulhavý. RONJA homepage. [online], 1998-2010. [cit.
2011-10-15]. URL http://ronja.twibright.com/.
[2] K. Kulhavý. RONJA Twister. [online], 1998-2010. [cit.
2011-10-15]. URL http://ronja.twibright.com/twister/.
[3] Ethernet. ieee 802.3 standard, 2008. URL
http://standards.ieee.org/about/get/802/802.3.html.
[4] Faculty of Information Technology BUT Brno. FITkit. [online],
2006-2009. [cit. 2011-10-15]. URL http://www.fit.vutbr.cz/kit/.

Verification of Authenticity of Stamps in Documents
Barbora Micenková

∗

Faculty of Information Technology
Brno University of Technology
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Abstract
Classical ink stamps and seals used for authentication of
a document content have become relatively easy to forge
by the scan&print technique since the technology is available to general public. For environments where a huge
volume of documents is processed, an automatic system
for verification of authenticity of stamps has been developed in the scope of this work. The process of stamp
authenticity verification naturally must be preceded by
the phase of stamp detection and segmentation – a difficult task of Document Image Analysis. In this work, a
novel method for detection and verification of stamps in
color document images is proposed. It involves a full segmentation of the page, extraction of features and further
classification of the segments by means of Support Vector
Machines. The evaluation has shown that the algorithm is
capable of differentiating stamps from other color objects
in the document such as logos or text and also genuine
stamps from copied ones.

Categories and Subject Descriptors
I.4.6 [Image Processing and Computer Vision]: Segmentation; I.5.4 [Pattern Recognition]: Applications

Keywords
document image analysis, document security, image segmentation, stamp detection, computational forensics

1. Motivation
A huge volume of documents is processed daily in offices
such as insurance companies or banks and the degree of
automation is still increasing. For example, the printed
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invoices incoming to an insurance company are immediately digitized and the originals are no longer stored [5].
Together with the fact that, nowadays, an advanced computer technology (such as laser color printers and photocopiers) is accessible to the general public, it makes it
easier to commit a fraud by a ”modern” forgery. It means
that the document, e.g. an invoice, is scanned, digitally
modified and printed again, or, alternatively, some parts
are photocopied from another one. In the offices, there
is usually no time and resources to check visually if the
document has been tampered (digitally modified). For
that reason, an automatic system for detection of potentially fraudulent documents is needed and new issues in
the field of document security have been raised.
In this work, the problem of verification of authenticity of
stamps is discussed. The most simple yet efficient technique of forgery is a photocopy. Therefore, we focus on
revealing photocopied (and scanned-and-printed) stamps.
A new system is proposed to detect and extract stamps
from color document images and, in a second step, to verify whether the stamps are authentic or forged (copied).
Thus, we have decomposed the problem into two separate
tasks – stamp detection and stamp verification.
Stamp detection is not a trivial task and no general solution to the problem has been given yet. Our method
intends to be as generic as possible. We want to detect
stamps of different shapes – official, business as well as
decorative ones. They can be placed in any position in
the document and they can even be overlapped with other
objects. Also the quality of the imprint can be variable.
We are able to detect stamps of any colors but black, however the method allows for further extension for detection
of black stamps too.

2. Related Work
All previously published methods on stamp detection focus on stamps of a particular type. Approaches based on
shape information require a frame to be present around
the stamp. Zhu et al. [6] presented a method being robust on degraded documents and successful for stamps
overlapping with text, however it can only detect elliptical stamps. Some authors, such as Ueda [4], exploit the
color information for detection. He can extract stamps
from a specific Japanese bank check. The latest method
was proposed by Forczmański et al. [1] who transform
the document into Y Cb Cr color space and search for areas with high Cb and Cr intensities to detect blue and red
stamps. Limitations of the previous methods (on shape,
background and color) motivated us to propose a new,
more generic approach for stamp detection.
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No work on revealing stamp copies has been published
yet, but there are publications in the field of printing techniques recognition. Several authors (e.g. [2]) have tried to
classify laser-printed and photocopied text and they have
introduced feature extraction techniques for that purpose.
We have adopted some of the features in order to verify
the authenticity of stamps.

pictures. For that reason, three kinds of features are
computed over each segment – geometrical, color-related
and print-related. Sample geometrical features are relative area of the bounding box, width-to-height ratio or
rotation of text-lines (if any are found). A color-related
feature is e.g. standard deviation of hue. Print-related
features concern the sharpness and roughness of edges or
uniformity of the printed area.

3. Approach
The system for stamp detection and verification presented
in the paper is multi-stage and learning-based. Providing images with annotated authentic stamps, the system
can learn to recognize stamps in new, previously unseen
documents. Furthermore, providing examples of copied
stamps, the system can be finely tuned to decide about
the authenticity of the newly presented stamps.
To summarize the approach briefly: The hardcopy of the
document is scanned in color and a full segmentation of
the image is done. Candidate solutions to the stamp detection problem are identified in the form of rectangular
segments and features are extracted out of them. Binary
classification is performed on the candidates to decide between stamps and non-stamps (logos, text etc.). Segments
identified as stamps are further classified to distinguish
between authentic and forged stamps. A more detailed
description follows.

3.1

Image segmentation

Segmenting the image, we take an advantage of the fact
that stamp is a plain-color object. Since we focus on
color stamps so far, only chromatic parts of the image are
separated and further processed. RGB color space is not
convenient for segmentation, therefore we first convert the
image to Y Cb Cr color space.

Binary classification of the candidates is performed by
means of Support Vector Machines. In the next step,
candidates identified as stamps are classified as authentic
or forged. A subset of color and print-related features is
selected and a second classification is performed.

4. Evaluation and Results
For the purpose of evaluation we collected and annotated
a new data set1 since there was none available to public during our work on the project. 400 documents were
printed, stamped, and scanned at different resolutions. A
pixel-wise groundtruth had to be created manually. Apart
from stamps, the documents contain black text and color
objects such as logos and texts. Forged documents were
obtained by photocopying 14 randomly chosen documents
from the data set on 5 different copy-machines, which totally equals to 70 copies.
Cross-validation by the leave-one-out method was performed for stamp detection on the 400 documents, and
precision as well as recall of approximately 89% (in terms
of pixel accuracy) were achieved. Separately, 317 authentic and 78 forged stamps were segmented from our data
sets and a 10-fold cross validation was performed. As a
result, 90% of the copied stamps and 95% of the authentic
stamps were recognized correctly.

An interesting property can be observed from 3D color
histograms of various scanned document images. Clusters
formed by inks always have an elongated shape stretching from the cluster corresponding to the background and
they are quite narrow. This property was taken into account when designing a fast clustering algorithm to separate objects of different colors in page. More details about
the algorithm can be found in our previous publication [3].

5. Conclusion

Clusters containing objects of a very similar color are
treated as separate binary images that are further processed. Stamps are not connected objects, they consist of
several small components, and so they need to be grouped
first. The XY-cut algorithm is applied to recursively
partition the page into rectangles, resulting in minimum
bounding boxes of candidate solutions. The process is
shown in Fig.1.
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Figure 1: Segmentation algorithm.

3.2

Classification

Having the candidate solutions segmented, those containing stamps need to be differentiated from those containing other objects such as logos, color texts or parts of

In the scope of this work, a new method for detection
and extraction of stamps from color document images has
been proposed. On the top of it, the first approach to verification of authenticity of stamps by revealing photocopies
has been introduced.
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The data set has been made public and it is available at
http://madm.dfki.de/downloads-ds-staver.
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Abstract

1.

Modern peer-to-peer systems are increasingly complex yet
their testing still requires controlled and repeatable environment. The complexity of these systems and their
protocols severely lowers feasibility of simulation in this
regard. The solution that permits the use of the actual applications and associated protocols in the controlled and
repeatable environment is emulation. Emulation allows
real hosts to communicate through a transparent virtual
network modelling the real network. However, the virtual
network is often created by the emulation layer placed in
the operating system’s kernel posing a certain challenges
regarding practical usability – the features needed for creating the environment are there but a significant expertise
is required to properly use them. In addition, the components in the kernel are often primarily concerned with
practical traffic shaping and Quality of Service in general
rather than emulation. This work presents a framework
significantly simplifying the creation and configuration of
the network emulation environment while pointing out
and helping avoid some common pitfalls an unsuspecting
user might run into.

Motivation for this work stemmed from the need for efficient network emulation for Cooperative Web Cache project [1, 2]. We needed a way to test our implementation on
a larger network of at least tens but preferably hundreds
of network nodes. Our resources were very limited and
we needed the network emulation to work in the scope
of a very few real machines where one physical machine
would represent several Cooperative Web Cache nodes.
Fortunately, requirements of a single CWC node were relatively slim and we soon found out it is possible to run
about forty CWC nodes on a dual-processor machine with
4 gigabytes of memory without hitting swap or incurring
CPU load that would skew our measurements. This approach looked feasible and we set about finding the best
way to emulate a real network environment on a Unixlike system in the scope of one machine. Both Linux and
FreeBSD have their own IP bandwidth management and
network emulation solutions with features often comparable to those of commercial offerings. We eventually chose
the Linux solution because we are by far more adept at
GNU/Linux administration than *BSD systems.

Categories and Subject Descriptors

The work aims to convey experience in network emulation of complex P2P applications using Linux Traffic
Control while serving as an intelligible guide to the technology. The inseparable goal of the project is objectoriented pure-Python (without any C extensions or wrappers) framework called ShaPy Framework for accessing
traffic control capabilities of the Linux kernel using the
Netlink interface. The framework is used in Shapy Emulation – an extension that makes construction of virtual
networks for emulation a breeze. Python is becoming the
language of choice for Linux system administration and
offers seamless integration with BSD sockets essential for
a Netlink communication making Python a natural choice
for Linux traffic control configuration.

C.2.1 [Computer-communication Networks]: Network architecture and Design—Distributed networks;
C.2.5 [Computer-communication Networks]: Local
and Wide-Area Networks—Internet
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2.

Introduction

ShaPy

ShaPy is a framework for programmatic control of Traffic Control capabilities within the Linux kernel. ShaPy
consists of two parts: framework and emulation. The
Framework comprises of a set of classes representing various elements of Linux Traffic Control (Qdisc, Class, Filter, Interface) that can be tied together in a tree structure
with interface as a root. Context in which Traffic Control
works can be seen on figure 1. The second part builds on
Framework and enables you to simply state what upload
and download speed should be available for a transmission
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Figure 1: Linux forwarding engine

of packets with the given IP address. ShaPy Emulation
also supports traffic aggregation from multiple interfaces
using Intermediate Function Block – a virtual device available in Linux. Both parts have extensive unit tests.
Listing 1 shows a very simple example of ShaPy Emulation usage. This small piece of code is basically all
you need to locally emulate homogenous network with
two machines (represented with IP addresses 10.0.0.1 and
10.0.0.2). Providing you have the library installed, you
can run this code with Python interpreter.
Basic usecase of ShaPy Emulation is that you have a process which you know communicates through a certain IP
address. You might think that is a serious limitation but
Linux supports a relatively convenient way to force a process to communicate over IP network with specified IP address using LD_PRELOAD without altering the program itself in any way. Details about this procedure can be found
in bachelor’s thesis of my colleague, Slavka Jaromerska[4].
from shapy import Shaper
shaper conf = {
( ’ 1 0 . 0 . 0 . 1 ’ , ) : { ’ upload ’ : 2 5 6 ,
’ download ’ : 1 0 2 4 ,
’ delay ’ : 5} ,
( ’ 1 0 . 0 . 0 . 2 ’ , ) : { ’ upload ’ : 1 2 8 ,
’ download ’ : 5 1 2 ,
’ delay ’ : 30} ,
}
sh = Shaper ( )
sh . s e t s h a p i n g ( s h a p e r c o n f )
Listing 1: Simple ShaPy Emulation example

2.1

Installation

ShaPy is an opensource project released under MIT licence. Its repository, including entire development tree
from the initial proof of concept is available on GitHub1 .
ShaPy is also available on PyPI.

2.2

NetEM

NetEm [3] is Linux kernel module (more precisely, queueing discipline) very frequently used in ShaPy. It provides
features for network emulation of wide area networks. It
was originally conceived for the purpose of testing Linux
2.6 TCP Vegas implementation and currently supports
variable delay, loss, duplication and re-ordering of packets. Availability starting from Linux 2.6.7 (June 2004)
guarantees good support in any modern GNU/Linux distribution. The simplest case is adding a fixed delay to every packet that reaches a netem qdisc. Of course this does

not reflect how real networks behave but for the sake of
repeatable measurements and simplicity ShaPy uses just
this for now. More advanced techniques are available for
the advanced simulation – e.g. variance, correlation and
Gaussian distribution of delay.

3.

4.

https://github.com/praus/shapy

Conclusion

We needed a way to test our research project – a large
peer-to-peer network for cooperative sharing of static web
resources. Since our budget was nearly nonexistent, we
needed a way to test more nodes of the peer-to-peer network on one physical machine. Traditional virtualization
methods would incur too much overhead, especially since
the only thing we needed in such an early stage was the
network separation of nodes. We understand our need is
probably shared by many other researchers in the field and
therefore I decided to generalize our solution in my bachelor’s thesis. The final product is ShaPy, a Python framework for local network emulation released under MIT licence2 .
Acknowledgements. I would like to voice my great
appreciation to Ing. Tomáš Černý M.S.C.S. for guiding
me through such a complex task and my team members
Slavka Jaromerska and Lubos Matl for their insightful remarks and overally very enjoyable cooperation.
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1

Future work

At present, ShaPy is only capable of emulating homogenous virtual network in terms of link latency. This means
each node has fixed delay in all directions and thus it is not
possible to create clusters of nodes that are close to each
other but distant to other nodes outside the group. The
required functionality is there but was not implemented so
far. Most functionality in ShaPy is built around generic,
object-oriented Netlink interface which could be leveraged
for more than just Linux Traffic Control. Unit test coverage could use some improvement, especially for Netlink
interface code and some more complex interactions between components. Also, the current implementation of
the classes modelling the traffic control elements does not
support all features of the underlying elements in the kernel.

MIT licence means anyone can use the program for whatever purpose, even commercial one
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Abstract
The Semantic Web contains well organized information
in structured form, what gives opportunity for more effective automated information processing. But its data
structure is not directly readable for common users. This
with combination of exponentially grooving amount of information on the Web escalates to necessary of additional
support for common users to find desired information in
information spaces. We hope that possible solution is in
exploratory search, which allows users not only to find
what they are searching for but it also helps them to understand explored information space. This inspired us to
propose navigation approach in the Semantic Web, which
helps users to orientate in and explore provided results by
search engine and understand relations among results.

Categories and Subject Descriptors
H.3 [Information Storage and Retrieval]: Information Search and Retrieval; H.5 [Information interfaces
and presentation]: User Interfaces

Keywords
Semantic Web, adaptive views, hierarchical search results
clustering, graph visualization, exploratory search, view
based navigation

1. Motivation

during which web designers made decision to do not use
linked heterogeneous data directly but wrap them into
dynamically created web pages (linked documents). This
decision allows users to stay with exerted tools for the
web browsing and navigation. On the other side it complicates machine processing of this data and possibility of
personalization of their presentation to users.
This problem is partially solved by expanding Semantic
Web, which contains only data with their relations and is
not concerned with their presentation to users and possibilities of their applications. Problem of information
presentation to users is yielded to researchers that are
trying to propose effective form of navigation in this raw
data. A lot of approaches of semantic web navigation
has been proposed till now that support exploration of
domain-specific data [8], browsing with statically defined
data visualization [2] and also approaches base on dynamically generated views from ontologies that describe
interpretation of domain-specific data [3] and from user
models [1] with goal to adopt to user interests and habits
[9]. But each of these approaches provides support for
only one part of users’ navigation during search for information. They are orientated only to support search in
the Semantic Web or to navigation in the Semantic Web.

2.

Proposed Approach of Navigation

The classical Web was originally proposed as space of
linked documents, but this original idea has been naturally changed to the social Web and the Web of linked
heterogeneous data [4]. This process had natural flow

In our work, we proposed novel approach of navigation
[6][7] based on exploratory search [5], which utilizes hierarchy of adaptive views to support users’ navigation during all phases of search session. This hierarchy contains
three types of views on results:
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• Result details view – displays details about one result adaptively to result’s content;
• Results graph view – supports user navigation in information space from identified result.
Hierarchical search result clusters view addresses problem
of standard form of results presentation in a list spanning
several pages, from which users are not able to understand
and explore provided results. We address this problem via
results classification into hierarchical clusters, which are
presented to users in labelled boxes. To increase usability
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Rástočný, K.: Adaptive Views as a Mean for Exploratory Semantic Search

^ŚŽǁƐ^ĞůĞĐƚŝŽŶƐͰϮϬϬϲ͕ƚŚĞŵĞEĂƚƵƌĞ
^ŚŽǁƐ^ĞĂ͕^ŚŽǁƐ^ŚŽƌĞ

^ŚŽǁƐ&ůŽǁĞƌ
ƌĞĂƚĞĚŽŶ
ϭϴ͘ϳ͘ϮϬϬϴ

W&
ϮŝƚĞŵƐ

dŚĞŵĞ
EĂƚƵƌĞ
ƵƌŝŶŐ^ƵŶƐĞƚ

^ŚŽǁƐ,ŝůů

DĂŬĞĚďǇ
>Ƶŵŝǆdϳ

ƵƚŚŽƌ
<ĂƌŽůZĄƐƚŽēŶǉ

^ŚŽǁƐ
DƵƐŚƌŽŽŵ
ŽŶĞ
&ŽƌĞƐƚ

Figure 1: Example of one cluster created from results provided by Factic (left) and visualization of
attributes graph (right).
and readability, we present users only two levels of hierarchy at a time, where only four most prominent clusters
from the second level with their representatives are displayed (see Figure 1). The next two levels are displayed
by double clicking on the cluster.
When users find desired, they can continue in navigation
among similar and related results in graph visualization
(see Figure 1). By this view we address problems of tabular view, in which users do not seen relations between
results. Visualized graph contains three types of nodes:
• result node – represents one result. This node is
visualized as result’s thumbnail;
• results cluster node – represents results with same
connections, This node’s visualization contains
thumbnails of clustered results (number of visualized results is logarithmically counted from count of
results in the cluster);
• attribute node – represents attribute of the result.
This node informs users about both attribute’s type
and its value.

3. Results
We implemented proposed approach as an extension for
faceted browser Factic [10], which works with an ontological repository of multimedia content. This prototype
was presented to ten volunteers that were asked to solve
two tasks and fill out short ranking questionnaire. During
these experiments, we decided that proposed concept of
navigation is natural, easily understandable and attractive for common users and proposed results views helps
users more effectively understand to information space
than traditional views utilized in Factic. We have still
some readability issues with graph visualization, but we
hope that this will be relatively simply eliminated by better layouting algorithm and automatic hiding of nodes
that are too far from actual place of navigation.
Although this approach was proposed for arbitrary ontology, it is more usable for data which can be simply represented by apt thumbnails (e.g. photos and movies). It’s

usage does not acquit in ontologies of documents, whose
thumbnails of first pages have smaller information value
than documents’ titles, keywords or abstracts.
Acknowledgements. This work was partially supported
by the grants VEGA 1/0508/09, VG1/0675/11, and
APVV-0208-10.
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Abstract
The use of 3D data in the form of triangle meshes is nowadays a widespread phenomenon. A great many examples
of using this kind of data can be found in engineering applications or in film and gaming industry. These examples
include not only static, but also dynamic meshes – 3D animations. This kind of data representation is usually voluminous and needs to be compressed for efficient storage
and transmission. In this paper, we are dealing with the
influence of vertex clustering on dynamic mesh compression. The mesh is divided into vertex clusters based on the
vertex movement similarity and compressed per-partes to
achieve higher compression performance. We use Coddyac as a basic compression algorithm and extend it by
adding well known clustering algorithms to demonstrate
the efficiency of this approach. We also deal with what
clustering is the most appropriate Coddyac.

Categories and Subject Descriptors
I.3.7 [Three-Dimensional Graphics and Realism]:
Animation; E.4 [Coding and Information Theory]:
Data compaction and compression

storage and distribution of data. ZIP and RAR are popular compression algorithms but they are not primarily
intended for dynamic mesh compression. We can achieve
better compression rates using specialised compression algorithms, such as Coddyac [6], which is currently the most
efficient compression algorithm for dynamic meshes.
Unlike the ZIP compression, Coddyac compression is a
lossy compression algorithm, but this is not an obstacle
due to the kind of data. Usual video compression algorithms are also lossy. One of our key observation is,
that the efficiency of the Coddyac algorithm directly depends on the dynamic mesh movement complexity. The
less complex the movements in animation are, the more
efficient the Coddyac algorithms is. Therefore, one possible way to improve the compression ratio is to reduce the
movement complexity, which could be achieved by clustering the mesh vertices by similarity of their trajectories.

2. Coddyac Algorithm Overview
Coddyac contains two well-known algorithms, Rossignac’s
Edgebreaker[2] intended for triangle connectivity compression and Principal Component Analysis[5], which is
used for compression of the dynamic mesh geometry.

Keywords
3D dynamic meshes, Data compression, Computer animation, Coddyac, Clustering

1. Introduction
Because storage capacities and transmission speeds are
limited, we need to use compression algorithms to reduce
data volume and thus reduce hardware requirements for
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The Coddyac algorithm is based on representing dynamic
meshes as a set of vertex trajectories of individual vertices. By using PCA on these vertex trajectories during compression, we obtain a new description of trajectories: feature vectors. These vectors consist of linear combination coefficients of principal components (significant
movements of the mesh), which are ordered by the amount
in which they affect the movement of vertices during the
whole animation. Reason for such trajectory transformation is the possibility to ignore less important components
of feature vectors (less important movements), and this
way reduce the amount of data describing the original
animation. Size of compressed data depends especially
on the rate of compression of feature vectors. Length of
these vectors is equal to number of selected principal components and thus efficiency of the Coddyac algorithm –
and all PCA-based compression algorithms intended for
dynamic meshes in general – directly depends on the dynamic mesh movement complexity.

3. Clustered Coddyac
As noted, the efficiency of the Coddyac compression algorithm directly depends on the complexity of movements
of the animated mesh. By movement complexity of a set
of vertices we mean differences of their trajectories. The
trajectories can be very complex, but they have to be
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similar to each other to decrease movement complexity
of the set of vertices. It follows that if different parts of
the mesh move in a relatively simple manner, but differently, the global movement of the mesh will be complex.
Therefore, after application of PCA, all trajectories are
described by vectors longer than necessary – we are using
combination of more principal components than we need.
For example to describe the movement of the torso of the
chicken in figure 3 on the left, principal components describing movement of his wings are also used, even though
this movement almost does not affect the torso at all.

We have also experimented with different methods of clustering of dynamic meshes, such as facility location, edgecollapse based clustering and k-means combined with different distance norms. Each tested clustering method has
brought some improvement of compression ratio. The
best of these methods achieve results in the range of tens
of percents lower bit-rate while maintaining the same error, see figure 4.
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Figure 1: Dynamic mesh movement simplification.
Three important movements for each vertex of
chicken mesh on the left, but only one important
movement for torso and each wing on the right.
To reduce the length of the feature vectors, we must select
those vertices of the mesh, whose trajectories are similar each other and include them in a common group - a
cluster. This way the movement complexity in individual
clusters is reduced and so is the necessary number of principal components. That leads to shorter feature vectors
and better compression ratio.
Many algorithms have been proposed for mesh division
into smaller parts depending on the topology or geometry criteria. We want to divide meshes according to
their movement complexity and similarity. Movement
is a geometrical property of dynamic mesh, thus neither
strictly topology-driven nor logical division were considered during our experiments. Geometry-driven division
of dynamic meshes can be performed by clustering of vertices using their trajectories, but we have to choose suitable clustering algorithm for Coddyac to maximise its efficiency. It is important to select the appropriate number
of clusters as well. The smaller clusters we choose to cover
the surface of the model, the better complexity reduction
can be achieved. However each cluster requires initialisation data (PCA basis), which negatively affect the final
compression ratio. Therefore, we need to find the optimal
number of clusters, enough to ensure that movements of
vertices included in them is as ordered as possible.
For the proper functionality of discussed approach we had
to solve several problems, such as disjointed clusters and
selection of an appropriate number of basis vectors for
each cluster. Solution of these problems and more details
on the clustered Coddyac can be found in [4] and [3].

4. Experimental Results
The clustering improvement of the Coddyac algorithm
and its modifications have been implemented and subsequently tested on several 3D dynamic meshes. This experimental data-set consists of artificial animations of single
and multiple objects and scanned real data. To compare
errors resulting from compression of 3D animated meshes
we used KG-Error [1] and STED [7] metric.

Figure 2: Comparison of different number of clusters. Red - not clustered, blue - the best result.

5. Conclusions
In this paper we have examined the influence of vertex
clustering on the Coddyac algorithm, which lies in the
suitable division of compressed mesh into smaller parts
– clusters. Clusters are then compressed separately to
reduce the animation movement complexity and thus improve the compression ratio. We found out that the optimal number of clusters is not dependent on the structure
of animated mesh neither the complexity of vertex trajectories, but especially on the differences between trajectories of individual vertices. For most tested meshes
we have found that values of 5-10 clusters provide good
results. We have tested several methods for clustering of
dynamic meshes. Of these methods the best results are in
average provided using the k-means clustering algorithm
in combination with L1 distance norm. The use of clustering in the Coddyac algorithm improves its performance
in terms of errors and data rate reduction. The bit rate
can be reduced by 33%-49% compared to the Coddyac
output while maintaining the same error.
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Abstract
This work describes design and implementation of a new
three-dimensional virtual globe that works in the web
browsers without the need to install any plug-in, addon, or
extension. Implementation itself is realized in JavaScript
language with WebGL (Web-based Graphics Library) extension that is available in most of the modern web browsers (Mozilla Firefox 4, Google Chrome 10, latest Safari,
or Opera 11.50). The key part of the implementation is
appropriate texture management and rendering method.
This work analyzes existing solutions, evaluates their usability in the specified environment, and proposes new,
better suitable structures and algorithms. The main result of this work is an open-source application that renders three-dimensional virtual globe inside a web browser
in real-time.

Categories and Subject Descriptors

The goal of the WebGL Earth project is to provide an alternative open-source solution implemented in JavaScript
and readily available in all WebGL-enabled browsers. The
result of this work is a platform-independent 3D application.
WebGL is a JavaScript extension defined by [1] (sometimes considered to be part of HTML5) that extends the
capability of web browser to be able to generate threedimensional graphics. It is based on OpenGL ES 2.0 and
allows the web developers to control low-level graphics
rendering process and even program GPUs with GLSL
shaders [2].
The most technically challenging part of the visualization
process is the handling of very large textures (real data
consists of up to 2 billion × 2 billion pixels1 ).

I.3.7 [Computer Graphics]: Three-Dimensional Graphics and Realism—Color, shading, shadowing, and texture;
I.3.6 [Computer Graphics]: Methodology and Techniques—Graphics data structures and data types; I.3.3
[Computer Graphics]: Picture/Image Generation—Display algorithms

1
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1. Introduction
Many web pages need to present some data to the visitors
on a map and sometimes even on a 3D model of the Earth
(elevation data, 3D buildings, etc.). At the the time of
starting this project, the only way to achieve such 3D visualization was by using closed-source Google Earth API,
which requires the installation of a browser extension.
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Figure 1: Mercator tile pyramid
Map data itself are usually divided into smaller images
(usually with the resolution of 256 × 256 px) to provide
granularity and support sophisticated data-management
algorithms. On top of this data, we can easily build the
so-called “tile pyramid” (figure 1), where each layer consists of four times more tiles than the previous one while
covering the same area. This means that each level has
twice as much detail in each dimension as the previous
level.
Such prepared tilesets are freely available from various
projects such as OpenStreetMaps (up to level 18) or Bing
Maps (including aerial imagery).
1

With 23 zoom levels and 256×256 px tiles — (223 ×256)2
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2. Real-time texturing methods
To deal with the large amount of data, we had to implement some tile management system, that would take care
of dynamic tile streaming, caching, and real-time lookup
in a GLSL shader program during rendering.
Because of really large amount of data, JavaScript performance properties and the fact that WebGL is missing
some advanced features available in standard OpenGL,
existing methods (such as Virtual Texturing (as described
by Mittring [3]) or ClipMapping [4]) proved to be impossible or not optimal to use. We therefore designed new,
derived methods that are more adequate for our needs.

2.1

TileBuffer with binary lookup

The main problem of Virtual Texturing is it’s low scalability. Instead of having an enormous lookup table where
most of the space is empty, we tried a reverse approach.
We introduced metadata that describes the content of
each “slot” of the buffer (in context of this method called
the TileBuffer ).
The metadata are small enough to be repeatedly sent into
the vertex shader. By going through the metadata, the
shader determines in what slot (if any) the needed tile is
stored. We can easily reduce the complexity of the tile
lookup operation to logarithmic by presorting the metadata and performing the binary search.
This method is usable to solve the specified problem, but
the amount of instructions executed in the vertex shader
increases with TileBuffer size and with 8 × 8 tiles the
rendering already takes too long on low-end devices.

2.2

ClipStack

ClipMapping proved to be an interesting method of very
large texture management. By introducing several modifications, improvements and simplifications we get a new
method, suitable for implementation in JavaScript and
WebGL, that we call the ClipStack.

proved to be enough to cover a very large area making it
really hard to see “uncovered” geometry even inside viewports with a resolution close to 1920 × 1080 px.
Full description of the ClipStack and it’s implementation details and additional optimization techniques can
be found in the bachelor’s thesis [5].

3. Implementation
In order to visualize the Earth, we also need properly
optimized geometry onto which to map the texture data.
To speed up the rendering process, we need polygon edges
to be aligned with tile edges. It would be impossible to
create and store a triangle mesh that would cover the
whole Earth at once.
Therefore, we developed a specialized structure called the
Segmented Plane, which represents constant amount of
geometry data. These data are dynamically warped to
form the needed subset of Earth’s surface. This way, we
effectively moved geometry generation problem from CPU
to GPU’s shader units.

4. Conclusions
Practical results of this work were released as an opensource project called WebGL Earth 23 and it already has
contributors from both academical (Universitat Politècnica de València – Spain) and commercial areas (CampToCamp S.A. – France and Switzerland; BIMserver.org –
Netherlands; National Oceanic and Atmospheric Administration (NOAA) – USA).
Principles described in this work were also already extended to allow for free-look camera and even 3D terrain
rendering.
Important part of the project is also the WebGL Earth
JavaScript API, which enables web developers to easily
include virtual globe into their own websites.
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A ClipStack is a collection of ClipLevels (figure 2). Each
ClipLevel represents a continuous subset of one level of
the tile pyramid.
Although having all the same size, each ClipLevel covers
twice as large an area as the previous one. It would be
an unnecessary waste of computational power to fall back
too many times – the shader would get too complex, too
much data would have to be streamed, and individual executions would potentially diverge too much. We limit the
number of active ClipLevels that are actually used during single frame rendering to a constant value. We use
3 active ClipLevels with the resolution of 2048 × 2048 px
(8 × 8 tiles, 256 × 256 px each) in our implementation. It

2
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Live demo: http://www.webglearth.com/
Developer info: http://www.webglearth.org/
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Abstract
This paper deals with localization of linear barcodes in an
image. A new algorithm for detecting and locating barcodes is introduced here. It is based on the usage of the
profile of light intensity. Due to this it is possible to work
only with certain image information, therefore localization is fast and accurate. The Proposed method can work
in real time. In order to test the rate of success of the
algorithm, a set of five hundred pictures has been taken.
The result of this work is an implementation suitable for
barcode readers in digital cameras or cellphones.

Categories and Subject Descriptors
I.4 [Image Processing and Computer Vision]: Segmentation; I.5 [Pattern Recognition]: Applications

Keywords
Barcode, EAN, detection, localization

1. Introduction
Barcodes are notably widespread in the field of automatic
identification in shops, warehouses and package delivery
systems etc. Nowadays manual laser scanners are the
most commonly used application of a barcode processing. The key problem for human or machine is to search
a barcode on the item and, provide a barcode area for a
barcode reading system. Which is the most time consuming part of the barcode processing. With an increasing
number and quality of digital cameras, image analysis can
also be used for decoding a barcode. The entire process
of barcode localization, detection and decoding could be
automatized. In this case, it is very important to detect
and locate areas with the barcode pattern and make these

Figure 1: Barcode pattern with intensity profile.
patterns available for barcode reader. The barcode in the
image could be rotated in different angles. Also it could
be enlightened by a flash or covered by a shadow. Barcodes are often printed on products with marks or texts.
Therefore, barcode localization is a very difficult problem.
That is the reason why the user must point aimer to the
barcode area in most of existing applications in order to
read it.
The new method of barcode detection and localization,
presented in this paper, is based on the observation of
changes in the intensity profile. This approach is suitable
for real-time localization because it operates with a small
amount of data. In spite of this fact, the method is precise and can handle barcode images of poor quality. A
previous version of this algorithm has appeared in [2].

2. Proposed algorithm
There are several techniques to locate the barcode in the
image, such as Robust hierarchical feature analysis method [4], which is robust and precise. However it requires
high performance. There are also other methods using
texture segmentation [3] or texture analysis [1].
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The Main goal of the proposed localization method is to
find the barcode in real-time, hence only a portion of rows
within image are processed. In this approach, changes in
the light intensity profile are used to determine where
the barcode areas are located. The barcode is a pattern
with high density of changes in intensity values as seen
in figure 1. There are strong changes of intensity level in
three directions and nearly no change in the fourth shown
in figure 2.
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The Algorithm processes the image by square blocks. In
the each block there are four scan lines, between each
scan line there is an angle of 45◦ . These four main orientations are enough to cover all the possible barcode rotations. The values of intensity within these scan lines
in the block are extracted. After that, the changes of
monotonicity in the intensity signal of extracted values
are counted. According to changes in the intensity profile
in certain directions it is also possible to specify rotation
of the barcode. Evaluation of block told us if this part of
image is situated in the barcode area or not.

56
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Table 1: Results of localization algorithm
Image resolution [px] speed [ms] success rate[%]
640x480
8
76
800x600
11
85
1024x768
19
82
1280x1024
32
90
1600x1200
68
85

Figure 2: Scanblock containing scan lines
A block can be evaluated as a part of the barcode area,
when the count of changes in the given direction meets
the conditions from equation 1.

C 1 > K1

∧

C3 ≤ Kmin

∧

(C2 ≈ C4 ) > K2 (1)

Suppose that Cj , where j ∈ h1, 4i, is the number of
changes in a certain direction. K1 and K2 are acceptable thresholds for the certain direction; these depend on
the size of the scan-block, because barcodes could vary in
size and the scan-block does not have to cover the entire
barcode. Kmin is a minimal threshold, this value has to
be close to zero. C1 is perpendicular direction to C3 and
C2 is perpendicular to C4 as shown in figure 2. The rotation of the barcode is determined from the minimal value
of Cj .
Evaluation of the image block is very fast, as it is not
necessary to operate with all image pixels. The algorithm
starts processing with the block of the largest size. Then
block size is decreasing, therefore smaller barcode parts
are detected. With this approach detection of barcode
pattern is the most precise and it covers all possible barcode sizes.
The Last part of the localization algorithm starts when all
blocks are evaluated. The Purpose of the localization part
is to connect founded blocks and determine all barcode
areas in the image. After that on basis of detected barcode
rotation the reading line is computed. As a result the
algorithm provides coordinates of the barcode area border
points and the Read-line where barcode is readable.
Unlike other methods, it is not necessary to process the
image more times. To gain an optimal speed of detection
the proposed algorithm works with a ”mask” to keep information about blocks which have already been detected.
The Main benefit of this algorithm is, that it works on
simple intensity value extraction. This approach is very
fast and it also has correct results.
The algorithm also performs inspection of the located
area. This is kind of post-processing eliminates detection
errors. The errors are mainly caused because of blurred,
enlightened images and very small or unreadable barcodes
in the image. Also if there is a text which is situated very
close to the barcode area could cause an detection error.

tests were separated into two parts. The first part of the
test verifies quality and accuracy of detection by blocks.
This was done by the ”hit-or-miss” approach. The ratio
of correct detected barcode areas to missed areas is 88%.
The other testing part checks correctness of the Read-line
after the barcode is detected and its rotation is found.
In 73% from all images algorithm located barcode area
correctly.
This result is not very different in efficiency compared to
other existing method [4, 5]. The processing speed1 of
this algorithm in 640x480 pixel image is average 8ms. In
comparison with other existing methods and applications
this speed is almost eight times faster. Tests were successfully made on video input taken from webcam. Therefore
this algorithm is suitable for real-time processing. The
results of localization algorithm and processing speed is
shown in table 1.

4. Conclusion
A new method of detection and localization barcode was
described in this article. The algorithm uses intensity
profile of scan-lines within image blocks and it can localize several kinds of linear barcodes. The results of all
tests shows that the success rate is similar and speed of
processing is even better than other conventional methods. Image with resolution lesser than 1280x960 pixels is
processed in worst case in 32ms, consequently it can be
used in real-time. This algorithm is aimed to increase the
speed of processing, therefore it has some problems with
blurred images or barcodes overlapped by pattern similar to a barcode. However in final implementation of this
algorithm, it suggest it is precise enough to be used as a
part of barcode detection and reader application in shops
or warehouses.
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3. Results and testing
The algorithm was tested on set of 545 images of various
quality and resolution, to make the tests reliable. The

1

Tests were made on computer with Intel Core 2 Duo
T6600 2.2GHz CPU
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Abstract
Light transport simulation is an essential ingredient for
producing realistic images by computer. Simulating light
transport requires constructing light paths that connect
light sources to the virtual camera. We introduce a novel
method for optimal combination of light path segments
in a popular light transport algorithm known as photon mapping. Our method substantially improves photon
mapping’s ability to produce accurate synthetic images
for a wide range of scene settings, which include various
types of materials, geometry, and light sources.

Categories and Subject Descriptors
I.3.7 [Computer Graphics]: Three-Dimensional Graphics and Realism-Color, shading, shadowing, and texture

Keywords
Computer graphics, global illumination, light transport
simulation, photon mapping, progressive photon mapping.

Figure 1: Example of a complex scene that cannot be efficiently rendered by the state-of-the-art
algorithms for light transport simulation. The image is a real photograph, not a computer rendering. Image courtesy of the Pedini company.

1. Introduction
In our work we deal with one of the remaining challenges
in computer-based realistic image synthesis: efficient, reliable, and accurate rendering of scenes that contain arbitrarily complex materials and light sources.
An essential ingredient for producing realistic images is
accurate light transport simulation. The state-of-the-art
light transport simulation algorithms are, however, usually not capable of handling arbitrary scenes efficiently.
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Group, Faculty of Mathematics and Physics, CUNI,
Prague.
c Copyright 2011. All rights reserved. Permission to make digital
or hard copies of part or all of this work for personal or classroom use
is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies show this notice on
the first page or initial screen of a display along with the full citation.
Copyrights for components of this work owned by others than ACM
must be honored. Abstracting with credit is permitted. To copy otherwise, to republish, to post on servers, to redistribute to lists, or to use
any component of this work in other works requires prior specific permission and/or a fee. Permissions may be requested from STU Press,
Vazovova 5, 811 07 Bratislava, Slovakia.
Vorba, J. Optimal Strategy for Connecting Light Paths in Bidirectional
Methods for Global Illumination Computation. Information Sciences
and Technologies Bulletin of the ACM Slovakia, Special Section on
the ACM Student Project of the Year 2011 Competition, Vol. 3, No. 4
(2011) 57-58

For instance the popular path tracing algorithm [4] fails
to produce noise-free results in reasonable amount of time
when it is given a scene with complex indirect lighting
containing many glossy materials and small light sources.
In fact, such settings in real environments are quite common, as demonstrated on the example in Figure 1. Photon mapping [3] handles a wider range of scenes than
path tracing, which is why we chose it as the basis of
our research. But even photon mapping is still unable to
efficiently render scenes with shiny, glossy materials, as
shown in Figure 2.

Figure 2: Even in a simple scene such as this one,
photon mapping creates unwanted splotches in the
image (left), whereas our novel method produces
a clean, artifact-free result (right).
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a) Photon mapping

b) Path tracing (6 days)

c) Our method (1 day)

Figure 3: Comparison of the state-of-the-art light transport simulation algorithms (a and b) to our
method (c). Notice that Photon mapping (a) produces spiky noise and false (non-existent) highlights.
Path tracing (b) leaves a lot of noise, even after 6 days of computation. Our method (c) generates a
much cleaner image in a shorter computation time.
Simulating light transport requires constructing light paths
that connect light sources to the virtual camera. Photon
mapping belongs to the family of bidirectional methods
that construct the full light paths by following sub-paths
from the light sources and from the camera, and connecting them afterwards. However, a general, provably good
strategy for connecting light sub-paths in photon mapping
was not known. Instead, a set of heuristics for sub-path
connection were used, that only work for a limited range
of input scenes. Our main contribution is the formulation a general sub-path connection strategy for photon
mapping that allows to efficiently render a wide range of
scenes, including those with glossy materials and complex
lighting.

2. Outline of Our Solution
2.1

Path Combination

Unlike in the original photon mapping, we extend the
sub-paths generated from the camera over several vertices (i.e. light bounces). A connection to the sub-paths
from the light sources is created at each of these vertices.
This results in a family of path connection strategies, each
of which is useful for simulating different lighting effects.
By combining all those strategies together using Multiple Importance Sampling [6], we are able to take the best
of each, thereby increasing the reliability of light transport simulation. The resulting method bears similarity
to Bidirectional Path Tracing (developed independently
by Lafortune and Willems [5] and Veach and Guibas [6]),
which is why we refer to our algorithm as bidirectional
photon mapping. A mathematical formulation and detailed description of these ideas can be found in [7, 8].

2.2

Progressive Photon Mapping

Even though our path connection strategy substantially
improves the quality of images generated by photon mapping, their accuracy is still limited by the low number of
pre-generated light sub-paths that can be stored in the
memory of a computer. This limitation of photon mapping was recently addressed in the work of Hachisuka et
al. [1, 2]. They propose progressive photon mapping that
circumvents the memory limitations of the original formulation. We have successfully applied our new path connection strategy to progressive photon mapping, resulting in
progressive bidirectional photon mapping. This algorithm

is capable of handling scenes containing materials with arbitrary reflectance properties and can render scenes with
much finer details than its nonprogressive version. Some
of our results are shown in Figures 2 and 3.

3.

Conclusion

We have developed a new general method for combining the light paths in photon mapping. The novel light
transport simulation algorithm derived from this method
is capable of rendering complex scenes with difficult light
settings and with materials of arbitrary reflective properties. Contrary to other state-of-the-art algorithms such
as photon mapping, our method does so without producing any objectionable artifacts in the resulting image. We
believe that our method is an important step towards developing a universal and reliable algorithm for realistic
image synthesis capable of efficient light transport simulation in arbitrarily complex scenes—the holy grail of
physically based rendering.
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