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Abstract

Categories and Subject Descriptors

Computers are used by the general public for an increasing number of tasks where security is an important aspect.
Most of the computers are used to execute potentially malicious applications, often without the user’s knowledge,
alongside applications that process sensitive data. The
common security functions of the current common operating systems do not provide suﬃcient protection of the
conﬁdentiality and the integrity of the sensitive data processed by one application against other applications running on behalf of the same user.

D.4.6 [Operating Systems]: Security and Protection—
access controls, information flow controls

We show that the operating system has an important role
in security – it is often impossible to eﬀectively deal with
security at the application layer without a suitable support of the operating system. We analyze several typical
examples of applications used in home and oﬃce environments and generalize the security requirements and the
security properties of the data used by the applications.
We design a security model including a formally deﬁned
information ﬂow policy to protect the conﬁdentiality and
the integrity of the data. We state and prove basic security properties of the model. We analyze several existing
protection proﬁles for operating systems, and we argue
that none of them is suitable for an operating system with
the intended use. We present a new protection proﬁle that
supports our new security model. Finally, we show that
it is feasible to modify Linux operating system to make it
compliant with the presented protection proﬁle.
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1. Introduction
During the past few years we have been observing a significant increase in the number of people who use computers
to perform tasks where security is important. Typical
such applications, that are of interest to general public and can be expected to be used on home computers, include Internet banking, e-government applications,
electronic signature creation and veriﬁcation applications.
We will use the term security-critical application to denote such applications.
Organizations use information systems to store and process conﬁdential business data and personal data. Unauthorized access to information stored or processed by all of
the mentioned applications (and many others) can often
cause a substantial loss to the aﬀected person or organization. It is usually the user’s responsibility to protect
the sensitive data. However, common users are not information security experts and can only follow some guidelines given to them. Even that is usually possible only
if the guidelines are simple enough. While a larger organization can dedicate some computers to security-critical
applications and protect them against unauthorized access, modiﬁcation or software installation, it can hardly
be expected in a home environment.
In our previous research [12] we have shown that it is generally infeasible to deal with security on the application
layer without a suitable support from the operating system. We have also analyzed several common general purpose operating systems and discussed the insuﬃciency of
their security functions to counter some common threats.
The principal results of the analysis, in an updated form,
are presented in our thesis. It has motivated our work on
designing a security model to be implemented in an operating system providing suﬃcient security functions to
allow using a single computer with a single operating system for both security-critical applications and untrusted
applications.
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2. Security in Common Operating Systems

2.1.2 Too many processes with high privileges

In the thesis, we have analyzed two groups of currently
common desktop operating systems for personal computers. The ﬁrst group consists of Microsoft Windows 2000/
XP Professional/Vista, and the second one consists of the
Linux operating systems.1 .

Another common problem is that many processes providing various services run on behalf of privileged users
(e.g. root on Linux, or special system user on Windows).
Many of these processes do need the privileges, but there
are also many of them that need only a small subset of
the privileges. Programs contain various ﬂaws that may
allow attackers to execute arbitrary code with the privileges of the exploited process. When such ﬂawed program
runs within a process with an administrator’s privileges,
it may allow an unidentiﬁed attacker to abuse the administrator’s privileges.

We have used the security functional requirements classes
speciﬁed in the international standard ISO/IEC 15408
[4] to organize the analysis of the security functions of
the considered operating systems. Operating systems in
both groups use hardware resources to protect themselves
against manipulation by processes, and to protect the
processes against each other. They implement security
functions for security audit records generation and review, user data protection, user identiﬁcation and authentication, security management, limited trusted path and
trusted channels, and other security requirements. As
far as access control is concerned, operating systems in
both groups implement discretionary access control mechanisms, and some of them (Linux, Windows Vista) optionally provide diﬀerent sorts of (partial) mandatory access
control mechanisms.

2.1 Security Problems of Common Operating Systems
We have identiﬁed several common security problems that
are not addressed suﬃciently by the considered operating systems if potentially malicious applications are to be
used simultaneusly with security-critical ones.

2.1.1 Abuse of privileges by an administrator
Linux operating systems not not apply discretionary access control to the processes running on behalf of the user
with ID 0 (root). A system administrator can, by default,
run any program on behalf of this user. The administrator can, therefore, manipulate with data of any user, and
can also modify parts of the operating system and applications, e.g. to capture sensitive input such as passwords,
PINs, . . . . The SELinux security module can be used
with a carefully speciﬁed security policy and with a suitable separation of duty among more people to lower the
risks of abuse of privileges by an administrator.
In Windows operating systems, the users can limit the access of administrators to their data. However, this feature
is insuﬃcient because it can be circumvented by abusing
the privileges for backup operators. The protection of
conﬁdentiality of the data can be improved using encryption, but the administrators are still able to overcome the
encryption by designating a special user able to decrypt
all ﬁles.
To sum up, the system administrators (and other users
with special privileges) eﬀectively control the entire system. Their trustworthiness is therefore very important
for the overall security of the operating systems.
1
To be correct, there are many Linux distributions, such
as Slackware, Debian, RedHat, Suse, Ubuntu, . . . . A
Linux distribution consists of the Linux kernel and a collection of libraries, system utilities and application programs. Its security functions are determined mainly by
the kernel itself and by the basic system utilities and
libraries that are shared among the individual distributions. This allows us to neglect the diﬀerences among the
individual distributions and talk about the Linux operating system.

2.1.3 Abuse of privileges of an ordinary user
A currently very common problem is the abuse of privileges of an ordinary user by malicious applications. Many
users do not realize that the programs they have obtained
from untrusted sources (such as the huge number of web
pages) can, on top of (or instead of) the declared activities, perform any operations, including malicious ones,
while abusing the user’s privileges.
Another problem is that applications often contain ﬂaws
that allow a code embedded in a specially crafted document to be executed as a result of the application’s processing of the document. When the user uses such application to process a document obtained from an untrusted
source, the risk is similar to that of directly running a
program from an untrusted source. This problem becomes even more signiﬁcant when we consider common
web browsers or e-mail clients that, to be more userfriendly, automatically run various applications to process documents in web pages or e-mail attachments, often
without asking the user whether or not to do so. This is
probably the most common way of spreading computer
viruses and Trojans nowadays. The lack of awareness of
users also helps the attackers to use this way to abuse the
users’ privileges. The users often trust unauthenticated
information. A typical example is the e-mail address of
the sender of an e-mail message – it is trivial to forge
while many users, seeing a known e-mail address, believe
that the message must have been received from a person
they trust. The message often comes from a virus, Trojan or another malware that attempts to exploit a security
ﬂaw in an application the recipient is expected to use to
process the message.

2.1.4 Direct manipulation with the hardware
Direct manipulation with the hardware while it is not controlled by the operating system also presents a nonnegligible possibility of breaking security of the considered
operating systems. If an attacker can physically manipulate with a computer, he or she can modify the contents of
its hard disks, and thus modify any data, applications or
parts of the operating system. Even though the operating
systems support digital signature veriﬁcation for system
components or for software packages during installation,
the signature veriﬁcation depends on data stored on the
disk that may be subject to unauthorized modiﬁcation
via direct hardware manipulation. The system can also
be modiﬁed not to perform the veriﬁcation at all. This
problem cannot be, in general, solved at the operating system layer without booting the system from a medium that
can be trusted not to have been modiﬁed in an unauthorized way (e.g. a physically protected read-only medium
or a ﬁle the authenticity of which is veriﬁed before using
it by the computer’s ﬁrmware and hardware).
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2.2 Existing partial solutions
Some of the problems mentioned above can be partially
solved using the features provided by the considered operating systems. The problem with processes with too high
privileges can, in some cases, be solved by minimizing the
privileges to the minimal required set. It is, however, not
always suﬃcient or possible.
The problem with abusing the user’s privileges can be
sometimes solved by increasing the awareness of the users,
and by strict separation of the security-critical activities
from the risky ones (such as web browsing or e-mail processing). When a user uses diﬀerent accounts for diﬀerent
purposes, he or she can set the access control lists in the
way that the programs running with the user’s identity for
the risky operations cannot interfere with the sensitive
data that are to be accessed only by processes running
with the other user’s identity.
There have been many projects for the Linux operating
systems (e.g. [6, 8, 9, 1, 7]) implementing various security mechanisms (most often a sort of mandatory access
control) to eﬀectively solve some of the problems. They
ﬁnally resulted in the inclusion of Linux Security Module
(LSM) framework in the Linux kernel, and in the acceptance of SELinux module as a standard part of the kernel.
SELinux can be used to protect conﬁdentiality using BellLaPadula based multi-level security policy, and using any
policy speciﬁed in terms of domain and type enforcement
mechanism. The latter is nowadays used by several Linux
distributions (e.g. RedHat, Debian) to limit the impact
of exploiting ﬂaws in applications on Linux servers. Attempts to use a strict SELinux policy on desktop systems
have failed due to too diverse requirements of desktop systems [11, 2], and they have resulted in usage of so called
targeted policy that constrains many of the system services and server processes but leaves the user-started processes unconﬁned in a single domain. This way the user’s
data are not protected against malicious code started by
the user, either directly or indirectly via a ﬂawed application and a malicious document.
Windows operating systems also brought several interesting attempts to solve the problems. Windows Vista
introduces two new security features that are worth mentioning. One of them is called Mandatory integrity control
(MIC)[18]. Filesystem objects and processes are assigned
integrity levels, and a process can only modify objects
with the same or lower integrity level than the process’s
integrity level. In fact, one half of the standard Biba
model[20] rules are used. It can also be conﬁgured to enforce one half of the standard Bell-LaPadula model[10] –
a process can only read from objects with the same or
lower level. Because MIC only implements a half of the
standard rules, it lacks the provable security properties
of Bell-LaPadula and Biba models. Its primary use was
to protect the user’s data and programs against a malicious code executed by a ﬂawed web browser. It does
not, however, prevent other processes from reading (and
acting upon) malicious data that have been downloaded
from untrusted sources.
Another new security feature introduced in Windows Vista
is User Account Control (UAC)[19]. It deals with the,
well known and unfortunate, fact that many users on
desktop systems use accounts with administrator privileges (either to overcome problems with some software
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or just out of a sort of laziness) for their normal computer usage. This leads to a situation that even a ﬂawed
web browser or e-mail client can perform operations that
are restricted to administrators, and it eﬀectively makes
the access control mechanisms ineﬀective. UAC works by
disabling some of the special privileges normally given to
administrators and prompting the user for a permission
to grant these privileges to the process that attempts to
perform an operation that requires the privileges. This
way, the processes cannot perform the privileged operations without the user knowing about it. They can still,
however, perform any operations that do not require the
privileges dedicated to administrators.

2.3 Existing Protection Profiles
The security requirements for IT products are often speciﬁed in the form of a protection proﬁle (PP) according to
the international standard ISO/IEC 15408 [3]. In the thesis, we have analyzed several existing protection proﬁles
for operating systems. In the PP registry2 , several protection proﬁles for operating systems are registered. Two
of them, Controlled access protection proﬁle (CAPP)[16]
and Labeled security protection proﬁle (LSPP)[17], are
for general use. A few others are speciﬁcally tailored to
the needs of the Department of Defense of the U.S.A.
for the classiﬁed information processing, but they are not
suitable for general home/oﬃce use.
The security objectives and the functional security requirements of the CAPP do not cover protection against
abuse of an administrator’s privileges – a trustworthy administrator is assumed. No protection against malicious
code executing with a user’s privileges is provided because
all access control decisions are based on the user’s identity regardless of the program being executed. The user
has thus no way of preventing a malicious program from
accessing any data accessible to the user. Even if the user
attempts to restrict his/her own access rights to an object, the malicious program running on the user’s behalf
can grant the access rights to the user (or to any other
user).
The LSPP improves the protection of conﬁdentiality of
data in the environments where information is/may be
classiﬁed in the Bell-LaPadula way. When a process (subject) is executed at a security level, it cannot read from
objects with a higher security level (thus containing more
sensitive information), and it cannot write to objects with
a lower security level. For example, if communication objects connecting to untrusted external systems are classiﬁed at the lowest level, a malicious program running at a
higher level cannot send sensitive information to the external systems, and a malicious process operating at the
lowest level (and thus able to communicate with the external system) can read no sensitive information (contained
in an object with a higher level).
The LSPP, however, contains no improvements regarding
integrity protection. A malicious program running at the
lowest security level can still cause damage to valuable
data stored on the system. As we will show later, the
integrity protection can be of equal, or sometimes even
higher importance that the conﬁdentiality protection.
The LSPP, just like the CAPP, does not cover the pro2

http://www.commoncriteriaportal.org/pp.html
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tection against abuse of an administrator’s privileges – it
assumes a trustworthy administrator.
We can conclude, that an operating system compliant
with any or all of the mentioned protection proﬁles can
still suﬀer from the problems discussed in this section.

3. Goals, Objectives and Methods
The problems mentioned in the previous section have given
rise to the primary goals of the thesis:
• designing a suitable security model for an operating
system supporting secure use of security-critical applications alongside untrusted and potentially malicious applications,
• creating a protection proﬁle, compliant to the
ISO/IEC 15408 standard[3, 4, 5], for a general purpose operating system supporting such use, utilizing
the security model.
In order to achieve the goals, we have set the following
objectives to fulﬁl in the thesis:
1. Identify and categorize typical applications and identify the protection requirements.
2. Specify the data classiﬁcation scheme.
3. Specify the security model.
4. Formulate and prove security properties of the model.
5. Create the protection proﬁle.
In order to specify the security model we have used a
simpliﬁed model of an operating system consisting of active entities – subjects (processes) performing operations
on passive entities – objects (ﬁles, directories, communication objects, processes, . . . ). We started with read,
write, create and delete operations, and we extended the
set of operations later to cover a more realistic operating
system. We have modelled access control and information ﬂow control using logical functions operating on subjects and objects and yielding true or false depending on
whether the operation is permitted or not.
The structure of a protection proﬁle is speciﬁed by the
international standard ISO/IEC 15408 [3]. We have used
the standard to write our protection proﬁle.

4. Our Results

an attachment of an e-mail message, or a vulnerable application may be turned into a malicious one by processing
malicious data. The user is usually unaware of the fact
that a particular application is malicious.
It has to be assumed that the malicious applications do
anything not prevented by the operating system or the
environment of the computer (e.g. a network ﬁrewall).

4.1.2 Local applications
The class of local applications contains the applications
that are used to process data stored in a local ﬁlesystem.
These applications generally do not need network access
to perform their tasks. The typical examples are text
processors, spreadsheets, presentation software, graphic
editors, . . . .
Local applications are used to process data with varying
requirements regarding the conﬁdentiality and integrity
protection. If they process malicious data, they may become malicious due to programming errors.

4.1.3 Sensitive web access
Web browsers are often used to access remote services that
process data requiring conﬁdentiality and/or integrity protection. A typical example is an Internet-banking system.
It provides access to ﬁnancial information; it allows the
user to submit transaction orders to the bank, etc. It
also processes authentication data (e.g. passwords). All
such data may be considered conﬁdential by the user, and
therefore, are to be adequately protected. The conﬁdentiality and the integrity of the data during their transmission is usually protected by means of cryptography.
Cryptography is usually also used to provide authentication of the remote system. But the data is also to be
protected while stored in the memory or in a ﬁle on the
local computer. Consider an instance of a web browser
used for general Internet access. It may have processed
some malicious data, a and therefore, it may have become a malicious application exporting everything to an
attacker. If the instance of the web browser is later used
to access an Internet banking system, all the conﬁdential
information may leak.

4.1.4 Digital signature creation
A digital signature creation application needs access to
the private key. The private key is a very sensitive piece
of information the conﬁdentiality of which has to be protected. The integrity of the private key has to be protected as well because its modiﬁcation can lead not only
to the loss of ability to create correct digital signatures,
but also to the leak of information that is suﬃcient to
compute the corresponding private key in certain cases.

4.1 Classes of Applications Considered
We have considered the typical applications used on personal computers in the home and small oﬃce environment. We have identiﬁed several classes according to the
security requirements for their data.

4.1.1 Malicious applications
A special class of applications is the class of malicious
applications. These are applications that have been intentionally programmed to perform malicious activities.
The typical examples are computer viruses, worms, Trojan horses and other kinds of so called malware. They can
be downloaded from the Internet by the user, received as

4.1.5 Digital signature verification
A digital signature veriﬁcation application needs access
to the public key. The public key requires no conﬁdentiality protection, but it does require integrity protection.
If attackers were able to modify the public key used to
verify a digital signature, they would be able to create a
digitally signed document that would pass the signature
veriﬁcation process.

4.1.6 Data encryption
A data encryption application using asymmetric cryptography needs access to the public key of the receiver of
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the data. As mentioned above, the public key requires
no conﬁdentiality protection, but it does require integrity
protection. In the case of encryption, if the public key
were modiﬁed by an attacker, the attacker would be able
to decrypt the encrypted data instead of the intended receiver.
The encrypted output of a data encryption application
may be transmitted via communication channels that do
not provide conﬁdentiality protection even if the conﬁdentiality of the original data is to be protected.

4.1.7 Data decryption
A data decryption application, as well as a data encryption application using symmetric cryptography, needs access to the private (secret) key with the conﬁdentiality
and integrity protection requirements mentioned above.
The output of a data decryption application may also require conﬁdentiality protection.

4.2 Security Model
4.2.1 Objects
It can be seen in the examples in the previous section
that we have to deal with data with varying requirements
regarding the conﬁdentiality and integrity protection. As
far as the conﬁdentiality is concerned, we can classify the
data into three basic categories:
• public data,
• normal data – C-normal,
• data that are sensitive regarding their conﬁdentiality – C-sensitive.
The public data require no conﬁdentiality protection. They
may be freely transmitted via communication channels
and/or to remote systems that provide no conﬁdentiality
protection. An example of public data is the data downloaded from public Internet.
The normal data are to be protected by means of discretionary access control against unauthorized reading by
other users than the owner of the data.
The C-sensitive data are the data that their owner (a
user) wishes to remain unreadable to the others regardless of the software the user uses, and even if the users
makes some mistakes (such as setting wrong access rights
for discretionary access control). Examples of C-sensitive
data are private and secret keys, passwords for Internet
banking, etc.
As far as the integrity (or trustworthiness) of data is concerned, we can also classify the data into three basic categories:
• potentially malicious data,
• normal data – I-normal,
• data that are sensitive regarding their integrity –
I-sensitive.
The requirements of the integrity protection of data is
tightly coupled to the trustworthiness of the data. The
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trustworthiness of data can be thought of as a metric of
how reliable the data are. If some data can be modiﬁed
by anyone, they cannot be trusted not to contain wrong
or malicious information. If some data are to be relied
on, their integrity has to be protected.
The potentially malicious data require no integrity protection, and can neither be trusted to contain valid information, nor can be trusted not to contain malicious
content.
The normal data is to be protected by means of discretionary access control against unauthorized modiﬁcation
by other users that the owner of the data.
The I-sensitive data are the data that their owner wishes
to remain unmodiﬁed by the others regardless of the software the user uses, and even if the users makes some mistakes. The I-sensitive data are to be modiﬁable only under
special conditions upon their owner’s request. A special
category of I-sensitive data is the category of the shared
system ﬁles such as the programs, the libraries, various
system-wide conﬁguration ﬁles, the user database, . . . .
Some of these ﬁles may be modiﬁable by the designated
system administrator, some of them should be even more
restricted.
The number of the conﬁdentiality and integrity categories
may be higher in real systems. The three levels described
above have a general and easy to understand meaning,
and we will use them in this section to explain the ideas
of our new model.

4.2.2 Subjects
It follows from the examples in the previous section, that
we have to deal with subjects with varying levels of how
much we can trust them to do what they are expected
to do. While we cannot trust a malicious application to
do anything good, we will clearly have to trust a signature creation application to create correct signatures, for
example.
A common approach to ensuring the conﬁdentiality and/or
the integrity of information in systems that deal with data
classiﬁed into several conﬁdentiality/integrity levels, is to
deﬁne an information ﬂow policy, and then to enforce the
policy. In order to enforce an information ﬂow policy,
subjects are divided into two categories – trusted and untrusted. A trusted subject is a subject that is trusted to
enforce the information ﬂow policy (with exceptions) by
itself; an untrusted subject is a subject that is not trusted
to enforce the policy by itself, and therefore the policy has
to be enforced on the subject’s operations by the system.
A typical information ﬂow policy protecting conﬁdentiality (e.g. one based on Bell-LaPadula model[10]) states
that a subject operating at a conﬁdentiality level CS may
only read from an object with a conﬁdentiality level COr
if CS ≥ COr , and may only write to an object with a
conﬁdentiality level COw if CS ≤ COw . If a subject is to
be able to read from a more conﬁdential object, and to
write to a less conﬁdential object, it has to be a trusted
subject.
A typical information ﬂow policy protecting integrity (e.g.
one based on Biba model) states that a subject operating
at an integrity level IS may only read from an object with
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an integrity level IOr if IS ≤ IOr , and may only write
to an object with an integrity level IOw if IS ≥ IOw .
Only a trusted subject can read from an object with a
lower integrity level, and write to an object with a higher
integrity level.
The problem with the division of subjects into the two
categories is that it would lead to the need of too many
trusted subjects in the home and oﬃce environment. Considering the examples given in the previous section, many
of the identiﬁed applications would have to be trusted.
We will divide subjects into three categories:
• untrusted subjects,
• partially trusted subjects, and
• trusted subjects.
An untrusted subject is a subject that is not trusted to
enforce the information ﬂow policy. It is assumed to perform any operations on any objects unless it is prevented
from doing so by the operating system.
A trusted subject is a subject that is trusted to enforce the
information ﬂow policy by itself. A trusted subject may
be used to perform tasks than require violation of the
policy under conditions that are veriﬁed by the trusted
subject. A trusted subject can, therefore, be used to implement an exception to the policy.
A partially trusted subject is a subject that is trusted to
enforce the information ﬂow policy regarding a speciﬁc
set of objects, but not trusted to enforce the information
ﬂow policy regarding any other objects. In other words,
a trusted subject is
• trusted not to transfer information from a deﬁned
set of objects (designated inputs) at a higher conﬁdentiality level to a deﬁned set of objects (designated outputs) at a lower conﬁdentiality level in a
way other than the intended one, and
• trusted not to transfer information from a deﬁned
set of objects (designated inputs) at a lower integrity
level to a deﬁned set of objects (designated outputs)
at a higher integrity level in a way other than the
intended one, but
• not trusted not to transfer information between any
other objects.
The sets of designated inputs and outputs regarding conﬁdentiality are distinct from the sets regarding integrity.
Any of the sets may be empty. A partially trusted subject,
like a trusted one, can be used to implement an exception
to the policy, because it can violate the policy (and it is
trusted to do it only in an intended way).
The most important diﬀerence between trusted and partially trusted subjects is in the level of trust. While
trusted subjects are completely trusted to behave correctly, partially trusted subjects are only trusted not to
abuse the possibility of the information ﬂow violating the
policy between a deﬁned set of input objects and a deﬁned
set of output objects.

4.2.3 Information Flow Policy
Having speciﬁed the objects and the subjects and their
classiﬁcation, we can formulate the information ﬂow policy to protect the conﬁdentiality and the integrity of the
information stored in, or transferred via the objects. We
will ﬁrst specify the policy objectives in an informal way,
and then we will deﬁne the policy formally.
In accordance with the classiﬁcation of objects, the information ﬂow policy has the following objectives:
1. Prevent reading of C-sensitive objects by subjects
of other users than the owner of the object.
2. Prevent modiﬁcation of I-sensitive objects by subjects of other users than the owner of the object.
3. Prevent information passing from objects with a
higher conﬁdentiality level3 to objects with a lower
conﬁdentiality level by untrusted subjects with the
exception stated below.
4. Allow the user to explicitly allow a subject to read
a C-normal object on per request basis. The user’s
approval in such case must be obtained via a mechanism independent on the subject.
The idea of this objective is to allow the user to
perform operations such as submitting a C-normal
document to a remote system, that is not trusted
to process C-normal data in general and is considered a public object with respect to our classiﬁcation
scheme, without the need to reclassify the document
ﬁrst (a therefore to expose its content to any subject). Because this approach is very prone to the
user’s mistakes, it should be limited to C-normal
objects and not applicable to C-sensitive objects.
5. Prevent information passing from objects with a
lower integrity level4 to objects with a higher integrity level by untrusted subjects.
6. Allow the user to specify the maximal integrity level
for each subject and prevent the subject from writing to objects with a higher integrity level.
The idea of this objective is to prevent modiﬁcation
of objects with a high integrity level unless required
by the user.
7. Allow the user to deﬁne four sets of special input and
output objects (two sets for conﬁdentiality protection and two sets for integrity protection) and two
special conﬁdentiality levels (for reading and writing
respectively) and two special integrity levels associated with the sets for each partially trusted subject,
and apply the same rules to partially trusted subjects with the following exceptions:
(a) Allow a partially trusted subject to transfer information from an object Oin with a conﬁdentiality level cin to an object Oout with a conﬁdentiality level cout < cin if the object Oin is
in the input set for conﬁdentiality protection,
the object Oout is in the output set for conﬁdentiality protection, cin is at most the special
3
Assuming the ordering of the conﬁdentiality levels as
follows: public < C-normal < C-sensitive.
4
Assuming the ordering of the integrity levels as follows:
potentially malicious < I-normal < I-sensitive.
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conﬁdentiality level for reading, and cout is at
least the special conﬁdentiality level for writing.
(b) Allow a partially trusted subject to transfer information from an object Oin with an integrity
level iin to an object Oout with an integrity
level iout > iin if the object Oin is in the input
set for integrity protection, the object Oout is
in the output set for integrity protection, iin is
at least the special integrity level for reading,
and iout is at most the special integrity level
for writing.
8. Allow the user to deﬁne the maximal conﬁdentiality
level for reading CSmax , the minimal conﬁdentiality
level for writing CSmin , the minimal integrity level
for reading ISmin and the maximal integrity level for
writing ISmax for each trusted subject S, and allow
the trusted subject S to read from an object O with
a conﬁdentiality level CO and an integrity level IO
only if CO ≤ CSmax ∧ IO ≥ ISmin , and allow the
trusted subject S to write to the object O only if
CO ≥ CSmin ∧ IO ≤ ISmax .
The trusted subjects are, therefore, able to transfer
information between any objects within some limits.
In the thesis, we present a security formal model described
by a logical function for each operation. The functions operate on subjects and objects and determine whether the
particular operation is allowed. Every object is assigned
4 attributes, every subject is assigned 18 attributes, and
these attributes are used to specify the logical functions.
In the thesis, we also present formally speciﬁed and proved
theorems stating the security properties of our model5 .
The model prevents untrusted subjects from causing any
information ﬂow from an object with a higher conﬁdentiality / lower integrity level to an object with a lower
conﬁdentiality / higher integrity level. It also ensures that
partially trusted subjects are able to cause such information ﬂow only if they obey the rules mentioned above.

4.3 Protection Profile Overview
To fulﬁl one of the goals of the thesis, we have created a
protection proﬁle, compliant to the ISO/IEC 15408 standard[3, 4, 5], for a general purpose operating system suitable for using security-critical applications alongside potentially malicious ones.
Our protection proﬁle has been designed to support our
new security model in addition to the common discretionary access control policy supported by the common
existing operating systems.
Our protection proﬁle speciﬁes several assumptions about
the security environment of the operating system, namely
about the hardware and its physical surroundings:
• the hardware supports access control for memory
regions and peripheral devices,
• the processor(s) restrict the use of privileged instructions to the operating system,
5

The theorems can also be found in [14].
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• the hardware is physically protected against modiﬁcation,
• and the internal communication paths (such as system buses) are protected against unauthorized monitoring and tampering with.
The hardware assumptions are consistent with the currently common PC hardware. The other two assumptions
are to be upheld by the environment, most commonly using physical security mechanisms.
It is also assumed that an operating system compliant
with the protection proﬁle is constructed as a modiﬁcation of an existing operating system. On one hand
this limits the choice of security functional requirements
and, most notably, security assurance requirements; on
the other hand it allows a compliant operating system to
be used in practice by utilizing existing applications and
hardware support.
The objectives of the protection proﬁle can be summarized as follows:
• restricting access to identiﬁed, authenticated, and
authorized users only,
• enforcing a discretionary access control policy based
on user identities,
• enforcing conﬁdentiality and integrity protection according to our new security model,
• cryptographic conﬁdentiality and integrity protection of stored data,
• auditing of security related events,
• residual information protection,
• system management restricted to authorized system
administrators,
• limiting the ability of an authorized administrator
to abuse his/her privileges,
• and the feasibility of construction of a compliant
operating system by modifying an existing operating system while preserving its compatibility with
existing applications.
The security functional requirements speciﬁed in the protection proﬁle can be summarized as follows:
• Security Audit (FAU) – the protection proﬁle requires that the operating system is able to generate
audit records for the listed events, that the authorized audit administrators are able to review, sort
and search the audit records, and conﬁgure the set
of audited events, and that the audit records are protected against unauthorized modiﬁcation and deletion.
• User Data Protection (FDP) – the protection proﬁle requires that the operating system enforces the
discretionary access control policy and our information ﬂow policy based on the user identity and
group membership and other security attributes associated with subjects and objects. It also requires

56
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removal of any residual information from resources
upon their allocation. Support for cryptographic
protection of integrity and conﬁdentiality of stored
data is also required.
• Identiﬁcation and Authentication (FIA) – the protection proﬁle speciﬁes security attributes to be associated with each user and the user’s processes. It
allows minimal strength requirements for authentication data to be speciﬁed. It requires a successful
identiﬁcation and authentication of an authorized
user before performing any other action on the user’s
behalf. It requires re-authentication before performing several speciﬁc security-critical actions.
• Security Managements (FMT) – the protection proﬁle requires the management of the security attributes
and data to be restricted to the authorized users
acting in speciﬁc roles, and in compliance with the
information ﬂow and access control policies. The
protection proﬁles deﬁnes several security roles and
splits the privileges and responsibilities among them
in order to minimize the ability of a single individual
(e.g. a system administrator) to abuse his/her privileges. It also supports authorization of securitycritical operations by multiple administrators.
• Protection of TOE Security Functions (FPT) – the
protection proﬁle requires the operating system to
protect itself against tampering by unauthorized subjects, as well as to separate the security domains of
subjects. The protection proﬁle requires that the security functions must always be invoked before other
operations within the scope of control can be performed, i.e. it may not be possible to bypass the
security functions. The protection proﬁle also requires the operating system to perform tests during
start-up to verify the crucial assumptions about the
hardware.
• Resource Utilization (FRU) – the protection proﬁle
requires the operating system to enforce the maximum quotas on disk space used by an individual
user.
• TOE Access (FTA) – the protection proﬁle requires
the operating system to support session locking on
the user’s request as well as automatically after a
speciﬁed period of inactivity. It also requires the operating system to maintain and display information
about successful and unsuccessful session establishments.
• Trusted Path/Channel (FTP) – the protection proﬁle requires the operating system to provide a trusted
path between the user and itself for speciﬁed securitycritical interactions including (re-)authentication, authentication data management, special security attributes management, . . . .
• Cryptographic Support (FCS) – the protection proﬁle speciﬁes requirements for cryptographic key generation and destructions, and for cryptographic operations.
The security assurance requirements speciﬁed in the protection proﬁle are based on EAL3[5] augmented with the
addition of requirements for detection of modiﬁcation during delivery of the operating system.

5. Discussion
In the thesis, we discuss the beneﬁts of our model. We
present several usage examples based on the considered
classes of applications. These examples can also be found
in [13]. We also compare our new security model and
our protection proﬁle to several other projects and to the
mentioned existing protection proﬁles.

5.1 Our New Model vs. MIC in Windows Vista
MIC can be used to prevent a potentially malicious application running at a low integrity level from modifying
data at a higher integrity level. Unlike our new model,
however, it does not prevent an untrusted application running at a higher integrity level from reading (potentially
malicious) data at a lower level. If the application contains a ﬂaw that can be exploited by processing malicious
data, the user can, e.g. by an accident, use it to read and
process malicious data stored at the low integrity level,
and thus turn the application to a malicious one that can
spoil data at its (higher) integrity level.
MIC also allows conﬁdentiality protection to be turned
on. Unlike in our new model, the conﬁdentiality and integrity levels in MIC are not independent, the same level
is used for both. It can be used to prevent a potentially
malicious application running at a low level from reading
(and also from modifying) data at a higher level. Unlike
our new model, it does not prevent an application running at a higher level (and thus capable of reading data
at that level) from writing to objects at a lower level.
Any application is thus able to export any data that it
can read to external untrusted systems, or to store them
to a low-level ﬁle.
MIC is a useful feature that allows a careful user to use a
web browser or to test a potentially malicious application
without the risk that they will modify (and optionally
also read) any data classiﬁed at a higher level. The user
must be careful enough, however, not to open any ﬁles
classiﬁed at the low level in another application running
at a higher level unless the application is trusted not to
misbehave upon reading the data.
The integrity and conﬁdentiality protection provided by
our new security model is deﬁnitely stronger than that
of MIC, and it has provable security properties similar to
those of Bell-LaPadula and Biba models.

5.2 Our New Model vs. SELinux
SELinux, by implementing a ﬂavour of domain and type
enforcement, provides a very ﬂexible security mechanism
that can be used to enforce a wide range of security policies. We show in the thesis that it can be used to implement our new model as well.
The commonly used SELinux policies[11, 2] deﬁne unique
types and domains for many typical system services, server
applications, and their data, and strictly restrict the set
of operations the processes running within these domains
are allowed to perform. The strict version of the policy is
suitable for servers but causes problems on desktop systems because the restrictions are too strict to be accepted
by users. The targeted version of the policy, that restricts
many system services but leaves the applications started
by the user in a single, unconﬁned domain, is suitable for
desktops. It prevents a ﬂawed system service program
from accessing data it does not have to be able to access.
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It does not, however, prevent user-started applications
from accessing the user’s data, perhaps except for some
specially designated sensitive data (such as private keys)
accessible only to certain applications.
The targeted policy could be combined with our new
model to provide combined beneﬁts of both. The targeted policy provides more rigorous restrictions for speciﬁc services while our new model can be used to protect
the ordinary users’ data.

5.3 Our Protection Profile vs. CAPP and LSPP
Our protection proﬁle, the CAPP, and the LSPP are designed for general purpose operating systems. We will
now discuss the beneﬁts of our protection proﬁle when
compared to those two.
All three protection proﬁles have some common objectives, such as restricting access to authorized users only,
audit, discretionary access control policy enforcement, residual information protection and restricting system management to authorized administrators only. They also use
similar security functional requirements to fulﬁl these objectives. We will, therefore, concentrate on the objectives
that make the protection proﬁles diﬀerent.
There are three new, important objectives in our protection proﬁle when compared to the CAPP or the LSPP:
• enforcing conﬁdentiality and integrity protection according to our new security model,
• cryptographic conﬁdentiality and integrity protection of stored data,
• and limiting the ability of an authorized administrator to abuse his/her privileges.
The ﬁrst is intended to address the problem (discussed
also in the section 2.1) of abusing the privileges of a user
(including an administrator) by malicious code (whether
executing as a standalone malicious applications, or as a
part of a ﬂawed application). Our new model has provable security properties that ensure that no untrusted
applications can cause information to ﬂow from objects
at a higher conﬁdentiality and/or lower integrity level to
objects at a lower conﬁdentiality and/or higher integrity
level. The user can, thus, run a malicious application as
an untrusted subject without the risk that it could cause
an information leak or spoiling. Applications that need
to be able to override this restriction can often be run as
partially trusted subjects where the amount of trust can
be very limited. We expect this approach to minimize the
risk resulting from ﬂaws in such applications.
The second new objective addresses the problem of direct manipulation with storage devices. Data encryption
provides for conﬁdentiality protection of the stored data
against manipulation by means that are not under control
of the operating system. Cryptographic integrity protection can prevent unnoticed unauthorized modiﬁcation of
the stored data including the operating system itself.
Our protection proﬁle is missing the assumption of a trustworthy administrator (this assumption is present in both
the CAPP and the LSPP). The third objective addresses
the problem of privilege abuse by an administrator. This
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is not addressed by the other two protection proﬁles. In
our protection proﬁle, it is addressed by separating the
privileges and responsibilities for various aspects of system management (such as general system management,
security management, audit management), and by deﬁning distinct security roles for such activities. When the
roles are assigned to diﬀerent individuals, no single person
can cause an unnoticed security policy violation. For environments, where this problem is a major concern, our
protection proﬁle supports multiple independent authorizations for critical operations.
When compared to the LSPP’s Bell-LaPadula style conﬁdentiality protection, our protection proﬁle addresses the
integrity protection as well as the conﬁdentiality protection. The integrity protection is often at least as important as the conﬁdentiality protection, as we have argued
in the section 4.2. The concept of the partially trusted
subjects, that we have introduced, is also a convenient
way of minimizing the amount of trust given to applications that have to be able to violate the rules for untrusted
subjects.

5.4 Benefits Summary
The key beneﬁts of our new security model are summarized in the table 1. While we have based our new model
on the ideas of Bell-LaPadula and Biba models[10, 20],
we have introduced signiﬁcant improvements. Unlike others (e.g. MIC[18]), we use independent conﬁdentiality and
integrity levels, and, most notably, we have introduced
partially trusted subjects. The introduction of partially
trusted subjects allows us to achieve strong security properties with minimal trust in correct behaviour of the partially trusted subjects.
Our protection proﬁle, unlike the well-known and often
used protection proﬁles (CAPP[16] and LSPP[17]), addresses the issues of privilege abuse by a system administrator, includes cryptographic protection against direct
storage media manipulation, and provides for both conﬁdentiality and integrity protection according to our new
security model.

5.5 Feasibility of Implementation
The thesis includes a feasibility study to show that it
is feasible to modify a real, existing operating system
to comply with our protection proﬁle. We have chosen
Linux operating systems as the base. We compare the
security functions of Linux operating systems with the
security functional requirements of our protection proﬁle,
and identify the missing features.
We suggest two ways of implementing our new security
model – the major missing feature – in Linux. In one
approach we suggest using Linux Security Module framework present in the Linux kernel. In the other one we
show how a SELinux policy can be created to enforce the
rules of our new security model (see also [15].

6. Conclusions
The goals of our thesis were to design a suitable security model and to create a protection proﬁle for a general
purpose operating system for home and oﬃce environment suitable to support the use of security-critical applications alongside untrusted and potentially malicious
applications. We have presented several typical examples
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conﬁdentiality protection
integrity protection
prevents untrusted subjects
from
causing
information
leak/spoiling
prevents partially trusted subjects from causing arbitrary information leak/spoiling

our new model
X
X
X

Bell-LaPadula
X
X

Biba
X
X

MIC
X
X

X

Table 1: Summary of the benefits of our new security model
of applications used in the target environment, analyzed
the security requirements and properties of the data involved, and designed a security model with a formally
deﬁned information ﬂow policy to protect the conﬁdentiality and the integrity of the data. In the thesis, we
have formally proved important security properties of the
model. We have created a new protection proﬁle utilizing
our new security model. We have discussed the beneﬁts of
our new security model and protection proﬁle for security.
We have compared them to other projects and protection
proﬁles. Finally, we have discussed possible ways to modify Linux operating system to comply with our protection
proﬁle. It seems to be feasible to make the needed modiﬁcations in a near future. Having said that, we believe
we have managed to fulﬁl the goals.
We can see the following tasks that might follow the thesis:
• Implementation – attempt to implement the suggested modiﬁcations. This is currently a work in
progress of two of our students, and we expect to
have the ﬁrst results in June, 2010.
• Usability testing – ﬁnd out whether the resulting
system can be used without unacceptable discomfort
for the users.
• Compare the diﬀerent possible ways to make the
needed modiﬁcations in terms of performance, usability, compatibility, extensibility, . . . .
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J. Janáček, R. Ostertág. Problems in Practical Use of Electronic
Signatures. In S. Fischer-Hübner, D. Olejar, K. Rannenberg
(eds.), Security & Control of IT in Society - II – Proceedings of
the IFIP WG 9.6/11.7 Working Conference, pages 63–74.
Bratislava, IFIP, 2001.
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