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of outstanding master theses. Besides that, conferences
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Abstract

1.

There are many problems related to the Web, e.g. one is
overloaded by huge amount of information or a searcher
can get lost in information space. These problems can
be partially overcome by employing personalization. We
focus on the user modeling area and we exploit existing
knowledge, mostly from the Adaptive and Semantic Web.
We focus on creation and maintenance of the user model.
We propose three novel methods for acquisition and maintenance of user characteristics in the user model. The
first method is based on generating questions to be used
for user model.The second method is based on the content analysis and assumes that comparing attributes of
documents, which were found interesting for a user, can
be a source for discovering information about user’s interests. The third method is based on spreading activation.
If there are connections between information concepts of
the domain model user’s characteristics can be utilized
even for concepts that have not been visited yet. The
proposed methods were evaluated by means of software
tools that were incorporated in research projects.

Information technologies have become a part of our lives
in recent history and using services provided by the Web
have become especially popular world wide. One limitation is that not everybody is computer-literate and able to
find the appropriate information effectively. Even though
the Semantic Web introduces solutions to some problems,
there are still many problems that limit the speed and extent of its expansion. Problems can be partially overcome
if we take into account a user’s particular search characteristics and we exploit existing search optimization approaches that are currently used in adaptive web-based
applications. The user model in adaptive web-based applications consists of identifying user’s characteristics that
are used for personalization of layout, navigation or content. There are several approaches used to acquire user
characteristics and keep them up to date. One method
is to ask the user explicitly or observe the user’s behavior while working with the application (implicit feedback ).
Another useful approach is to mine the user characteristics from logs, which can be processed on client-side
and/or server-side.
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Introduction

We present a contribution to the current state of the art
in the user modeling area, namely we focus on creation
and maintenance of the user model. We propose three
novel methods to acquisition and maintenance of the user
characteristics in the user model. The first method is
based on generating questions to be used for user model
updates. Particular questions are generated according to
the analyzed properties of the information concepts that
are the subject of the observed application domain. The
entire process of asking questions is driven by user-defined
rules. The second method based on the content analysis
assumes that comparing properties of documents, which
were found interesting for a user, can be a good source for
discovering information about user’s interests. Moreover,
in this methodology we impute reasons that might have
caused user’s interest in the content. The last method is
based on spreading activation. If there are connections
between information concepts (e.g., learning objects in
an educational application) of the domain model user’s
characteristics can be utilized to extend and extrapolate
beyond the known characteristics, even for concepts that
have not been visited yet.
The methods were evaluated by software tools that were
incorporated in research projects aimed at job offers (project NAZOU [24], http://nazou.fiit.stuba.sk/), digital libraries (project MAPEKUS [6], http://mapekus.
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• adaptation model, which specifies a method for the
adaptation to be accomplished;

fiit.stuba.sk/) and learning programming domain (project PeWePro [7], http://pewepro.fiit.stuba.sk/) that
have been conducted successfully at the Faculty of Informatics and Information Technologies at Slovak University
of Technology in Bratislava in the period of 2004–2008.

2. Thesis Objectives
We propose novel approaches to automatic acquisition
and maintenance of the user characteristics that employ
semantics provided by ontological representation. The
main objectives of this work are following:
• We assume that questions can be generated automatically according to the concepts in the domain
model to be used for acquiring and maintenance of
user characteristics for the user model.
• We assume that comparing properties of documents,
which users found interesting, leads to discovery of
information about users’ interests. Our goal is to
propose a method that uses content analysis (similarity estimation) to determine information suitable
for the user model.
• We assume that, if well-defined connections between
information concepts are available, a user’s characteristics can be changed for the concepts, even if
they have not been visited yet by the user. Our
goal is to propose a method for maintenance of user
characteristics in the user model based on relationships among concepts in the domain model.
• Experimental evaluation of the proposed methods
with regard to their domain independency.

3. Adaptive Semantic Web

• navigation model describes user’s possible moves among the concepts within the information space.
Since the purpose of the adaptive applications is to provide personalization, the user model is the most important part. There are more definitions of the user model
which differ according to the way the model is used. The
user model represents beliefs about the user that include
preferences, knowledge and attributes for a particular domain [20]. We use the common term user characteristics
to describe preferences, knowledge, attributes and other
identifying features that are included in the user model.
The user’s environment together with the user model is
called the context model.
Adaptation in the web-based applications occurs on three
levels, namely adaptation of the content, presentation [27]
or navigation. In Brusilovsky’s works [8, 9] we find techniques for adaptation divided in two groups. The first
group aggregates techniques related to the adaptation of
the presentation (including content). The second group
contains techniques for adaptation of the navigation (see
Figure 1).
Adaptive
multimedia
presentation
Adaptive
presentation

A way to improve efficiency in information acquisition
is a personalized approach based on user’s particularities
aimed at adaptation of the content, layout or navigation
in the information sources. The adaptation in an adaptive
application is a modification of content, style of presentation and navigation, whereas the personalization is an
adaptation that is provided to the particular user.
Presently, most of the available information in the Web is
provided in a form primarily suitable for human beings,
where the choice of its representation and presentation
is up to individual information providers. Therefore, the
next stage in improving efficiency of information processing is adding semantics to the content (e.g., the Semantic
Web).

3.1

Models of Adaptive Applications

There are two terms used very often – adaptivity and
adaptability. A common feature for both terms is cooperation with the user. However, in an adaptive information source a user’s behavior needs to be observed
to obtain necessary information for personalization. In
an adaptable information source, the user’s action is required, e.g. setting up properties. Adaptive applications
consist of four main parts:
• domain model, which represents the scope for which
the application is designed to be performed;
• user model, where all the actual user’s characteristics, which are necessary for adaptation, are stored;

Adaptive text
presentation
Adaptation of
modality

Adaptive
hypermedia
technologies

Natural
language
adaptation

Altering
fragments
Canned text
adaptation

Stretchtext
Sorting
fragments

Direct
guidance
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Inserting/
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Adaptive link
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Hiding

Adaptive link
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Disabling

Adaptive link
annotation

Removal

Dimming
fragments

Adaptive link
generation
Map
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Figure 1: Taxonomy of adaptive hypermedia technologies [9].
A detailed description of these techniques is beyond the
scope of this work and is provided in [8, 9]. For the content adaptation Brusilovsky recognizes and utilizes methods like conditional content, alternative content, or sorting of the content. It is possible to realize these methods
by using various techniques, namely inserting, removing,
altering, sorting, dimming fragments and stretchtext.
In this work we focus on adaptation based on the user
model (i.e., personalization) so it is important to note that
the user model must be also adapted to be continually up
to date and to provide proper information about the user
for further personalization.

3.2

Adding Semantics to Adaptive Applications

When a content presented to the user is personalized, it
is still suitable only for a human because it is designed for
use by humans. One solution is to represent the Web content in a form that is easily machine-understandable. Here
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emerges Tim Berners-Lee’s vision known as the Semantic
Web initiative [5] that tries to add semantics to knowledge to make it processable by automated tools as well as
by people. Probably the easiest way to capture the meaning of the content is provided by metadata. However, authors of the content can use own terms to describe semantics of the presented information, with resulting variation
in metadata descriptive elements which causes problems
for heterogeneous applications using various information
sources.
A more complex solution than metadata provides an ontology. The term ontology originates from philosophy,
namely from the study of the nature of existence. We use
Studer’s et al. definition [26], which extends Gruber’s definition [16] where an ontology is a formal, explicit specification of a shared conceptualization. In the ontology
we define classes (e.g., general things), instances (particular things), relationships among those things, properties
(and property values) of things, functions, constrains and
rules. This gives the ontology much more powerful expressiveness than the metadata approach has. Another
term, which is used very often along with ontologies, is
a concept.
An example of an instance representing a part of job offer
in a job offer application domain is depicted in Figure 2.
Rectangles used in Figure 2 represent instances of concepts. Every such an instance has its unique identifier,
but we present only its label for clarity (e.g., Salary).
Datatype and object properties are used to assert specific
facts about instances. Datatype properties express relations between concept instances and RDF literals and
XML Schema datatypes. Object properties express relations between two instances. To distinguish between
object and datatype properties a dashed line is used for
datatype properties (e.g., maxAmount). JobOffer is the
instance identifier which several properties are connected
to. For simplicity, we present only a few of them, and surround multiple properties (e.g., property hasPrerequisity)
by a rounded box.
String

String

...

hasText

User Modeling

A user model represents various user characteristics that
can be used to adapt the content, presentation or navigation of the informational materials presented. A content of the user model is described with variety of terms,
namely attributes, features, characteristics or properties
are used frequently. We use the term characteristic. The
more relevant characteristics describing the user that are
included in the user model, the more accurate and useful
is the personalization provided by the adaptive application.
There are several approaches that can be employed in
the user modeling process. We discuss approaches (e.g.,
stereotype model, overlay model) which are the most commonly used and look at user modeling from different perspectives.
Stereotype model. The stereotype is a collection of frequently occurring characteristics of users [25]. Users are
associated with one or more stereotypes that commonly
reflect a user’s knowledge, social background, computer
experience etc. The stereotype model is prone to inaccuracy due to the need for heavy reliance on inferences.
Even for a stereotype that has been selected and applied
correctly, some inappropriate characteristics can be inferred for particular user. Here, it is important to emphasize that in this case the personalization is not performed
to the benefit of particular user, but to the selected stereotype in a collective sense.
Overlay model. The main idea is that a user’s knowledge
of the subject is relevant subset of the domain knowledge
and the overlay user model is an overlay over the domain
model [19, 18]. Any domain concept from domain model
has a corresponding value in the overlay model which represents the user’s knowledge of the concept. The main
drawback is the necessity of initialization. The way to
overcome this problem is a combination of overlay and
stereotype user model. There are also inherent drawbacks, e.g. each application uses its own (different) representations, terminology, granularity of stored information,
requirements for higher or lower safety, etc.

Any VB6 and COM
experience is a big plus

4.1

VB6 and COM

hasText

4.

3

ASP.NET
Date

VBScript and HTML

2008-05-01

Washington, D.C.
hasPrerequisite

hasStartDate

JobOffer

hasJobTerm

hasDutyLocation
Full time

User Model Representation

There are several approaches to representing and storing
a user model in web-based applications. We do not discuss
representations that use proprietary formats as this would
prevent the sharing and reuse of the user model.

Figure 2: Example of an instance representing
a part of job offer.

Non-ontological representations. Using a relational database is quite straightforward, offers good performance,
and several other advantages such as security, distribution ease, data recovery, etc. Another frequently used
approach is the representation of the user model by an
XML based language. Both mentioned approaches offer
only a way to describe user characteristics and do not offer
any added value from the user modeling perspective. An
ontology-based approach to user modeling offers a way to
move user modeling from the low-level description of user
characteristics to a higher level with additional possibilities.

In adaptive web-based applications, the ontologies can be
used as a mean to represent models. We focus particularly
on the user model and also on domain model which it is
interconnected with.

Representing user model by ontology. The advantages
leading to using ontologies for user modeling come from
the fundamentals of this formalism. Ontologies provide
a common understanding of the domain to facilitate reuse

offersPosition

hasSalary

String
Salary

Programmer/Analyst
minAmount

isInCurrency

Float
50.0

perPeriod maxAmount
US Dollar
hour

Float
60.0
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and harmonization of different terminologies [20]. These
characteristics support reasoning, which is considered as
an important contribution to the ontology-based models.
By creating an ontology-based user model we increase the
probability that user characteristics will be shared among
a range of systems of the same domain.

4.2

Acquisition and Maintenance of User
Characteristics

We have already mentioned that relevant and up to date
characteristics describing the real user are needed in the
user model to perform accurate personalization. Processing of acquisition and maintenance of characteristics
roughly follows these steps:

Unique names and priorities assigned to a question along
with its structure are stored in Characteristic binding.
Furthermore, a binding specifies a template and a noun
which will be used in the generated question as a name of
the user characteristic. A suitable template for the characteristic is selected from Question templates according
to its unique identifier. Words to be used in the question
are stored in Vocabulary. The user is also provided with
a part of an answer in the case the answer is of an ordinal
value or an option type. If we deal with the maintenance,
properties are acquired with regard to rules fulfillment.
Employing a priority hierarchy also allows response to the
cases when it is appropriate to suppress the generation of
a question.

5.1
1. Sources identification. At this stage we need to identify sources from which we can extract information
for the user model.
2. Collecting information. There are two basic approaches to collecting information about the user
– explicit and implicit feedback [11].
3. Analyzing and extracting information. Information
acquired by observation of the user’s behavior or
implicit feedback requires further processing before
it is stored in the user model as a characteristic [4].
4. Changing the user model. User characteristics are
stored in the user model. This process is known as
initialization if there is no pre-existing characteristic
in the user model; or maintenance in the case when
that characteristic already exists in the user model
and only its value is changed.

5. Acquisition of Characteristics Based
on Questions
The method employs direct responses from the user. It
can be accomplished by filling in forms, answering questionnaires, questions, etc. We distinguish questions that
can be answered by filling their missing part or can be
answered with a positive or negative answer. We deduce
that a characteristic of the user, we are interested in, is
a part of the question. Each question contains the name
of a characteristic from the user model. The answer can
be a number, text, ordinal value, etc. The name of the
characteristic can be also contained in the answer.
At the very beginning, a list of properties for a concept
from the domain model is acquired. Each property relates
to a characteristic for which a question will be generated
(i.e., it will appear as an instance of a characteristic in the
overlay user model). Afterwards, properties can be used
for acquisition, if an instance of respective characteristic
does not exist yet in the user model, or maintenance, if an
instance of respective characteristic already exists. To be
able to generate questions we employ templates. Instead
of the name of the characteristic a special identifier is
used in the template. Following context relates to the
question – circumstances, which invoke generating of the
question and an object specifying which question should
be generated and what about. The circumstances of the
question are handled by user defined rules and the object
depends on the particular characteristic being researched
for the user model.

Binding Characteristics

Binding characteristics provides additional information
for the user model that is necessary to generate a question. Such additional information for a characteristic are
unique identifier, priority, template and noun used in the
sentence, which specifies a name of the characteristic.
A characteristic can be represented as a set of concepts.
When binding its structure we consider namespaces, classes, datatype or object properties, and instances. Simple characteristics are represented as RDF triples. Such
a structure is easy to bind, but this is not applicable to
more complex user characteristics where characteristics
can have relationships to others, can create taxonomies, or
a characteristic which can get an ordinal value; or which
can be represented as a class or an instance.
We propose a way of assigning names to instances in regard to the structure of concepts. The instances can be
named by using pattern – an instance is created according
to the defined pattern with a timestamp suffix, adjusting
desired value – an ordinal, text or numerical value can be
assigned, and name use – a defined name is used to name
an instance.
We use unique names (i.e., keys) to represent particular bindings which are stored in Characteristic binding.
A name of a key consists of an identifier specifying a type
of binding and a postfix, which is a unique number assigned to the key. There are several possible identifiers
that can be used, namely c (class), op (object property),
dp (datatype property), or i (instance).
In the Figure 3 an example is depicted with keys assigned
to individual parts of characteristic’s structure.
offer

relatesTo
op3
Offer
c4

UserCharacteristic
c1

dp1
hoursPerWeek

op2
hasConfidence

value
Float

LevelOrdering
c3

char

highest
op1
hasSource

Source
c2

ExACT

Figure 3: A characteristic with assigned keys.

5.2

Rules for Question Generation

An advantage of this approach is simplicity of creating
and maintenance of such rules. We employ a well known
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principle for rules: IF [condition] THEN [action]. Required parts of the condition are a characteristic from the
user model, operator, and parameter of the condition. Default action generates a question. A condition is defined
according to data types, which represent a value of a characteristic. Literal values can be of several types defined
according XML Schema. An instance can get an ordinal value or an option. Operators, such as less, greater,
equal as well as special operator instanceOf, can be used
in a condition. Well defined rules initiate generation of
a question in a right time, e.g. if a characteristic is older
than given time period. Another example is generating
questions with regard to a tool that is responsible for creating or updates of the characteristic. Employing priority
allows also reaction to the cases when it is appropriate to
suppress the generation of a question.

5.3

Discussion

The proposed method is based on generating questions
in natural language (here English). We employ concepts
from the domain model in the process of question generation. To evaluate the proposed method a software tool
called Explicit Actualizer (abbreviated ExACT ) was developed. The method was evaluated using the job offer domain ontology (created in the course of the project
NAZOU) and ontology of scientific publications (project
MAPEKUS) with respecting user models (represented as
ontology). In both domains, we bound selected characteristics and created templates to generate questions. Furthermore, rules to manage generating questions were defined. The templates were proposed with regard to their
universality, i.e. our goal was to design templates to be
used for as many questions as possible. However, the case
when too many templates are provided is not very reasonable, e.g. creating one template for each question is
not very effective. We designed 7 templates for the job
offer domain that allows for generation of questions addressing 22 characteristics. For the scientific publications
domain we proposed 3 templates which allow generation
of 5 questions only what is influenced by the straightforward structure of the domain.
The main problem of feedback based solutions is that necessary questions are mostly hard coded for a particular
application. However, there are some solutions that use
generation of the questions, such as dialog systems. Dialogue systems can provide relatively open-ended prompts,
i.e. users may provide responses that are not an exact fit
with what is expected [23]. Employment of ontology helps
to exploit well known relationships to achieve more natural communication. Sentences are generated according
to templates. The type of the template as well as the
use of proper terms is driven by rules. In [22] there is
described an approach to planning utterances in natural language that can dynamically use context information about the environment in which a dialog is located.
The educational system OntoAIMS [13] is built upon the
OWL-OLM. OWL-OML uses a dialog agent to maintain
dialog with regard to the prepared questions. The questions are generated according to the domain concepts and
can be answered by transforming them into queries. Our
method generates questions according to a concept’s properties and provides the user with prepared answer considering the type of the question. The M-PIRO project uses
meta-data to generate text in natural language [3]. Unlike
this project, our method generates questions with regard
to concepts.

5

6. Acquisition Based on Content Analysis
We present a method for the comparison of instances of
ontological concepts aimed at the identification of common and different aspects for personalization purposes.
The method exploits the advantage of ontological information representation and computes instance similarity
with regard to particular properties of concepts. In personalized applications where the user model is available,
the method also supports more accurate similarity computation for individual users according to their characteristics. Our method is designed with regard to domain
independency to be available for using in arbitrary domains.

6.1

Recursive Traversing of Ontology Instances

The main idea of the method comparing ontology instances is based on the evaluation of common property
pairs present in both instances. The rough principle of the
method illustrating comparison of two instances instanceA
and instanceB is shown in Algorithm 1. Detailed description of the method is provided in [2].
Algorithm 1 Recursive method basics
function getSimilarity(instanceA, instanceB)
set similarity to 0.0
set counter to 0
store properties for instanceA and instanceB
to properties
foreach property in properties do
increment counter
if property is in both instances then
store connected elements
to elementX and elementY
add
computeSimilarity(elementX, elementY )
to similarity
else
add 0.0 to similarity
end if
end foreach
return similarity/counter
end function
function computeSimilarity(elementX, elementY )
if property is datatype then
return
getDatatypeSimilarity(elementX, elementY )
else
set similarity to 0.0
add getObjectSimilarity(elementX, elementY )
to similarity
add getSimilarity(elementX, elementY )
to similarity
return mean value of similarity
end if
end function
When comparing two instances of the concepts, properties
can appear as single in both instances, multiple in both
instances, or single/multiple in one instance only.
When the property has a single occurrence in both instances, then the similarity of related elements (instances
in the case of object properties or literals in the case of
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datatype properties) is evaluated using different similarity metrics. The comparison of datatype properties ends
after a metric is used to compute the similarity measure
between the related literals. For object properties a metric for related instances is used (e.g., taxonomy distance)
and further comparison is performed recursively on the respective instances until literals are reached or until there
are no properties left.
Multiple occurrences of properties (e.g., hasPrerequisite)
in an instance are the most complex case we address. In
this case, two sets are constructed which contain elements
connected to the examined property in the first and second instance respectively. These two sets can have different cardinalities – the problem is to identify similar
elements between these two sets. We use our similarity
measure to identify such element pairs, which are then
compared and the computed similarity contributes to the
total similarity between the two instances.
However, the identified pairs do not provide satisfactory
results in some cases. For example, if in the first instance the hasPrerequisite property has the value “Java or
C programming” and in the second instance multiple values “Java programming” and “C programming” consistent
results are difficult to achieve. In our approach a pair with
higher similarity according to the used similarity metric
is selected (i.e., similarity with only one property’s value
from the second instances is considered), but more complex heuristics can be proposed and employed to identify
a 1 : n mapping.
If single or multiple occurrence of a property occurs only
in one instance, we estimate similarity of values attached
to the property as equal zero. It is based on the similarity
definition, i.e. the similarity equals zero if two objects
are entirely different. Here, we assume that instances are
entirely different in the property, since a value is assigned
to the property in one instance only.
A variety of comparison metrics can be used to compute similarities between instances or literals connected
to a property. We proposed two groups of metrics with
regard to a property’s type since they must be treated
differently due to their different nature – datatype and
object metrics. The description of the metrics is beyond
the scope of this paper.

6.2

Similarity Estimation

The total similarity between two instances of ontological concepts is aggregated as the mean value of the similarities computed between elements connected to particular properties. The computed similarity is symmetric. Let PropertySM be a similarity measure (SM) that
is computed for elements connected to a common property. Then similarity measure sim (InstA, InstB ) for two
instances is computed as follows:
|A∩B|

X

P ropertySMi (elementA, elementB )

i=0

|A ∪ B|

,

(1)

where elementA and elementB are elements (instances or
literals) connected to the i-th property. Since there can
be datatype or object properties, we introduce the General similarity measure that encapsulates all the similarity

measures that are available. It is computed for elements
connected to a property (e.g., PropertySM used in the
Equation 1 is its special case). The General similarity
measure is computed with regard to the property type. In
the case of a datatype property the used metric depends
on the corresponding literal type as described above. For
object properties, the similarity measure for related instances is computed as the aggregation of the label-based,
property-based and taxonomy distance similarity measure.

6.3

Personalized Similarity and User Characteristics

The aggregate of partial similarities is always the same
no matter what the context is. To improve the accuracy
of our similarity evaluation method with respect to individual users’ preferences (if a user model is available),
we introduce weights that personalize the similarity estimation which are computed for particular properties and
allows us to compute personalized similarity for individual users. The weight gets a value in the range h1, wi
based on the match between the property and the value
of the corresponding characteristic in the user model.
For personalization purposes, our goal is not only to compute the similarity between instances but also to investigate reasons that “caused” the similarity or difference.
User preferences can be deduced from implicit and explicit user feedback (e.g., rating). We assume that if the
instance includes a property whose value the user likes,
it will likely influence his/her rating towards the higher
(or positive) values. On the other hand, properties of the
content with the values that the user dislikes will influence
rating towards lower (or negative) values.
Since we are interested in properties that significantly influence user rating and thus also total similarity, we introduced two threshold values that divide properties into
three sets based on the computed similarities. If the similarity computed for a property is greater than the positive threshold then the property is assigned to the positive
set, if the computed similarity is lower than the negative
threshold the property is assigned to the negative set.

6.4

Discussion

Experimental evaluation was performed using the software tool called Concept Comparer (abbreviated ConCom). The evaluation was performed on the job offer
ontology. In the first case, only properties that are common for both instances are considered, thus other properties are ignored and do not influence the total similarity.
Using only common properties resulted in a narrow range
of similarity values – in 89 % of the cases the similarities
were in the range 0.30 to 0.75. We set the positive threshold experimentally to 0.65 and the negative threshold to
0.25, but such thresholds do not produce useful properties that could be used for user characteristics discovery.
Therefore, similarity computed for all properties must be
used to acquire properties based on thresholds.
In the second experiment, a user who assessed similarity
was involved. Similarity computed for common properties was used for comparison with human estimation since
its values more accurately mimic human assigned similarity values. For experiments where the user model was
involved we used similarity computed only for common
properties. The aim of the last experiment was to investigate how the user model influences similarity computation. If the compared properties are similar (i.e., for high
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values of the similarity measure) the personalized similarity increases towards higher values (a positive change
in the figure), while if they are different, the personalized
similarity decreases to lower values (a negative change).
In the following text we compare proposed method to existing approaches. A method computing similarity among
instances within an ontology is described in [1]. The data
layer estimates similarity by considering simple or more
complex types, such as integer and string. We propose
datatype similarity metrics that deal with all types of
datatype properties as defined by XML Schema. An approach to ontology matching based on instances is described in [21]. Its main idea is to derive similarity between concepts from the number of shared instances, since
the number of instances is usually greater than the number of concepts. Concepts are matched with regard to
trigram similarity of their names, though experiments
showed that it is not very effective due to the high diversity in the concept names. A two phase method for
instance comparison of tourism ontology concepts is described in [15]. The advantage of this approach is that
total similarity for more than two concepts can be expressed as one number. Furthermore, the similarity of
concepts from different contexts can be computed as well.
The main drawback of this method is that a similarity ontology holding similarity relations between properties and
entity names from the domain ontology must be provided
in order for the similarity graph to be built.
We also performed experiments in the scientific publications domain to investigate domain independence of our
method, where the computed similarity can be useful,
e.g. for clustering algorithms, semantic annotation tools
or repository maintenance tools as well as for the recommendation of similar content in recommender systems.
The aim here was to improve semantic search using personalized navigation within ontology instances that represent metadata of large information spaces [27].

7. Maintenance Based on Spreading Activation
With regard to defined connections among the concepts
in the domain model, we spread a change to other related parts of the domain model, even when the user has
not worked with these parts. In this section we describe
a method for maintenance of user characteristics that uses
spreading activation. Spreading activation principle originates from psychological studies of human memory operations. The principle is based on an idea that initial energy
(activation) of a selected node (in a graph) is spread to
other nodes.
Our method was primarily proposed for educational domains where relationships among concepts and their fragments are better defined than for the concepts involving
a job offer domain. However, the proposed method is not
restricted to be used only in the educational domain.

7.1

Models of Adaptive Web-Based Educational
System

Existing domain models usually consist of mutually interconnected learning objects that represent learning materials [10]. Having reusability of the models in mind we
divide the domain model into a knowledge item space and
a learning object space. An example of the domain model
is depicted in Figure 4. The learning object space consists

7

of learning objects and relationships among them. This
part of the domain model meets the standard view of the
domain model for adaptive web-based systems. A knowledge item (KI) represents a topic or a key word that represent key terms of the domain. Its aim is a categorization
of available learning objects into knowledge items according to learning goals of particular learning objects.
Our approach also supports changing learner’s characteristics for the learning objects, even in the case they
have not been visited yet, as a knowledge item can be
connected to learning objects using relations prerequisite,
contain and isRelatedTo.
We use an overlay user model that models the relation of
the user to the individual parts of domain model. It consists of a domain independent part and a domain dependent part. The domain-dependent part consists of records
about user’s visits, interests and knowledge in current educational course.

7.2

Maintenance by Spreading Change

While a user works with a learning object we are obtaining his/her characteristics for that learning object (e.g.,
estimated interest). Since there is a connection between
learning objects and other parts of the domain model we
spread a change to other related parts of the domain
model even though the user has not worked with these
parts yet. Modeling user’s characteristics consists of the
following steps:
1. Setting respective characteristics for actual learning object (e.g., Example with I/O operations in the
Figure 4) – with regard to user’s activity with the
learning object we can find out user’s interest and
knowledge for that learning object.
2. Spreading changes of characteristic’s values from the
actual learning object to knowledge items (i.e. knowledge item Display and Scan).
3. Spreading changes of characteristic’s values from the
knowledge item (Scan and Display) to other related
parts of knowledge item space (Input/Output and
Files).
4. Spreading changes of characteristic’s values from the
knowledge items, which characteristics have been
changed, to related learning objects (i.e., see Example with writing to file and Example with displaying
items of array).

7.3

Discussion

For the evaluation process a simple programming course
was created. It consisted of 16 learning objects containing simple text, exercise and explanation types. Knowledge items, which learning objects are assigned to, come
from ACM classification. The knowledge item space contains 1 476 topics and 4 keywords added specially for our
course. We developed an adaptive web-based educational
application that recommends learning objects according
to defined domain model. The user model is created automatically based on user’s activity (i.e., number of learning
object’s visits, time spent by reading, interest).
We describe the evaluation on spreading interest which is
performed on actual learning object with regard to user’s

8

Andrejko, A.: Novel Approaches to Acquisition and Maintenance of User Model

Knowledge item space
Input/Output

prerequisite

relate

Files

Example with
writing to file

Step 3

File System

contain

Display

Step 2

Control
structures

contain
...

Data
structures

contain

Scan
Cycle

Arrays

Step 1
Example with I/O
operations
Explanation of
cycle

...

isRelatedTo

Learning object
space

Example with
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Figure 4: Sequence of steps in process of change of characteristic.
feedback and consequent spreading of changes in the domain model. The interest gets a value from the range −3
(the lowest user’s interest) to 3 (the highest interest). The
evaluation starts with the empty user model (i.e., with no
initialized characteristics). We gradually set user’s interest to 3 (to observe changes of interest for actual learning
object), then to 2 (to observe spreading change and combination with previous value of interest) and at last to −3
(to verify changes also for negative values). In the first experiment, the interest was adjusted for the actual learning
object and afterwards it was spread to respective knowledge items, then continued spreading in the knowledge
item space and, at last, spreading of interest continued to
respective learning objects for changed knowledge items.
In the second experiment the value of interest influenced
by its initial value is tested.
There are several ways to model characteristics in a user
model. Mostly used are stereotype (e.g., Multibook) or
layered (e.g., AHA!, NetCoach) user models. In Multibook the stereotype can be changed after successfully
passed test. The presentation is adjusted to a stereotype not to a user. In the layered user model the evaluation of user characteristics’ for a visited document and
for related parts of the course (characteristic propagation) is provided. Actualization can be based on author
defined rules [12] or on analysis of learner’s activity. An
alternative approach to rule based adaptation in educational hypermedia systems is described in [17]. Unlike
our approach, content to be presented is selected according to the suitability function that estimates the suitability of a learning object for a specific learner. We adjust characteristics and then provide the user/learner with
the content with the highest relevance. AHA! provides
a propagation of a characteristic’s change to other parts
of a course via prerequisite relationships between concepts [12]. The propagation is based on author’s defined
rules. Defining rules for each document (or type of documents) is complicated and time consuming. Furthermore,
maintenance of the rules is necessary anytime a new document is added and relations with other documents need to
be updated. Personal Reader is an experimental environment supporting personalized learning based on semantic
web technologies [14]. The user model (here learner profile schema) provides slots for information about a learner
and is represented as a RDF document. Provided recommendations are personalized according to the current
learning progress of the user. The entire process of recommending is driven by rules. Our method uses overlay user

model and maintenance of user’s characteristics is based
on spreading activation, i.e. we employed structure of the
domain model to spread changes of user characteristics.
Our approach allows modeling user characteristics in the
entire domain model and not only in the already visited
parts, thus, it provides more accurate recommendations
of learning objects to achieve more effective education.

8. Contributions
Main contribution of this work is a proposal of three
novel methods to automatic acquisition and maintenance
of user characteristics that employ semantics provided by
ontological representation. Another contribution of this
work is its aim at the methods for acquisition and maintenance of user characteristics since, currently, there is less
attention paid to these problems (in comparison to adaptive navigation and presentation) in the adaptive hypermedia field.
Method for acquiring user characteristics based on questions. The advantage of the method is that questions
are generated automatically for concepts from the domain model and afterwards answers are transformed into
characteristics. The entire process (i.e., when and what
question needs to be generated) is driven by user defined
rules that can be restricted by question’s priority. The
method was evaluated using the job offer and scientific
publications domain ontology using our software prototype ExACT. We designed 7 templates for the job offer
domain which allow generating questions for 22 characteristics. For the scientific publications domain we proposed
3 templates which allow generating 5 questions.
Method for acquiring user characteristics based on content
analysis. The method is aimed at comparison of instances
of ontological concepts. The final similarity is the aggregate result of the individual similarities computed for particular properties while their type is considered to select
a suitable similarity metric for each property. The introduction of similarity metrics for properties allows us to
take advantage of semantics provided by ontological representation, which allowed us to extend similarity with
personalized weights reflecting users’ individuality. Furthermore, we investigated reasons (properties) that influenced user evaluation of content (e.g., interest). We have
developed the software tool ConCom that automates the
proposed method. Our experiments showed that similarity where all properties are considered is more suitable
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for discovering user characteristics, while similarity computed for common properties only better mimics the similarity estimated by real users.
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Method for characteristics’ maintenance based on spreading activation. The method is aimed at maintenance of
user’s characteristics where spreading activation is used.
We described our extension of domain model that enables
more accurate adaptation using two related parts – knowledge item spaces and learning object spaces – that can
be reused across several educational applications. Information about the user is in the user model expressed as
knowledge or interest about particular learning objects.
We developed a prototype of an adaptive web-based educational application that recommends learning objects
from the domain model. Benefit of this approach is in
changing user’s characteristics in the entire domain model
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Abstract
Internet and World Wide Web were developed in evolutionary fashion following changing requirements of the
users and usage patterns. The recent requirements on
the dynamics of World Wide Web, increased interactivity and effectiveness of cooperation introduce yet another
paradigm shift that goes deep into the architecture of
World Wide Web. A model that can be used to describe the interactions of physical and virtual worlds is
provided for better understanding of the forces behind
these changes. The target environment for the Internet
and World Wide Web is discussed; motivated by a desire
to better understand requirements of the users. The described model and the discussion of desired environment
is used to evaluate the architecture of the Internet and
World Wide Web. Inconsistencies of World Wide Web
architecture are identified and described in detail. Architectural improvements are proposed to solve the problems, described in a form of a new architectural styles
and constraints, especially the RRSS architectural style.
The proposed architecture is divided into several layers of
abstraction for easier understanding and maintainability.
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1. Introduction
The interaction with computer system is an important
part of our lives. The computers frequently store and
use data that describe characteristics of physical human
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beings. Yet only a few attempts had been made to provide
a model that would help to understand implications of
personal data processing.
This paper provides a basic structure of a model that may
provide insight into some of the areas that touch personal
data. Some concepts in the problem area are understood
only intuitively and this work attempts to provide more
formalized definitions and it attempts to put these concepts in broader perspective. The work was motivated
by a desire to design an “identity layer” on top of current
World Wide Web architecture. However, that approach
was changed in the process of modeling the system and
analyzing the basic structure of the World Wide Web.
We have discovered that basic identity-related mechanism
must be integral part of the World Wide Web architecture
to be effective. This work describes the motivation and
the reasons for such conclusion and it provides a proposal
of the necessary changes to the architecture of the World
Wide Web.
Today’s World Wide Web was built on assumptions that
most of the shared information is public. It also expects
that only a very limited number of subjects will publish
and modify the information while many subjects will read
it. However, such situation will not hold for much longer.
Many applications build on top of the World Wide Web
are actually making it writable. Wiki, blogging, photo
and video sharing applications allow to add comments to
the resource, therefore influencing its state. The original
World Wide Web architecture has not anticipated that
most of the resources will be dynamic and many of them
non-public or semi-public.

2.

State of the Art

Password authentication is a traditional method of authentication, however it is inadequate for highly distributed systems [52]. To overcome the security issues of passwords, several One Time Password (OTP) [35, 36] and
challenge-response authentication schemes [43, 54] were
proposed. However both one time password schemes and
challenge-response schemes in general have some common
security drawbacks. When used in a plain TCP/IP environment, connection data can be manipulated after a successful authentication takes place. In this case the attacker does not need to attack the authentication scheme
directly. These attacks can be prevented only by preauthenticating the server to the client by using other independent methods and explicitly authenticating the transported data.
The Public Key Infrastructure (PKI) is a set of methods
and formats for the management of public keys and all re-
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lated data. PKI uses asymmetric cryptography methods
to achieve its goals. The international standard for the
public key certificate format is based on ITU-T X.509 recommendation [4] and is widely used in both enterprise and
Internet environments. The certificate authority affirms
certificate validity by its signature. Public key certificates
can be used in many communication systems on the Internet. The most common communication protocol in
use today that employs X.509 public key certificates is
the Transport Layer Security (TLS) Protocol [27]. The
most frequently used TLS mode today is the authenticated server mode. The server has an X.509 certificate
for its fully-qualified domain name (FQDN) and the client
(web browser) has a list of trusted certificate authorities.
If TLS is used in any authentication mode, it provides
only short-term security for the transported data – TLS
protects and authenticates data on the communication
channel only. If the data is stored on the target system,
they are no longer protected. Even if the data block was
received by the server in a mutually authenticated TLS
connection, server is not able to provide any proof of data
origin to the third party. The most common practical use
of the TLS protocol is to secure a WWW communication.
It is called HTTPS [49] and it is essentially HTTP protocol communicating over a TLS-secured channel. Most
of the connection-oriented protocols can be modified in
a similar way to use the TLS layer for protection.
Public key infrastructure is not well-suited to express dynamic trust relationship. The digital certificates used by
public key infrastructures are relatively long-lived, they
are difficult to update and revoke. Therefore the public key infrastructure is used to express relations that
are quite static, such as binding name to an entity or to
express contractual relations between organizations. Attempts to use client-side certificates haven’t gained any
considerable user adoption. A low penetration of qualified certificates as authentication method for government
services in European countries is a clear indication of this
phenomenon [38]. High cost of the certificates and low
benefits may be one of the reasons of low PKI adoption.
Except for low adoption there are privacy concerns of PKI
usage [25]. Once the certificate is presented, all the attributes and data in the certificate are disclosed to the
verifying party. That means that the certificates should
contain only minimal amount of information to conserver
user’s privacy. However, such minimal certificates have
limited usability and even such minimal information may
expose user to a collusion attack.
Digital credentials [20] is a cryptographic system based
on secret-key certificates that was designed to overcome
some PKI problems. Although the basic principles of the
system are documented, the communication protocols and
the details of usage are not. Therefore it is not possible
to throughly evaluate digital credentials at the time of
writing this document.
Internet identity systems [21, 22, 41, 12, 13, 44, 8, 23, 37,
30] attempt to move the maintenance of user accounts
to a dedicated and shared sites, therefore lowering the
number of accounts a user has to maintain. The mechanism used by such systems is a secure transfer of user’s
identifiers, attributes and current authentication status of
a user from source site (Identity Provider) to the destination site (Service Provider). The trust relationship must
be established between source and target sites for a source

site to trust the target site’s requests and for a target site
to trust the source site’s identity statements. Establishing and maintaining this trust relationship is out-of-band
for most Internet identity systems.
The Internet identity systems supports one or both of
following methods. Browser-based mechanism assumes
nothing more than a plain web browser on a client-side
takes advantage of HTTP redirects to transfer security
tokens between sites. Client-based mechanism assumes
existence of special-purpose software component on clientside (identity client) that handles the transfer of security
tokens between sites. Internet identity systems follow the
proxy-based true SSO model according to Pashalidis and
Mitchell [45].
Internet identity system suffers from a variety of problems. Source site can trivially impersonate any user that
on target site [45]. The source site is able to track the
user’s log-ons on service providers sites. While the source
site cannot track the user’s activity at these sites, the
log-ons itself may provide sufficient information to potentially violate user’s privacy. Global identifiers used by
some systems can be used to correlate user activity as several target sites, endangering user’s privacy. Some of the
systems (especially OpenID [8]) is susceptible to so-called
phishing attacks [55], made possible by the architecture,
user interface and design decisions [40]. Internet identity
systems either assume direct trust between sites (e.g. expressed by exchanging X.509 certificates) or they assume
trust implied from other system. The implied trust is usually sourced from DNS or the public key infrastructure of
HTTPS, such as in case of OpenID [8]. However, such
approach is not correct as both DNS and HTTPS structures express only name assignment and does not express
any kind of trust.
Several authors [10, 47] discuss the conceptual foundation
of anonymity and identity in computer systems. The work
of Pfitzmann and Köhntopp [46] is especially noteworthy,
building common terminology on the works of other authors. However the work frequently operates with boolean
values where a scale would be more appropriate and it
does not distinguish between human actors and computer
actors in the system. The modern concept of privacy was
established by Warren and Brandeis [58] as “the right to
be let alone”. Solove [56] describes the traditional view
on privacy as an invasion paradigm and he argues that it
is no longer efficient to address the privacy risks of 21st
century. He proposes architecture based on Fair Information Practices [1] which was a one of the sources for OECD
guidelines for the protection of privacy, that are similar to
the EU personal data protection directive [2]. Resnick et
al. [50] are discussing ad-hoc interactions on the Internet
between parties that have no previous relationship. They
propose a distributed reputation mechanisms a solution
for problems inherent in such interactions. The positive
effects of reputation systems on ad-hoc interactions are
also described by Axelrod [11], proposing evaluation of
past actions for the purpose to be used in future decisions.
He describes it as “shadow of the future” that can motivate
users to a better behavior in the present by threatening
to punish bad behavior in the future. However, Windley
et al. [59] note that there is a natural trade-off between
reputation and privacy. They argue that as reputation is
calculated from the record of past interaction, revealing
such record means that part of the subject’s privacy is
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lost. Sabater and Sierra [51] provide a review of computational trust and reputation systems, classifying them by
a variety of criteria. They note that the reputation can be
seen as global or subjective. A game-theoretic approach
to model Internet interactions based on examination of
the record of past interactions is provided by Friedman
and Resnick [33]. It is shown that the availability of cheap
pseudonyms is harmful to the level of overall cooperation
in the network. Friedman and Resnick propose the creation of once-in-lifetime certificates to mitigate the effects
of cheap pseudonyms.
World Wide Web (WWW) is a distributed global hypermedia system that originated as simple hypertext system in early 1990s based only on a short proposal [14].
The principles and protocols of current World Wide Web
architecture have evolved during late 1990s, resulting in
definition of URI [19] and HTTP 1.1 [31]. The architecture was guided by the Representational State Transfer
(REST) architectural style described by Fielding [32] in
2000. However, there was no architectural document for
World Wide Web until 2004, when the Architecture of
the World Wide Web, Volume One [6] was published by
World Wide Web Consortium (W3C). The WWW architecture document retrospectively documented the thinking behind the development of World Wide Web. However
according to Fielding [32] the architecture and protocols
of World Wide Web we only roughly aligned with the
REST architectural style and inconsistencies still remain.
Current WWW browsers does not indicate the trustworthiness of displayed information. The information that
browser typically display is limited to URL of the page
and indication is HTTPS usage. This leads to a success
of phishing attacks [26] because users cannot distinguish
authoritative authentication page from a fake page with
the same design. The usability study accomplished by
Dhamija, Tygar and Hearst [26] demonstrated that good
phishing site deceived 90 % of participants.
Current architecture of World Wide Web assumes that
information always comes from its authoritative source
or a trusted proxy. The HTTPS mechanism is designed
to be effective for protection of information under such
assumption. However, the usability of HTTPS is limited
when such assumption does not hold, for example in case
of on-demand data replication and migration.
Internet is a world-wide communication medium. It connects almost 1.5 billion of users [9]. It is unrealistic to
assume that any significant part of such a huge population will maintain a long-term relationships with all the
people they interact. It must be expected that significant part of the interactions will be carried out between
people and organizations that does not know each other.
Therefore a method is needed that helps Internet users do
evaluate the trustworthiness of interaction partners and
generally any information available on the Internet. The
core of the problem lies in the architecture of World Wide
Web. World Wide Web mechanisms does not provide any
way that can assist users with evaluating trustworthiness
of communication party or reliability of information discovered on the Internet.

3. Dissertation Objectives
The work is focused on the improvement of World Wide
Web architecture, especially on conceptual layers of the
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architecture. The objectives of this work are defined as
follows:
• Define goals and expectations for the World Wide
Web architecture and design for a current needs and
for a foreseeable future.
• Evaluate the state, consistency and appropriateness
of World Wide Web architecture according to specified goals.
• Identify and discuss fundamental problems of WWW
architecture, especially focused on handling of user
identities and evaluating trustworthiness of commutation parties and reliability of information in the
World Wide Web environment.
• Propose architectural improvements in World Wide
Web architecture on a conceptual level, leading to
improved support for evaluation of information reliability.
• Validate the proposed architecture and demonstrate
that the proposal can handle situations that are
problematic in current World Wide Web.
One of the primary implicit goals of this dissertation was
to keep the efforts of designing the improvements of World
Wide Web architecture feasible. We sought to provide
complete results at the conceptual level that can be reviewed and evaluated rather than incomplete and therefore non-conceptional solution of a single World Wide
Web aspect. The review and improvement of World Wide
Web architecture is definitely not an easy task, therefore
we opted to split it to several steps. This document describe the results of the first step, improving the mistakes
of World Wide Web architecture on the conceptual layer.
Therefore the objectives of this dissertation are set specifically for that purpose.

4.

The Model

No practical architecture can be conceived without first
understanding the concepts that underlay the architecture and the needs of the people that seek to gather the
benefits of the architecture. Therefore we provide a model
that attempts to describe and explain the undercurrents
of realspace-cyberspace interactions. The model created
for the purpose of this dissertation is based on the interaction of two worlds: the world of human beings (called
realspace) and the world of computers (called cyberspace).
We discuss how people deal with computers and the implications on the reliability of information provided by
computers. We also deal with anonymity and identity of
people in regard to data processing.
The interaction between realspace and cyberspace is made
possible by terminal devices. These devices are entities
that are part of both spaces and they convert information
from a form perceivable in one space to the form suitable
for the other space. Computer monitor, keyboard, camera or independent sensor are examples of terminal devices. Neither realspace nor cyberspace entities are sure
whether the terminal device operates as expected, as they
cannot perceive the other world directly. Correlation of
information from several terminal devices may increase
the confidence in the information, however the reliability
of the information always disputable.
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Based on the discussion above we can formulate following
statement:
Theorem 1. Crossing the boundary of realspace and
cyberspace is always subjective.
The entity receiving data from other space using a terminal device must make its own assumptions about the relevance of the data. It has to (implicitly or explicitly) evaluate a level of belief that the data describe what they are
supposed to describe. We consider realspace-cyberspace
interactions to be subjective (as opposed to being objective). The interaction depends on the interpretation of
the information by both realspace and cyberspace entities, on their preconceptions, predetermined behavior and
believes, on the presentation and detection capabilities of
terminal devices, on the environment and overall situation of the interaction. As any information that resides
in the cyberspace originated in the realspace and had to
pass realspace-cyberspace boundary, we may formulate
following statement:
Theorem 2. Any information coming from the cyberspace is subjective.
Therefore the trustworthiness of the information cannot
be reliably evaluated unless its source is known. The credibility of the information source must always be considered to determine the likeness that the information is true.
Therefore we can formulate following statement:
Theorem 3. The source of the information in the cyberspace is equally important as the information content.
Based on the reasoning above, we do not require the user
of information should have complete knowledge about the
realspace identity of the source of information. We rather
propose that appropriate information about the source
should always be conveyed with the information content.
We also propose that the source is always taken into consideration when the information is used, while the actual
mechanisms of consideration may vary.
Persons (realspace entities) acting as users of computer
systems are represented in the cyberspace by data structures. As explained in the previous sections, the computer
systems that are interacting with realspace persons have
limited capabilities of determining the person characteristics directly. The data structures that represent users
are assembled from subjective information which is commonly entered to the system by the users themselves. The
data structure maintained in the computer system is in
most cases incomplete representation of realspace person,
with variable reliability.
We will use the term Subject to represent the the realspace person and the term Persona to represent the cyberspace data structure maintained in the computer system that is related to the person:
Definition 1. Subject is a conscious realspace entity
that is guided by a free will.

Definition 2. Persona is a cyberspace data structure
that represents some aspects of (realspace) subject or
a cyberspace entity that is governed by realspace subject.
The aspects are represented as a collection of properties
with machine-readable values.
As personas a cyberspace data structures, it follows that
the cyberspace data structures of persona can be only
a subjective representation of realspace subject.
The persona usually originates as an data structure describing one realspace person (subject). But after the
original creation, the link between the persona (cyberspace
entity) and subject (realspace entity) may not be apparent. According to this, a mechanism is needed that will
allow evaluation of relations between personas and subjects in a running system, long after the creation of personas. We define a concept of a world set that is a set of
all candidate subjects that could be used as a source for
personas in the system we consider, denoted as follows:
W = {S1 , S2 , S3 , ..., Sn }

(1)

We define basic concept of identity using probabilistic
mechanism:
Definition 3. Identity probability is a (Bayesian) probability that given persona describes given subject. Denoted
iP,S
whereas P is a persona and S is a subject.
The identity probability value, as well as all other probabilistic metrics defined in the document, are subjective to
a specific observer and depend on his knowledge. While
persona describes exactly one subject (by definition), the
sum of identity probabilities for specific persona and all
subjects in the world set must be 1. The following holds:
n
X

iP,Sk = 1

(2)

k=1

We can define a random variable IP with the world set
W as the collection of source states and with individual
probabilities being equal to identity probabilities of a single persona:
P (IP = S) = iP,S , ∀S ∈ W

(3)

The random variable IP represents possible subjects that
the persona P may describe. Given a specific persona,
anonymity set (denoted ASP ) is a set of all possible subjects from the world set for which holds that the identity
probability of the persona and the subject is greater than
zero. Can be denoted as:
ASP = {S : S ∈ W ∧ iP,S > 0}

(4)

This definition of anonymity set is a probabilistic extension of the definition used by Pfitzmann and Köhntopp
[47].
Definition 4. Anonymity ratio of a persona with respect to world set and observer describes the relative uncertainty in persona correspondence to a subject. Defined
as
H(IP )
,
ar(P ) =
Hmax
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whereas H(IP ) is an entropy [53] of random variable IP ,
defined as
H(IP ) = −

n
X

iP,Sk log2 (iP,Sk ),

k=1

and Hmax is a maximum entropy for a random variable
with n states, that is
Hmax = log2 (n).
Anonymity ratio of 1 means total anonymity: the persona may describe any subject from the world set with
equal probability. The anonymity ratio will be 1 if the
observer cannot in any way distinguish the subject that
the persona describes (the probability distribution of random variable IP is uniform). Anonymity ratio of 0 means
no anonymity: The persona describes a single specific subject. The anonymity ratio will be 0 if the observer is sure
that the persona describes a specific subject.

Analogy probability can be seen as a degree of observer’s
belief that two personas describe the same subject.
Definition 8. The personas are heterologous if and only
if they describe different subjects.
Similarly to the concept of analogy we define a probabilistic version of heterology:
Definition 9. Heterology probability is a (Bayesian) probability that two personas are heterologous. Denoted
hP1 ,P2 ,
whereas P1 and P2 are personas.
Two personas can only describe the same subject or two
different subjects. Therefore it follows that
lP1 ,P2 + hP1 ,P2 = 1.

Definition 5. Identity ratio of a persona with respect
to world set is a probabilistic inverse of the anonymity
ratio. Defined as
ir(P ) = 1 − ar(P ).
The identity ratio describes the degree of observer’s belief that persona P describes some specific subject. Identity ratio of 0 means no identity: the observer cannot
infer any useful information about the subject that persona describes. Identity ration 1 means total identity:
the observer is sure about the subject that the persona
describes.
Exact values of anonymity ratio and identity ratio may
be very difficult (if even possible at all) to compute in
the practice. Only the estimated values of these metrics
can usually be determined. However we may use other
metrics that can be computed in computer environment
and may provide estimations of anonymity and identity:
analogy and heterology relations and analogy probability
value that may be used to approximate anonymity and
identity in practical scenarios.
Definition 6. The personas are analogous if and only if
the observer believes that they describe the same subject.
Analogous personas describe the same subject. These personas may be two accounts in different systems that belong to the same user or two database records describing
the same person. The analogy defined in this deterministic manner may not be very useful in practice. It is
usually difficult (if possible at all) to reliably decide if
two personas are analogous, but it is usually feasible to
provide estimation on how likely it is that the personas
describe the same subject. For this reason we define the
probabilistic version of analogy:
Definition 7. Analogy probability is a (Bayesian) probability that two personas are analogous. Denoted
lP1 ,P2 ,
whereas P1 and P2 are personas.
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(5)

Analogy probability and a world set based on persona
databases may provide an estimation of anonymity/identity ratio values in practice.

5.

Design Goals and Methods

Architectural model similar to the model proposed by
Fielding [32] is used as a guiding principle in this work.
The behavior of the designed system is described in forms
or constraints: what the system must do and what it must
not. Architectural style is formed as a named set of architectural constraints.
Our goal is to propose an architecture that will support
an environment of effective cooperation. Such environment should induce the positive network effect [29]. It
should encourage the cooperation of any two entities in
the network. The cooperation should not be limited to
channel-oriented interactions, where few strong entities
mediate most of the interactions on the network. It is
expected that the environment will change as the society
changes. The designed system must address such a dynamic nature of the environment. No information should
be regarded as permanent. The dynamics of the information must be taken into consideration and be reflected in
the architecture.
Three environment settings are considered: anarchy, authoritarianism and environment of responsibility. Anarchical environments inhibit cooperation. The effect of anarchical environment will be a wilderness where few strong
individuals will abuse the majority of others, making them
even weaker and more susceptible to domination. The
business is ineffective, as nobody can be trusted. Longterm relationships are necessary to build-up relationships
of trust and no long-term relationships could be established if the identity of participants is actively hidden.
The authoritarian environments do not scale, therefore
are not usable for internet environment. Even if the initial authoritarian regime cared about the well-being of
users, that motivation goal tends to be lost in the maze of
bureaucratic labyrinth. The authoritarian environments
(especially bureaucracies) suffer from a high risk of corruption, which dramatically reduces efficiency. This leads
to a centralized business model that is very difficult to
efficiently scale. The environment of responsibility empowers users to exercise their free will, but still makes
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them accountable for the consequence of their actions. It
attempts to find the equilibrium between colliding forces
and keep the system in that equilibrium by self-balancing
mechanisms. We seek to design an architecture that will
support the environment of responsibility.
The proposed architecture must respect privacy of users.
We adopt the proposals of Solove [56] arguing that architectural approach is needed to remedy the problem of
privacy in the information age. He proposes architecture
based on Fair Information Practices [1] which was a one
of the sources for OECD guidelines for the protection of
privacy and which are also similar to rules defined by EU
personal data protection directive [2].
An appropriate level of trust is necessary for efficient cooperation. The cooperation of the parties that do not
trust each other is burdened with high overhead of contractual constraints, management controls and continual
checks. The lower level of information about the trustworthiness of the other party means higher risk for the
transaction and therefore higher cost to the controlling
and remediation mechanisms rather than investing to the
core subject of the interaction. We consider reputation as
a key mechanism how to evaluate trustworthiness of the
subjects. Interaction partners may user reputation values
to guide trust-related decisions about the other partner
without requirement for a long-term relationship. Such
a method will be necessary to maintain efficiency in globally distributed environment.

6. Architecture of the Internet
The development of Internet is an effort of a large and diverse group. Computer scientists, application developers,
users and many others, all are taking their part in forming
the Internet. The development of protocols and applications is not controlled by any central authority. Several
standard bodies are strongly influencing the design of the
Internet, but even those organizations are not a position
of force and control. Such environment contributed to the
evolutionary approach to the architecture of the Internet.
There is no document that describes the invariable architectural principles of the Internet, as there are no such
principles [24]. As the design of Internet is guided by
evolution and constant change, the occurrence of design
problems and architectural inconsistencies is inevitable.
World Wide Web originated in early 1990s as an distributed hyper-text system, based on TCP-based Hyper
Text Transfer Protocol (HTTP) and SGML-based Hyper Text Markup Language (HTML). It later evolved to
a generic delivery mechanism for information objects. At
the time of this writing is World Wide Web perceived
as a general-purpose “information space” [6]. The World
Wide Web architecture was guided by the Representational State Transfer (REST) architectural style described
by Fielding [32]. The REST style is based on the ClientCache-Stateless-Server style. All interactions are asymmetric, with the roles of client and server clearly distinguished. The server is passive (reactive) and cannot initiate interaction. All interaction are limited to only those
initiated by client, therefore asynchronous notifications of
events from server to clients is not possible. This limitation is in practice addressed by polling mechanisms, such
as RSS [5] and AJAX [34]. The server component of the
REST architecture is supposed to be stateless [32]. The
statelessness is endorsed as one of the key architectural

principles of REST. When applied to the architecture of
World Wide Web, the use of any state mechanism such
as HTTP Cookies and frames is considered an architecture mismatch. However the assumption of statelessness
can hold only if the resources are immutable and fail if
any of them can be modified. The REST architecture allows for modification of resources, especially when applied
to the WWW in a form of PUT, POST and DELETE
methods of the HTTP protocol [31]. If one of the interactions changes state of the resource, all subsequent
interactions depend on the result of the interaction that
caused the state change. For that reason the interactions
in the REST architecture cannot be considered stateless,
as the state is present in the resources. Fielding does not
address this problem in his description of REST, however
he notes that the use of caching for resource representations may provide erroneous response. Such an error
would not be possible if REST would be entirely stateless, in other words if the response would depend only on
the information in request.
Uniform interface is another basic principle of REST architecture. However it was only partially reflected to the
architecture of World Wide Web. The URI [19], HTTP
[31] and HTML [3] specifications were supposed to define
the uniform REST-like interface for the World Wide Web.
However these definitions include a considerable degree
of extensibility of the definition, focusing on the syntax
of the interface and defining only the minimal semantic
meaning when needed. While this approach allows to use
the WWW mechanism for a broad range of applications,
the definitions provided in URI and HTTP specifications
are closer to definition of a network layer rather than application interface.
The concepts of Resource and Uniform Resource Identifier (URI) are central concepts in the architecture of the
World Wide Web. However only vague definitions of a resource are available [6]. It is obvious that resource may
be a realspace object and that resources are identified by
URIs. That implies that one of the intents of the WWW
architecture is to identify realspace objects by URIs. The
World Wide Web architecture document [6] mentions the
concept of URI owners and it recommends a good practice
for URI owners to provide representation of the resource.
It follows that realspace objects should have representation in cyberspace maintained by the owner of the URI.
Such a representation is always subjective. There is no
assurance that the URI owner is also the owner of the
realspace “resource”, therefore the representation of the
“resource” provided by the URI owner can be harmful.
This problem was recognized [16] and a solution was proposed by the W3C Technical Architecture Group [17] by
not allowing to provide a representation of a resource that
is not an information resource. Although it is claimed in
the decision leaves a consistent architecture, some issues
still remain. The most obvious problem is that the above
decision makes generic concept of URI dependent on the
HTTP protocol definition. However URIs are supposed
to be protocol independent identifiers [19].
The definition of a resource is very vague. It is essentially defined as “whatever might be identified by a URI”
[6]. This may lead to almost anything to be considered
a resource. Even resource representations may by themselves be resources (they are often identified by URIs already). Such a recursive principle gives great freedom of
choice for system implementers, but it may become very
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confusing. The situation may be easy to resolve for humans, given a specific context of the URI in the message
and the response. But if an automated reputation system
would interpret the negative feedback of a user on a specific URI, it would be difficult to distinguish whether the
image processing algorithm, photographer’s skill, model’s
look or model’s personality was meant as the target of
the opinion in case of rating a resource representing itself as a digital photograph. This situation is made even
more confusing by W3C recommending to avoid arbitrary
URI aliases [6] for the same resource while at the same
time recommending different URIs for something that can
easily be considered different representations of a single
resource [48].
The World Wide Web Architecture [6] document proposes
a practice to avoid URI aliases. However URI aliasing is
a common practice on the web today. It is a common
practice that several URIs identify the same resource by
using different capitalization, omitting slash characters or
using different URI schemes. This practice is clearly in
conflict with the practice proposed by World Wide Web
Architecture document [6], however it is deemed acceptable by at least some members of W3C TAG [57]. We
consider the practice of using URIs in different schemes
to identify the same resource as harmful. The identification of access method should be determined by the client,
it should not be a part of resource identifier. The eXtensible Markup Language (XML) [7] used for data representation on the World Wide Web introduced the concept
of namespaces. The XML namespace mechanism is used
for identification other resources as well, for example for
identification of services. The name in a XML namespace
is called Qualified Name (QName) and it is composed
from URI-formatted namespace name and free-form local
part. QNames are not URIs, however the World Wide
Web Architecture document [6] strongly recommends the
use of URIs for resource identification. Although the same
document mandated mapping between QName and URI
this practice is seldom followed, as there is no universal or recommended mechanism. We see this duality in
using QNames and URIs to identify the same concepts
(resources) as harmful to the architecture of World Wide
Web. We account the difficulties in mapping between
QNames and URIs to the unnecessary flexibility of generic
URI format, which inhibits the attempts to design an universal mapping mechanism.
The URIs using the http scheme are considered by
World Wide Web Consortium (W3C) Technical Architecture Group (TAG) to support persistence. The draft
finding of the TAG [57] claims that URIs with http scheme
support persistence as well as it is practically possible.
However, persistence of URIs with http scheme (HTTP
URIs) depends on assignment of DNS name. DNS name
assignment can be made reasonably persistent in the midterm scope (few years) for well-established organizations.
However it is difficult for individuals to obtain a DNS
domain under their control. Therefore it is difficult to
implement persistence for HTTP URIs scheme for individual users. The W3C TAG draft finding on the use of
metadata in URIs [42] recommends that URIs should be
easy to understand, which is also supported by another
document [15]. This practice may be interpreted to encourage the use of human-readable names in URIs. However, human readable-names are often subject to change,
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therefore such a practice inhibits persistence of URIs. The
URIs with http scheme can support practical mid-term
persistence for well-established organizations and hosting scenarios. But considering the current situation of
DNS name assignment practice the use of HTTP URIs as
general-purpose persistent identifiers is not practical.
The HTTP URIs cannot be considered pure identifiers,
as they leak several implementation-specific details. They
define the access protocol to use. Although it argued by
W3C TAG [6] that the http scheme prefix should not
be understood as definition of access protocols, the practice of distinguishing the access protocol from URI prefix
is considered acceptable by the document published by
the same organization [57]. The specification of URI [19]
states that there is a distinction between URI and URL,
but it fails to define a method to distinguish them. The
specification of HTTP URIs [31] does not provide such
mechanism either. Considering a practice common in the
Internet today and the architectural inconsistencies stated
above, we must consider HTTP URIs to be addresses for
a specific use with the HTTP protocol and not a generic
identifiers.
Current architecture of World Wide Web assumes that
information always comes from its authoritative source
or a trusted proxy. The HTTPS mechanism is designed
to be effective for protection of information under such
assumption. However, the usability of HTTPS is limited
when a parading of the “static Web” do longer apply. For
example if a massive replication and data migration mechanisms are used, there is no single place of data transmission. The requested information may come from any
node in the network that has a replica of that information. There is no single source of data transmission and
there are no trusted proxies.
According to the principles of WWW architecture, any
resource of relevance should be given an URI. The users
of Internet can be seen as resources and they are definitely resources or relevance, therefore they should be
given URIs. However, such practice is seldom used and
there is no direct support for that in the World Wide Web
standards or architecture.
The semantic web [18] is a proposed concept that builds
on top of World Wide Web principles. The goal of the
semantic web is not a distribution and hyperlinking of
human-readable documents, but it is rather focused on
the computer-processable description of objects. The objects are supposed to be described in XML-based data
languages, such as RDF [39]. The semantic web object descriptions are supposed to be ordinary WWW documents
accessible using WWW protocols (usually HTTP). The
semantic web does not store realspace objects. A software system cannot store an apple or a car. It can only
store information about the object (object description).
The problems related to this subtle difference were already identified by Berners-Lee [16]. It may also be an
incomplete claim that semantic web stores the cyberspace
objects, as the semantic web itself may only reference
them and the objects themselves could be obtained from
other systems (using non-WWW protocols). The semantic web is still under development and it is not yet widely
deployed. The opponents [28] of the semantic web concept describe severe obstacles to the feasibility and practicality of the semantic web deployment. Most described
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problems are caused by the unreliable data in the semantic web. We consider the described problems as a consequence of the subjectivity of crossing the realspace-cyberspace boundary. We argue that the same problems apply
to the conventional World Wide Web. However the human consumers of World Wide Web can judge the reliability of the content, while computers cannot.

7. Proposed Architecture

is introducing a recursion in the model which is consistent with the proposed architecture. The provision to
allow any number of representation may be a concern for
interoperability, unless a small set of mandatory representation formats is defined. This mandatory set may change
slowly over time as the system evolves, but still assure interoperability of most of the software components. There
we recommend:

Proposed architecture is based on a new architectural
style RRSS, which is heavily inspired by REST style [32].
The style is combined with additional styles and constraints to form proposed architecture of World Wide
Web.

Proposition 2. Small number of well-defined and stable resource representation formats should be standardized
and mandated. Resource should provide at least one representation in the standard format.

7.1

Information that forms a resource representing realspace
concept is crossing the realspace-cyberspace boundary and
therefore it must be considered subjective. We propose to
generalize that principle and apply it to all resources:

RRSS Architectural Style

A new architectural style, RRSS, is proposed to improve
architecture of World Wide Web. The style defines basic
constrains of structuring and representing information in
cyberspace, while taking into consideration that the origins of these information may be in realspace and also
that it may be used by realspace entities. The RRSS is
a conceptual architectural style. The RRSS architectural
style defines four basic elements: Resource, Representation, Source and Semantics. It also defines the relations
and constrains for those elements. The RRSS architectural style derives directly from the empty (NULL) style.
Similarly to the authors of REST architectural style and
the World Wide Web Architecture we find it is difficult
to explicitly define a resource, as it can represent many
different types objects and concepts. However unlike the
authors of WWW architecture we want to be more specific
about the meaning of the resource. Therefore we will
define the resource indirectly by defining the properties
of the resource:
Property 1. Resource is a cyberspace entity.
Property 2. Resource can represent both realspace and
cyberspace object or concept.
Property 3. Resource is a complete, self-contained and
consistent representation of object or concept.
Property 4. Resource state is dynamic and volatile. It
cannot be assumed that a resource follows any specific
state-transition model, unless it is explicitly constrained
by additional information.
The resource could be used for a variety of purposes in
many different applications. It is not known whether it
is possible to design a single mechanism to represent any
resource in a form suitable for all current and future applications. Therefore we explicitly support polymorphism
by allowing broad range of resource representations.

Proposition 3. Resource is always subjective.
This generalization would allow to hide the detail whether
the resource source is in realspace or cyberspace from the
users of the resource. As the resource is always subjective,
a source of the resource must be considered to evaluate
the qualities of the resource:
Proposition 4. The identification of a resource source is an integral part of the resource.
According to the model introduced in chapter 4, resource
source is a persona. It is not required that the resource
source is a persona that represents a realspace person. Resource source may be a persona representing a computer
system, for example if the resource represents results of
automatic summation of database statistics. However, we
expect that many resource sources will represent realspace
persons, as resources produced by such sources will be
most meaningful and useful for the users. The resource
source persona may not represent the realspace identity of
the person. It may be a pseudonym or a persona that only
partially reveals realspace information about the person.
Such approach may allow to dynamically tune the tradeoff between privacy and revealing of information for the
purpose of inducing trust in the consumers of the information.
The meaning of the resource may not be interpreted properly having just the resource representation. For example user that sees a picture on his screen cannot be sure
whether the resource represents the picture or the object shown on the picture. Therefore an unambiguous
semantic description of the resource is needed for a clear
understanding of the resource meaning:

Proposition 1. Resource can be represented in the cyberspace by any number of resource representations.

Proposition 5. Resource can be semantically described in a standardized computer-readable form. The semantic description is mandatory for all resources and it
must be a part of any interface that is used to access the
resource.

Resource representation is a cyberspace entity. If a resource representation is complete, self-contained and consistent, it may be considered a resource. This possibility

The basic concepts guiding the use of resources in cyberspace should form a foundation for any of its implementation. Therefore these concepts should not depend
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on any implementation-specific detail. For example the
resources and representations should not depend on any
specific communication mechanisms, protocol or interface:
Proposition 6. The concepts of resource, resource representations, resource source and resource semantic description must be implementation-independent.
The implementation mechanisms should be build on top
of the basic concepts specified above. The implementation
should depend on the basic concepts, not vice versa. The
implementation must provide all the basic concepts and
keep the proper relations between them. This approach
will allow to modify or replace the implementation without changing the basic principles. It is relatively easy
to adapt applications to new communication mechanism,
while it is very difficult to adapt applications when the
basic operational principles change.
The RRSS architectural style does not contain any constraint concerning resource identification. This omission
is deliberate, as we consider resource identification as nonessential part of the RRSS architectural style. Any implementation of the style may provide their own means
for distinguishing the resource, while some implementation may use hidden or implicit identification mechanisms
(such as memory pointers). Therefore we will describe
the aspects of resource identification as a separate architectural constraint that can be optionally applied to the
RRSS architectural style. The resource identification constraint is defined as follows:
Proposition 7. Each resource has assigned an identifier that can uniquely and consistently identify the resource within the whole system.
For the purpose the reliable operation of the World Wide
Web the identifiers must be unambiguously identify the
resources. This requirement is partially expressed by the
Resource Identification constraint defined in previous sections, mandating that the identifier uniquely and consistently identifies the resource. This can be further specified
in a form of more concrete constraints:
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also address different goals of dynamics and interoperability properties of the architecture, as explained below.
We propose following four levels of abstraction:
• Architectural Styles are the most abstract concepts.
There form a set of architectural constrains that
guide the creation of systems with appropriate properties and qualities. This layer consists of RRSS
style and Resource Identification constraint described above, Layered Client Server, Cache and Uniform Interface styles described in [32].
• World Wide Web Architecture is a set of architectural constraints, rules and recommendations that
define basic principles of World Wide Web operation. These principles are considered fundamental
and it is expected that they will be valid and applicable for a long time. This layer is described below.
• Protocol Specifications provide specific definitions of
communication protocols, data formats and interfaces. These specifications are based on basic principles, constraining them by specification of implementation details. It is expected that the protocol
specification will be continually adapted to the implementation needs and that several protocols may
exist at the same time for the same purpose, with
different characteristics. This layer is described only
marginally in this work.
• World Wide Web Profiles define a set of protocols
that are required for correct cooperation of all World
Wide Web components. Profiles are mechanism for
interoperability. Profiles layer is described only marginally in this work.
World Wide Web Architecture layer is a composition of
the architectural styles from the Architectural Styles layer
supplemented by more specific architectural constraints.
The goal of World Wide Web Architecture is to provide
guidelines for developers of specifications that govern the
basic operation of World Wide Web. It also specifies
fundamental concepts of the World Wide Web, such as
Unified Resource Identifier (URI). Figure 1 illustrates the
composition of World Wide Web architecture as well as
the abstraction layers that derive from it.

Proposition 9. Resource identifier that was assigned
to a resource cannot be assigned to a different resource.

The constraint that the resources must be uniquely and
consistently identified is a one of the fundamentals of
World Wide Web simple hyperlinking scheme. One document (resource representation) may refer to another resource using the identifier. We define Uniform Resource
Identifier concept to fulfill such role:

Proposition 10. Resource identifier scheme must not
depend on any structure or concept that underlies the implementation.

Proposition 12. The resources are identified by identifiers with fixed syntactic rules, called Uniform Resource
Identifier (URI).

Proposition 8. Resource Identifier must identify at
most one resource.

Proposition 11. The semantics of the identifier must
be opaque to the client applications.

7.2

Revised World Wide Web Architecture

We propose to split the overall World Wide Web architecture to several levels of abstraction. The split may
improve the understanding and visibility to the architectural concepts. Proper layering of the abstraction can

The complete syntax and semantics of Uniform Resource
Identifiers should be part of the World Wide Web Architecture. The use of existing naming schemes for URIs
should be deprecated and a single well-defined naming
scheme should be defined. The naming scheme should
conform to the Resource Identification architectural constraints defined above. All entities conforming to current
URI syntax and not following the new URI scheme should
be considered Uniform Resource Locators instead.
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Figure 1: Proposed World Wide Web architecture diagram.
There is no constraint that would limit the number of
identifiers assigned to a resource. Therefore different identifiers identifying the same resource are possible. Such
identifiers are sometime called aliases. The existence of
aliases makes it impossible to evaluate the equality of resources by comparing their identifiers. This situation may
be confusing for applications, as applications may refer to
the same resource without knowing that it is in fact the
same resource. To address this problem we introduce the
concept of canonical identifier:
Proposition 13. Each resource must be assigned exactly one canonical Uniform Resource Identifier at any
specific time.

Proposition 15. Resource representations can be directly retrieved from server to clients by using access protocol.
Resources are identified by URI. However the URI should
provide no information about the location of the resource
or its representations. We also place no constraints regarding location of resources and resource representations,
not even the constraint that the representations of one resource should be placed together. Therefore we consider
it useful to define a concept that will represent address of
resource representations:
Proposition 16. Resource representations are addressed by resource representation locator.

Canonical URI can be used as normal URI to refer to
the resource. There can be only one canonical identifier
per resource and each identifier may identify only a single
resource. Therefore it can be easily evaluated whether
two identifiers refer to the same resource by resolving the
identifiers to canonical identifiers and comparing resulting
canonical identifiers.

The RRSS architectural style mandates semantic description of the resource. Our proposal of WWW constrains
that and defines semantic description of a resource to be
resource representation. Therefore it becomes a mandatory representation of a resource:

The WWW Architecture layer further constraints the concept of resource presentation into a form that can be used
in protocol and data format definitions:

Proposition 17. Semantic description of resource is
a mandatory representation of that resource.

Proposition 14. Resource representation is an array
of bytes that form the content of the representation together with metadata that describe representation data
format and may describe other aspects of the resource representation.
Based on the client-server architectural style, we define
that resource representation is a data unit transferred between client and server:

There must be a clean distinction between resource metadata and representation metadata. Our solution is to
make resource metadata a mandatory representation of
the resource. By constraining semantic description of a resource to the limits imposed by resource representation
we are simplifying the architecture. No additional special
mechanism is needed to handle semantic descriptions. Ordinary access protocol used for resource representations
can be used. This approach also allows the existence of
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several data formats for resource semantic description, for
example to address innovation (migration from one format to another) and experimental usage. However we
expect that the World Wide Web Profiles will mandate
single data format for resource semantic descriptions.
Based on the model introduced in chapter 4, we can consider resource source to be a persona. As persona is a cyberspace entity and it can be presented using a set of cyberspace representation, we will constraint it the concept
of a resource source to be a resource:
Proposition 18. Resource source is a resource.
By mandating that resource source is a resource we solve
several problems:
• The resource sources can be identifier in the same
way as resources, using URIs.
• The representation of resource source can be accessed using the same mechanism as the resource
itself, supporting uniformity and simplicity of the
system.
• The mandatory representation of resource source is
a semantic description, specifying the nature of the
source.
According to the constraints of RRSS architectural style
the identification of resource source is an integral part of
the resource. Therefore a proper place in the architecture
is needed to express the relation between resource and
resource source. We consider the semantic description of
the resource as an ideal place for that, as it is a mandatory
element as its purpose is well aligned with the purpose of
resource source identification. Therefore we mandate:
Proposition 19. Identification of resource source should be mandatory element in the resource semantic description.
The global nature of URIs may endanger privacy of personas, if used incorrectly. If a single global identifier for
a persona is used, then all visible actions of the persona
and all accessible resource published by the persona may
be correlated and an attacker may gain more information that was consciously released by the controller of
persona. A decent level of privacy may be maintained if
pseudonyms are used instead of primary identifiers. A different pseudonym for the same persona may be used for
each site. Therefore the amount of information available
to the attacker is limited and the danger of exposing additional information is lower. A simple approach to address this problem would be to use different URIs that
identity the same resource. However, such approach will
be hindered by the mechanism for evaluating URI equivalence. Such URI pseudonyms can easily be correlated
using canonical URI. One possible solution is to create
several resources that represent the persona. We can take
advantage of the recursiveness of resource representation.
We can model the original persona as a resource, while
the pseudonyms will be representations of that resource.
However, the pseudonyms are resources by themselves,
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therefore they have their own canonical URIs. The canonical URIs of the pseudonyms are different, therefore the
pseudonyms are not trivially linkable.

7.3

Validation of the Architecture

Proposed architecture resides mostly on conceptual level.
It is considerably abstract, with only a few concrete proposals. Therefore usual architectural validation by prototyping key elements is not applicable for this proposal.
The architecture is not defined in a sufficiently formal way
to mount a formal proof of correctness. Therefore we have
decided to use scenario-based validation of the architecture. The scenarios used for demonstrating efficiencies of
current World Wide Web architecture were used for validation of proposed architecture. The solutions to the scenarios compliant with proposed architecture are provided
for each of the scenarios and the solution properties and
variants are discussed. Each solution also contain a list
of essential architectural elements used in the solution.
Although the scenario-based validation cannot prove formal correctness of the architecture, it increases confidence
in the architecture appropriateness and usability in a scenarios that are close to practice. It is also used a checking
mechanism to uncover any obvious problems. The list of
essential architectural elements in each scenario is used to
make sure that all of proposed architectural constructs are
used and therefore none of them is obviously redundant.
The goal of the validation is to show that the proposed
architecture is an improvement over the original World
Wide Web architecture, which is demonstrated on the scenarios described in the dissertation.
Proposed architecture introduces a couple of drawbacks
and trade-offs. Multi-step name resolution is a direct
consequence of URI abstractness. Location-independent
identifiers naturally introduce additional level of indirection therefore increasing the overhead of name resolution.
Mandating semantic description and resource source identification introduces additional complexity to web servers.
However web applications are usually already aware of
the nature of resources they present and they usually also
know the source of the resources, therefore it may be feasible to handle such additional complexity.
The proposed architecture is specified on conceptual level
only. Although the architecture was validated by walking
through a set of scenarios, it is expected that more drawbacks will surface when the architecture will be applied
to the design of individual components, protocol specifications and profiles. We do not consider such event to be
a failure of proposed architecture as long basic architectural principles holds. Such problems are expected and
once they are uncovered they should be fed back to the
architectural process, inducing changes in the proposed
architecture, following a sound iterative development approach.

8.

Contributions to the Field

The motivation of this work was to discuss what went
wrong in the course of Internet evolution and to propose
and improvements that could help change the Internet to
a more desirable environment. The focus of this work was
on the most important part of the Internet: the users. To
lay the foundation for this work, we have examined the
interactions of the physical personas with computer sys-
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tems. In chapter 4 we have proposed a model that can
explain some of the aspects of such interactions. It was
demonstrated how the proposed model could be used to
evaluate such properties as identity and anonymity. We
consider the model still being in its infancy and we expect that follow-up work will substantially extend and improve it. However, we have demonstrated the usefulness
of the model by applying it to the evaluation of current
World Wide Web architecture, identification of architectural problems and proposals of improvements.
This dissertation have identified major problems in the
Internet architecture, especially the problems of the architecture of World Wide Web. The major problem areas
include:
• Addresses being used for identification purposes, including IP address and some URIs.
• Assumption that World Wide Web resources are
static.
• Weak definition of World Wide Web interfaces and
inconsistent application of architectural principles.
• Vague meaning of World Wide Web resources.
• Protocol-dependence of World Wide Web Architecture.

not constraining its flexibility. Security and privacy aspects of proposed architecture are shortly discussed as
well.
The basic ideas of World Wide Web specifications and
profiles are outlined, however they are not considered to
be a focal point of this work. The end of chapter 7 summarizes a set of changes to current World Wide Web architecture document to make it compliant with proposed
architecture. A short outline of a migration process from
current World Wide Web to the proposed architecture is
also provided.
The primary principle of this work is that the crossing of
realspace-cyberspace boundary is subjective. Therefore
all information in the cyberspace should be regarded as
opinions, rather than unquestionable truths. The implication of that principle is the introduction of the concept
of source to the RRSS architectural style. This concept
is then reflected to the World Wide Web architecture in
a form of resource source identifier in a resource semantic description. Such an approach will effectively make
the identity-related mechanisms an integral part of World
Wide Web architecture.
The objectives of the dissertation that were defined in
chapter 3 were met. This work makes the following contributions to the research within the field of Information
and Computer Science:

• Inappropriate security mechanisms.

• A model that describes interactions between realspace and cyberspace, especially focused on representation of personal data in the cyberspace.

Revised architecture of World Wide Web is proposed in
chapter 7. The proposal is based on the evaluation of the
problems of current World Wide Web architecture. It is
attempt to amend the basic architectural principles and
guidelines, especially in a way that would reflect the implications of the model provided in chapter 4. We have
proposed to divide the field into several four layers of abstraction with different requirements for design stability
and dynamics.
The architectural styles layer defines RRSS, a new architectural style inspired by the REST style. The RRSS style
builds on four basic components: Resource, Representation, Source and Semantics. While the concepts of resource and resource representations are adopted from the
REST architectural style, the concepts of resource source
and semantic description are our additions to the architectural style. Especially the concept of resource source is
an implication of our model on the architecture of World
Wide Web.
The RRSS architectural style, combined with other styles
is applied to the World Wide Web architecture. The result
is (still abstract) set of architectural guidelines that govern the basic principles of World Wide Web and provide
foundation for protocol specifications. The World Wide
Web architecture combines the architectural constraints
of RRSS and other styles to adapt them for the World
Wide Web environment. A redefined concept of Uniform
Resource Identifier (URI) is outlined in a form of ideas
and requirements, while specific definition of the URI is
left for future work. The concept of resource source is
specified in a more concrete form. It is defined as a resource representing a persona of resource owner. Such
recursiveness simplifies the principles of the model, while

• A mechanism for evaluation of anonymity and identity based on the proposed model.
• Assessment of architectural inconsistencies of World
Wide Web architecture. Both internal inconsistencies and problems uncovered by the application of
the proposed model are described.
• A definition of RRSS, a new architectural style for
representing information in cyberspace while taking
into consideration their potential source and target
in realspace.
• Application of the RRSS architectural style together
with other previously described styles to a World
Wide Web architecture, resulting in a proposal of
improved architecture for World Wide Web.

9.

Conclusions

The Internet and World Wide Web are revolutionary technologies. They allow people to cooperate and efficiently
share information. The Internet was not created in its
current form, it has rather evolved in time. Similar evolution also applied to the World Wide Web, however that
was partially guided by the architectural principles of
REST. Such evolutionary approach worked perfectly to
address simple needs of the environment and guarantee
the survival of the Internet and World Wide Web. However, it failed to address more complex needs, such as
privacy and data authenticity.
Up until recently most of the information available on the
World Wide Web were public or intended for public usage. This paradigm of the “static Internet” is changing.
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Large amount of non-public information is being transferred over the Internet. This information cannot be simply classified as private or public. The classification is
of much finer grain and contains a degree of fuzziness:
share information with my friends, with magazine subscribers, with business partners, with premium customers,
etc. The organization of the Internet into strictly separate
sites may also be challenged. The rise of peer-to-peer networks does not operate on the concept of a site. Replication and migration of data on demand is a modus operandi
of these networks. Therefore the concept of “source of
data transmission” is no longer useful for these networks.
The parading of “few publishers, many readers” has transformed to “few publishers, many contributors, hordes of
readers”. The World Wide Web is no longer read-only
information system, it becomes writable. However, these
paradigm shifts are not well supported by current World
Wide Web architecture.
We have proposed an improved architecture of the World
Wide Web, adapting the basic architectural concepts to
meet new requirements. Our architectural work was guided by a model of realspace-cyberspace interactions, that
guided basic architectural ideas. The architectural form
was shaped according to its desired function, seeking to
induce good cooperation in the environment of responsibility and preserve privacy of the users.
The work to reshape the World Wide Web is far from complete, it is rather at its very beginning. This work lays
a basic conceptual foundation for future works that can
add more technical details, shape the specification and
test the system in practice. The architecture of Internetbased system cannot grow on a green field. They need to
coexist with currently deployed and widely used technologies, even if the deployed technologies are far from ideal.
Our architectural proposal is formed as an extension and
improvement of existing system: World Wide Web itself.
We hope and believe that our work can help change the
thinking behind the World Wide Web architectural to be
more focused on the nature of the provided information,
more supporting to the ad-hoc cooperation of people while
preserving their privacy.
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Semančı́k, R.: Revised World Wide Web Architecture

[32] R. Fielding. Architectural Styles and the Design of Network-based
Software Architectures. Dissertation, University of California,
Irvine, 2000.

[48] T. Raman (Editor). On linking alternative representations to
enable discovery and publishing, 2006. http://www.w3.org/
2001/tag/doc/alternatives-discovery.html.

[33] E. Friedman and P. Resnick. The social cost of cheap
pseudonyms. Journal of Economics and Management Strategy,
Vol. 10, pages 173–199, 2001.

[49] E. Rescorla. HTTP over TLS. RFC 2818, May 2000.

[34] J. Garrett. AJAX: A new approach to web applications, 2005.
http://www.adaptivepath.com/ideas/essays/
archives/000385.php.
[35] N. Haller. The S/KEY one-time password system. In ISOC
Symposium on Network and Distributed Systems, February 1994.
[36] N. Haller, C. Metz, P. Nesser, and M. Straw. A one-time password
system. RFC 2289, February 1998.
[37] D. Hardt. The simple extensible identity protocol (SXIP)
reference. Version 1.0.4, September 2004.
https://sxip.net/archive/specs/sxip-reference.pdf.
[38] P. Hoepner (Ed.). Study on PKI and certificate usage in europe
2006. Fraunhofer Institute FOKUS, 2006.

[50] P. Resnick et al. Reputation systems. Communications of the
ACM, 43(12), 2000.
[51] J. Sabater and C. Sierra. Review on computational trust and
reputation models. Artificial Intelligence Review, Vol. 24(1):pages
33–60, 2005.
[52] B. Schneier. Applied Cryptography, Protocols, Algorithms, and
Source Code in C. John Wiley & Sons, second edition, 1996.
[53] C. Shannon. A mathematical theory of communication. Bell
System Technical Journal, 1948. http://cm.bell-labs.com/
cm/ms/what/shannonday/shannon1948.pdf.
[54] W. Simpson. PPP challenge handshake authentication protocol
(CHAP). RFC 1994, August 1996.
[55] M. Slot. Beginner’s guide to OpenID phishing.
http://marcoslot.net/apps/openid/.

[39] G. Klyne and J. Carroll (Editors). Resource description
framework (RDF): Concepts and abstract syntax.
http://www.w3.org/TR/rdf-concepts/.

[56] D. Solove. The Digital Person: Technology and Privacy in the
Information Age. NYU Press, 2004.

[40] B. Laurie. OpenID: Phishing heaven. Blog post, 2007.
http://www.links.org/?p=187.

[57] H. Thompson and D. Orchard. URNs, namespaces and registries,
2006. http:
//www.w3.org/2001/tag/doc/URNsAndRegistries-50.

[41] E. Maler, P. Mishra, and R. Philpott et al. Assertions and protocol
for the oasis security assertion markup language. OASIS
Standard, September 2003.
http://www.oasis-open.org/committees/download.
php/3406/oasis-sstc-saml-core-1.1.pdf.
[42] H. Mendelsohn and S. Williams (Editors). The use of metadata in
URIs, 2006. http://www.w3.org/2001/tag/doc/
metaDataInURI-31-20061204.html.
[43] A. Menezes, P. Van Oorschot, and S. Vanstone. Handbook of
Applied Cryptography. CRC Press, 1996.
[44] A. Nanda. Identity selector interoperability profile v1.0. Microsoft
Corporation, 2007.
http://download.microsoft.com/download/1/1/a/
11ac6505-e4c0-4e05-987c-6f1d31855cd2/
Identity-Selector-Interop-Profile-v1.pdf.
[45] A. Pashalidis and C. Mitchell. A taxonomy of single sign-on
systems. In Inform. Security and Privacy, ACISP 2003, July 2003.
citeseer.ist.psu.edu/pashalidis03taxonomy.html.
[46] A. Pfitzmann and M. Hansen. Anonymity, unlinkability,
undetectability, unobservability,pseudonymity, and identity
management – a consolidated proposal for terminology v0.31,
2008. http://dud.inf.tu-dresden.de/literatur/Anon_
Terminology_v0.31.pdf.
[47] A. Pfitzmann and M. Köhntopp. Anonymity, unobservability,
pseudonymity, and identity management a proposal for
terminology. In Designing Privacy Enhancing Technologies,
International Workshop on Design Issues in Anonymity and
Unobservability, July 2000.

[58] S. Warren and L. Brandeis. The right to privacy. Harvard Law
Review, Vol. IV, No. 5, 1890.
[59] P. Windley and et al. Using reputation to augment explicit
authorization. In Proceedings of the 2007 ACM workshop on
Digital identity management, pages 72–81. ACM, 2007.

Selected Papers by the Author
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Abstract
This paper provides studies in area of design pattern identification in existing software systems. The target was
to design and prototype specific extensions of a selected
method with better and more precise results. This paper
summarizes separate phases of a project analysis of different design pattern representations, analysis of different
methods, algorithms for identification of design patterns
in software systems, selection of a concrete method for extensions, design, implementation and tests of an extended
method. In this paper, the extensions like feature weighting, feature filtering and additional lexicographical analysis are described. Designed and prototyped extensions
were experimentally tested on more than 3000 classes of
open source systems from different software engineering
areas. Based on the test results, the general conclusion
for designed extensions are formulated.

Categories and Subject Descriptors
H.4 [Information Systems Applications]: Miscellaneous; D.2.8 [Software Engineering]: Metrics

Keywords
design pattern identification, structural methods, pattern
formalization

1. Introduction
Patterns are currently used in almost all software development phases (for example analysis patterns, architecture patterns, design patterns, test patterns). A pattern
describes an idea or the best practice used in many situations, in many projects. Design patterns provide solutions
to recurring design problems. Design patterns as well as
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any other patterns are traditionally described in documentation with semiformal description. This description
contains context, problem, solution and results.
In some projects, the usage of design patterns has appropriate documentation, but many projects miss this kind
of documentation. During service and support phase in
software development process, this kind of documentation is very important for system maintenance and system extension. When we are talking about large software
(object-oriented) systems, maintenance of system without
appropriate documentation is complicated and difficult.
With appropriate documentation, a service team can extend the existing system quickly, fix errors and provide
good quality service and support. The problem can occur when the usage of design patterns documentation is
missing. Therefore, the major task for the service team
is to design recover, build higher level of abstraction from
source code, understand the design and architecture of
the system.
Knowledge about applied design patterns leads to better
understanding of design problems solved by software designers, architects when designing software architecture.
Understanding of the design problems is a necessary step
towards informed changes of the system and of its architecture [7]. The documentation of a design can be also
created and updated for an existing software system using
reengineering process. Software reengineering can be done
manually or by using separate software tools and utilities.
There exist many software tools for creating UML models
in reengineering process, commercial or not (for example
Rational rose, Enterprise architect, Rational XDE, Together). At the moment, these reengineering tools do not
provide information about used design patterns (based on
source code). For the extraction of design pattern information specific methods and tools must be used.
Methods for pattern identification use wide range of IT
technologies for getting results in specified time and quality. Extracting information about using design patterns
is based on searching equivalence between concrete design
pattern and part of software system. During design pattern identification static-structural representation, dynamic-behavioral representation or both of them can be
used. Static-structural analysis uses structural representation of design pattern and software system. In comparison with dynamic analysis, static analysis is relatively
quick and simple. Static structure of a software system is
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compared with static structure of a design pattern. Static
analysis is executable on source code and structural model
too (for example class diagram). Dynamic part of the
system which is not a part of the structural model is suppressed in this kind of analysis. Static analysis does not
need to run a software system, which can be an advantage
in kind of software frameworks and libraries.
Dynamic-behavioral analysis uses behavioral model (behavioral representation) of a design pattern and a software system for pattern identification. Creating behavioral model for a large software system is complicated and
serious problem. Mostly, software system is running in
special mode, when a tool is saving behavior of a software
system and creates internal representation of the saved
behavior. Design pattern is described in an appropriate
internal structure. Analysis is based on comparison of
saved behavior (and its structure) and design pattern behavior. Dynamic analysis is dependent on executed part
of the software system, when any part of the system was
not executed while creating behavior representation, patterns in this part cannot be identified.
Combination of static and dynamic analysis is sometimes
used for more exact identification of used design patterns.
Firstly, candidates of patterns are created using staticstructural analysis. Afterwards dynamic-behavioral analysis is used for verification of pattern instance candidates.
Exactness of combined design pattern identification method is realized by removing pattern instance candidates
which do not satisfy dynamic aspects of identified design
pattern.
In this paper we propose set of extensions for method for
design patterns identification based on static structural
analysis realized by similarity scoring algorithm. We introduce mechanisms called:
• feature weighting,
• feature filtering for an effective and precise design
pattern identification,
• semantic analysis for extended meta information about used pattern.
We also present a short case study with the comparison
of aboriginal and modified method.

2. Static Analysis
This section contains a short description of selected methods for design patterns identification. The detailed description is assigned to three methods with static-structural analysis. The last described method, using similarity
scoring algorithm, was selected for next extensions.
At first we briefly describe Browns method [4] for design pattern identification. Browns method identifies four
known design patterns from [6] based on principles of
reverse engineering. Algorithm uses information about
inheritance hierarchy, association and aggregation relationships between classes. Prechelt and Kramer in [10]
designed and developed system for identification majority of design patterns in C++ source code. Based on
OMT class diagrams which represent design pattern, Prolog rules for identification were created. Used logical approach requires definition of new Prolog rules for each new

design pattern. Heuzeroth in [8] first time uses staticstructural analysis for getting list of candidates for design
pattern. Dynamic analysis was applied on the list of candidates from previous structural analysis. This approach
depends on characteristic of a concrete design pattern, for
each design pattern algorithm for static analysis needs to
be designed and after that defines rules for dynamic analysis. Antoniol in [1] describes a technique for identification
of structural design patterns in software system. He defines rules to constrain search space. Pattern instances are
identified based on static-structural features. The technique was tested on small and medium size software systems. The main disadvantage was low exactness which
was followed by large number of identified false positive
instances. Balanyi and Ferenc describe Columbus framework usage in [2]. Columbus framework was used for getting abstract semantic graph and DPML (Design Pattern
Markup Language) for description of roles in design pattern. Algorithm compares roles described in DPML with
classes in abstract semantic graph. Search space is reduced using structural information. Technique was tested
on four medium and large size software systems. The
result was that more simple design pattern description
is, larger number of false positive instances is identified.
Costagliola in [5] describes the usage of a graphical format
as intermediate representation in the process of design
pattern identification. Design patterns are represented in
terms of visual grammar. Identification is provided using
technique for parsing visual language and parallel comparison of results with pattern library. A main advantage is
the process visualization. On the other side, main disadvantage is absence of tool for source code transformation
to visual representation. Vokac in [12] describes dependency between presence of design patterns and number of
defects. By using tool for reverse engineering source, code
is analyzed and structural metadata are created. Metadata are saved to database. Patterns are selected from
database with DML. Structure of selects corresponds to
structure of each design patterns. The technique was
tested on large commercial software systems. Wyuts in
[13] describes so called SOUL environment. Design patterns are described as prolog predicates and programming
entities as facts. Prolog interference algorithm was used
for unification of predicates and facts, which after that
was used for entity identification. An identified entity
was in the concrete role of design pattern.

2.1

Bit-Vector Algorithm

Bit-vector algorithm is used for pattern matching in general. Authors in [9] presented an adaptation of bio-informatics bit-vector algorithm to problem of design pattern
identification. The identification of a design pattern consists of parallel traversing of a program and a design pattern. During the traversing of a program, the entities,
that match entities in the design pattern in structure and
in organisation, are recorded. Design patterns identification is a combinatorial problem, requiring all possible
combinations of entities to be compared against design
pattern entities.
Created iterative bit-vector algorithm identified exact or
approximate coincidence between program and design pattern represented by string. Concrete design pattern/ system string representation contains classes (class name)
and relations between classes (creation, specialisation, implementation, use, association, aggregation, composition).
In general, the length of the string representing a design
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pattern is short, less than 20 tokens, while the length of
a string representing a program might vary, depending on
the size of the system to analyse, usually thousands of
tokens.
A string is converted to a set of bit vectors (characteristic
vector) (for example if class C occurs in string, 1 occurs
in bit vector for C, otherwise 0). Characteristic vectors
are used for finding the entities playing a role in design
pattern. Iterative bit-vector algorithm iteratively reads
triplets of tokens (roles) in the design pattern string representation and associates program entities to the roles
by resolving a unification-like problem using the characteristic vectors.
The process of design pattern identification described in
[9] is composed from the following specific tasks:

Authors formulate rules, a kind of fingerprints for design
patterns roles using external attributes of classes. Based
on concrete values of external attributes search space will
be reduced for example in case of:
• observer – classes in role Observer in Observer design pattern are characterized by low coupling,
• singleton – classes in role Singleton in Singleton design pattern are characterized by low coupling and
are located upper in inheritance tree.
Based on fingerprints called mechanism authors define
method for identifying design patterns in the following
steps:
• repository creation (repository of design patterns instantions created in manual way)

• software models and design pattern models are converted into digraphs (A model created on the basis
of a structure of design pattern or software system
is a graph where classes are vertices and relationships between classes are oriented edges. If there
exists more than one identical relationship between
two same vertices, only one edge in graph is kept.)

• metric extraction (metrics mining on design patterns instantions)
• rule learning (rules created based on extracted metrics)

• digraphs are converted to Eulerian digraphs (Digraph, in general, is not Eulerian digraph if it does
not contain Eulerian circle. Graph conversion consists of adding dummy edges between vertices with
unequal in-degree and out-degree.)
• Eulerian digraphs are converted to strings (Eulerian
digraph contains an minimal Eulerian circuit, which
is a cycle traversing each edge exactly once. Minimal Eulerian cycle is transformed to string representation, which characterizes software system/design
pattern.)
• modified iterative bit-vector algorithm on the string
representations is applied to identify exact and approximate occurrences of the design pattern.

• rule validation (process for removing unsuccessful
rules)
• interpretation (identification new instances of patterns based on defined rules)
Metrics are counted only once for each software system.
Rules for design patterns can be repeatedly reused. On
the other side, method initialization is difficult and time
consuming. Method initialization requires large set of pattern instances for rules mining. Method is more convenient for reducing search space in more complex method
used for identifying design patterns in large software systems.

2.3
Although the entire process is optimized for quick design
pattern identification, the representative strings of large
software systems are so long that the identification of the
design pattern can be time consuming.

2.2

Design Pattern Fingerprint

In a not-so-distant past, individuals could be identified
by external attributes only, such as height, weight, color
of hair, of eyes, of skin. Thus, it was difficult to identify
with certainty an individual uniquely, almost impossible
without eyewitnesses. This situation changed when Sir
Edward Henry devised and introduced in 1896 his classification system to identify criminals in Bengal using their
fingerprints.
In [7] authors define a method for identifying design patterns based on design motives external attributes, called
design pattern fingerprint. External attributes contain
specific characteristics, for example size, filiation, cohesion, coupling.
Two or more classes may have identical values for a given
set of external attributes, but two or more classes may
play the same role in different uses of the design pattern.
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Similarity Scoring Algorithm

The work that we present in this paper is built on the
ideas of [11] where the author presents design pattern
detection method based on similarity scoring algorithm.
Bondel in [2] defines an iterative algorithm for calculating
the similarity between vertices of two different graphs by
similarity matrix.
In the context of design pattern detection, the similarity
scoring algorithm is used for calculating similarity score
between a concrete design pattern and analyzed system.
Let GA(system) and GB(pattern) be two directed graphs
with NA and NB vertices. The similarity matrix Z is
defined as an NB×NA matrix whose entry SIJ expresses
how similar vertex J (in GA) is to vertex I (in GB) and
is called similarity score between two vertices (I and J).
Similarity matrix Z is computed in iterative way:
1. Z0 = 1,
2. iterate an even number of times and stop upon convergence,
3. Z is similarity matrix, where A, B are adjacency
matrices of graphs GA and GB.
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In [11] authors define a set of matrices for describing specific (pattern and software system) features (for example
associations, generalizations, abstract classes). For each
feature, a concrete matrix is created for pattern and for
software system, too (for example association matrix, generalization matrix, abstract classes matrix). This process
leads to a number of similarity matrices of size NB×NA
(one for each described feature). To obtain overall picture
for the similarity between the pattern and the system,
similarity information is exploited from all matrices.
In the process of creating final similarity matrix, different
features are equivalent. To preserve the validity of the
results, any similarity score must be bounded within the
range h0, 1i. Higher similarity score means higher possibility of design pattern instance. Therefore, individual
matrices are initially summed and the resulting matrix
is normalized by dividing the elements of column i (corresponding to similarity scores between all system classes
and pattern role i) by the number of matrices (ki) in which
the given role is involved.
Using this algorithm for whole large system will be time
consuming (long time process). The process of design
pattern identification includes:

• extraction of patterns in each subsystem (Usually
one instance of design patterns is present in each
subsystem.)

3. Extended Method
3.1

Final Score Counting with Weighting Extension

Main drawback of the approach proposed by Tsansalis in
[11] was a fact, that all of the structural features (like for
example presence of inheritance, presence of an abstract
class or interface) were treated equally. This resulted in
the following facts:

1. In case, that the instance of the design pattern has
some modifications, some of the structural features
can not be identified. This leads to the lower similarity score and as a result the instance could be
overlooked.
2. Lowering the threshold score, which represent the
decision point between identifying a design pattern
and denying of a structure which is not a design
pattern, could lead us to incorrect identification of
structures, that are similar to the structure of a design pattern but are not design pattern instances.

• creating one matrix N × N for one feature, where N
is number of classes in system, in pattern,
• comparing matrixes for each feature between pattern and system,
• computing final similarity matrix.
Approach defined in [11] defines whole procedure for design pattern detection and identification including search
space constrains. Defined approach contains set of predefined assumptions and specific steps for constraining
design pattern search space by subsystem separation. In
general, each subsystem contains only one pattern. Designed approach contains following four steps:
• reverse engineering for system under study (Each
systems characteristic is represented as matrix n×n,
where n is number of classes.)
• detection of inheritance hierarchies (The creation of
inheritance trees is based on all kinds of generalization relationships. Multiple inheritance cannot be
modelled with simple tree, so if class C has multiple
parents A, B, it occurs in multiple inheritance trees
with A and with B. This step is included for constraining search space, patterns are divided based
on number of inheritance hierarchy.)
• construction of subsystem matrices (The creation of
subsystems is based on inheritance trees and design
pattern characteristics. If a design pattern contains
one inheritance hierarchy (for example Composite,
Decorator), one inheritance tree equals to subsystem. If a design pattern contains more inheritance
hierarchies, the subsystems are formed by combining all system hierarchies.)
• application of similarity algorithm between subsystem matrices and the pattern matrices (Normalized
similarity scores between each pattern role and each
subsystem class are calculated.)

The solution to these two problems is the application of
weighting of the structural parts of the pattern, so the
more important parts, in relation to the essence of the
design pattern, play more important role in the process of
calculating of the final score (so has higher weight). The
idea of weighting is based on a consideration, that every
design pattern has some structural features that are essential for the pattern and some other structural features,
which are in most cases domain specific [3]. These other
structural features are also a part of the pattern structure,
but their modification or absence has lower impact on the
essence of the pattern (so has lower weight). For example,
when we take the Composite pattern as described in [6],
we can observe structural features:

• the presence of an abstract class,
• the presence of inheritance between Component class
and Composite class,
• the presence of collection method invocations in the
Composite class, which represents the presence of
aggregation between Composite and Component classes,
• invocation of abstract methods inherited from abstract class.

Because we look at the Composite pattern as at a structure, that should provide a way of designing composite,
tree-like structure, we can assume that the presence of
collection methods invocation in the Composite class is
important to the essence of the pattern, because this feature forms the composite structure.
Based on these considerations we can divide the structural
features of design patterns into two major groups:
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1. Features, which form the essence of the design pattern. These features are basic for the design pattern and therefore they should be domain invariable,
so they should appear unmodified in every instance
of the pattern – base features. In the process of
similarity score calculation features from this group
should be counted with higher weight.
2. Features, which help top up the structure of the design pattern, as it is described by the catalogue (see
[6]). Into this group we can include structural features with a higher rate of domain specific modifications and therefore these features can absent in the
pattern structure or can be modified in some way
– additional features. As absence or modification
of these features does not affect the essence of the
pattern, we should count them with a lower weight,
lowering so their importance for the final similarity
score.
In case of previous example, where Composite design pattern is described with four features, similarity score is
counted in consideration of allocation of weights for individual features (Figure 1).
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When threshold score is too low and class structure contains some of base features, a class structure can be identified as a design pattern instance. For minimizing this kind
of false positive instances we extend an original method
with instance filtering extension. Method extensions and
their relations are conceptually depicted on Figure 2.

Figure 2: Extensions of original method.
Instance filtering extension is based on dividing features.
Base features need to be used in every instance of pattern
and additional features are domain specific, so in special
cases they can be modified or even not present. Instance
filtering extension checks possible candidates (from static
analysis with weighting) for presence/not presence of base
features. When a candidate contains every base feature
connected with an appropriate design pattern, the candidate is checked as a design pattern instance. On the other
side when a candidate does not contain only one of base
features, candidate is not a design pattern instance.
The application of instance filtering extension based on
the separation of the features into two groups of importance has two expected results:
• Lower rate of mistaken identifications of parts of the
analyzed system, which look like a design pattern instances, but in fact are not real instances especially
in case of low threshold score.
• At a higher threshold score results will not be modified, or will be modified only in small differences,
because high final score can be obtained only with
presence of all base features. When any of base features is missing, the final score is lower.

Figure 1: Extensions of original method.
The application of the weighting based on the separation
of the features into two groups of importance has two
expected results:

3.3
• Lower rate of mistaken identifications of parts of the
analyzed system, which look like a design pattern
instances, but in fact are not real instances.
• At a higher threshold score we should be able correctly identify more design pattern instances, because the methodology proposed by this paper should be less sensitive to the modification of parts of
the design pattern, by which we expect a higher rate
of domain specific modifications, or even their absence.

3.2

Instance filtering extension

Lowering threshold score means lowering method sensibility in identification modified instances of design pattern.
When threshold score is too low, almost any structure
can be identified as design pattern. On the other side
when threshold score is too high some design pattern occurrences can be overlooked.
Weighting extension described in the previous example
moves final score up if instance contains base features.

Lexicographical Analysis

Design patterns are not only structures, classes, relations
but design patterns add specific terminology to design
process. A main part of design pattern terminology is
connected with design pattern roles. Based on Gamma
recommendation in [6] classes need to be named using specific domain name and role name. Is this recommendation
used in real software products, in real design process?
For confirmation of usage of this recommendation we design third extension of method for pattern identification.
This extension is based on simple lexicographical analysis
of pattern terminology and concrete instance terminology.
We used existing instance representation in the method
and based on the instance model we are looking for role
names in design pattern instance terminology.
For example Composite design pattern was identified in
JHotDraw 6 framework. Class CompositeFigure plays
role of Composite in the selected instance of Composite pattern. Using simple lexicographical analysis which
finds role name in class name we can say that Gammas
recommendation was adhered.
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Lexicographical analysis was designed to identify a difference between concrete class name and role name. The
difference is expressed by using difference coefficient which
is counted by the following similarity algorithm.
Similarity algorithm is based on words lexicographical
comparison. The difference coefficient is:

Open source framework was used for availability of source
code, so automated design pattern identification can be
controlled by manual analysis. Four testing frameworks
were implemented in Java and has together 3147 classes
for testing purpose.

4.1

Original Method vs. Extended Method

Tests were realized with 2 values of threshold score:
• set to 0 if element (class, method, attribute) name
equals to role name; for example class name Iterator
is in role Iterator, difference coefficient is 0,
• set to length difference between element name and
role name, if role name exists in element name; for
example TestDecorator is in role Decorator, difference coefficient is
length(TestDecorator) − lenght(Decorator) = 4,
• set to lexicographical difference between element name and role name plus offset constant, if role name
does not exist in element name; for example Picture
is in role Composite, difference coefficient is offsetconstant + (Picture − Composite) = 100 + 13 =
113.
Application of lexicographical analysis in this case means
only basic or first step of analysis. In the future complicated rules, based on for example usage of natural language, can be used.

4. Case Study
For testing purpose we use following four open source
frameworks from different domains (graphics, web services, database access, web applications):
• JHotDraw 6.0 (http://www.jhotdraw.org/)
JHotDraw is a Java GUI framework for technical
and structured graphics. It has been developed as
a “design exercise” but is already quite powerful.
Its design relies heavily on some well-known design
patterns. JHotDraw’s original authors have been
Erich Gamma and Thomas Eggenschwiler. [http:
//www.jhotdraw.org/]
• Apache Axis 1.4 (http://ws.apache.org/axis/)
Axis is java framework for supporting web services
development. Axis framework was developed in multiple versions for example for implementation languages C++, Java. Axis implements JAX-RPC API,
standard for web services implementation.
• Hibernate 3 (http://www.hibernate.org/)
Hibernate is a powerful, high performance object/
relational persistence and query service. Hibernate
is intended for developing persistent classes following object-oriented idiom – including association, inheritance, polymorphism, composition, and collections, express queries in its own portable SQL extension (HQL), as well as in native SQL, or with an
object-oriented Criteria and Example API. [http:
//www.hibernate.org]
• Apache MyFaces 1.2.3
(http://myfaces.apache.org/)
MyFaces is java framework for supporting web applications development using JSF technology. MyFaces is implementation of JSF – J2EE specification
defined by JSR127 and JSR252.

• 1.0 – which means 100
• 0.75 – which means 75
Results of original and extended methods were controlled
by manual source code analysis. We introduce TP (as true
positive) and FN (as false negative) numbers of identified
design pattern instances.
In comparison of original and extended method with threshold score 1.0 results were very similar. For design patterns Prototype, Composite, Decorator and Visitor only
one difference was indentified. In case of Composite design pattern one instance was identified with the extended
method in Hibernate 3 framework in comparison with no
instance indentified with the original method.
Previous results mean that the extended method identifies
all instances which were identified by the original method.
Final similarity score of instances can be more than 1.0
(threshold score) only in special cases (e.g. Composite in
Hibernate 3). The structure of identified instance needs
to be equal to design pattern internal structure. Number
of instances identified by the extended method is at least
equal to number of instances identified by the original
method. In table Tab. 1 results of original and extended
methods for all four tested software systems with threshold score 0.75 are introduced.
In comparison to the original and extended method with
threshold score 0.75 results were different in many cases.
In this case main features move final score up over 0.75
threshold score which means that the extended method
using weighting can moves final score over threshold score
– more correctly identified instances.
In case of Decorator pattern more instances were identified in Axis 1.4 framework, Hibernate 3 framework and
JHotDraw 6.0 framework. The difference between number of instances identified by the original and extended
method was from 8 (in case of Axis 1.4) to 13 (in case
of Hibernate framework) instances. In case of Composite
and Prototype design patterns, difference between number of instances identified by the original and extended
method was identified in case of JHotDraw 6.0 framework.

4.2

Result Analysis

Based on previous case study we can formulate the following results for weighting extension:
• Weighting extension of Tsantsalis method improves
results in case of identification modified design patterns where some of features are suppressed. In this
case feature weighting extension moves final similarity score of a design pattern instance up. This
results in more identified instances of the concrete
design pattern.
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Table 1: Original and extended method results (with threshold score 0.75)
Axis 1.4
Hibernate 3
TP
FN
TP
FN
Pattern
Original Extended Original Extended Original Extended Original Extended
Prototype
0
0
0
0
0
0
0
0
Composite
1
1
0
0
1
1
0
0
Decorator
0
8
0
1
1
14
0
1
Visitor
0
0
0
0
19
19
0
0
JHotDraw 6.0
MyFaces 1.2.3
TP
FN
TP
FN
Pattern
Original Extended Original Extended Original Extended Original Extended
Prototype
6
10
0
0
0
0
Composite
0
1
0
0
0
0
0
0
Decorator
1
11
0
0
0
0
0
0
Visitor
1
1
0
0
0
0
0
0
• Weighting extension in its natural form cannot modify results in case of setting threshold score to 1.0.
In this case instance coincidence with design pattern is 100 percent, so modifying weights of specific
pattern features cannot affect to final results. Extended method in this case identifies each pattern
instance identified by original method.

instances with final score higher than high threshold
score needs to include base features, otherwise instances (or structures) cannot have final score higher
than threshold score.

• Weighting extension of the original method moves
final score down in case of structures which are not
instances of the concrete pattern. An absence of
base feature moves final score down twice in comparison with an absence of additional feature. When
the structure does not include any of base features
final score is moved down markedly. The final score
in this case is lower than threshold score, which can
lead to lower number of identified instances.
• Weighting extension in its natural form cannot modify results in case of setting all features weight to 1.0.
Each feature has an impact on the final result with
equal weight (1.0) in process of counting final score
of instance.

Figure 3: Instance number with/without instance
filtering extension.

Following results were formulated for the instance filtering
extension:
• Instance filtering has lower impact on results in case
of high threshold score (for example 0.75, 1.0). Instance filtering is based on presence of base features,
instances with final score higher than high threshold
score needs to include base features, otherwise instances (or structures) cannot have final score higher
than threshold score.

• Instance filtering extension has higher impact to results in case of using low threshold score (0.1, 0.3).
In this case structures which have final score higher
than threshold score can miss base features, instance
filtering removes this kind of structures form design
pattern instance list (Figure 3).
And the following results were formulated for lexicographical analysis of naming of pattern instances:

• Instance filtering extension has higher impact on results in case of using low threshold score (0.1, 0.3).
In this case structures which have final score higher
than threshold score can miss base features, instance
filtering removes this kind of structures form design
pattern instance list.
The following results were formulated for the instance filtering extension:
• Instance filtering has lower impact to results in case
of high threshold score (for example 0.75, 1.0). Instance filtering is based on presence of base features,

• Recommendation of Gamma for used naming convention is almost not currently used. In case of 3147
analyzed classes, 399 pattern instances were identified. Rule for class naming convention was used only
in 5 percent of all identified pattern instances (Figure 4).

5.

Conclusions

The proposed method is a partial solution of the problem of design pattern identification in a fully automated
way. We have designed the weighting into the process of
similarity score computation, instance filtering based on
presence (or absence) of specified structural features of
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Figure 4: Difference coefficient for patterns class
names.
design pattern and additional analysis with using lexicographical distance between a design pattern terminology
and an instance terminology for additional information
about a design pattern usage.
Weighting gave us a possibility to consider the partial results in relation with the essence of the identified pattern
and later to affect the impact of the results on the final
result of the identification. The modifications, we have
made, have brought an improvement in two aspects:
• the rate of mistaken identifications of structures that
look like a design pattern is lower than the rate of
the original similarity scoring methodology,
• at a higher threshold score we are able to identify
more instances of design patterns, which means that
the proposed methodology is less sensitive to modifications of design patterns and thus is better at
identifying of modified design patterns.
The instance filtering extension has an impact on results
in special cases, when threshold score is lower and instances, which are missing some basic structural features,
have higher final score than the specified threshold score.
The instance candidate is in the final list of instances only
in case that it contains specified basic structural features.
The lexicographical analysis extension adds only additional information about design pattern usage. It uses
lexicographical distance between design pattern terminology and pattern instance terminology. The lexicographical analysis points to wrong usage of the design pattern
terminology.
Proposed extensions (especially weighting and instance
filtering) improve identification of true positive design
pattern instances.
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Abstract
This thesis presents results in two areas. The first area is
automated planning. Approaches to the domain-independent automated planning can be divided into two groups:
STRIPS-like planning (based on operators) and HTNlike planning (based on hierarchical decomposition). It
is widely believed, that the expressivity of STRIPS-like
planning is lower than the expressivity of HTN-like planning. This would mean that HTN-like planning can solve
more problems than STRIPS-like planning. In this thesis we show, that the expressivity of both approaches is
identical and that both approaches can solve all problems solvable by a finite tape Turing machine (i.e. solvable by a common computer). The second part of this
thesis addresses rescheduling. If we have a schedule with
unmovable deadline, we need to react on late activities by
shortening of the remaining schedule part. In this thesis,
we show that every rescheduling corresponds to a graph
cut or the superposition of several graph cuts. Based on
this fact, we designed a new algorithm for the cheapest
rescheduling. The algorithm is based on the conversion
of the rescheduling problem to the problem of minimal
graph cut.

Keywords
planning, STRIPS, HTN, expressivity, rescheduling, graph
cut, workflow system

1. Introduction
The beginning of symbolical planning is connected to the
system STRIPS (STanford Research Institute Problem
Solver) [5]. Its main goal was to separate the plan search
mechanism from the domain, for which we want to find
the plan. The domain has to be written down as a description of initial and final state of the environment and
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a description of operators that can change the state of the
environment. Every operator is described as a triple:
operator = (pre, del, adds),
where pre, del and adds are sets of literals. The set pre
contains the operator precondition, i.e. the literals that
have to be valid in the state, in which the operator can be
applied. Before an operator is executed, it is necessary to
verify that its precondition is fulfilled in the current state
of the world. The sets of literals del and adds contain literals, which are added/removed to/from the actual state
of the world after the operator is executed. That means,
that the modification of the world state is expressed by
adding literals from the adds set and removing literals
from the del set. The state space, defined this way, is
then automatically searched for a route from the initial
to the final state.
The second, equally important, approach to symbolical
planning is HTN (Hierarchical Task Network). The main
idea of this approach was introduced by the authors of
STRIPS. This idea was transformed to its present form
later, in the ABSTRIPS system [12] (which allowed to define several hierarchically ordered STRIPS domains) and
later in the HTN itself [13]. HTN-like planning is based
on tasks, which can be decomposed to simpler tasks. The
domain definition contains rules of tasks decompositions,
called task networks. Formally, a task network can be
expressed as:
((n1 , α1 ), ..., (nm , αm ), φ),
where αi is the (sub)task marked by the identifier ni and φ
is a formula describing the condition, which has to be
fulfilled before the task network can be used.
For a long time, it was assumed, that HTN-like planning
can solve more more domains than STRIPS-like planning
(i.e. it has larger expressivity). There is even a proof
for this assumption [4]. However, this assumption is not
correct and in this thesis we show, that the original proof
contains inaccuracies and that in contrast to the mainstream opinion, STRIPS-like planning (and even the original STRIPS) is able to solve the same class of problems
as HTN-like planning. We also show, that the expressivity of both mentioned planning approaches is identical to
the expressivity of a finite-tape Turing machine. Therefore, with both planning approaches (including the original STRIPS, which is more than 35 years old), we can
solve all problems solvable by a common computer.

34
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Planning is an activity, which determines what steps we
need to execute to reach a goal and in what order we
need to execute these steps. Based on the plan, it is usually necessary to create a schedule of plan execution, i.e.
to determine the execution time of individual plan steps.
During plan execution, different unforeseen events may
occur, affecting and changing the plan execution. The
schedule needs to be adjusted to these changes.
There are two different groups of approaches to schedule
creation: creating new schedule from scratch if there was
no previous schedule (e.g. MicroBoss [14]); and rescheduling (schedule adjustment) if the original schedule became
inaccurate and it is necessary to change it. It is possible
to use the first group of approaches (creating new schedule from scratch) to adjust a schedule, but by doing it,
we loose information, which was contained in the original schedule. Moreover, it is possible, that the number
of changes in the schedule will be higher than necessary.
Therefore, the rescheduling approaches are very important.
Sometimes we need to adjust a schedule without changing
the total time of schedule execution (makespan). It is the
case of projects, where the schedule end is contracted and
unchangeable. If the end time of the schedule is unmovable, we can use 3 basic approaches. The most common
approach is to use moving of activities in combination
with robust schedule (for example Match-Up Rescheduling [3, 1]). Reserves, inserted between activities, can absorb possible activities lateness. We can also transfer part
of the activities to a different organisation (subcontracting), for example [2]. This is, in fact, increasing of parallelism. The third possibility is to allow shortening of
activities, in addition to moving of activities.
Automated approaches to schedule adjustment are usually designed for manufacturing processes control or parallel computations control, where individual activities cannot be shortened. This is the reason, why most rescheduling approaches don’t allow shortening of activities as a valid solution. On the other hand, in the domain of project
management, where individual activities are executed by
humans, shortening or even cancelling of activities is used
very often. However, approaches to rescheduling in the
domain of project management are usually not automated
and focus mainly on supporting a human manager, who
adjusts the schedule manually.
This thesis focuses on automated schedule adjusting in
the domain of project management, where shortening of
activities is an important instrument used to assure deadlines fulfilment. This thesis shows that the cheapest schedule shortening corresponds to minimal graph cut in the
dependencies graph of the schedule. The thesis also proposes a new approach to schedule shortening based on
this fact.

2. Thesis Goals
This thesis follows goals in two areas: in the area of planning and in the area of rescheduling.
In the area of planning, the main goal is to investigate the
expressivity of two basic symbolical planning approaches:
STRIPS-like planning and HTN-like planning. In this
context, expressivity is defined by domains, which can
be written down and solved by some approach. The main

goal is to compare the expressivity of these two approaches,
but also to delimit the expressivity of both approaches in
the context of other computational systems.
In the area of rescheduling, the main goal is to show the
relationship between schedule change and graph cut. Additionally, the thesis focuses on the design of a new approach to schedule shortening based on graph cut. The
main goal of this approach is to allow automatical shortening and moving of activities, which assures the final
deadline fulfilment even if some activities fail to end in
time.

3.

STRIPS-Like and HTN-Like Planning
Expressivity

There are two meanings of the term “expressivity” in the
area of automated planning. In the first meaning, it is
the set of problems (or the size of this set), which can
be expressed and solved by some system. In the case of
planning, it is the set of plans, which can be created by
some system. The second meaning of the term “expressivity” describes, how simple/complicated is to describe
a problem or any other information in some system. In
this case, expressivity is usually subjective, as it is connected to the way, how a human can express and write
down his/hers thoughts.
The first meaning describes, what we can write down and
solve in a given (planning) system, while the second meaning describes, what efford we need to do it. This thesis
focuses on the first meaning of expressivity only, i.e. it focuses on the question, what problems we can express and
solve with the help of STRIPS-like planning and HTN-like
planning. Generally, it is assumed, that the expressivity
of HTN-like planning is larger than the expressivity of
HTN-like planning. There are two proofs, which show,
that HTN-like planning is more expressive [4].
The first proof is based on transforming the planning
problem to grammars. Subsequently, it claims, that the
STRIPS-like planning corresponds to regular grammars,
while HTN-like planning corresponds to context free grammars. As an implication of this, HTN-like planning covers a larger class of domains. This proof looks very simple
and comprehensible and therefore it is very popular in the
planning community.
However, in the case of STRIPS, the transformation to
a regular grammar is not correct. The STRIPS states
(i.e. states of the world) are not atomic, but composed
of literals. It is possible to represent a state as a set
of literals (S = {L1 , L2 , L3 , ...}). The grammar rules
for STRIPS (S0 → a01 S1 ) are not atomic either and
can be further decomposed into: S0 = {LP1 , LP2 , ...} ∪
{L1 , L2 , ...} → a01 (S0 \ {LD1 , LD2 , ...}) ∪ {LA1 , LA2 , ...},
where {LP1 , LP2 , ...}, {LD1 , LD2 , ...} and {LA1 , LA2 , ...}
are sets of literals forming the precondition and effects
(added and removed literals) of the action a01 .
Therefore, plan derivation in STRIPS is not just a sequential transformation of atomic states. Contrary, it is
a transformation of composite states according to rules,
which cannot be expressed by a regular grammar.
The second proof shows, that the theoretical model of
HTN is undecidable, while STRIPS and STRIPS-like planning are decidable problems. The main reason causing
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Figure 1: Simple example of schedule conversion from activities and dependencies (a) to oriented graph
(b) and splitting of activities vertices and adding of the final deadline, artificial source and sink (c).
this result is the fact that the theoretical HTN model
used in the proof uses an infinite set of symbols to mark
tasks, so it is able to create an infinite space of plans.
The theoretical model of HTN is, however, not practically usable, because of its undecidability. This is true
even with very strong restrictions of the model. Therefore, practically used planners use different modifications,
which restrict the space of plans to be finite and change
the problem to be decidable [4]. The most common restrictions of HTN are:
• Restricting the plan length. If the plan length is
finite, the space of all possible plans is finite too, as
we choose of finite number of actions while adding
an action to a plan.
• Restricting the tasks to be acyclic. It is not allowed
to decompose any task into itself (after several steps
of decomposition). This way, every task can only be
decomposed up to a finite depth, which is smaller
than the total number of tasks.
• Restricting the task networks to be fully ordered.
Tasks are fulfilled sequentially one after another, so
subtasks of individual tasks cannot overlap in time.
Any of these restrictions is sufficient to make HTN-like
planning decidable and therefore practically usable. All
planners based on HTN use at least one of these restrictions (or their slight modifications). This is the reason,
why it is better to use the term “HTN-like planning” for
planners based on the HTN model and using one of these
restrictions, than using it for the theoretical HTN model
without restrictions. Based on this definition of HTN-like
planning, it is possible to formulate the following theorem
[8]:
Theorem 1. Every HTN-like domain can be expressed
as a STRIPS-like domain. Every STRIPS-like domain
can be expressed as a HTN-like domain. Therefore, the
expressivity of STRIPS-like planning is identical to the
expressivity of HTN-like planning.

Proof sketch 1. The plan space of a HTN-like domain is finite. With the help of finite number of plans,
we can reach a finite number of final states, starting from
one initial state. This means, that the state space of this
domain is finite. For a finite state-space, we can construct a STRIPS-like domain by simply enumerating all
possible state transitions as STRIPS actions. As a result,
STRIPS-like planning expressivity is not smaller than the
expressivity of HTN-like planning. The second half of the
proof, showing that HTN-like planning expressivity is not
smaller than the expressivity of STRIPS-like planning, is
constructive, can be found in [4] and is based on the transformation of STRIPS-like domain to a flat HTN-like domain, where it is possible to decompose the initial task
into any primitive task (action) and the relationships between actions can be expressed by additional restrictions
of primitive tasks
Enumerating all states in a domain is not very practical
and can lead to exponential number of actions. In the
thesis, a conversion of HTN-like domains to STRIPS-like
domains is shown, which can be made in polynomial time
and which does not change the time complexity of plan
search. The conversion is based on the idea of using the
STRIPS planner as an emulator of the HTN-like planner.
The resulting STRIPS plan corresponds to the sequence
of steps, which the HTN-like planner has to execute.
Additionally, the thesis proposes a conversion of a finitetape Turing machine to a STRIPS domain. The conversion is based on using the STRIPS planner as an emulator
of the finite-tape Turing machine. The resulting plan consists of steps, which the Turing machine has to execute
in order to halt. This conversion shows that all problems
solvable by a finite-tape Turing machine (and therefore
also solvable by a common computer) can be solved by
a STRIPS-like planner or a HTN-like planner.

4.

Rescheduling and Minimal Graph Cut

Dependencies between individual activities can be represented by documents. If some activity Ause uses the document D created by some different activity Aproduce , then
the activity Ause is dependent on the activity Aproduce .
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Figure 2: Simple example of rescheduling based on graph cut. From the initial schedule (a) we create
a dependencies graph and according to a minimal graph cut (b) we compensate the lateness of the
activities Af 1 a Af 2 by shortening of the activities activity A3 (c).
Execution of the activity Ause cannot start before the
activity Aproduce ends and produces the document D. If
some activities have a dependence between them, but this
dependence is not the result of producing and using of
documents, we can add an empty document, which will
represent this activity.
From the initial schedule and the information about documents transferred between activities (Figure 1a), it is
possible to create a dependencies graph. In this graph,
activities are represented by vertices, while dependencies
are represented by edges. This way, we get an acyclic
oriented dependencies graph (Figure 1b). For the needs
of rescheduling, we can remove all activities (and adjacent dependencies), which are not dependent on activities
Af # . Af # are the activities, which failed to finish in time
(# stands for the identifier of a failed activity).
If we want to allow shortening of activities, we need to
have edges for individual activities too. Therefore, we
divide every vertex of the dependencies graph A# , representing some activity except the activities Af # , into two
vertices: A#start and A#end . All edges, originally ending
in A# , will now end in A#start and all edges, originally
starting from A# , will now start from A#end . At the same
time, we add an edge eA# leading from A#start to A#end .
Additionally, we add the edge ADAY −D , representing the
final deadline of the schedule (Day D). ADAY −D is dependent on every activity in the schedule, as all activities
need to be finished before the final deadline. Finally, we
add an artificial source Ainit and sink Af inal . We connect the source Ainit to all failed activities Af # . The
final deadline ADAY −D will be connected to the artificial
sink Af inal . An example of the resulting dependencies
graph is in Figure 1c.
This way, we created a dependencies graph, where vertices
represent events in the schedule, which may be affected by
the change of duration of the failed activities Af # . These
events are the ends of the failed activities (Af # ), starts
(A#start ) and ends (A#end ) of dependent activities and
the final deadline (ADAY −D ).
For a dependencies graph created this way, we can formulate the following theorem [9]:

Theorem 2. Every possible rescheduling, which changes the schedule by postponing the start and/or end times
of some activities by 1 time unit, corresponds to some cut
of the dependency graph.
Proof sketch 2. We define two sets: Vchanged containing vertices which are postponed in the rescheduling
and Vunchanged containing vertices which are not affected
by the rescheduling. Each event of the dependency graph
(A#start , A#end , ADAY −D , Af # ; # standing for an activity identifier) is either postponed or not, i.e. it belongs
to Vchanged or Vunchanged , while Vchanged ∩Vunchanged = ∅,
as no event can be postponed and not postponed at the
same time. A graph cut is the division of a graph into two
sets, dividing two vertices (in this case Ainit ∈ Vchanged
and Af inal ∈ Vunchanged ). This means that every possible combination of sets (Vchanged , Vunchanged ) representing some rescheduling is a cut of the dependency graph.
At the same time, for every graph cut of the dependencies graph (Vchanged , Vunchanged ) there is a corresponding
rescheduling.
Similarly, it is possible to show, that every rescheduling
(changing the beginnings and/or ends of activities by arbitrary time) corresponds to a superposition of several
graph cuts. The proof can be found in the thesis.
With correctly defined costs of edges in the dependencies
graph, it is possible to find the cheapest rescheduling by
finding the minimal cut in the dependencies graph. The
meanings of individual edges costs are:
• Shortening of an activity:
Cost of the edge eA# = (A#start , A#end ).
• Shortening of a dependency:
Cost of the edge eAi Aj = (Aiend , Ajstart ) (or eAf i Aj
= (Af i , Ajstart ) for the failed activities).
• Moving of an activity:
Cost of the edge eA# D = (Aend , ADAY −D ).
• Deadline violation:
Cost of the edge eDAf inal = (ADAY −D , Af inal ).
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Figure 3: Portlet for rescheduling in the RAPORT portal. 1. Menu, 2. Status line, 3. Working schedule,
4. Generated schedule, 5. List of activities.
• Aborting a failed activity:
Cost of the edge eAinit Af # = (ADAY −D , Af # ).

schedule adjustment: the system offers a solution and the
user can confirm this solution, but the user is also allowed
to further modify the offered solution.

Edges between vertices inside the same set Vchanged or
Vunchanged correspond to activities or dependencies with
unchanged length, because either both, the starting and
ending vertex, are moved (in the case Vchanged ) or neither of the two vertices is moved (Vunchanged ). Activities and dependencies with edges going from Vchanged to
Vunchanged are shortened by 1 time unit, because their
starting vertex is moved, while their ending vertex remains unchanged (Figure 2).

The algorithm of rescheduling by using minimal graph cut
offers several possibilities of further research and improvement. It will be very useful to combine this method with
existing scheduling methods, especially with approaches
based on CPM and PERT[10]. Another possibility is to
allow restrictions, resulting from using resources by individual activities, for example in the form of resource links,
which are a part of the critical chain method [7].

The proposed approach to rescheduling according to minimal graph cut was employed in the RAPORT project, for
which it was primarily designed. The RAPORT system
was created in the cooperation of the Faculty of Informatics and Information Technologies of the Slovak University
of Technology in Bratislava, the Institute of Informatics of the Slovak Academy of Sciences and the National
Academy of Defence. The RAPORT system [6, 11] was
designed for a pilot application: organisation of military
exercises in the Centre of Simulation Technologies (CST)
of the National Academy of Defence (NAO) in Liptovský
Mikuláš.
An important attribute of military exercises organisation
in CST NAO is, that at the day of the exercise (Day D),
all activities have to be successfully accomplished in order
to assure success of the exercise. If any activity is late,
the remaining schedule has to be shortened to avoid the
violation of the exercise time (time of the schedule end).
The approach to rescheduling by using minimal graph
cut was implemented in the RAPORT system as a separate portlet (Figure 3). This portlet allows semiautomatic

5. Thesis Contributions
This thesis has contributions in two areas:
• Determining the expressivity of STRIPS-like and
HTN-like planning:
– Expressivity of STRIPS-like planning and HTNlike planning is identical. This means, that all
problems solvable by one of these approaches
are also solvable by the second approach. At
the same time, this thesis invalidates the generally accepted opinion, that the expressivity
of approaches based on HTN is larger than the
expressivity of approaches based on STRIPS.
– HTN-like domains can be converted to equivalent STRIPS domains in polynomial time. The
conversion in the opposite direction was already
known earlier.
– The expressivity of both planning approaches
is identical to the expressivity of a finite tape
Turing machine. This means, that STRIPSlike and HTN-like planners can solve all problems solvable by a common computer.
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• Creating of an approach to rescheduling by using
minimal graph cut:
– Proof, that every time change of a schedule corresponds to a cat or a superposition of cuts of
a dependencies graph.
– Creating a new approach to rescheduling based
on minimal graph cut. The approach is based
on the fact that the cheapest change of a schedule corresponds to a minimal cut in a dependencies graph.
– Implementation and validation of the approach
in the workflow system for military exercises
preparation RAPORT.
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Abstract
A recurrent neural network is a class of neural network
where connections between neurons form a directed cycle.
These so-called recurrent connections allow spreading information about past neural activities in network, which
enables to process temporal inputs. Although they are
theoretically equivalent to Turing machines, widespread
use is restricted due to computational expensive training
and lack of knowledge of internal representation mechanism in this class of networks.
Our thesis studies properties of recurrent neural networks
while processing symbolic inputs. We focused mainly on
their relation and description of their behavior in terms
of dynamical systems. We describe the dynamics of randomly initialized neural network and its relation to Markov prediction models of variable length. In the main part
of our work, we present usability of methods for visualization, clusterization and the state space analysis as an
effective tool for thorough study of recurrent networks capabilities on prediction tasks.
In experimental part of our thesis, we focus on studying
changes that emerge in training. We are mostly interested
in the change of naı̈ve Markovian dynamics of randomly
initialized network during training in relation to various
factors such as input sequence, training algorithm, network architecture, number of hidden units, etc.
We focused not only on simple recurrent network before
and after training, but also on the computational capabilities of the new approach called echo state networks.
It uses large randomly initialized neural reservoir, which
dynamics is the subject of our interest. We demonstrate
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benefits and constrains of this currently popular approach
based on the results of our experiments and differences
identified after recurrent networks training.

Categories and Subject Descriptors
I.2.6 [Artificial intelligence]: Learning; I.2.6 [Artificial
intelligence]: Learning—connectionism, neural networks

Keywords
recurrent neural networks, symbolic sequences, dynamical
systems, analysis of dynamics, state space visualization

1.

Introduction

A recurrent neural network is a class of neural network
where connections between neurons form a directed cycle.
These so-called recurrent connections allow spreading information about past neural activities in network, which
enables to process temporal inputs.
Various methods can be used for recurrent neural network
adaptation. Straightforward solution is to use basic error
back-propagation method as was used in [3]. However,
this simple method does not have to provide adequate solution especially in case of difficult problems. To calculate
exact gradient one has to take information from previous
time steps into account. Two basic algorithms can manage this. The first one, which unfolds network in time,
is back-propagation through time (BPTT). Each weight
has several copies that represent time the weight was used
in forward calculation [27]. The second algorithm is real
time recurrent learning (RTRL). In this case gradient is
calculated sequentially in each time step - in real time [28].
Nowadays so-called Kalman filtering methods (KF) become more popular. Classical Kalman filter is effective
recursive filter that estimates the state of linear system
from a series of noisy observations [9]. Application of KF
to nonlinear problems, such as weights adaptation of recurrent neural network, can be done by linearization using
Taylor series [26]. This approach is called extended Kalman filter (EKF).
Despite the highest robustness of mentioned algorithms
adaptation of recurrent networks is still difficult. One most
known problem is so-called vanishing gradient problem,
which causes network training to fail on problems where
temporal dependencies are spanning many time steps.
The solution to this problem is to use specific architecture
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Since the year 2000 new approaches, represented by echo
state networks (ESN) and liquid state machines (LSM),
appeared in the field of recurrent neural network [7, 13].
ESN and LSM are neural networks with large untrained
random ”reservoir” of simple computational elements that
are used to preprocess input signal. The weights of output
neurons can be trained to read out extracted features.
Although recurrent neural networks are theoretically equivalent to Turing machines, widespread use is restricted
due to computational expensive training and lack of knowledge of internal representation mechanism in this class
of network.

2. Recurrent Neural Networks
Historical development in artificial neural networks resulted in various directions in research activities. The title
of our work ”Power and limits of recurrent neural networks for symbolic sequences processing” indicates that
the basic objective is to bring new insight on the principles of their behavior. We presume that recurrent network is not a black box, which uses adjustable weights
to solve particular problems. Instead, we analyze their
internal mechanisms and study the way they solve particular problems. Our work is aimed on description of their
behavior in the terms of dynamical systems. We assume,
that the most important regimes of behavior can be described by studying neural network state space [2, 18]. Activities of network units represent internal network state,
encode temporal information and designate the way network transforms input to desired output. In the case of
symbolic sequences, limited set of input symbols allows effective analysis of network behavior. More precisely, each
symbolic input is related to the network state transformation. This transformation can be studied as dynamical
system, which basic characteristics are determined by socalled fixed points [24].

Clusterization, which allows us to analyze discrete version
of network state space.
Fixed points analysis, which studies network state transformations while processing individual inputs.
Previously published works used mentioned methods to
analyze dynamics of small networks with two or three
hidden units [19, 1, 23]. Our work differs from these research activities in the fact that we focused on the networks
with more hidden units. Processing of complex sequences
is usually possible only with large networks. This allows
us to focus on problems which have not been studied thoroughly yet.

3.

Recurrent Networks as Dynamical Systems

Recurrent neural networks can be characterized as discrete time dynamical system that have input, output and
state variables [2, 18, 24, 19]. The most important part of
network in our studies is hidden layer. Activities of units
in the hidden layer can be thought of as an internal network state. For example the state s of recurrent network
is vector of real values composed of hidden unit activities.
It is a point in multidimensional space, in which number of
dimensions is equal to the number of hidden units. Basic
property of state space model is that actual state position
has to provide enough information to predict dynamical
system evolution [5].
The impact of network weights initialization to network
dynamics can be visualized by bifurcation diagram (Figure 1). Axis y of bifurcation diagram represents average
value of activities of state neurons, i.e. values savg (t) =
PN
1
i=0 si (t) at time steps t = 100 to t = 150. RanN
domly initialized weights were than scaled by coefficient
α ∈ (0, 20).
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with long short-term memory (LSTM), which uses specific memory cells with single recurrent connection and
input/output gates to store information for reasonable
time [6].
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The first part of our analysis was an analysis of the dynamics of untrained randomly initialized recurrent network.
It has been known for some time that untrained neural
network provides similar results as Markovian prediction
models [20]. This phenomenon called Markovian architectural bias of recurrent network originates from initialization of networks weights to small values. Small values
cause recurrent network activities (i.e. network state) to
organize in the state space the same way as prediction
contexts in variable length Markovian models (VLMM) [21,
22].
The basic motivation of our work is to understand how
neural network extracts knowledge about temporal dependencies from input sequence to its internal representation.
More precisely, we are interested in the transformation of
naı̈ve Markovian dynamics in relation to various factors
such as input sequence, training algorithm, network architecture, number of hidden units, etc. For this purpose,
we use three basic methods of analysis:
Visualisation of network state clusters, and state trajectories in different locations of network state space.
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Figure 1: Bifurcation diagrams of two randomly
initialized recurrent networks. Symbol α stands
for the scale ratio of recurrent weights.
If the network weights are initialized to small values, i.e.
α < 1, state dynamics is influenced by the stable fixed
point – attractor, which contracts states. If α is increased
enough, bifurcation occurs and dynamics is interleaving
between limit cycles and chaotic behaviors, respectively.
Markovian dynamics of randomly initialized RNN is quite
simple and can be explained by the iterated function theory [10, 11]. Processing of constant input vector results in
stabilization of network state in fixed point – attractor.
Since each input symbol is encoded with different input
vector, network state is stabilized in different region for
each input symbol. Processing of symbolic sequence thus
creates fractal structure (Figure 2) [11, 10].
Organization of clusters in network state before training
corresponds to structure of prediction contexts of variable
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Figure 2: State space of naı̈ve network while processing random sequence of four symbols a, b, c
and d. Network state encodes information about
symbol presented at the time t, four cluster top
level. Information about previous input symbols
is also encoded: symbol at the time t − 1 (nested
clusters at 1st level), symbol at time t − 2 (nested
clusters at 2nd level), etc.
length markov model, which is called Markovian architectural bias of recurrent neural networks [21, 22]. During
training process, network weights usually expand from
stable interval. Consequent bifurcations result in emergence of complex behavior. Analysis of dynamic emerged
in training process is the main objective of our work.

4.

Methods for Network Dynamics Analysis

Fixed point is a network state s̃ which does not change in
time.
s̃ = F (s̃)

(1)

Fixed points in the network state space have essential impact on the state trajectory of trained network (i.e. its
dynamics). Every fixed point can be characterized as an
attractor, repelor or saddle point (Figure 3). When network state space contracts to a fixed point, that point
is an attractor (Figure 3a), otherwise that point is repelling (Figure 3b). In some cases, the repelling point may
be contracting in one direction and expanding in another
direction, so we call it a saddle point (Figure 3c).
Although, recurrent neural networks are not linear (nonlinearity is introduced by activation function), linearization
can be performed to study character of fixed points. The
eigenvalues λi and eigenvectors vi of Jacobian J(s̃) (partial derivative matrix) calculated at fixed point s̃ express
how system changes in time [12]. They have to satisfy following condition J(s̃) · vi = λi · vi and vi 6= 0, i.e.
they are expressing direction and intensity of linear contraction/expansion of linearized system. If the complex
eigenvalue λi lies in the unit circle, fixed point is contracting in the direction vi , otherwise is repelling. Moreover,
the non-zero imaginary part of eigenvalue is a sign of rotation around the fixed point. The negative value of λi
indicates that the state is driven to/from fixed point by a
2–periodic oscillations (Figure 3c, left).

Analysis of network dynamics before, during and after
training is not and simple task. To get and valuable insight
one has to examine many parameters. In our work we use
three basic methods of analysis.
Visualization of state space. Visualization is used to draw
network state space, i.e. clusters of states and corresponding trajectories representing internal representation of network. State space of larger network
is visualized with linear projection to 2D/3D subspace which is created by using two or three principal components of PCA.
Clusterization and neural prediction model analysis. Discretization of network state space creates finite set
of clusters. Building of prediction models over this
discrete version of state space helps us to get overview on changes of network dynamics. Similar process can also be used to compare different training
algorithms.
Fixed point analysis. Localization and analysis of fixed
points in the network dynamics identify changes in
training process. To identify both unstable and stable fixed points Newton-Raphson method was used.
Linearization and consequent visualization of state
trajectories revealed their impact to state trajectories.

5. Adaptation of Recurrent Neural Networks
We performed several experiments related to previously
published results. The first set of experiments were focused on analysis of networks trained on next symbol prediction tasks of three linguistic sequences: an bn , ChristiansenChater and Elman language. We also used neural prediction machines to compare two different approaches of network training: self-organizing BCM and simple recurrent
network trained by EKF.
There are three known distinctive solutions for networks
with two and three hidden units trained on next symbol
prediction of language an bn : monotonic, oscillating and
exotic [25, 1]. The first solution contains two attracting
points in opposite corners of the state space (Figure 4a).
While processing a and b inputs, the network state is moving between these two attractors, which can be interpreted as symbol counting. Oscillating dynamics, which
is known to achieve some kind of generalization, is performed by attractor and one saddle point (Figure 4b).
In this case, counting is performed by oscillating towards
the attractive point (a-system) and from the saddle point
(b-system).
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Figure 4: Three typical solutions of counter in the
SRN state space: a) monotonic counter – two attractive points; b) oscillating counter – attractor
sa and oscillating saddle sb ; c) exotic counter –
attractor sa and unstable fixed point sb . First and
second network have 15 hidden units. Third network has 5 hidden units. The eigenvalues of Jacobian matrix calculated at sa and sb points are
shown as red crosses and blue dots, respectively.

Figure 5: Dynamical reservoir preprocesses input
sequence and creates potentially interesting response. Sparsely connected units in hidden layer
thus produce richer version of input sequence [7].

Introduced methods of analysis allow us to study and
identify characteristic solutions in networks with high number of hidden units [15]. Our results showed bias of BPTT
training towards simpler – monotonic solution. On contrary, dynamics composed of both stable and unstable
fixed point dominated in the case of EKF training.

It was shown, that existence of echo state in dynamical
reservoir can be achieved by setting weights in dynamical reservoir to small values [7]. This procedure set absolute value of spectral radius of matrix M to value less
than 1. Matrix M is composed of random values of reservoir neurons weights. Value of spectral radius has essential impact on existence of echo state and consequently
influences global memory characteristics of ESNs [8, 16].

Complex chaotic characteristics of Laser sequence and
deeper recursion in Elman language requires network to
store longer temporal information. This results in the
change of attractor stability and/or creation of new fixed
points. These new points allow network to drive its state
in different parts of state space in different manner and
thus trained networks outperform Markovian prediction
models.

6.

Echo State Networks

In the second part of our work, we focused on the echo
state neural networks. They use large untrained randomly
initialized dynamical reservoir to preprocess input sequence (Figure 5). Output layer of ESN is used to transform
this preprocessed input from dynamical reservoir to desired output sequence. An essential condition for the ESN
approach is that dynamical reservoir must produce meaningful response, i.e. network state must be an ”echo” of
input signal. This is achieved by rescaling network weights
to small values, which is apparently similar to architectural bias condition, i.e. initialization with small weights.
We used methods for dynamical system analysis to identify relation between Markovian architectural bias and

a) |λmax | = 0,99

25

b) |λmax | = 5

250
200

15

150

|s(t)|

20
|s(t)|

Similar method was used to analyze networks trained on
next symbol prediction of languages Christiansen-Chater
and Elman. In case of Christiansen-Chater sequence, we
identified that the training changes position of attractors
and increases distances between them. This allows network to spread clusters in the network state space in optimal way. Moreover, we found out, that symbols used in
identical temporal contexts (e.g. words of the same grammatical category) rearrange their attractive points in the
same part of the state space.

crucial echo state property of ESN. Especially random
initialization of dynamical reservoir indicates that echo
state networks use Markovian architectural bias of dynamical reservoir to produce desired output [17].
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Figure 6: Visualization of the state vector components. Each colour represents component of state
vector corresponding to information from specific
time step. Dark (blue) colour represents component of state vector encoding input from time step
t = 1, light (red) corresponds to information from
time step t = 19. Forgetting factor depends on the
value of spectral radius |λmax | of the matrix M.
The impact of actual input to components of state vector can be easily analyzed. We set input at analyzed time
step to zero and calculate distance between old and new
state trajectory during several time steps. Impact of inputs was closely related to the value of spectral radius
|λmax |. For values less than 1 exponential forgetting curve
appeared (Figure 6a). It means, that inputs from the beginning of sequence have only small impact on network
state at the time step t = 20. Forgetting factor was related to the value of spectral radius of matrix M. The
slowest descent appears if value of |λmax | is close to 1 and
steepest descent for values close to 0. If matrix is scaled to
value greater than 1, echo states property is not satisfied
(Figure 6b).
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7. Computational Capabilities of Dynamical
Reservoirs

index does not affect network dynamics, i.e. dynamical
reservoir can be easily resized.

When processing symbolic inputs it is convenient to initialize input weights in the network according to co-occurrence
statistics of input symbols [4]. Therefore, symbols used in
similar temporal context have similar impact on activities
of neurons in dynamical reservoir. This results in better
generalization for symbols that did not appear in training
set. Network using foregoing approach for input weight
initialization is called ESN+.
c) SRN

b) ESN+

a) ESN
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Figure 7: Distances of fixed points in the state
space of: a) ESN; b) ESN+; c) SRN. In the case of
SRN dynamics of some input symbols is composed
of cobination of several fixed points. Attractors
are marked with symbol * and saddles with symbol +. For examples dynamical systems of words
john a mary are composed of two attractors and
one saddle point.
Our proposal was to enhance described initialization with
random linear transformation of input weights. Analysis
of state space organization shows that this simple enhancement allows us to adjust distances between attractors
of input symbols according to specific task (Figure 7).
Results of our experiments indicate that ESN+ with linear transformation provides better performance compared ESN+ or classical ESN. On the other hand analysis of classical simple recurrent network trained by algorithm EKF shows that adaptation creates in the state
space configuration of both stable and unstable fixed points, which allows network to outperform ESN and ESN+
approaches (Figure 7c).
Because results indicate that performance of ESN approach is closely related to initialization of reservoir before
training, we decided to simplify structure of reservoir connections. It is based on removing recurrent connections
from reservoir. Neurons are labeled with numbers, and recurrent connections exist only between neurons with lower
index. More precisely network is unable to use recurrent
connections to store temporal information for unlimited
time. Instead, the number of hidden units in reservoir limits its memory.
Results of our experiments showed similar performance of
ESN and feed forward ESN on three different prediction
tasks. Potential of FF-ESN is hidden in scaling, i.e. adding and removing neuron with maximal index. In classical ESN, removing of single neuron has significant impact
on reservoir dynamic. In FF-ESN, neuron with maximal

First technical report about ESN described simple enhancement of training procedure based on state wobbling [7].
It adds small noise to input sequence, which helps network
to increase its prediction capabilities. Moreover, if predicted output is used as input for next time step, network
stably reproduces desired periodical sequence. Analysis of
state space of trained ESN while generating periodical sequence helps us to identify relation between stability of
solution and output error and noise. We also suggest enhancement that uses online adaptation to find stable solution even without state wobbling. Online training process
allows us to use actual output (with prediction error) as
input signal and thus network can find stable solution.

8. Conclusion
Our experiments concentrated on the changes in the network dynamics while processing symbolic sequences. We
can conclude that fixed-point Markovian dynamics changes during training on temporal sequences. If network is
trained on simple task, attractive points rearrange their
positions to distinct parts of state space. This change spreads state clusters in the state space in an optimal way.
Moreover, if different symbols in input sequence are used
in similar temporal context, corresponding fixed points
are located in the same space after training. The change
of fixed-point stability was related to deeper recursion in
linguistic time series or longer temporal dependence in
chaotic sequences, respectively. Consequently, new fixed
points are created, and network can drive state in distant
parts of state space in a different way.
In the next part of our work, we focused on new approach
in the field of recurrent neural networks – echo state neural networks. They are based on idea of using large reservoir of randomly interconnected units. We performed several experiments that studied relationship between Markovian architectural bias and echo state networks. Random initialization of dynamical reservoir and consequent
rescaling of reservoir weights to small values creates contractive dynamics, which is based on single attractor. The
absence of adaptation of reservoir dynamic has major impact on the computational capabilities of echo state networks.
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Figure 8: Network state trajectory while processing chaotic sequence Laser: a) randomly initialized reservoir ESN; b) classical network trained
by EKF. The state change is colored according to
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To demonstrate stated fact we visualize state trajectory
of ESN and classical recurrent network trained by EKF
algorithm on next symbol prediction task Laser. Markovian dynamics of randomly initialized reservoir of ESN
includes four attractive points corresponding to four input symbols (Figure 8a). This organization of state space
is present after each random initialization regardless of
number of hidden units in reservoir [14]. Position of ESN
state in the state space clusters thus always changes according to Markovian fractal structure (Figure 2).
Dynamics of network trained by EKF algorithm is different. Dynamics changes and stability of fixed points is
changed and new fixed points appear. Some input symbols thus employ several fixed points that drive state in
distant parts of the space in a different way (e.g. symbols
b, c on Figure 8b).

[12] Y. A. Kuznetsov. Elements of applied bifurcation theory (2nd ed.).
Springer-Verlag New York, Inc., New York, NY, USA, 1998.
[13] W. Maass, T. Natschläger, and H. Markram. Real-time computing
without stable states: A new framework for neural computation
based on perturbations. Neural Computation, 14(11):2531–2560,
2002.
[14] M. Makula. Dynamical reservoir of echo state network. In
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[15] M. Makula and L’. Beňušková. Analysis and visualization of the
dynamics of recurrent neural networks for symbolic sequences
processing. In Proceedings of the ICANN 2008, Part II, pages
577–586. Springer-Verlag, 2008.
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on markovian architectural bias in recurrent neural networks. In
SOFSEM 2004: Theory and Practice of Computer Science,
volume 2932/2003, pages 257–264. Springer-Verlag, 2004.

This allows network to move its state on chaotic orbit,
which consequently allows network to store information
about distant input symbols and thus overcome well-known
information latching problem. ESN with large dynamical reservoir thus never achieve performance that can be
achieved by classically adopted small recurrent network.
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M. Makula and L’. Beňušková. Analysis and visualization of the
dynamics of recurrent neural networks for symbolic sequences
processing. In Lecture Notes in Computer Science, Proceedings
of the ICANN 2008, Part II, pages 577–586. Springer-Verlag,
2008.
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M. Čerňanský and M. Makula. Memory of randomly initialized
recurrent neural networks. In Cognition and Artificial Life IV,
pages 363–371, 2004. (in Slovak)
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M. Čerňanský and M. Makula. Extended Kalman filter approximation
for training long short–term memory networks. In ELITECH
2003. The sixth conference on Electrical engineering and
information technology for PhD students, pages 94–96, 2003.
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Abstract

Keywords

Recurrent neural networks in general achieve better results in prediction of time series then feedforward networks. Echo state neural networks seem to be one alternative to them. I have shown on the task of text correction, that they achieve slightly better results compared to already known method based on Markov model.
The major part of this work is focused on alternatives
to recurrent neural networks training that are based on
Kalman filtration modifications. I describe in detail the
training by filters: Extended Kalman Filter, Unscented
Kalman Filter (UKF), nprKF Filter and their joint versions UKFj and nprKFj. Contribution of this work is presentation of simpler equations for individual filters, because they are modified specifically for recurrent neural
network training. Filter UKFj in context of recurrent neural networks was probably firstly described in my work.
I compare individual filters with each other and also with
gradient descent method Truncated Backpropagation Through Time (BPTT(h)). I show the results are consistently better when comparing recurrent neural networks
trained by these advanced methods with BPTT(h). In the
like manner, Extended Kalman Filter achieves worse results compared to the other filters, which on the other
hand achieve comparable results with each other. I describe how to speed up their computation by utilizing the
graphics card. My work is one of the first (if not the first)
that focuses on recurrent neural network training utilizing
the processor on graphics card. This paper represents my
dissertation summary.

dynamical systems, recurrent neural networks, Kalman
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Dynamical system in general consists of the set of states
and of the relation that determines the next state based
on past states of the system [11, 12, 2]. State is a vector
which consists of every relevant variable of the system in
such a way that the state vectors provide enough information to predict future states. The important fact is that
the system’s states are not measured directly. We observe
only the output of the system which is determined by
the current state, so it is possible to estimate the current
state.
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1.

Introduction

The ability to predict the behavior of a system is in general dependent on the knowledge of principles describing
given occurence. If we are able to express those principles as a set of equations we can predict the behavior in
the past for a given starting conditions. This is often impossible or will be very time- / money-wise consuming.
In principle, we are able to predict dynamic system behavior in the future using observed data from the past.
Many approaches exist how to achieve this.
In my dissertation I introduce the reader into basics of
the terms: dynamical system, prediction, artificial recurrent neural networks. I especially address the description
of the types of recurrent neural networks and methods
for their training, and thus also how to achieve prediction using them. I describe in detail the Echo state neural
networks and methods of neural networks training based
on Kalman filtration. I mention in it the objectives of my
dissertation that are in a large extent related to the field
of prediction of dynamical systems by recurrent neural
networks. I describe the methods that I chose in order to
accomplish the given objectives and I show the results of
realized experiments.

1.1

Dynamical Systems

Dynamical systems could be described either in continuous or discrete time. We will consider only the discrete
time dynamical systems in the following. Dynamical system is discrete when it works in discrete, usually equally spaced time intervals. It does not automatically mean
that its outputs are discrete values. System’s state usually changes non-linearly by time-variant function and the
state transition can also be corrupted by noise. Similarly,
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the measurement (output vector) from the system is in
general non-linear, dependent on the current state according to non-linear time-variant function and can also be
corrupted by noise.
The measurements from the dynamical system form a time
series. That is why we can use the methods for time series
prediction also for dynamical systems prediction.

1.2

Prediction

The aim of the time series prediction is, in short, to determine the continuation xN +1 , xN +2 , . . . on the basis of the
known sequence x1 , x2 , . . . , xN up to time N [15]. The
sequence might be created e.g. by measuring the outputs of dynamical system working in discrete time, or by
sampling the system working in continous time and can
have either stochastic or deterministic origin. The standard approach to prediction stems in the effort to create
a model that describes (generates) the observed sequence.
There exists a broad spectrum of classical methods for
prediction, e.g. extrapolation of trend curve, exponential
smoothing, Holt-Winters technique, Box-Jenkins methodology, general exponential smoothing; ARARMA, where
the trend is filtered out by autoregressive model before
application of ARMA model, etc. The mentioned methods are very useful when applicable. But their usage is
limited by the need of many practical experiences, and
with every one separately, which is very demanding, especially because each one comprises of different mathematical equations and thus different parameters.
Apart from the classical methods there exists so called
structural modelling [4]. They have many things in common, but they differ in that the classical time series prediction tries to describe the observed data, as opposed
to the structural modelling where the aim is to model
the hidden dynamics that produced the observed data.
That is why the classical methods are more suitable for
short-term future data prediction, whereas the structural
modelling provides long-term dynamical behavior [11].
The time series generated by non-linear dynamical systems are common in practice, that is why the non-linear
models which are able to capture their dynamics are soughtafter. It was shown that the feedforward neural networks
with finite number of neurons is universal approximator [3]. These arguments provide the basic motivation to
make use of neural networks for time series prediction,
which is not a new idea.

1.3

Recurrent Neural Network

If the output of the network is not determined solely by
the current network’s input, but also by the history of
inputs, it is necessary to seek such a structure of the network that will be able to create the state representation
of the time context in data. It turns out the recurrent neural networks have this capability. It is possible to use also
Time delay neural network – TDNN, but its capabilities
are limited due to the fixed size of the time window. Recurrent network is any network which have certain subset
of neurons, called recurrent, that store information about
its activities from previous time steps. Values of the outputs of recurrent neurons from previous step are copied
into so called context neurons and are appended to the
current input vector. Neural network is thus augmented
with internal memory.
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Recurrent neural networks, in contrast to the classical feedforward neural networks, better handle inputs that have
space-time structure, e.g. symbolic time series. It is possible to use them for example to process the sequences of
words of languages generated by grammars, or sequences
having chaotic character, etc., which is very useful e.g. in
control of robotic systems.
Similarly as it is with feedforward neural networks, there
are no connections within the same layer (technically, the
connections are allowed but with nonzero delay). There
exist various neural networks architectures, within which
the Elman’s is the most used one – it has one hidden layer
which is recurrent.
Recurrent neural networks are trained for the next desired
vector prediction for example by using Real-time recurrent
learning method – RTRL [9]. Its essence is in the back
propagation of errors where not only space but also time
structure of data is reflected.
Another algorithm for recurrent neural network training
is Backpropagation through time – BPTT [9]. It serves
mainly for training to classify the sequences. The desired
output is provided to the network at the end of each sequence. The neural network is unfolded in time, so it has as
many hidden layers as is the number of inputs in one sequence. It is then trained the same as feedforward neural
network with n hidden neurons, where n is the sequence
length. The drawback of these gradient descent methods
is for example the tendency to get stuck in some local
minimum.

2.

Thesis Objectives

It is possible to predict the dynamical systems using various approaches. In my research I have focused on the
field of recurrent neural networks that in general achieve
better results in prediction of time series then feedforward
networks, because it is necessary to take also time context
into account. Recurrent neural networks are still quite rarely used what is probably given by the fact that their
training converges slowly to satisfactory results when we
use classical gradient descent methods. That is why one
of my work’s objectives is to focus on the alternatives of
gradient descent methods.

2.1

Echo State Networks Adaptation

One of this alternatives shows to be Echo state neural
networks. Artificial neural networks with echo states represent a novel view on the recurrent neural network training. The basic idea is to use a large reservoir of untrained
recurrently connected neurons that serves as a source of
interesting signals, from which the desired output is composed. That is why I want to focus on researching of their
capabilities in several experiments.

2.2

Kalman Filter Modifications

The more traditional alternative to gradient descent methods are methods of training of recurrent neural networks
based on Kalman filtration. My objective is to research
what results are achieved by recurrent neural networks
trained by these advanced methods on several tasks concerning the next symbol prediction in the given sequence.
I plan to compare them with one another as well as with
gradient descent methods especially from the point of
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achieved prediction quality, what is of course the most
important. The time aspect is also interesting, that is how
long the training lasts from the point of overall duration,
because these methods have various asymptotical complexity, as well as from the point of needed training cycles.

2.3

Graphics Processor Utilization

Recurrent neural network training is computationally intensive process. It is especially true for advanced methods
using Kalman filtration, which in general achieve better
prediction properties, but their time demands for discovering suitable parameter values and final training deter
from more frequent usage. That is why I focused on researching the possibility to speed up the recurrent neural
networks training, what will improve their practical application.
Recently, the suitable computational device starts to be
a “common” graphics card that is in common personal
computers. This device can nowadays be used as a coprocessor, because it is high-performance parallel computational device. That is why I want to focus on showing the
suitability of graphics processor utilization for the training of various types of networks and algorithms for recurrent neural networks. I will emphasize the objective
comparison of speed with the computation solely on classical processor. I plan to achieve this by using equivalent
libraries and algorithms for graphics as well as classical
processors. This will show speed up also from the practical
view, that is by using comparable effort for implementing
given algorithm.
The important criterion is that the proposed algorithms
shall be sufficiently universal and usable also in the future,
i.e. they shall not be tied to the particular graphics processor. As the manufacturers of graphics cards themselves
support general purpose computations on them, especially
through creation of libraries for them, it is a valid assumption that the hardware structure of these cards will remain
nearly identical (they are called stream processors), not
to mention the existing programming interfaces.

3. Kalman Filter Modifications
Recurrent neural network learning is a very difficult numerical problem which approaches very poorly and slowly
to satisfactory results when being solved with the classic
gradient optimisation methods on longer input sequences. That is the reason for searching for the more effective
methods of recurrent network learning. The methods based on Kalman filtration serve as a better alternative to
classic gradient descent methods.
The Kalman filtering problem lies in jointly solving the
process and measurement equations of linear dynamical
system for the unknown state in an optimal manner [8].
Kalman filter functions in two repeating steps (after initialisation)
1. Time update, also called prediction step – we compute the apriori estimation of the state and the error
covariance.
2. Measurement update, also called correction step – we
correct the state estimate obtained in the previous
step according to the new measurement.

This concept of prediction–correction is a basic principle
of Kalman filtration and is present in each type of filter
mentioned further.

3.1

Extended Kalman Filter

When the model is nonlinear, which is the case of neural networks, we have to extend Kalman filter using linearisation procedure. Resulting filter is then called the
Extended Kalman filter (EKF) [2].
Neural network is a nonlinear dynamical system that can
be described by equations [2, 11]:
xk−1
yk

= xk + rk

(1)

= h(xk , uk , vk−1 ) + q k

(2)

The process equation expresses the state of neural network as a stationary process corrupted with the process
noise rk , where the state of the network x consists of network weights. Measurement equation expresses the desired output of the network as a nonlinear function of the
input vector uk , of the weight vector xk and for recurrent
networks also of the activations of recurrent neurons from
previous step vk−1 . This equation is augmented by the
random measurement noise q k . The covariance matrix of
the noise rk is Rk = E[rk rTk ] and the covariance of the
noise q k is Qk = E[q k qTk ].
The basic idea of the Extended Kalman filter lies in the
linearisation of the measurement equation at each time
step around the newest state estimate x̂k . We use for this
purpose just the first-order Taylor approximation of nonlinear equation [2].
It follows that the Extended Kalman filter can be directly
used for prediction of non-linear dynamical system. The
problem is that it is necessary to know the process as well
as measurement equations, which is not always possible.
But because we know these equations for recurrent neural
network, it is beneficial to use them as a model of nonlinear dynamical system, which contains many parameters
(connection weights). Extended Kalman filter estimates
these parameters based on measurements.
We can express the neural network training as a problem
of finding the state estimate xk that minimalises the leastsquares error, using all the previous measurements. We
can express the solution of this problem as:
Kk
x̂k+1
Pk+1

= Pk HTk [Hk Pk HTk + Rk ]−1
= x̂k + Kk [yk − h(x̂k , uk , vk−1 )]
= Pk − Kk Hk Pk + Qk

(3)
(4)
(5)

where x̂ is a vector of all the weights, h(·) is a function
returning a vector of actual outputs, y is a vector of desired outputs, K is the so called Kalman gain matrix, P
is the error covariance matrix of the state and H is the
measurement matrix (Jacobian). Matrix H contains partial derivatives of i’s output with respect to j’s weight.
Its computation is realised either using the Backpropagation algorithm in forward neural network; or using either
Backpropagation through time, Truncated backpropagation through time, or Real time recurrent learning in recurrent network.

3.2

Unscented Kalman Filter

The key element in the EKF method is the development
of the covariance matrix, which is in every step appro-
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ximated using the Taylor expansion of nonlinear function, which relates the network outputs to the weights.
The first-order Taylor linearization provides an insufficiently accurate representation in many cases, and significant bias, or even convergence problems are commonly
encountered due to the overly crude approximation [10].
The nonlinear generalisation of the Kalman filter called
the Unscented Kalman filter (UKF) was also used with
success in various applications including the recurrent neural network training [13]. The basic principle of the UKF
is conceptually similar to the EKF, but the implementation is significantly different. No derivatives are needed,
only function evaluations, as opposed to the Taylor approximation. Of essence is a fact that this method generally
achieves better results than EKF.
The basic difference between the EKF and UKF stems
from the manner in which Gaussian random variables
(GRV) are represented for propagation through system
dynamics. In the EKF, the state distribution is approximated by GRV, which are then propagated analytically
through the first-order Taylor approximation of the nonlinear system. As already mentioned, this can introduce
large errors in the true posterior mean and covariance of
the transformed GRV.
The UKF uses so called unscented transformation, which
is a relatively new method for calculating the statistics of
a random variable which undergoes a nonlinear transformation [7]. A set of sigma points is chosen so that their
sample mean and sample covariance are the true mean
and true covariance, respectively. When propagated through the true nonlinear system, they capture the posterior mean and covariance accurately to the second order
of Taylor series expansion for any nonlinearity. The EKF,
in contrast, only achieves first-order accuracy.
This method resembles the Monte Carlo-type methods,
where many samples are randomly chosen, which also are
propagated through nonlinear transformation. On the other hand, the sigma points are not chosen randomly, but
deterministically and moreover, the number of sigma points is low – 2nx + 1, where nx is the dimension of random
variable (vector’s dimension) [7].
In [1] is an important statement about recurrent neural
network training by nprKF, but it is valid for the UKF
as well (which I can confirm on the basis of own experiments). It is necessary to repropagate the recurrent neural
network several steps from the past with the new weights,
which is similar to the derivatives computation with the
BPTT(h). For that we obviously have to store the network
inputs and the outputs of at least recurrent neurons from
previous steps. The purpose of this is to adapt the recurrent neurons activations to a new weight vector.

3.3

Filter nprKF

The UKF uses sigma points and unscented transformation
for the computation of statistics of a random variable that
went through nonlinear transformation. The EKF uses
the first-order Taylor expansion. The other method, or
the other Kalman filter modification is the filter named
nprKF [13].
As with the UKF, also with this filter it is not necessary
to calculate derivatives, since the Taylor expansion is in
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this case replaced by the Stirling’s formula for nonlinear
function approximation at the interval, where the function
f is approximated by the second-order terms [10]. This
formula may be interpreted as a Taylor approximation
with the derivatives replaced by central divided differences
(hence the original filter’s name – DD2). They derived this
filter’s equations for a general dynamical system, when
the nonlinearity occurs in the state equation as well as
in the measurement equation and even either process or
measurement noise may impact nonlinearly.
Even though the nprKF authors do not explicitly mention
the sigma points, they in fact also use them and even
the same number of them (2nx + 1). The analysis in [10]
confirms this, since the state estimate is identical in both
filters. But they differ in the covariance estimation. The
nprKF provides slightly better estimate – the differences
in covariance update in comparison with the UKF are
in the fourth- and greater-order of the Taylor expansion.
Covariance estimate with the UKF is therefore slightly
less accurate and may sometimes even lead to the nonpositive definite estimate [10]. As with the UKF, we need
to repropagate the network several steps for every weight
vector variation (sigma point).

3.4

Joint filters UKF and nprKF

As mentioned previously, when training recurrent neural
networks, it is necessary to repropagate the network several steps from the past for every sigma point (i.e. with
different weights).
The alternative approach lies in including the recurrent
neurons activations in the state vector, when we simultaneously use the UKF or nprKF for weights estimation
as well as the state estimation [13]. It is therefore necessary for thus formulated problem, which is called the
Joint Unscented Kalman Filter (UKFj) or Joint nprKFj,
respectively, to change the state equation and hence the
UKF/nprKF equations. It is worth noting that this name
is used also for the filter in which the system’s state and
inputs are concatenated into single state vector [2, 22].
This is used in the situation when we do not have the
noise-free input into a system.
I have not found the UKFj filter in the literature specifically in the context of recurrent neural network training.
I have created it on the basis of similarity with the nprKFj
filter described in [13].
The joint filters on one hand increase the computation
complexity by expanding the state vector x, on the other
hand it simplifies the computation of the network output
for various weight vectors (sigma points). The difference
in comparison with the basic versions of the filters lies only
in the time update, since the function f has become nonlinear by including additional states. Specifically for the
Elman’s architecture it is therefore sufficient to set (apart
from the weights) the hidden recurrent neurons outputs
and then just to compute the outputs of neurons in the
output layer. This interpretation is consistent with the
usual measurement equation in dynamical systems, when
the system output is a function of its state variables [13].

4. Neural Networks on GPU
Graphics processing units (GPU) in common graphics
cards have recently evolved into the powerful resource for
general purpose computing. They were originally used so-
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lely for speed up of mathematical computation involved in
graphics. New specialized algorithms were gradually added in order to achieve better visual effects, but because
of growing complexity of these algorithms the possibility
to program GPUs was eventually added.
Thus, the possibility to program them was originally motivated to achieve faster and more realistic graphics rendering. However, the computation power of this commonly
available device was still frequently used for applications
that had nothing to do with graphics. We can therefore
say the graphics card can be used as a coprocessor to the
classic central processing unit (CPU).
I show in this section how it is possible to speed up the
computations in recurrent neural networks utilizing commonly available graphics cards. What is important, the
proposed algorithms shall be sufficiently universal and
they shall not be tied to the particular hardware. As both
main manufacturers of graphics cards nVidia and ATI are
using the term stream processor besides the term graphics card, it is evident they are built on the same principle. While this principle remains unchanged the described methods stay valid.
What is more, if we constrain ourselves to work only with
matrices/vectors, then the used function calls will remain
unchanged, because they adhere to the Basic Linear Algebra Subprograms (BLAS) standard [25]. So, if the principle of graphics cards for some reason changes, this interface will be preserved.

4.1

Forward Signal Propagation

It is possible to speed up also the forward propagation of
signal through neural network on the graphics processor.
There are two options how to approach this problem.
If the network is organized into layers, then we can express the input propagation through network as a gradual propagation of input through each layer. Utilization
of matrix operations is beneficial especially because the
libraries for graphics cards exist specifically for matrix
operations. I have used CUBLAS library which is a part
of CUDA [17].
In order to better utilize parallel processor in graphics
card, it is beneficial to propagate several inputs at once
through a layer in non-recurrent networks. We concatenate respective input vectors into the matrix U and compute output matrix Y (W1 is weight vector):
W1 U
Y1

= A

(6)

= f (A)

(7)

It is possible to use parallel evaluation of elements in matrix A by application of (sigmoidal) function f to every
matrix element and obtain thus matrix Y. If the network
has more layers, the similar computation is applied to the
other layer, just the output from previous layer augmented with a row of ones (i.e. biases) will serve as input for
next layer.
We can visualize neural network as a system of interconnected nodes, i.e. as a graph, where the oriented edge may
exist between any node couple. In other words, neural network does not have to be organized into layers. And if
the graph contains a cycle then it is recurrent network.

In this case we can modify a method for simulation of gravitational interaction of N bodies [24]. In this simulation,
every body influences every other body through its gravitational force, whereas the resulting gravitational force
affecting the body is a sum of individual forces. Here is
the similarity with neural networks, because, in general,
the neuron activation is a sum of outputs of every other
neuron multiplied by the connection weight.
We will simulate network operation in time steps, where in
each time step the input vector is presented to the network
and new activations of neurons are computed using the
neuron outputs from previous step. For the network with
k layers, we obtain the network output in step t + k given
the input in step t.

4.2

Echo State Networks

Recurrent neural networks with echo states (ESN) represent a novel view on the recurrent neural network training.
The basic idea is to use a large reservoir of recurrently
connected neurons that serves as a source of interesting
signals from which the desired output is composed. What
differs the Echo-state networks from the classical training
techniques is the fact that the weights of connections in
the reservoir remain constant during the training process.
Only the output weights are adapted what corresponds
with the desired output “composition” [5]. This approach
is closely related to the so-called architectural bias [14],
when the untrained networks have also useful properties.
It is necessary to carry out several steps when training
these networks.
The main part of Echo state networks is dynamical reservoir that typically contains hundreds, even thousands of
neurons. As the neurons in dynamical reservoir are randomly interconnected, in principle, every neuron is connected with every other neuron, we obtain the response
of neurons to input signal by using simulation described
in the previous section.
When we have outputs of neurons in every time step, it is
necessary to compute output weights. Linear combination
of signals from reservoir in such a way as to be as close
to the desired output as possible, can be obtained by this
computation [6]:
= XT X

(8)

P = XT Y

(9)

R
W

out

= R

−1

P

(10)

where X is matrix with signals from reservoir and Y is
matrix of desired outputs.
We can use any method to compute linear regression (“fitting” of signals from reservoir onto desired outputs). I chose
this one, because inverse of matrix R can be obtained
using Cholesky decomposition, computation of which was
already studied on graphics processor [23].

5.

Results

In this section, I show and comment the results of experiments that I conducted using described methods.

5.1

Text Correction Using ESN

I have used the Echo state network to correct corrupted
symbol sequence in this experiment. The principle is to
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create Probabilistic finite automaton (PST) from the states of dynamical reservoir, because then we are able to
apply Viterbi’s algorithm for text correction. The task
of repairing corrupted text (sequence of symbols) means
to find the most likely state sequence that generated the
original text [18].

I computed the averages. Variable length Markov model
in average corrected 81.16 symbols from 100.12 which is
81.1% and there were 29.38 still corrupted symbols. Automaton created from the ESN in average corrected 84.32
symbols from 99.84 which is 84.5% and there were 23.6
still corrupted symbols.

I have chosen as a training sequence the books of King
James Bible, excluding the Genesis book which served as
test sequence. This choice was inspired by the article [18].
The length of test sequence was 1.9 · 105 and the length
of training sequence was 2.9 · 106 . Alphabet includes 26
characters and blank space.

The example of text correction using ESN is in Table 1.
It is an extract of 1000 symbols from the book Genesis
which was used as a testing set. We can see the successful
correction of heavilly corrupted text (e.g. the first two
words), the unsuccessful correction (e.g. word “appear”),
as well as corruption of correct word (“dry”).

In order to test the prediction capabilities of Variable
length Markov model, with which I compared results,
I have created the Prediction suffix tree containing 1790
nodes. I have transformed it into probabilistic finite automaton with 13911 states.

I have compared two different approaches to the text correction – Variable length Markov model and Echo state
networks. Echo state networks achieved slightly better
performance, especially from the point of lower number
of corrupted symbols in resulting text. The main disadvantage of Echo state networks in this experiment is the
computational complexity of K-means. It is possible to
use more effective methods of vector quantization than
K-means, or to revise the Viterbi algorithm idea in such
a way that it will not be neccessary to explicitly create
probabilistic automaton. It is worth noting that after creation of probabilistic automaton from ESN the text correction itself takes less time than by the automaton created
from PST, because it has lower number of states.

I have used reservoir with 100 neurons for the Echo state
network. 20% of all the possible connections were initialized to uniformly random floating point numbers from the
interval (−1, 1), the other connections had zero weights.
I have scaled the matrix of internal connections to have
spectral radius close to 1, specifically 0.998. The reason is
to achieve longer short-term memory. Input weights were
chosen randomly and uniformly from the interval of integers h−5, 5i.
During the creation of automaton from ESN I took every
50th state of reservoir as reactions to input training sequence and I created 10000 clusters by K-means method
from thus obtained 58056 states. Each cluster corresponds
to one state of automaton [19]. The next step is to find the
probabilities of transition between these states. These are
estimated based on relative frequency of transitions from
the origin state’s cluster i into the target state’s cluster
j. We sequentially present the training sequence as an input to the network, we monitor the states of reservoir and
determine each state’s cluster (i.e. which cluster’s center
has the shortest Euclid’s distance to the state).
The final step is to determine the next symbol probability
distribution for each automaton’s state (cluster). This can
be achieved by presenting the training sequence and observing which symbol caused the transition into the reservoir’s state that corresponds to given automaton’s state
(cluster). We obtain thus for each automaton’s state the
relative frequencies of observed symbols. In majority of
cases the single symbol has the markedly highest relative frequency, so it is sufficient to remember just this one
symbol for each autoamton’s state [20]. Now we can apply
Viterbi’s algorithm.

5.2

Measuring predictive performance

The next symbol prediction procedure in general is the
following: we present in every time step the first symbol
in order, and the desired network’s output is the next
symbol in sequence order. I chose the Elman’s network
architecture in the experiments – i.e. the network with
one hidden layer, which is recurrent.
The predictive performance was evaluated by means of
a normalized negative log-likelihood (NNL), calculated
over symbolic sequence from time step t = 1 to T [21]:
NNL = −

T
1 X
log|A| p(t) (s(t) )
T t=1

(11)

where the base of the logarithm |A| is the number of symbols in the alphabet A and p(t) (s(t) ) is the probability of
predicting symbol s(t) in the time step t. If N N L = 0,
then the network predicts next symbol with 100%, while
N N L ≥ 1 corresponds to a very inaccurate prediction
(random guessing).
This measure could also be interpreted as how well is the
given sequence compressible. Lower values of NNL mean
the given sequence can be compressed better, on the other hand higher values represent worse compressible sequence.

The first 1000 symbols from the testing set (book Genesis) was changed to another symbol with the probability
of 0.1, i.e. was corrupted. I noted how many from the corrupted symbols were successfully corrected by Viterbi’s
algorithm, but also how many corrupted symbols were in
the end, because this algorithm can “correct” also original
symbols. That is caused by the fact that we have only
a model of the “process” which generated the text of the
Bible and it is therefore possible the different sequence
seems more probable than the correct one.

I describe in this section one of the experiments that focused on the comparison of the performance of all the
Kalman filter modifications, as well as the BPTT(h), in
the Elman’s recurrent neural network training task. The
other experiments described in my dissertation confirm
the conclusions from this experiment.

I conducted this experiment 100 times – that is always different around 10% from 1000 symbols were corrupted and

The training sequence in this experiment was generated
by the Reber automaton, where the next symbol was cho-

5.3

Kalman Filter Modifications
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Table 1: Example of text correction using ESN – differences are underlined.
Original text
Corrupted text
Corrected text

. . . gathered together unto one place and let the dry land appear
and it was so and god called the dry land earth. . .
. . . gadhetedqqogethpr unno jne p ace and eet jhe drf land appeam
and it was so nnd god alled the dry land earth. . .
. . . gathered together unto the place and let the day land a peac
and it was so and god called the day land earth. . .

sen with 50% probability from two candidate symbols
(except when the last symbol follows). The sequence has
length of one million symbols, but for our needs are sufficient the first 50000 symbols. Reber’s grammar contains 6
symbols, which we encode using the one-hot encoding and
we present them to the network as its input. This encoding means that a single input is reserved for each symbol,
which we set to 1 and others to 0. The network output is
similarly one-hot encoded. The advantage is that we are
able to easily compute the NNL with this setup – it is
sufficient to normalize the output vector (i.e. the sum of
its elements equals 1) and the prediction probability of
the desired symbol is then immediately the value of that
part of the vector which is reserved for given symbol.
The prediction of symbols generated by the Reber automaton is a relatively simple task, since we are able to tell
in which state we are solely from the last two symbols.
The problem therefore lies mostly in the “lucky” prediction of one out of two possibilities, i.e. the neural network
after training ought to be able to predict with which probability each symbol follows. This also results in the fact
that we should not expect the NNL to be close to zero,
quite contrary, it should certainly be less than 0.5, since
we are not certain which symbol follows when there are
two options.
The recurrent neural network with three hidden neurons,
what is sufficient for this particular problem, was trained
with each method. The training process was carried out
by presenting the symbols to the network, while the weight update was performed in every time step. The NNL
was computed for every 1000 symbols. I present the comparison of all the filters by this indicator in Figure 1.
The graph also contains the curve representing the “ideal”
NNL. We obtain it when we predict the next symbol with
the probability precisely 0.5, except for the cases when
symbol with the probability 1 follows.
We can clearly see the performance of each method (in
the sense of convergence and final result). The weakest
method has shown to be the BPTT(h) as expected. The
Extended Kalman filter converges more quickly and the
final result is better by approximately 0.01 in comparison
with the BPTT(h). The dominance of the filters UKF,
UKFj, nprKF and nprKFj is evident. The convergence of
all these four filters is rapid as opposed to the BPTT(h),
and very quick when compared with the EKF. The differences are minimal – it is impossible to choose the “winner” among them.
In further experiments with EKF and BPTT(h) I tried
several number of hidden neurons and various values for
parameter h. They showed that none of the changes to
these parameters signifficantly altered the results and the
EKF is consistently better than BPTT(h).

5.4

Extended Kalman Filter on GPU

The experiments showed the better performance of Kalman filter based methods as opposed to the classic gradient descent method. Better performance in a sense the
lower number of training cycles are needed and especially
in a sense of better predictive results, where the gradient
descent method did not converge to such good results.
The disadvantage is the greater asymptotic computational complexity, so the training cycle performed by them
lasts longer. It is worth noting that after training is done,
i.e. when the network is ready for usage, the evaluation of
the network is then independent from the training method
used, that is lasts the same amount of time. But during
the phase of searching for suitable parameters the speed
up of the training is important and allows to try several possibilities which adds to the overall quality of the
resulting solution.
In this experiment I focused on as objective comparison of
various implementations of the Extended Kalman filter as
possible – implemented on graphics processor and implemented using automatically tuned library for the particular processor (CPU) – ATLAS [16]. This library is capable
to utilize the multicore processor in order to eventually
speed up the computation by parallel processing. ATLAS
library was configured to support threading on CPU. The
number of maximum threads was chosen to be 4 which is
the number of cores on our test machine. I have used for
this experiment processor Intel Core2 Quad CPU Q6600
2.4 GHz and graphics card nVidia GeForce 8800 GTX
having 128 parallel processors.
As the majority of graphics processors still uses single
precision floating point numbers, I focused on the impact
of this aspect as well. I compared the speed with the implementation on processor using single precision floating
point representation, and I also evaluated what impact
has the potential loss of precision when compared with
double precision on achieved quality of trained neural network.
We can express the equations of the Extended Kalman
filter for one step of training for recurrent neural network
as follows:
Kk
x̂k+1
Pk+1

= Pk HTk [Hk Pk HTk + Rk ]−1

(12)

= x̂k + Kk [yk − g(x̂k , uk , vk−1 )]
= Pk − Kk Hk Pk + Qk

(13)
(14)

where x̂ is a vector of all the weights, g(·) is a function
returning a vector of actual outputs, y is a vector of desired outputs, K is the so called Kalman gain matrix, P
is the error covariance matrix of the state and H is the
measurement matrix (Jacobian). Matrix H contains partial derivatives of ith output with respect to jth weight.
We used Truncated backpropagation through time for this
purpose implemented on CPU.
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Figure 1: The NNL dependence of the next symbol prediction in sequence generated by Reber grammar
on the number of symbols for various recurrent neural network training methods. The ideal value of
NNL for this experiment is also displayed.
These equations contain only vector and matrix operations and represent the most computationally intensive
part of the training. That is why I used the functions
for matrix operations provided by the libraries CUBLAS
for graphics processors and ATLAS for processor. The
only thing that is not readily available is matrix inversion. It is a symmetric positive definite matrix, that is
why I chose to use Cholesky factorization to compute its
inverse. Cholesky factorization on GPU has already been
studied [23], but because it is usually small matrix (its dimensions are equal to the number of network outputs) we
can simply compute it on the CPU. This requires an additional transfer of data between GPU and CPU which is
a costly operation, but we already have to transfer much
bigger measurement matrix H and weight vector x, so
this should not have a big impact.
We will use the following abbreviations of corresponding
implementations in this section:
EKF GPU EKF implemented using CUBLAS library
EKF ATLASf EKF implemented using ATLAS library
with single precision functions and utilizing single thread
EKF ATLASft EKF implemented using ATLAS library
with single precision functions and utilizing four threads
EKF ATLASd EKF implemented using ATLAS library
with double precision functions and utilizing single thread

Figure 2: Speed comparison of EKF GPU relative
to other implementations. J is number of hidden
neurons and w the number of weights in recurrent
neural network. The speedup is significant for networks with many weights even when compared
to the threaded CPU version with single floating
point precision. On the other hand it is not beneficial for small networks. Gradient descent method
BPTT(h) is still faster but converges slowly and
achieves worse results

EKF ATLASdt EKF implemented using ATLAS library
with double precision functions and utilizing four threads

We have performed 20 training cycles in order to compare the precision of various implementations in longer
run, even though the Extended Kalman filter in this case
achieves the best result on training set around the fifth
cycle already.

We trained the Elman’s recurrent neural network on the
next symbol prediction. The predicted sequence is based
on real data obtained by quantization of activity changes
of laser in chaotic regime [21]. This sequence contains four
symbols and its length is 10000. Training is performed on
the first 8000 symbols, testing on remaining 2000.

I present the results for the elapsed time during training of
neural networks with various numbers of hidden neurons
by each method relative to EKF GPU in Fig. 2. From
these results we can see that the implementation of EKF
on GPU provides significant speedup for larger networks,
but is not beneficial for smaller networks. This stems from
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6.

Conclusion

In my research I have focused on the prediction of dynamical systems by recurrent neural networks. I have shown
the suitability of usage of these networks trained by various methods in several experiments with symbolic sequences. However, all the methods, except text correction,
are not limited to symbolic sequences.
The contributions of my thesis can be summarized in the
following points:

Figure 4: Difference between achieved results of
used implementations of EKF in every training
cycle as a percentage of valid NNL interval length
(i.e. 1). Positive values mean better achievement
of first implementation than second implementation. The differences are negligible, all within 0.6%.

the fact, that the overhead of copying data from system
memory to GPU and of parallelization alone is not worth
when there is not much to compute.
The most “fair” comparison of EKF GPU is with EKF
ATLASft, because both utilize parallelization and work
with single precision floating point arithmetic. EKF GPU
achieves nearly 3 times speedup for largest network when
compared to EKF ATLASft. The most significant acceleration by using computation with EKF GPU – 6 times
on largest network – is achieved when compared to EKF
ATLASd, which is probably most similar to existing implementations of EKF.
The achieved speedup of EKF GPU made it also more
feasible to conduct thorough experiments with larger networks, as seen in Fig. 3. This also justifies the increasing
of number of hidden neurons for this problem, as the best
achieved result is by networks with 60 hidden neurons
(NNL=0.1156 in training cycle 4).
In Fig. 2 we can further see that method BPTT(h) is consistently the fastest, whereas EKF ATLASd is generally
the slowest one. The obvious question is if the achieved
results are on the one hand worth the speed degradation
when compared with BPTT(h) and on the other hand
worth the significant speedup when compared with potentially more precise EKF ATLASd. The answer is in
Fig. 3 which for each method shows the average results
when used for training 10 randomly initialized networks.
In this graph we can see the superior convergence and
achieved result of EKF when compared with BPTT(h).
We can also see the comparable results of various implementations of EKF, which is more obvious from Fig. 4. It
means the used floating point arithmetic does not play a
significant role in EKF performance in this experiment.
I experienced the numerical stability problem in my experiments when computing Cholesky factorization of matrix
which became non positive definite. This was remedied
by restarting the training process with different initial
weights. Since the problem usually arose in the early training cycles, and the training is fast, the restarting did not
cause significant delays.

• I have shown as first the possibility to use the Echo
state neural networks on the task of text correction. This idea emerged naturally from the mutual
paper [20], where we researched this problem for untrained networks. Echo state networks are also untrained, that is why the application of the same approaches on them was relatively straightforward. The
method is more easily implementable than Markov
models, with which I compared achieved results, but
is more computationally demanding and the correction is not significantly better.
• Another contribution of this work is presentation
of simpler equations for individual Kalman filters,
because they are modified specifically for recurrent
neural network training. The modification of equations is possible, because the dynamics of neural network can be expressed by less complex equations.
Filters EKF, UKF and nprKF are expressed mostly
for general dynamical system in the literature. That
means the process and measurement noises can influence state vector, input vector, even time index
and also non-linearly, e.g. by multiplication. On one
hand it shows the broad applicability of individual
filters, on the other hand the equations describing
their function are complicated and are more numerous. It is caused by the fact that here are intertwined the fields of automation, artificial intelligence
and mathematics, especially statistics.
I have also described in detail, implemented and
tested the effectiveness of relatively new filters Unscented Kalman filter (UKF), nprKF and their joint versions – UKFj and nprKFj. There is no need
to compute the derivation when working with these
filters, as opposed to the Extended Kalman filter
(EKF). Beside the fact that the implementation is
thus simplified, they provide more precise system’s
state estimate.
• Filter UKFj in context of recurrent neural networks
training was probably firstly described in my work
[26]. I claim it on the basis that I have not found
the UKFj filter in the literature specifically in the
context of recurrent neural network training. I have
created it on the basis of similarity with the nprKFj
filter described in [13].
• Another contribution of my thesis is direct comparison of all the filters particularly for the recurrent
neural networks training and compared them with
classic gradient descent algorithm BPTT(h). The results of the experiments with the task of next symbol
predicion showed significantly better performance of
filters UKF, nprKF, UKFj a nprKFj (which achieve
comparable results with each other) when comparing with EKF. Significantly better results achieves
also the EKF in comparison with BPTT(h).
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Figure 3: The NNL dependence on the training cycles for various implementations and methods used for
recurrent network with 16 hidden neurons. The exception is EKF GPU 30 and EKF GPU 60 which is a
result for 30 and 60 hidden neurons respectively. The results show that (a) EKF is superior to gradient
descent method BPTT(h); (b) the various EKF implementations achieve comparable results (see Fig. 4);
(c) the increasing of hidden neurons is beneficial for this problem and was made more feasible by achieved
speedup.
It follows that methods based on Kalman filtration
really are the better alternative to gradient descent
methods in a sense of better achieved results [26,
27].
• Another contribution is description of my approach how to speed up computation utilizing graphics
card. Even though the methods based on Kalman
filtration achieve better results in comparison with
gradient descent methods, they have greater asymptotical (regrettably, as well as non-asymptotical) complexity. However, even any multiple of speed boost
of computation is beneficial in practical application.
My work [27] is one of the first (if not the first) that
copes with the recurrent neural networks training
using processor on graphics card.
The main idea why to use this particular computational device is that the graphics card which allows
general purpose computing (i.e. not related to graphics) is in every newer computer, including portable
ones. It thus provides speed up practically free of
charge. That is in contrast with computations utilizing special coprocessors, or grid.
Important fact is that my methods of implementation for graphical processor are not dependent on
some particular hardware. They rely only on the
preservation of the basic principle of current graphics cards. Such a change is not expected in near
future, because they are based on stream processing of data. What is more, if we constrain ourselves
to work only with matrices/vectors, then the used
function calls will remain unchanged, because they
adhere to the BLAS standard.
We can summarize that the application of my proposed
methods can at least in mentioned tasks significantly improve or speed up the prediction.
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Abstract

1.

In this thesis we focused on subsymbolic approach to machine game play problem. We worked on two different
methods of learning. Our first goal was to test the ability
of common feed-forward neural networks and the mixture of expert topology. We have derived reinforcement
learning algorithm for mixture of expert network topology. This topology is capable to split the problem into
smaller parts, which are easier to be solved by an expert neural network. We have compared the quality of
strategy emergence between mixture of expert networks
and feed-forward networks. Our experiments demonstrate
that mixture of experts is able to play a game at the
same level as feed-forward networks with equal number
of weights.

First computers where created during second world war
and one of the first programmers was Alan Turing. Turing
is known in field of computer science for different reasons.
During and after the war Turin experimented with machine routines for chess playing. In year 1952, Arthur L.
Samuel [14] wrote a program for playing checkers. The
basic goal of his work was not a program which would
play checkers, but program which can learn how to play
it. In his work he tested two approaches – rote learning
and learning procedure involving generalization. It was
historically the first program which was able to improve
itself without any intervention of human. The biggest
challenge for artificial intelligence was the game of chess.
In 70ties and 80ties the game research was concentrated
mainly on chess and brute-force approach. It has been
shown that it is a strong correlation between search speed
and performance of the program. It resulted to speeding
up of searching algorithms in opposite to finding new approaches.

The second approach derived in this work is reinforcement
learning with usage of extended Kalman filer. Extended
Kalman filter can be used for neural network training.
Its advantage is very high learning rate in terms of training cycles. We have proposed usage of extended Kalman
filter for reinforcement learning with TD(0) and Monte
Carlo method. We have compared the quality of strategy
emergence between extended Kalman filter and TD(λ)
approach. Our results show that extended Kalman filter
is able to create a game strategy after playing a considerably fewer number of games.
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Introduction

By the end of 80ties the research began to advance and
90ties it brought to us many successes. First game which
had a non-human champion was checkers. In year 1994
program Chinook [15] won world tournament between
a human and a machine. Next success followed soon after. In year 1997 the project Deep Blue won over a world
champion Garry Kasparov [1]. In this period new approaches of learning emerged, for example reinforcement
learning [17], implemented in TD-gammon [19]. Quality
of its play was comparable to bet players on the world.
Computerized game play has still domains in which we
cannot create programs which would be comparable to
human players (for example GO [11]). These are mostly
games which cannot be solved by classical approaches
of artificial intelligence because they have a very high
branching factor (player can make many different moves).
Exactly these games are then very interesting for the new
approaches in artificial intelligence.

2.

Thesis Objectives

In this thesis we focused on subsymbolic approach to machine game play problem using reinforcement learning.
Compared to supervised learning, reinforcement learning
has the advantage that it does not need learning set in
form of stimulus-action. Algorithm receives only information about game outcome. We worked on two different methods of reinforcement learning. The first method
is aimed at mixture of expert neural networks trained
with TD(λ) rule. In the second method we used extended
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Kalman filter to train neural networks with reinforcement
learning approach. We can summarize thesis objectives to
following points:
• To find out the algorithm of reinforcement learning for the topology of the mixture of expert neural
networks. This topology is able to divide the solved
problem to the sub-tasks which can be solved by
the expert neural networks more effectively and accurately.
– Verify the ability of a mixture of expert networks to divide a problem into the sub-problems.
– Compare the rapidity and quality of the strategy creation while playing a pair symetric game,
for the mixture of the expert networks and a forward neural network.
– Analyze the way that experts are specialized.

Figure 1: Diagrammatic representation of symmetric 2-player game.

• To derive algorithm of the reinforcement learning
with utilization of the Extended Kalman Filter. The
Extended Kalman Filter can be used for the training
of the neural networks. Its advantage is the fast
speed of learning with respect to the training cycle
count.
– To desig and implement possible modifications
of the Extended Kalman Filter for the process
of the reinforcement learning.
– Compare the rapidity and quality of the ability to create a strategy while playing the symmetric pair game, for the Modified Extended
Kalman Filter and the TD(λ) rule.

3. Formalization of the Game
In this section, we shall deal with a formalization of the
game[18] of checkers, which can be applied to all symmetric two player games (chess, go, backgammon, etc.). Let
the current position of the game be described by a variable P , this position can be changed by permitted actions
– moves constituting a set A(P ). Using a move á ∈ A(P ),
the position P shall be transformed into a new position
á
Ṕ , P → Ṕ . An inverse position P̄ is obtainable from
a position P by switching the color of all black pieces to
white and of all white pieces to black. The term inverse
position will be important for a formulation of a common
algorithm, identical for both first and second player in
a symmetric game. We shall use a multiagent approach,
and we shall presume, that the game is played by two
agents G1 and G2, which are endowed with cognitive devices, by which they are able to evaluate next positions.
The formulation of the algorithm is the following (Fig. 1).
Algorithm:
1. The game is started by the first player, G ← G1,
from a starting position, P ← P ini.
2. The player G generates from the position P a set of
the next permitted positions A (P ) = {P1 , P2 , ..., Pn }.
Each such position Pi from the set of these positions
is evaluated by a coefficient 0 < zi < 1. The player
selects as his next position such Ṕ ∈ A(P ), which is
evaluated by the maximum coefficient, P ← Ṕ . If
the position P satisfies condition for victory, then
the player G wins and the game continues with the
step 4.

Figure 2: Initial position of simplified game of
checkers
3. The other player takes turn in the game, G ← G2 ,
the position P is generated from the inverse of the
current position, P ← P̄ , the game continues with
the step 2.
4. End of the game.

3.1

Simplified Game of Checkers

The game of checkers is played on a square board with
sixty-four smaller squares arranged in an 8×8 grid of alternating colors, see fig. 2. The starting position is with
each player having 8 pieces (black, respectively white), on
the 8 squares of the same color closest to his edge of the
board. Each must make one move per turn. The pieces
move one square, diagonally, forward. A piece can only
move to a vacant square. One captures an opponent’s
piece by jumping over it, diagonally, to the adjacent vacant square. If a player can jump, he must. A player wins,
if one of his/her pieces reaches a square on the opponent’s
edge of the board, or captures the last opponent’s piece,
or blocks all opponent’s moves. These rules do not comply with standard rules of checkers. By introduction of
these rules, we avoided a finish, when the board is occupied by a small number of pieces. Such finish would
be very difficult for a neural network to play successfully.
The difficulty for a neural network consists probably in
the necessity to plan many moves ahead in such a finish.
In our experiments we used MiniMax[12] algorithm as the
opponent. We have changed the search dept of MiniMax
algorithm to change the strength of the player. Wwe have
prune the tree in defined depth and used folloeinf heuristic
function on the leafs:
If we denote the number of our pieces on a game board
l and the number of opponent’s pieces m, then we can
denote by yn [i] the position of our ith piece along the
y axis (the axis towards the opponent’s starting part of
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game board). By ys [i] we can denote equivalent value of
the opponent’s pieces.

100
player has won


 −100
player has lost
eval =
l
m
P
P


yn [i] −
(8 − yn [i]) otherwise

i=1

(1)

j=1

This evaluation ensures that the MinMax will try to get
its pieces toward the opponent’s part of the game board
and it will try to prevent the opponent’s progress. The
play of our player is quite offensive.

4. Adaptation of Cognitive Device of Agent
with Temporal Difference TD(λ)-method
In this section we give the basic principles of the used reinforcement learning method, which currently in its temporal difference TD(λ) version belongs to effective algorithmic tools for adaptation of cognitive devices of multiagent
systems [12, 17]. The basic principles of reinforcement
learning are following: Agent observes the mapping of
his/her input pattern to his/her output signal of his/her
cognitive device (the output signal is often called an ”action” or ”control signal”). Agent evaluates the quality of
the output signal on the basis of the external scalar signal
”reward”. The aim of the learning is such an adaptation
of the cognitive organ of the agent, which will modify the
output signals toward maximization of external ”reward”
signals. In many cases the ”reward” signal is delayed,
it arrives only at the end of a long sequence of actions
and it can be understood as the evaluation of the whole
sequence of actions, whether the sequence achieved the
desired goal or not. In this case, the agent must solve the
problem of temporal credit assignment, where learning is
based on differences between temporal credit assignments
for single elements of the whole sequence of actions.

Figure 3: The progress of learning of neural network playing against the MinMax algorithm with
the search depth 3

w =w−α
∆w = α

m
X
t=1

∂E
= w + ∆w
∂w

(zreward − zt )

In this section we outline the construction of TD(λ) method
as a certain generalization of a standard method of gradient descent learning of neural networks. Let us presume,
that we know the sequence of positions of the given agent
– player and their evaluation by a real number z
(2)

where zreward is an external evaluation of the sequence
and corresponds to the fact, that the last position Pm
means that the given agent won, draw, or lost

sequence of positions won
 1
0.5
sequence of positions draw
zreward =
(3)

0
sequence of positions lost

From the sequence 2 we shall create m couples of positions
and their evaluations by zreward , which shall be used as
training set for the following objective function
E (w) =

m
1X
(zreward − G (xt ; w))2
2 t=1

(4)

We shall look for such weight coefficients of the neural network – cognitive device, which will minimize the objective
function. When we would find out such weight coefficients
of the network that the function would be zero, then each
position from the sequence P1 , P2 , . . . , Pm , zreward is evaluated by a number zreward . The recurrent formula for
adaptation of the weight coefficients is as follows

(6)

where zt = G(Pi , w) is an evaluation of t-th position Pt
by neural network working as a cognitive device. Our goal
will be, that all the positions from the sequence 2 would
be evaluated by the same number zreward , which specifies,
if outcome of the game consisting from the sequence 2 was
a win, draw, or loss for the given player. This approach
can be generalized to a formula, which creates the basis
of the TD(λ) class of learning methods
∆w =

P1 , P2 , ..., Pm , zreward

∂zt
,
∂w

(5)

m
X

∆wt

(7)

t=1

∆wt = α (zt+1 − zt )
where the parameter 0 < λ < 1.

t
X

k=1

λt−k

∂zk
,
∂w

(8)

4.1

Usage of TD(λ) Method on Checkers Games
In this section, we will describe the results achieved by
the neural network. For training and testing we used
a two-layered feed-forward network with 64 hidden neurons, the learning rate 0.01 and the coefficient λ=0.9. The
network learned after each game, when it was evaluated
by 1 if it won, and 0 evaluated it if it lost. After each
100 games, the ratio of won/lost games was marked on
the graph. On the fig. 3 there is an evolution of success of neural network learning against algorithm MinMax (working to the search depth 3). It is evident, that
the network learned more slowly and even after 450 000
matches achieved victory only in 65% of matches. Nevertheless, it is still an excellent result, since if the network
would play as well as our MinMax algorithm searching to
the level 3, it would win only 50% of matches.

5.

Mixture of Local Experts

When solving complex task, there is almost always that
opportunity to split it into smaller subtasks. Such subtask
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where for g (g) we subtitute:
 

2

 1  (i)
(g)
−
E
·
x
−
x̂
O
O
2
gi =


0, i ∈
/ VO

Switch

Expert
net. N1

Expert
net. N2

Gate
net. Ng

Expert
net. Nt

5.1
Figure 4: Mixture of local experts
may be better solved by a neural network. We can create
a set of neural networks [5, 6], where every network is an
expert for some subtask from the original problem. We
will use t expert neural networks (fig. 4 :


Ni = G(i) , w(i) , ϑ(i) , (i = 1, 2, ..., t)
(9)
(10)

The purpose of gating network is to choose which expert
is best suited for solving given problem. We expect that
all networks in set Nt have same number of input and
output neurons. Gating network have the same number of
input neurons like expert networks, but number of output
neurons is t (number of expert networks).
For given combination of xI /x̂O are the outputs of expert neural networks described with a vector , the out(i)
(i)
(i)
(i)
put of gating network is vector xO = (x1 , x2 , ..., xt ).
All output activities are in interval (0,1), we will define
proportional coefficients pi ∈ (0, 1), they describe the respond of gating network on input vector xI , proportional
coefficients are defined as softmax function:
(g)

pi =

xi
(p)
P

(j=1)

, (i = 1, 2, ..., t)

(11)

(g)
xj

Proportional coefficients will be interpreted as probability, that corresponding neural network will be used for
clasification. Objective function is then defined as:
!
t
t
2
1 X  (i)
1 X X  (i) 2
pi xO − x̂O =
gk
(12)
E=
2 i=1
2 i=1
k

(i)

gk =
(i)

(





(i)

pi xk − x̂k , k ∈ VO
,
0, k ∈
/ VO

(13)

where xk is k output activity of i-th expert neural network. The goal of mixture of experts training is to find the
weights of all expert and gatening netorks which minimalize objective function. Adaptation is simmilar to adaptation process of feed-forward network, but equtions for
partial derivations slightly different:
∂E
(g)
∂wij

∂E (g)
x
∂ϑgi j

=

then proportional derivations
using:
∂Ek
(g)

∂xi

=f

0

{g}
(ξi )

(g)
gi

∂Ek

(g)

∂xi

+

are obtained recurently

X ∂Ek
l

(14)

(g)
w
(g) li
∂ϑl

!

,

(15)

j

(g)
xj

!−1

, i ∈ VO
(16)

Training of Mixture of Experts Architecture
with TD(λ) Rule

We ant to train the mixture of expert architecture with
TD(λ) method, so objective function will be defined like
this. We are summing up errors from all m moves[10]:
E=

m
2
1 X  (j)
x̃O − x̂O
2 j=1

(17)

We then have two formulas for weights change one for
gate network:

and one network which will be used as gating network
Ng = (G(g) , w(g) , ϑ(g) )

P

(i)

∆wj = α (x̃O,j+1 − x̃O , j)

j
X

k=1

(i)

λj−k pi,k

∂xO,k
(i)

∂wj

.

(18)

and the second one for expert network weights change:
∆wj,l = α

(g)
j

X
∂xl,k  (l)
1
1
∆x̃O,j
λj−k
xO,k − x̃O,k ,
2 x(g)
∂wj
k=1
O,j

(19)
where ∆x̃O,j = (x̃O,j+1 − x̃O,j ) and i is the index of ith
expert.
We have tested the mixture of expert architecture and
classical feed forward network. Both used the TD(λ)
learning rule while playing against MiniMax algorithm.
For training and testing of the feed forward network we
used a two-layered feed-forward network with different
hidden neurons count, the learning rate α=0.1 and the
coefficient λ=0.99. The network learned after each game,
when it was evaluated by 1 if it won, and 0 evaluated it if
it lost. After each 100 games, the ratio of won/lost games
was marked on the graph. For training and testing of the
mixture of experts architecture we used 4 experts. Every expert was a two-layered feed-forward network with
3 hidden neurons. The gating network was two-layered
feed-forward network with 3 hidden neurons. In the Fig. 5
there is an evolution of success of neural networks learning
against algorithm MinMax (working to the search depth
2). The graph clearly shows that mixture of experts architecture can decompose the problem of game play into
smaller parts which are then better solved by local experts. Mixture of experts was able to play at the same
level as feed-forward network with 10 hidden neurons.
To better study how experts are involved to the game, we
took 50 winning games of best trained mixture of expert
network (it winning rate was 70 %). Then we have divided
each game into three equal parts, where the first third of
moves is represented as opening phase of the game, second the middle phase, end the third is the ending phase of
the game. For every phase we took the mean value of proportional coefficients of the gating network. Results are
in table 1. It shows that first expert was used in opening
phases, in the middle game, first and second network was
used and the end phase of game was played by the fourth
expert. Expert number three was never used during the
play.
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Figure 5: Comparison of learning between feed forward networks and mixture of experts architecture
with 4 experts playing against algorithm MinMax (working to the search depth 2).

Table 1: Averages of the proportional coeficients
during game phases
opening of the game
midle of the game
end of the game

1. ex.
0.65
0.51
0.08

2. ex.
0.21
0.30
0.19

3. ex.
0.05
0.05
0.02

4. ex.
0.09
0.15
0.71

With next experiment we have tried to find out, if experts
are really specialized or if they can play by them selves
the game of simplified checkers. On figure 5 it is clear
that network with 3 hidden neurons is able to play game
of checkers against MiniMax algorithm working to depth
2 with 30 % winning rate. In table 2 are game outcomes
for experts playing by themselves (everyone has 3 hidden
neurons). It is clear, that if experts are playing by themselves they cannot play well. Best results where obtained
from exert which was in mixture used in ending phase of
the game (expert no. 4). Expert which was partial used
for all game parts, got good result in the game. Expert
which was used by game opening, was not able to play by
him selves. Probably he could not recognize the winning
positions, or positions which lead in the ending phase of
the games to winning. The last expert which was not
used in mixture architecture, was not able to play by him
selves.
Table 2: Experts victory rate, if they are playing
by themselves
% won

1. exp.
8

2. exp.
15

3. exp.
3

4. exp.
19

6. Utilization of the Extended Kalman Filter
for Neural Network Learning
In 1960, R. E. Kalman has published [8] his solution for
recursive filtration of linear systems discrete data. In last
few years, Kalman’s filtration receives great attention because, in its modified version, it can be used for learning

of both forward and recursive neural networks [2, 4, 21,
22].
In this section we describe the Kalman Filter and its modifications leading to the so-called Extended Kalman Filter (taken from [4] and [20, 8, 13]) which will be used
for the neural network learning. We further describe our
proposed modifications of the training process in the reinforcement learning. These modifications were tested on
the simplified game of checkers.

6.1

The Kalman Filter

A discrete linear dynamic system can be described by 2
equations – the state equation and the equation of observations. The state of the system can be described by the
vector xk , which is the minimal set of data that exactly
describe the dynamic system in the discrete time k.
1. The state function
xk+1 = Fk+1 xk + qk ,

(20)

where Fk+1,k is the transfer matrix that describes
the changes from the state xk in the time k to the
state xk+1 in the time k + 1. The process noise qk
is additive gaussian noise with zero mean value and
the covariant matrix Qk .
2. The observations equation
yk+1 = Hk xk + rk ,

(21)

where yk is the observation in the time k and Hk is
the observation matrix. The observation noise rk is
additive white gaussian noise with zero mean value
and the covariant matrix Rk .
The Kalman filtration is a method for finding the common
optimal solution of the state equation and the observation
equation for the unknown state of the system. We can
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define this problem as trying to find the estimation of
state xi that has minimal quadratic error, with utilization
of all measured data y1 , y2 , . . . , yk for k ≥ 1.

1. Prediction (on-time actualization) – a priori prediction of the state and the error covariance.
x̂k¯= Fk,k−1 x̂k−1

(22)

Pk¯= Fk,k−1 Pk−1 FTk,k−1 + Rk−1

(23)

2. Correction (actualization of observations and correction) – adjusts the estimations in compliance with
the observation yk .
Kk = Pk¯HTk [Hk Pk¯HTk + Rk ]−1

(24)

x̂k = x̂k¯+ Kk (yk − Hk x̂k¯)

(25)

Pk = (I − Kk Hk )Pk¯

(26)

The Extended Kalman Filter

The Kalman filter described in the previous section has
served for the problem of finding the state vector in the
linear dynamic system. If we intend to use the Kalman
filter for the neural network training, we need to modify
it to obtain the non-linear version of the filter. (As the
neural networks are non-linear systems). By extending
the Kalman filter with the linearization procedure, we
get the Extended Kalman Filter – EKF. This extension is
possible because the original Kalman Filter is described
by differential equations for the discrete-time system. The
behavior of the neural network can be described as a nonlinear system:
wk+1 = wk + rk

(27)

yk = h(wk , xk ) + qk

(28)

From the equation 27 we can see that the state of a neural
network is characterized as a stationary process disturbed
by the process noise rk . The state of the network w is the
vector of the network’s weights. The observation equation
describes the output of the neural network as a linear
function of the input vector xk and the weights vector wk .
This equation is extended by the random measurement
noise qk . The measurement noise is white with zero mean
value and covariance E[qk qTk ] = Qk . The process noise is
white with zero mean value and covariance E[rk rTk ] = Rk .
The training process of the neural network with utilization of the Extended Kalman Filter can be characterized
as a process of estimation of the state w (the network’s
weights) with minimal quadratic error, based on the entire observation history. As the state function of the system is linear (actually, f (wk ) = wk ), we can describe the
training process like this:

Kk = Pk HTk [Hk Pk HTk + Rk ]−1
ŵk+1 = ŵk + Kk [yk − h(ŵk , xk )]
Pk+1 = Pk − Kk Hk Pk + Qk

nw − number of all network’s weights,
no − number of the output neurons,

w[nW × 1] − the system’s state
(vector of all network’s weights),

The Kalman filtration consists of two phases:

6.2

where

(29)

h(·)[no × 1] − the output function of the network
(vector of all network’s outputs),
y[no × 1] − the vector of required output values,
K[nw × no ] − the Kalman gain matrix,

P[nw × nw ] − Covariant matrix of the state error,

Q[nw × nw ] − Covariant matrix of the process noise,
R[no × no ] − Covariant matrix of the observation noise,
H[no × nw ] − The observation matrix (Jacobian).

The components of the P0 matrix are typically chosen
from 100I to 1000I (where I is the identity matrix). The
matrix Q0 is initialized by values of10−1 I to 0.1I. The
components of the H matrix are obtained as the values of
the partial differentiation of the network’s outputs to its
weights. In the case of the forward network we use the
backpropagation algorithm.

6.3

Reinforcement Learning with Utilization of EKF

Our ambition is to modify the Extended Kalman Filter
in such way that we can utilize it in the process of the
reinforcement learning. In this section we will describe
the possible modification of the network’s training procedure with usage of the Extended Kalman Filter, for the
reinforcement learning process. The proposed approach is
compared with the TD(λ) algorithm, on the games TicTac-Toe and simplified checkers.
In the process of reinforced learning we are trying to train
the neural network to behave like an unknown value function. In the case of games playing, the value function
gives us the evaluation of the game’s state st . This evaluation represents the estimation of the concrete game’s
outcome, supposing that we are in a concrete state st .
The main thought of the method is, that the whole sequence of states through one game (s1 , . . . , sT ) should be
evaluated equally as the final outcome of the game. When
we try to write this thought down mathematically, we get
the so-called Monte Carlo learning rule [17]:
For each t = 1 . . . T :
V (st ) = V (st ) + α(reward − V (st )),

(30)

where α is the learning speed, V (s) is the value function (which in our case means the network’s output) and
reward is the game’s outcome.
Let us define the equations 29 as functions for EKF(input,
expected output). The learning algorithm is then very
simple:
for t = 1 až T rob EKF(s[t], reward);
The Monte Carlo method needs not to be absolutely appropriate for our needs. For example, it can lead to evaluation of the first move by 0 (the player has lost the game)
although that the first move is right and only leads to the
more states with possibility of user’s errorneous move.
Therefore it is better to modify the equation 30 to TD(0)
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Figure 6: Learning progress of neural network
(hidden layer with 20 neurons) using TD(λ) and
EKF against the MinMax algorithm with the
search depth 2. (Simplified checkers game)
rule [17]. This approach modifies the states‘ evaluation
function in such way that the evaluation of the state in
time t is altered according to the evaluation of the state
t + 1.
For each t = 1 . . . T :
V (st ) = V (st ) + α(V (st+1 ) − V (st )),

(31)

where V (sT +1 ) = reward. The learning algorithm can be
described as:
pre t = 1 až T rob EKF(s[t], V(s[t+1]));
In the next section we confront the reinforcement learning algortihm with the utilization of EKF and the TD(λ)
algorithm.

6.4

The Achieved Results of the Reinforcement
Learning with the EKF Utilization

The testing of the learning algorithms has been performed
on the game of Simplified Draughts. The neural network
consisted of 20 hidden neurons. The learning speed for
the TD(λ) algorithm has been set to 0.1 and the λ has
been set to 0.99. The EKF has been initialized with values P0 = 100I, Q0 = 0I a R0 = 1I. Each algorithm
was tested with 10 randomly initialized weight values that
were equal for both networks. The learning of each network has run once.
In the picture 6 is shown how the algorithms were learning to play against the opponent – the MinMax algorithm
of depth 2. The TD(0) EKF has converged to a good
solution quite rapidly. But it is worth to notice that
the TD(λ) algorithm was able to play on the comparable level in about 500 000 games. The Monte Carlo EKF
method did not achieved the results of the previous two
approaches.
The second chart 7 shows the first 20 000 games. It can be
seen that the TD(0) EKF needed about 10000 games to
converge to the configuration that is able to win 60 % of
games. The Monte Carlo EKF achieves good results relatively fast but is not able to create equally good strategy
as the TD(λ) and TD(0) EKF algorithms.
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Figure 7: Learning progress of neural network
(hidden layer with 20 neurons) using TD(λ) and
EKF against the MinMax algorithm with the
search depth 2. (Simplified checkers game – detail)

7. Conclusion
Artificial intelligence has been dealing with game play
problems since the origin of computer science. In this
research field we were able to develop systems which exceed humans in playing. However, there are games in
which humans still overcome computers. In this space,
novel approaches and algorithm design emerge.
In this thesis we focused on subsymbolic approach to machine game play problem. We worked on two different
methods of learning. The first method is aimed at mixture of expert neural networks trained with TD(λ) rule.
In the second method we used extended Kalman filter
to train neural networks with reinforcement learning approach.
Our first goal was to test the ability of common feedforward neural networks and the mixture of expert topology. We have derived reinforcement learning algorithm
for mixture of expert network topology. This topology is
capable to split the problem into smaller parts, which are
easier to be solved by an expert neural network. We have
compared the quality of strategy emergence between mixture of expert networks and feed-forward networks. Our
experiments demonstrate that mixture of experts is able
to play a game at the same level as feed-forward networks
with equal number of weights. We have demonstrated
that experts are specialized according to game part. Single expert can not play the whole game by itself.
The second approach derived in this work is reinforcement learning with usage of extended Kalman filer. Extended Kalman filter (EKF) can be used for neural network training. Its advantage is very high learning rate
in terms of training cycles. We have proposed usage of
extended Kalman filter for reinforcement learning with
TD(0) and Monte Carlo method. We have compared the
quality of strategy emergence between the two proposed
extended Kalman filter methods and TD(λ) approach. In
our experiments Monte Carlo EKF method was unable
to achieve the same level of game play as the other two
methods. Game play quality is same for TD(λ) and EKF
with TD(0) method, but our results show that reinforce-
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ment learning with extended Kalman filter is able to create a game strategy after playing a considerably fewer
number of games.
Acknowledgements. This work was supported by Scientic Grant Agency of Slovak Republic under grants No.
1/0062/03, 1/1047/04, 1/0804/08 and No. 1/4053/07 and
by Science and Technology Assistance Agency under grant
APVT-20-002504.

References

[1] M. Campbell, Jr. A. J. Hoane, F. Hsu. Deep Blue. Artificial
intelligence, volume 134, No. 1-2, january 2002.
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