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Abstract

1.

WLAN networks are widely spread today and represent
one of the main accesses to the Internet. Their major benefit is the ability to make mobility of the end-station possible and that is why the goal is to reach an effective user
management. In our research we deal with the deficiencies
in IEEE 802.11 standard which is aimed at the mobility of
the client. There are many ways to deal with these drawbacks. In order to address these shortcomings, it is clear
that the new trend in the Software-Defined Networking
network is being advantageous. SDN allows more effective management of the network and the research shows
that this is true for the primary area of wired networks but
also for the wireless. We have extended the SDN architecture for the wireless network based on SDN principles
on the basis of the actual research. We have defined new
components for encrypting and decrypting WPA2 security in our architecture. We have verified this architecture
using Colored Petri Nets and experimental verification in
real environment.

The original IEEE 802.11 standard [1] was not focused
on the mobility of the client but primarily on providing
of the connection. The legacy IEEE 802.11 standard uses
4-way handshake within handover process. Moreover, the
handover requires also a scanning process before the 4way handshake. This scanning process takes a long time
and its duration is depended on the used method (active
or passive). It is not enough secure for wireless medium
to extend the IEEE 802.11 standard to increase security
(IEEE 802.11i) due to WEP security . The IEEE 802.11i
adds additional messages to the original 4-way handshake
in the IEEE 802.11 standard. These messages increase the
handover time.
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Introduction

The handover time consists of:
• Scanning time - finding a new available access point.
• Authentication time - legacy authentication and new
authentication for WPA2.
• Reasociation time - time for exchange reassociation
request and response between mobile station and
new access point.
The family of IEEE 802.11 standards were extended by
standards 802.11k and 802.11r. These standards mitigate
drawbacks of a long handover process. The IEEE 802.11k
focuses on the decrease of scanning time. The IEEE
802.11r uses only 4-way handshake during handover. Decreasing messages to 4-way handshake is reached by special hierarchy encryption keys and by exchange information before handover. Usage protocols IEEE 802.11k and
802.11r can significantly improve handover time. Although the time is decreased by IEEE 802.11 standard
family handover is still decided on the side of a mobile
station. The mobile station decision is not efficient for
the network because of the limited view of network.
The Software-Defined Networking (SDN) architecture [9]
is a new trend in the network area. SDN architecture is
centralized and decouples control and data plane. The
most important advantage of SDN is more efficient network management than in traditional networks. The primary target of SDN are wired networks but recent research [4] [3] shows that SDN can be used in wireless
networks as well.
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The structure of this extended abstract is as follows. The
second section describes existing solutions and their drawbacks. The architecture design is presented in the third
section and the fourth section describes the evaluation of
design. The last fifth section is the conclusion.

2.

Related Work

A lot of solutions exist for usage mobility nowadays in
the IEEE 802.11 networks. Some of them are not intended for the SDN architecture but principles and ideas can
be applied. A good example for this solution is a personal
access point [13]. This solution uses a migration of a virtual access point for user mobility. Every mobile station
has its own virtual access point. This virtual access point
is called a personal access point and is generated during
an association process. The handover is performed by removing a personal access point from an old access point
and adding it to a new access point. The mobile station
does not recognize handover and does not have to send
any additional message for performing handover. A decision of handover is made in an access control component
which represents a centralized component in traditional
network.
The examples of solutions interconnect SDN architecture
and IEEE 802.11 standards are [12] [6]. Moreover two
main principles using in SDN architecture are recognized
for client mobility without its modification. These principles are:

- handover can not have significant impact on the
quality of the connection.
• Proposed protocols to control virtual access points
in proposed architecture.

3.

• Mobile station MAC address.
• Mobile station IP address.
• BSSID.
• SSID.
The VAP context does not contain encryption keys for the
WPA2 security as LVAP in the Odin solution [11]. The
encryption keys are moved to a specialized component.
The architecture use only one control channel between a
control layer and an infrastructure layer for the wired and
wireless parts of the network. Common control channels
have following advantages:
• Clear design and transparency - using standardized
SDN interfaces with purpose they were defined.
There are no additional interfaces or new protocols
implemented into our architecture.

• Personal Access Point.
• All network has the same SSID and BSSID.
The personal access point in SDN architecture is represented by the Odin solution [11]. It uses a light virtual
access point (LVAP) which is generated by the Odin master. It is a part of the SDN controller and a the Odin
Agent is part of an access point. The Odin master communicates with the Odin Agent via custom protocol. The
Odin solution has separated control channels for wired
and wireless part. The similar solution to Odin is SWAN
[5]. A lot of projects use this Odin solution as a foundation for their research [10]. These extensions take over
drawbacks from Odin solutions in the form of separated
control channels. A security area is not well defined and
it is only mentioned in the Odin solution.
The second principle is defined by a fact that all network
has the same SSID and BSSID. The mobile station connects to the network and data are transferred via an available physical access point. The handover is performed by
data flow change to a new physical access point. The old
physical access point does not send any frame to wireless
medium for the mobile station. Drawbacks of this solution are interferences due to overlapping cells in the same
radio frequencies. This principle has also limitations in
interchannel handover. Representers of this principle are
[14][7].
The state of the art shows a lack of architecture design
for user management usage SDN concept. On the basis
of the acquired knowledge we defined two goals for our
thesis. These goals are:
• Modification of centralized architecture for user
management without modification of mobile station

Architecture Design

The architecture design is built on a personal access point
which is represented by a virtual access point context
(VAP context). The parameters of VAP context are:

• Higher security due to encryption between the SDN Controller and the SDN forwarding device using OpenFlow protocol. The OpenFlow protocol assumes usage underlay security protocols for increasing security of SDN network management.

3.1

High-Level Architecture

The high-level architecture is depicted in Figure 1 and
this figure contains all key components for ensuring IEEE
802.11 functionality. Colored parts of the figure are new
or modified components in the architecture. The architecture extends the SDN architecture and contains three
main layers:
• Application layer - contains applications for providing network services e.g. authentication, user mobility. Communication between this layer and control
layer is ensure via API which depends on control
software implementation.
• Control layer - represents the main control element
in the architecture. This layer ensures control plane
and controls the infrastructure layer. It has to support all IEEE 802.11 extensions of OpenFlow protocol and applications for correct managing IEEE
802.11 functionality.
• Infrastructure layer - is divided into two sublayers
due to the fact that architecture contains two transfer mediums. These two sublayers are linked by
WTP component. These sublayers are:
– Transport - represents wired part of the network utilization Ethernet protocol.
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Figure 1: High-level architecture.
• Mobile station connection to the network - involves
reaching 802.11 associated state, performs WPA2
authentication and assigned IP address for the user
station. The user station is available to access to
network resources after assigned IP address. The
control layer generates the VAP context during this
process.

– Radio - represents wireless part of the network
utilization IEEE 802.11 standard.
The main architecture components are:
• Authentication server - a standard architecture element that performs WPA2 Enterprise authentication.
• SDN controller - represents the main central component that performs network management. It contains applications which perform network services.
These application are on the top of the SDN controller. The SDN controller is dependent on the
implementation.
• SDN forwarder - represents a standard OpenFlow
forwarder without modifications.
• Encryption and Decryption component - specialized
hardware that encrypts and decrypts WPA2 Enterprise security.
• Wireless Termination Point - represents an access
point that contains an extended OpenFlow protocol
and does not have full logic of standard access point
logic in IEEE 802.11 networks. Split-MAC access is
used.
• Mobile station - represents a terminal station that
is not modified in any way.

3.2

Communication Protocol

The communication protocol between the control layer
and the infrastructure layer has to ensure correct management of the VAP context in the individual WTP components. We have identified the basics scenarios for proper
management of a mobile station:

• Handover - add VAP context to a new WTP and
remove VAP context from an old WTP.
• Mobile station disconnection - disconnect a mobile
station from the network. The control layer removes
VAP context from the WTP.
The control layer must also correctly manage the encryption and decryption component in addition to managing
VAP contexts. The mobile data without correct decryption are not usable. The control layer must be able to
add, remove, update, and delete all encryption keys, depending on the event that may occur.
The communication protocol is implemented using the extension of OpenFlow protocol following specification for
extension design [8]. The extension parts are called Experimenter. Within our extension, we have defined new
OpenFlow messages, and a new packet type, matches, and
a new instruction for generating control messages based
on the received IEEE 802.11 frames as part of the WTP
Component.

3.3

Association and Handover Process

The WTP sends information about mobile station to SDN Controller after receiving the probe request from the
mobile station. This probe request must have the same SSID as the WTP has associated networks. The SDN Controller receives the information about mobile station and
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Figure 2: Architecture model in Colored Petri nets.
decides about the next step. If the association process
is continuing, so the SDN Controller sends message for
adding VAP context to the WTP. On the other hand, the
SDN Controller ignores information about the received
probe request frame on the WTP. The message for adding
VAP context does not contain user station IP address in
this step. The IP address is assigned by DHCP server
immediately after mobile station perform WPA2 enterprise authentication. All DHCP and EAPOL messages
are transferred via the SDN Controller to the DHCP or
Authentication server. The WTP and the SDN Controller
add the IP address to the user VAP context. The encryption keys are stored in the SDN controller. Performing
handover is done on a basis of reported statistic from the
WTP. After SDN controller decides to perform handover,
It is sends messages for adding VAP context to the new
WTP and removing VAP context from the old WTP. The
SDN controller has to change traffic flow of mobile station
from the old WTP to the new WTP.

3.4

Data Communication

Data communication from the radio sublayer has to pass
through an encryption and decryption component that
contains encryption keys. The rules for forwarding traffic
have to be set to the correct WTP. They change during
handover from an old WTP to a new WTP. Data transferred between WTP and an encryption and decryption
component has to be tunnelled with Additional Authentication Data header. Tunneled data does not need contain information about used modulation, channel, RSSI
etc. The encrypted data has to be transferred to an encryption component also if data communication is used
between mobile stations which are connected to the same
WTP.

4.

Evaluation

We used two methods to evaluate the accuracy of the
proposed architecture whose implementation is mutually
independent. These two ways are:

fore a suitable tool for verifying the architecture proposed.
The model topology shown in Figure 2 was used to verify
the architecture and allowed to verify the main processes
within the architecture:
• Mobile station association - the verification was performed on one and two connecting mobile stations.
• Mobile station handover - the handover of the station between WTP during which we monitored the
effect of the handover on the transmitted frames.
• Mobile station disconnection - is related to the disconnection from the network.
Individual processes were verified by both methods: using
and without the use of the time extension of the colorful Petri nets. Liveness, reachability and boundedness of
places have been achieved in both cases. We have evaluated the correctness of the proposed architecture. We
monitored the effect on frame rate in time-based measurements. Packet loss and duplicity were affected by the
time difference of adding and removing the VAP context
to WTP components.

4.2

Experimental Solution

As part of this verification we focused on the ability to use
a common management channel effectively to manage the
wired and wireless parts of the network. We have found
out that it is possible to use one control channel for both
parts of the network as part of our measurements in real
environment that have been published [2]. We have not
found any significant worsening of the parameters due to
the handover of the station between the WTP components
in our solution compared with the Odin solution. The
packet loss from one measurement is shown in Figure 3.
In addition, the maximum throughput was not affected
due to the station handover.

• Colored Petri nets.
• Experimental verification of a common control channel.

4.1

Colored Petri Nets

Colored Petri nets were used to verify the entire architecture design to simulate concurrent systems and are there-

5.

Conclusion

This thesis presents an architecture that allow user management in IEEE 802.11 standard networks using SDN
architecture. Interfaces between parts are well defined
in the extended SDN architecture. In addition, a control protocol is defined between the SDN controller and
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Figure 3: Packet loss in experimental solution
with common control channel.
the WTP component, the SDN controller and the cryptographic component. The control protocol was implemented by extended the OpenFlow protocol according to the
its specification.
The verification of the architecture was done in two ways.
The first method was to verify the whole concept and was
realized by using colorful Petri nets. The second method
verified the possibility of effective using a common control
channel for controlling the wired and wireless part of the
network. We came to the conclusion after deeper analysis
of both approaches that the design of the architecture is
correct.
The proposed architecture presents a good basis for next
extensions which can be e.g. to optimize a decision about
the handover, using interchannel handover or usage of the
newest security standard WPA3.
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