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Luboš Popelı́nský
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Abstract
In control applications, we often encounter systems that
respond to the change of control signal with vibrations
on their output. These vibrations are undesirable and
various techniques are used to suppress them. One approach to suppression of undesired vibrations is the input
shaping.
This work is devoted to the input shaping, and to the identification, modeling and simulation of weakly damped discrete systems as a necessary part of the feedback control
approach. We also deal with designing new input shaping
methods and comparing error rates of the shaper applications with the selected identification approach. This
paper also presents experimentally verified results.

Categories and Subject Descriptors
I.5.4 [Computing Methodologies]: Pattern Recognition—signal processing

Keywords
discrete system modeling, system identification, input
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1. Introduction
When controlling weakly damped dynamic systems, the
input shaping method is often used. The input shaping
is a method that began to be used at the turn of the
80’s and 90’s, especially when controlling movements of
gantry cranes. This method should provide control of the
crane movement so that the suspended load does not oscillate. In general, we can state that with the problem of

input shaping, we always meet when controlling positioning systems with flexible elements. With the development
of mechatronic systems, the problem of the input shaping
becomes current again. In Fig. 1, the response of a weakly
damped system is shown. In practice, however, there are
often limitations that need to be taken into account in the
theoretical design of the input shaper. These limitations
include, in particular, the limitation of the action quantity and the relatively low resolution of the output power
elements [1].
Further on, we encounter other interesting applications,
such as controlling speed of speed elevators or controlling
the movement of production line conveyor belts, especially
in the food industry [2].
The task of the input shaper is to adjust the frequency
spectrum of the control signals so that in the region of
the resonant elevation there is no oscillation of the controlled system. On the basis of the above, we can say that
basically this is a proposal for a serial correction member
whose task is to modify the frequency characteristics of
the controlled system (Fig. 2).
The residual vibrations occurring in the positioning systems can be reduced by shaping the reference control signal by means of notch filters, low pass filters, and input
signal shapers.
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Figure 1: The response of a weakly damped system.

Figure 2: Input shaper engagement.
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By introducing robust input shapers, it has been confirmed that the shaping of input signals is better than
using a notch or low-pass filter to reduce oscillations in
mechanical systems. Due to the large number of filters
and shapers and a large number of design strategies and
parameters, it is not possible to determine with certainty
which approach is better.
The shaping of input signals has been successfully applied
to the problem of maneuvering elastic structures without
excessive residual vibrations. The input shapers are often
required to be of non-negative type, because they can
be used with any (unshaped) signals, and do not cause
instability of the system (if the non-shaped signals do not
cause system instability).
The aim of the dissertation thesis is to design new methods of control signal shaping, which must respect the limitation of control signals, as well as reduce the influence
of quantization noise.
In the thesis, we are dealing with digital filtration and
the input shaping in the discrete area. We also focus on
the complexity of the solution and the subsequent implementation of the input shaper. The work is also focused
on the system identification in the time and frequency
domain, modeling of weakly damped systems and subsequent identification of these systems from simulated input and output data. The obtained theoretical basis of
the proposed identification methods and the application
of the various input shapers were experimentally verified.

2. Digital Filtering and Input Shaping
The reference control signal used to control the positioning systems can greatly affect the performance of the system [5], [6]. Numerical filtering and input shaping are
known methods used for shaping control signals to reduce oscillations. From the design of the robust input
shaper[7], [8] the researchers found substantial arguments
that input shapers are more suitable for the applications
containing flexible mechanical systems with one or two
dominant states than the notch and low-pass filters [7],
[9].
Digital filters, as well as shapes, generate pulse sequences
that create a shaped reference signal by convolution with
the input signal. This process is illustrated in Fig. 3. If
the filter or input shaper is designed correctly, the shaped
signal will provide the desired state change without significant residual vibrations.
Due to the fact that digital filters and shapers are implemented in the same way, it is important to understand
the differences between the two methods of shaping control signals. The main differences are in the way of determining the relationships (equations) that are used to
design impulse sequences. Notch filters cut off certain frequencies with very little damping or amplification (band
pass). They also suppress selected frequency components
(band stop).

Figure 3: Process of input shaping.

At the permissible frequencies, the filter has an amplification close to one. These frequencies are released without
major amplitude adjustments. In the range of impermeable frequencies, it is required that the filter amplitudes
were as small as possible and thus not to exceed the tolerated limit. When a filter is used to shape a control signal
for a positioning system, this requirement dampens these
frequencies [8], [11], [13]-[17]. An additional requirement
is that the magnitude of the zero-frequency amplitude is
equal to one. This ensures that the filtering gain is equal
to one at equilibrium. When this condition is met, the
filtered control signal reaches the same steady-state value
as the base reference signal that is subject to the filtering process. This limitation is not explicitly mentioned in
some design algorithms and is often solved in an iterative
manner [12].
The low-pass filters are similar to the bandpass filter in
that they have a permeable low frequency band, a transition band, and subsequently an impermeable band. However, they do not have a high frequency permeable band.
Input shapers are designed to define the desired range of
suppressed frequencies (band stops). There are no band
pass requirements, but the magnitude of the amplitude
at the zero frequency must be equal to one. If the input shaper is used to filter the base reference signal, the
system controlled with filtered signal will contain low oscillations at frequencies within the stop band (possibly
in other frequency ranges that are not directly targeted)
because there are no requirements outside the stop band.
When designing filters or input shapers, there are a number of parameters that can be considered as the appropriateness of the design. In general, we can assert that the
wider the band stop is, so it is necessary to design a more
robust shaper suppressing oscillation frequencies that are
intended for elimination. However, with the increasing
band stop width, the length of the filter or shaper must
be increased (assuming that all other conditions are unchanged) [18] - [32]. Increasing the length of the filter or
shaper will cause a corresponding extension of the reaction time of the control signal, which ultimately prolongs
the transition time of the system.
If the tolerated oscillation rate is reduced, the shaper will
reduce the oscillations more significantly. Of course, on
the actual system, the allowed oscillation rate may be actually reduced only to the amplitude of the noise in the
system [33]. The order of the filter increases with narrowing the transition band [32]. When implementing the
input shaper on real systems, the number of pulses becomes interesting. The calculation of convolution of a
base reference signal with a real-time pulse sequence is
very simple. This process requires one multiplication operation and one addition for each pulse. Therefore, the use
of multiple-impulse shapes represents a very low computational requirement, but the use of hundreds of impulses
exploits the control computer. Most robust shapers contain three to four pulses, while the filters often contain
64, 128, or 256 pulses [34], [35]. Due to the continuing
increase in computational performance, this fact becomes
less significant than in previous years. However, there are
still situations where the feasibility of realizing a particular shaper is worth considering, but rather because of the
limitation [19] or restricted access to controller parameters [20].
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Due to the fact that performance requirements may vary
for individual systems, it is important to define the most
important requirements: vibration suppression and control times. These two requirements are naturally contradictory. The magnitudes can be reduced by a simple
deceleration of the system. However, keeping the oscillations at a low level during rapid transfers has its own
limitations.

2.1

Theoretical Background

Input shaping is a process that modulates the control signal so as to prevent the resonant output of the system.
In other words, the input shaper filters out the frequency
signals that cause resonances in the system. The input
shaper parameters are formed so that the system response
to the input signals corresponds to the desired resonant
characteristic.
A wide variety of input shapers have been developed for
various applications. Frequently used shaper is Zero Vibration (ZV) shaper, which can be described by relation
(1).

ZV =




Aj
=
tj

"

1
1+K
0

#

K
1+K ,
T

−√
π
1−ζ 2
where T = p
.
,K = e
ω 1 − ζ2
ζπ

(1)

This shaper has the shortest time required to execute the
arithmetic operations of the system only by positive impulses. This time is important because the convolution
with the input shaper lengthens the time of regulation
according to the shaper transition time. If the ZV shaper
is designed with a perfect model, it eliminates all vibrations. In the case of a wrong model, some oscillations
occur [21].
If Zero Vibration Derivative (ZVD) input shaper (ZVD)
can be described with relation (2), a resistance to modeling errors can be provided. This shaper forces the derivation of the function relative to the modeling errors to
equal to zero. The tax for adding this robustness is the
increased time of arithmetic shaping operations, and thus
the calculation delay of the system.
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where T and K have the same meaning as for ZV shaper.
Another type of the input shaer is the Extra-Insensitive
(EI) shaper (3). The time of execution of arithmetic shaping operations is the same as for ZVD shaper, but its insensitivity to system parameter changes is considerably
higher. The sensitivity of EI shaper depends on the allowed oscillation magnitude in the exact model. In general, the allowed oscillation velocity is determined to a
value that is equal to the upper limit of acceptable residual vibrations. The reason for this procedure is the fact

Figure 4: Comparison of ZV, ZVD, and EI input
shapers.
that by increasing the allowable magnitude of vibrations
the insensitivity to modeling errors increases.
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and V represents the level of insensitivity to the oscillations of the system.
In Fig. 4, the shapers are visually compared. How the
model differs from the controlled system based on the resonant frequency is defined as the normalized frequency
(ω/ωmodel ). Residual vibrations are vibrations that are
beneficial to be suppressed in the controlled system. The
rate of these vibrations is often given in percent, and represents the system’s response to a unit step. The vibration size will be defined by the value of the first maximum amplitude of the output magnitude in the case of
the maximum overshoot, which represents the ratio of the
amplitude of the vibrations at the output of the system
with the application of the shaped control signal to the
unshaped.
Various conventional filters can also be used to shape
input signals. Using an ideal FIR (Finite Impulse Response) filter is impossible in practice because the impulse
response is infinite. Only a certain number of impulse
responses is retained to reduce impulse response, which
damages the frequency response. For this reason, it is
necessary to determine a relatively large window relative
to the oscillation period.
Another, more convenient, conventional filter, designated
the IIR (Infinite Impulse Response) filter, may be used.
The main advantage of the IIR filters to the FIR filter is
that they typically meet the specified specifications with a
much lower filter order than the corresponding FIR filter.
By using the IIR filter, a relatively good reduction of the
oscillations is achieved, but the time delay resulting from
their use is too large.
Ideal notch filters as well as ideal low pass filters are not
technically feasible. Due to the fact that the amount of
amplification suddenly drops to zero, and in the next pass
band the filter response is repeated, we can say that the
filter is of an endless order.
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2.2

Design of the Input Shaper in z Plane
The process of input shaping in controlling weakly
damped systems can also be solved by designing appropriate discrete correction members that modulate the frequency spectrum of input control signals to suppress residual system oscillations. This task can be solved by appropriately locating the zero of the transfer function of the
correction member from those points of the z plane corresponding to the poles of the controlled system [2]. The
poles of the continuous system can be expressed as

p1,2 = −

ζ
±
T

p

1 − ζ2
.
T

(4)

F (z) = C · (a0 + a2 · z −2 ).

To make the sum of z1 + z2 equal zero, complex conjugate
roots z1 and z2 must lie on the imaginary axis. Solution
with the shortest transition time thus reverts to the relation (11).

πT
Tvz = p
2 1 − ζ2

ZV =
(5)

the poles of the continuous system from the s plane are
transformed into points of z plane (6).

pd1,2

p
T
1 − ζ2
vz
T
ζ
±j
− vz
T
T
·e
,
=e

(6)

where Tvz is the sampling period of the discrete system.
To these points it is then appropriate to place the zeros
of the input shaper. By locating zeros of the shaper in ztransfer function into points corresponding to the position
of the poles of the controlled system, the transfer function
of the shaper acquires the shape

F (z) = C · (1 − z1 · z −1 ) · (1 − z2 · z −1 ),

(7)

where C represents the normalization constant. In order
to preserve the causality of the system it is appropriate to
add as many poles to the zero of the coordinate system, as
many zeros characterize the shaper transfer function. The
transfer function of the input shaper can be represented
in shape

F (z) = C · (a0 + a1 · z

−1

+ a2 · z

−2

),

(8)

where

a0 = 1,
a1 = −(z1 + z2 ),

a2 = z1 · z2 ,
1
.
C=
a0 + a1 + a2

(11)

The ZV shaper designed in this manner may be described
by relation (12).

Since for the transformation from s plane to z plane is
valid

z = esT ,

(10)

2.3
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#

(12)

Complexity of Solution and Implementation

Due to the fact that digital filters and input shapers are
implemented in the same way and their set of limitations
are similar, it may seem that the complexity of the solution and realization is similar. However, there are two
important aspects that need to be considered: the complexity of impulse generation and implementation of the
solution.
Filters must meet the limitations of the equations of the
shaper, plus some others. For this reason, it is more difficult to construct them when considering calculation process. In addition, it is also necessary to choose more system parameters than when designing the input shaper.
Another advantage of a smaller number of constraints is
the ability to obtain solutions for pulse amplitudes and
times in explicit form. There are explicit forms of solutions for many shapes [8], [19], [21] but not for digital
filters [22], [23]. The simplicity of the solution also makes
it easier to modify or optimize the shaping system for a
particular system. For example, how the shapers were
optimized for use with feedback regulators to reduce nonlinear vibrations of the flexible multi-manipulator [26].
Since closed-form solutions are known, shapers can be
customized in real-life with respect to changing system
requirements [27] - [29].
Another consideration is the implementation of filters on
real devices. Filters made using traditional filtering methods, originally developed for signal processing, do not contain any form of limitation of the actuators. The signals formed by these filters may not be realizable in the
given system. Shapes contain limitations that make realizable control signals. For example, pulse amplitudes
of the shaper are limited to positive or explicitly limited
to forming signals within the boundaries of the unshaped
control signal [30], [36].

(9)

In case, the sampling period Tvz was chosen so that the
sum of z1 + z2 equal zero, this option corresponds to the
positive ZV shaper with the transfer function

Execution difficulties can also cause a greater number of
impulses forming notch and low pass filters. Due to the
increase in the number of pulses, the probability of an
unrealizable signal change increases. The fact that input
shapers contain fewer impulses generally generates easier
control signals than notch or low pass filters. As a result,
the action members are more likely to be able to track the
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shaped input signal as the control signal of the notch or
low pass filter. The lower computational requirements for
executing the shaper also mean that the shaped signal is
more likely to be executed in the given system than the
filtered signal.

3. Modeling and Simulation of Linear Dynamic
Systems
To verify the theoretical hypotheses resulting from the
properties of linear dynamic systems, a model and simulation scenario were created.

3.1

Modeling an Underdamped System

In order to model an underdamped system, it is appropriate to introduce concepts describing the rate of damping
[41]. An undamped system is a system that produces an
endless oscillating output after applying the final control
signal.
If the system responds to the control signal slowly and
without excess on the output, we are talking about the
overdamped system.
In most cases, when controlling the positioning devices,
we encounter systems whose response to the control signal
tends to exceed the desired final value and then oscillate
around it with a weak trend. We designate such systems
as underdamped systems.
A system with a certain amount of damping may be included between the overdamped and the underdamped
system, in which the output of the system does not exceed the desired final value and does not start to oscillate. Such a case is specific to critical damping systems.
The difference between the critical damping system and
the overdamped system is such that the critical damping system achieves an equilibrium output state over the
minimum length of time.
The modeling of the underdamped system can be predetermined to design a second order linear differential equation describing the damped spring system [50] that has
the shape of the motion equation

m

dx(t)
d2 x(t)
+c
+ kx(t) = f (t),
dt2
dt

(13)

where m represents the weight of the load, c denotes the
coefficient of damping and k the string constant (Fig. 5).
Relation ratio ζ is defined as the ratio of the true damping of the differential equation of the system c to the critical damping cc . The corresponding coefficient of critical
damping is
√
cc = 2 km = 2mωn .

(14)

Using relationship (14), the relationship (13) can be formulated as

d2 x(t)
dx(t)
+ 2ζωn
+ ωn2 x(t) = f (t).
dt2
dt

(15)

Figure 5: Damped spring system.

3.2

Modeling and Simulation in Matlab

In order to observe the behavior of the model, the model
must first be assembled. At the beginning we need to
define the properties of the system that we model. Due
to the modeling of the underdamped system, we determine the system’s own frequency and the damping ratio.
The relationship (15) evokes that the knowledge of these
parameters is sufficient to describe the second order differential equation and hence the ideal stabilized system
[54].
To solve this differential equation, Laplace transformation
means were preferred for its translucency, from which it is
possible to move from a mathematical model in the form
of a differential equation to a system description by means
of the transfer function F(s) (16).

F (s) =

ωn2
s2 + 2ζωn s + ωn2

(16)

This description can be used as the starting mathematical model of a continuous system when searching for its
discrete equivalent. The s plane representation of the z
plane that transforms the imaginary axis of the s plane
into a z plane unit circle can be realized by a bilinear
transform. The relationship between complex variables s
and z is in shape

s=

2 z−1
,
T z+1

(17)

where T is the sampling period. In our case, however,
we have transformed the continuous system into its discrete equivalent by approximating the derivations. In this
transformation method, the relationship between complex
variables s and z is even simpler than with bilinear transformation and is in the form

s=

1 − z −1
.
T

(18)

After transformation, we get a defined discrete model describing the underdamped system in the z plane that we
want to simulate. The advantages of such writing include
a relatively simple determination of the location of the
zeros and poles due to the nominator and denominator
polynomials of the system that describe the given system.
Zeros, the polynomial root of the nominator, describe the
frequencies that are suppressed in the system. Conversely,
the poles, the roots of the denominator, determine the frequencies that are amplified in the system. Once the zeros
and poles have been determined from the z transfer function, they can be represented graphically in the z plane.
The z plane is a complex plane with the imaginary and
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real axis relating to the complex variable z. For mapping
poles and zeros, the poles are marked ”x” and zeroes as
”o”. To control the unwanted frequencies occurring in the
system, we can place zeros after the identification process
so that the effect of poles is negated.
In order to verify the suitability of the identification
method, it is adequate to generate several types of input
signals to drive the modeling system. Selected control
signals include unit pulse, unit step, harmonic signal, or
a combination thereof. Due to the fact that we model
data obtained from an accelerometer, it is necessary to
set certain limitations.
The simulated control signals should be limited with a
certain width. We decided to represent the result by a
12-bit binary number. These signals were also affected
by quantization noise. Quantization noise is of a random
magnitude, so it can only be characterized based on statistical properties. Quantization error has the character
of white noise and normal distribution [54]. Based on
the above, the noise generated with normal distribution
is within the range determined by the sensitivity of the
measurement and the range and is then added to the input and output signals.
At this point, we have a simulated control signal with
a corresponding output signal in addition to the system.
If we want to shape the control signal in practical applications, it is important to correctly identify a system.
Identification is based on the processing of information
that bears the input and output signals.

3.2.1

Identification of the Systems Using the Least
Squares Method

In our case, we were considering usage of the least squares
method. The goal was to devote ourselves exclusively to
the underdamped second-order system, so we adapted the
structure of the least squares. To use this method for
identification, it is necessary to have at least P data from
the data set (19), whereby
P = n + m,

(19)

where n is the order of denominator and m is the order of
nominator [45], [51]. The second order transfer function
is in the shape
ŷ(z) =

b0 + b1 z −1
u(z) + v(z),
1 + a1 z −1 + a2 z −2

(20)

where the measurable magnitudes are only the input u(z)
and the output of the model ŷ(z). We are trying to identify the coefficients of the numerator b and the denominator a of the system, but about the random error v(n) we
know only that it has a Gaussian distribution, the character of the white noise, and a zero mean [49]. The equation
(20) can be rewritten into the analytical form


u(k)
u(k + 1)


u(k + 2)
u(k + 3)

u(k − 1)
u(k)
u(k + 1)
u(k + 2)

 
b0
−ŷ(k − 1) −ŷ(k − 2)
b 
−ŷ(k)
−ŷ(k − 1)
  1
 +
−ŷ(k + 1)
−ŷ(k)  a1 
a2
−ŷ(k + 2) −ŷ(k + 1)

 

v(k)
ŷ(k)
v(k + 1) ŷ(k + 1)

 

+
=
.
v(k + 2) ŷ(k + 2)
v(k + 3)
ŷ(k + 3)

(21)

Defining



u(k)
u(k − 1) −ŷ(k − 1) −ŷ(k − 2)
u(k + 1)
u(k)
−ŷ(k)
−ŷ(k − 1)


Ap = 
,
u(k + 2) u(k + 1) −ŷ(k + 1)
−ŷ(k) 
u(k + 3) u(k + 2) −ŷ(k + 2) −ŷ(k + 1)
 




b0
v(k)
ŷ(k)
b 
v(k + 1)
ŷ(k + 1)
 1




θp =   , v p = 
 and ŷp = 

a1 
v(k + 2)
ŷ(k + 2)
a2
v(k + 3)
ŷ(k + 3)

(22)

we obtain equation

ŷp = Ap θp + vp .

(23)

The minimum number of required data is usually small.
In the case of our second-order system, we have four unknowns, so we must have at least four consecutive data
from the dataset. With the complexity of the system also
increases the minimum number of data points needed for
sufficient accuracy. This has the effect that P is much
larger (the number of rows of the matrix Ap grows). A
larger P should provide a more accurate definition of system parameters. The equation used to find optimal parameters (alignement with the smallest error) is

θ̂p = A+
p ŷp ,

(24)

Where A+
p represents a pseudo-inverse matrix to Ap (25)
[52].

T
−1 T
A+
Ap
p = (Ap Ap )

(25)

The input-output matrix Ap is formed by two output and
two input signals. The input signal is known as we define
its behavior in the time. Due to the fact that the system
is also known, the corresponding output of the system
after the system excitation by given input signal can be
deduced. The known input and output signal values can
then be used in the system identification process. From
relation (24), it is obvious that our task is to determine the
values of the vector θ that corresponds to the coefficients
of the unknown system.
From the definition of this method, it can be deduced that
choosing a larger number of input-output pairs leads to
a more accurate system determination. For illustration,
consider the input signal (Fig. 6), which causes a certain
reaction of the system (Fig. 7). The error we commit
when identifying depends on the number of samples used
to determine the model parameters (Tab. 1). However, it
is important to be aware of the computational difficulty
that grows with the addition of additional samples to be
classified.
When designing the simulation we considered the appropriate choice of parameters. Based on the conducted initial experiment, we considered sampling frequency 400Hz,
damping ratio 0.05 and a resonant frequency of the system 28Hz.
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Figure 6: Input signal over time.
Figure 8: Timing of the selected control signals.
Table 2: Model Error Comparison Using Different
Control Signal
Identification control signal RMS error
unit pulse
1,161
unit step
0,9191
ramp
1,344
harmonic aperiodic function
2,081
Figure 7: Comparison of the system and models
using different number of samples.
Table 1: Comparison of Model Errors Using Different Number of Samples
number of used samples RMS error
10
295,4
20
202,4
40
196
100
172,3
200
190,9
400
3,905

The nature of the input signal also has an impact on system identification. In some cases, the process of determining system parameters can not be defined as the reaction
of the system to a signal in the prescribed form, which
results in a limitation resulting from the suitability of the
control signal being used. The response of the system to
various input signals (Fig. 8) determines the parameters
of the identified system differently. In our case, we chose
to choose the size of the identifying set to 20 input and
20 output data samples. The error that occurs in the input and output signals reaches a maximum of 1% of the
range.
Adequacy of the use of different types of control signals
for identification purposes may be expressed as a root
mean square error (RMS error) (Tab. 2). From the test
results we can see that using the least squares method it
is advisable to use step control signals for identification.
Introducing an error in the input and output signal representing noise from the sensor device greatly affects the
quality of the identification.
The simulation showed that if no noise is present in the
signal, this method has excellent results. By adding noise
to the ideal signal, the result becomes less accurate, which
in some cases has led to a poor classification of the system. White noise with normal distribution and with a
zero average value within a certain range is generated and
subsequently added to the input and output signals. This
input and output signal is used in the identification process.

Table 3: The Impact of Noise on the Quality of
Identification
introduced error RMS error
0%
0,009812
1%
2,266
2%
2,401
3%
2,484
4%
2,547
5%
2,606

By enhancing the set of input and output signal samples, the quality of identification improves, but not sufficiently. The influence of selected noise levels at the value
of the twenty input-output samples used for identification
is shown in Tab. 3.
Practical application has shown that when eliminating
residual vibrations, it is important to determine the exact
frequency of the system as accurately as possible. These
results served as a basis for modifying the identification
of systems in the frequency domain.

3.2.2 System Identification in the Frequency Domain
As with the smallest squares method, we need a set of input and competent output data. Knowledge of simulated
system parameters allows us to work with this data. The
generated input signal and the corresponding output signal are then influenced in the simulation by a given noise
level that simulates the actual noise of the measurement
caused by an accelerometer. The affected signals are then
transformed into the frequency domain. Window size was
determined empirically to match one second. Frequency
transfer function of the system can then be expressed as
the ratio of the output signal image to the input signal
image. The resulting frequency transfer function of this
system is then normalized to a decibel scale. Based on
the frequency characteristic, it is known which frequency
is most pronounced in the system and its magnitude [53].
From the magnitude frequency characteristic it is possible to determine the distribution of the zeros and poles
characterizing the identified system in the z plane. When
determining bandwidth of the bandpass ∆ω, we used the
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Figure 10: Resampling the system frequency spectrum - original estimate.

Figure 9: Zeros and poles placement.
property of resonant filters where the bandwidth of the
bandpass is most often defined by the magnitude drop by
3dB [54].
Using the r value, we modify the magnitude frequency
characteristics slope in the resonant frequency region. For
the determination of this value can be used by the relation
 √6r2 − r4 − 1 
.
∆ω ≈ 2 · arccos
2r

(26)

When we know the resonance frequency and the magnitude of the radius r, we can also define the zeros and poles
distribution that will characterize the identified system.
In order to correctly position the characteristic poles, it
is necessary to determine real and imaginary coordinates
based on equations (27). Since all system-defined coefficients in the z plane are real, the zeroes and poles must be
purely real or they must be in complex conjugated pairs.
Such coordinates defined form a pair of complex conjugated poles. The location of the zeros and poles is represented in Fig. 9.
 2πf

max
xzp = r · cos
fvz
 2πf

max
yzp = r · sin
fvz

(27)

The model, which is defined by the zeros and poles can
easily be rewritten to algebraic form. The difference between the impulse characteristic of the identified system
and the model system is the error we committed in the
identification process.
If the response of the identified system is fundamentally
different from that of the modelled system, it is necessary to proceed to more advanced identification processes.
From realized simulations, we found that the accuracy of
system parameter determination depends directly on the
resonant frequency. When determining the resonant frequency, it is advisable to use a moving average, for which
the frequency characteristic at higher frequencies is non-

Figure 11: Resampling the system frequency spectrum - resampled estimate.
computed and influenced by noise. If the sampling frequency is an integral multiples of resonant frequency, the
identification error is significantly smaller than in the opposite case. This finding motivated us to resample the
Fourier model image so that the new sampling rate is a
multiple of the resonant frequency. Image oversampling
was performed through linear interpolation. The zero and
pole positioning of the model is then calculated from the
resampled spectrum (Fig. 11).
The correctness of model parameter determination is verified by defining the difference between system responses
and model responses to the given control signal. Once the
error has been determined, the situation may be that the
response of the identified system is fundamentally different from the model system response, so the model does
not meet the requirements. In this case, it is necessary
to modify the estimated parameters and run the iterative
process [55].
In order to adequately adapt the model parameters, in addition to a more detailed estimation of the system damping, it is often necessary to improve the system’s own
frequency estimation. For this reason, we have decided
to test the effect of changing the model’s own frequency
for given step up and down. If the error decreases as a
result of such a change, the process is repeated until the
operation is unjustified, or if the size of the error is not
less than the threshold, resulting in the termination of the
iterative process. If a change in the damping parameter
does not make sense, then the process of model damping
modification begins, also for a given step up and down.
As with the iteration of the change in the frequency, the
process is repeated until the operation is unjustified, or
if the error rate is not less than the threshold, which is
the end of the iteration process. The number of iterations
thus depends on the step of changing the model’s damping, the step of changing the custom frequency, but also
the threshold value that defines the model as sufficient.
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4. Experimental Verification
The precondition for correct design of the input shaper
is a successful identification of the controlled system. In
order to describe the behavior of the system, the input
and output signal information recorded through various
sensors can be used.
Each sensor device that provides the measured data provides a measurement error together with the useful information. It is also the case for an accelerometer. Due
to the fact that we have decided to use a commercially
available MEMS accelerometer with the LSM303DLHC
magnetometer, the relevant limitations of this accelerometer were applied to the design of the model.
The LSM303DLHC is a module that includes, among
other things, a 3D discrete linear acceleration sensor
whose full range can be set to ±2g, ±4g, ±8g, or ±16g.
The result provided is represented by a 12-bit binary number. The sensitivity of the measurement can be set to
1, 2, 4, or 12mg/LSB. The manufacturer gives a static accuracy of ±60mg and an acoustic noise density of
220ug/pHz [57]. The histogram of data recording no activity measured by the accelerometer is shown in Fig. 12.

4.1

Application of the Input Shaper

During the modeling and design of identification methods,
some employees of the Department of Technical Cybernetics actively participated in the design of the coin hopper
tester’s software. The purpose of this device is to check
the functionality of standard coin trays in automats. After inserting a coin hopper of a known number of coins
with different nominal values into this machine, the measuring device is moved to the desired position and position
in order to carry out the physical dimensions test of the
coin hopper. Further detailed functionality of the device
is not described as we are dealing with controlling the
movement of the arm that moves the measuring device
designed to test the currently inserted coin hopper(Fig.
13).
The movement of the arm is secured by a linear drive
driven by stepping motors with the JK1545DC excitation
circuit. The torque of the motors is 1,8Nm and the phase
current reaches 2,5A. The resolution of stepper motors is
1, 8◦ , Which corresponds to 200 steps per turn.
For a particular application of the motion control of the
coin hopper tester arm, stepping with the microsteps was
chosen. The vibrations caused by the primary control of
the motors have been minimized.

Figure 13: Coin hopper tester with marked critical part.
However, the movement of the arm in motion caused vibrations, the impact of which was significantly influenced
by the accuracy of the measurements of the coin hopper
dimensions [58], [59]. For this reason, we decided to investigate the dynamic properties of the system and then
apply such shaping control signals that suppress the residual vibrations.
When identifying the dynamic properties of the system,
we used an accelerometer printed circuit board. As a control element, the ATmega168 microcontroller was used.
Its task was to secure the configuration of the
LSM303DLHC accelerometer and send the recorded data
to the RFM73 RF module, eliminating the undesirable
phenomena associated with the use of wire communication. The accelerometer was set to measure acceleration
in the x, y, and z axes. The sampling frequency was set
to 400Hz, which corresponds to the maximum possible
recording speed when using the accelerometer.
On the receiver side, we used the PCB with ATmega8A
microcontroller. The role of this microcontroller was to
receive the recorded data sent to the PCB using the
RFM73 RF module and then send the results using the
UART peripheral. In order to be able to work with this
data on the computer, we used the interface converter to
convert between USB and UART peripherals.
The measuring device was positioned such that the movement of the arm reflected mainly in one axis of the accelerometer (Fig. 14). On the PC, the incoming data
has been aggregated into a file so they can be analyzed.
We used Matlab to analyze measured signals representing
acceleration in individual axes of the accelerometer.
Using the frequency analysis proposed by us, we determined the zeroes and poles of the system. After a series of
parameter estimations, when it was not possible to minimize the error below the set level, the situation where
the analyzed signal featured residual vibrations (Fig. 15)
occurred. When approximating such a signal, we made
errors as shown in Fig. 16.

Figure 12: Histogram of idle data measured by
LSM303 accelerometer.

Knowing the natural period and damping of the system
allowed us to design an input shaper with the desired
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Figure 14: Data gathered from the accelerometer
critical axis.

Figure 17: Basic set of control signal modifications.

Figure 15: Comparison of system and model response.
Figure 18: Output of the system when applying
ZV shapers.
Another significant limitation that results from the motors used is the minimum sampling period of the actuators
(in our case, 10ms). This limit specifies the maximum allowable number of control signal changes per second. It
means that at the given sampling period of the actuator
and the time at which it is necessary to ensure that the
required change of the control signal is unambiguously defined by the highest permissible order of the input shaper.
Figure 16: System Identification Error.

properties. We have focused our attention on ZV shapers,
as they can generally be considered as appropriate when
we know the system parameters. By applying the ZV
shaper we have acquired a new, shaped, control signal
that controlled the movement of the motors.
Since we know that the system was excited with a step
signal, for illustration we defined, besides the basic set of
ZV shapers (Fig. 17), the corresponding control signals
(Fig. 18).
Based on our model, to the radical suppression of residual frequencies is sufficient application of the designed ZV
shaper. The result of the control process was surprising
as the shaped signal did not dramatically eliminate the
resonance recorded at the output of the system. This
was due to the fact that we did not take into account the
limitations of actuators, stepper motors. By defining the
minimum time until the required startup is required (in
our case 100ms), we also indirectly determine the maximum allowable order of the shaper in which the rise time
of the control signal is not longer than the determined
guaranteed response time of the system. From Fig. 17
and 18, we can conclude that the maximum order of the
shaper ZVD4 is permissible with the given limits.

5.

Conclusion

Undesired vibrations can interfere with the purpose of mechanical systems. There are many techniques currently
available, with or without feedback, which help to solve
this problem. In systems where vibrations are driven by
control signals in particular, forward signal shaping approaches have proved more appropriate and as effective
as feedback approaches. In many real systems, the provision of reliable feedback is too costly or impossible.
Due to the design of a suitable correction element in
the form of input shaper, it is necessary to define the
system parameters. Knowing the exact location of the
poles of the controlled system model serves as a basis for
eliminating the resonant output of the system. We have
found that if the sampling frequency is a full multiples
of the resonant frequency, the identification error in the
frequency domain is significantly smaller than in the opposite case. This finding motivated us to resample the input and output signals of the model so that the new sampling frequency is a multiple of the resonant frequency.
The zeros and poles positioning of the model must then
be adequately performed on the basis of the signal being sampled. The technique of designing input shapers
by locating the zeros in the discrete area is characterized
by numerical and abstract simplicity when designing the
shaper.
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In practice, however, there are often limitations that need
to be considered in the theoretical design of the input
shaper. These limitations include, in particular, the limitation of the actutor and the relatively low resolution
of the output power members. The scientific objectives
of the thesis consist in the design of new methods of input shaping, which respect the limitations of the control
signals, as well as the reduction of the influence of the
quantization noise.
The resistance of the resulting shaper against error can be
increased by increasing the number of zeros of the correction member transfer function. If these zeros are located
around the poles of the controlled system, such a solution
generally leads to EI-shaper (Extra-Insensitive). In our
case, we have decided to increase the multiplicity of zeros
located in the oscillating poles of the system.
Especially for tasks that are characterized by the period
of sampling of the action member being comparable to
the desired time of the transition process, we propose to
achieve the desired behavior by placement of the multiple poles. If the maximum transition time is defined by
a defined minimum sampling time based on the dynamic
properties of the action member, a method for calculating the pole multiplicity is proposed. This will ensure the
fulfillment of the required properties by the action member as well as by the user. The application of the highest
possible order shaper fitting to the design constraints is
desirable, since all the conditions set for the shaper are
met. At the same time, the system will be maximally
resistant to model errors due to time constraints on the
system.
The methods of designing the input shaper have been
simulated. The accuracy and suitability of the solution
has been verified on a real device, through data obtained
from an accelerometer and an optical distance sensor. The
proposed method has proven to be an effective means for
determining the order and coefficients of the input shaper.
Acknowledgements. This paper was supported by faculty research grants of Faculty of Management Science
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[2] Miček J.: Alternatívny prístup k návrhu tvarovača riadiacich
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číslicového spracovania signálov 1, Žilina: EDIS, ISBN:
978-80-554-0714-2, 2013.
[55] Yang S.: The Detection of Resonance Frequency in Motion
Control Systems, IEEE Trans. on industry applications, vol. 50,
No. 5, 2014.
[56] Viksten F.: On the use of an accelerometer for identification of a
flexible manipulator, Automatic control at the department of
electrical engineering Linkoping University, 2001.
[57] LSM303DLHC module datasheet:
www.st.com/resource/en/datasheet/lsm303dlhc.pdf, available on
16.3.2017.
[58] Tang T.: Reduction of mechanical resonance based on load
acceleration feedback for servo system, Electron. Eng., vol. 34,
no. 7, pp. 15-17, 2007.
[59] Wang H.: Vibration rejection scheme of servo drive system with
adaptive notch filter, Proc. 37th IEEE PESC, pp. 1-6, 2006.

Selected Papers by the Author

Šarafín P., Ševčík P., Húdik M. Parallel input shapers and their
alternative mathematical models. In CSIT 2014: Computer
science and information technologies: proceedings of the IX
international scientific and technical conference: 18-22
November 2014, Lviv, Ukraine, Lviv: Printing Center of
Publishing House of Lviv Polytechnic National University, 2014,
ISBN 978-617-607-669-8, p. 162-165.

Chovanec M., Šarafín P. Real-time schedule for mobile robotics and
WSN aplications. In FedCSIS: proceedings of the 2015
Federated conference on Computer science and information
systems: 13-16 September 2015, Lódź, Poland, Warsaw; Los
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Šarafín P., Miček J., Milanová J.. Using wireless acceleration sensor
for system identification. In FedCSIS: proceedings of the 2016
Federated conference on Computer science and information
systems: 11-14 September 2016, Gdańsk, Poland, Warsaw; Los
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Abstract

This dissertation thesis contains analysis, development
and application of computational model of blood flow.
The main aims of this thesis are: Analysis of the computational model, calibration of model, development of new
features and the application in biological research. At the
beginning we describe computational model, which is distributed as part of the open source software ESPResSo.
The main part of the thesis describes the object-fluid interaction provided by the immersed boundary method and
calibration of it. In the next part of the work, we deal with
implementation of membrane viscosity into the computational model. At the end of the work, we discuss applications of the model in biological research, especially in
microfluidics.

microfluidic devices. The Object-in-fluid module is distributed as part of open source software ESPResSo [3]. In
this work, I analyzed, developed and applied this simulation model.

2.

The elastic objects are described by triangulation of their
surface. The elastic properties are modeled by following
five elastic moduli [6]:

Categories and Subject Descriptors

I.6.5 [Computing Methodologies]: Simulation and modeling—model development; J.3 [Computer Applications]: Life and medical sciences

• Stretching modulus - It preserves edge length between points.
• Bending modulus - It preserves angle between adjacent triangles.

Keywords

red blood cell, computational model, immersed boundary
method, viscosity, capture rate, collision rate

• Local area conservation modulus - It preserves local
area of each triangle.

1. Introduction

• Global area conservation modulus - It keeps surface
of whole object constant.

In these days, modeling of blood flow is very popular. It
is widely used in biomedicine. I am member of research
group Cell-in-Fluid, which has created module Object-influid. It allows modeling of elastic objects immersed in
fluid. It is focused on the modeling of blood flow in the
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Computational Model

The computational model consists of two basic parts, fluid
and objects. The fluid is described by Lattice-Boltzmann
method. Computational domain is divided into the cubic
Euler’s mesh, which is fixed thorough the whole simulation.

• Volume conservation modulus - It keeps constant
volume of object constant.

2.1

Object-Fluid Interaction

The interaction between objects and fluid is modeled by
Immersed boundary method. It is two way interaction,
objects act on fluid and fluid acts on objects. According
to theory the velocity of immersed boundary is same like
velocity of the fluid in boundary position. In our model it
is kept by transfered force Fi . This force is calculated as
[11, 2]
Fi = ξ(vi − ui ),

(1)

where vi is velocity of object node, ui is interpolated velocity of fluid in object node position and ξ is friction
coefficient. It is optional parameter and its value is very
important for right interaction between objects and fluid.
The problem about right value of this parameter is described in Section 4.
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3. Analysis of Computational Model

In this section, we have dealt with model analysis. We focused on the analysis effectiveness of parallelization and
simulation initialization problem for higher hematocrit
(ratio between volume of all objects to the volume of suspension).

3.1

Parallel Computing

The effectiveness of parallel computing was tested on simulation experiment from Section 6.1. We used a simulation box of size 100µm ×50µm ×30µm with cylindrical
obstacles, with wall on the top and bottom and with one
larger spherical cell. In our analysis, we allocated the task
to the different number of computing units (1, 2, 4 and
8). For each allocation we used four different numbers of
red blood cells (0, 25, 50 and 75) in the simulation box.
For each combination we performed 10 simulations with
randomly seeded red blood cells. The simulations ran for
2500 steps.
The effectiveness of parallelization was evaluated by speedup ratio and parallel efficiency. The speedup is defined
for each number of processors p as the ratio of the elapsed
time when executing a program on a single processor (the
single processor execution time) to the execution time
when p processors are available. The efficiency is defined
as the average utilization of the n allocated processors. In
both causes the greater value means more effectiveness of
parallelization [9].
We see the results of speedup and efficiency for a suggested series of simulations in Table 1. Here we see that
parallelization to the two computation units is still relatively effective. If we use eight computation units, efficiency of parallel computing decreases almost to half. In
this case a lot of computing time is absorbed by communication among computing units. This inefficiency of
parallelization to the eight computational units we see
also in the speedup ration. The value in this case is moving approximately 4.5 times for all cell counts. It means
that parallelization is not too very effective. In ideal case
it should has value around 8.0

3.2

in the simulation experiment from Section 6.1. The first
part of two-phase method is called sedimentation of cells.
At the beginning of this part we expand the simulation
box. The best approach is to expand on its shortest edge.
Then we seed the cells in expanded simulation box by
randomly generating their centers, so that their distance
is always at least twice the radius of the red blood cell.
In this simulation, we set the fluid flow in such a direction that the cells flow from the expanded part of the
simulation box to its original one. We also set an obstacle
for objects so that the cells in our box do not run away.
When all the cells are moved to the original part of the
simulation box, we record their positions. We can see the
initial and final distribution of red blood cells in the sedimentation phase in Figures 1 and 2.
In the second phase, the red blood cells are loaded into
the original simulation box and then distributed even throughout the box. This phase is called shaking. Evenly
distribution across the simulation box is achieved by choosing the right simulation settings. The demonstration of
cell shaking in the simulation box immediately after loading is shown in Figure 3. In the Figure 4, we see the
final distribution of red blood cells.

4.

Calibration of Object-Fluid Interaction

Current implementation of the Object-in-fluid framework
requires to set the friction coefficient. This unknown parameter is very important for right behavior of interaction
between objects and fluid. In my thesis we designed theoretical experiment for its calibration.
Drag force experiment
We put a sphere into a constant flow. We exert a horizontal force against direction of flow. Our aim is to find
a force, which will be keep the object at the same place
without any movement. It will be equal to drag force of
object.

Initializations of Dense Simulations

In our work we also proposed initialization method which
allows to achieve higher values of hematocrit. This procedure is complex and can be used for various shapes of the
simulation channel. The proposed method was presented

of nodes
of nodes

Number

Number

Table 1: The speedup and efficiency of parallel
computing for p = 2, 4 and 8, n = 2500 and four
different number of cells in simulation box.

2
4
8

Speedup ratio
Number of cells
0
25
50
1.91
1.65
1.66
3.28
2.84
2.9
4.35
4.35
4.65

2
4
8

Parallel efficiency
Number of cells
0
25
50
75
0.95
0.83
0.83
0.82
0.82
0.71
0.73
0.71
0.54
0.54
0.58
0.59

Figure 1: The extended simulation box
and initial seeding of
cells at the beginning
of the sedimentation
phase.

Figure 2: The extended simulation box
and layout of cells at
the end of the sedimentation phase.

Figure 3: The layout
of cells after loading
to the simulation box
with original size at
beginning of shaking
phase.

Figure 4: The final layout of cells with 450
red blood cells (hematocrit 34.44%) at the
end of shaking phase.

75
1.64
2.84
4.73
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1.4

Table 2: Simulation results for different ellipsoids
are presented. We used the formula (2) to recalculate the friction coefficient. Next, a represents the
size of two axes and b the size of the extended axis.
The direction is a flow direction with respect to
oblate/prolate shape. ∆v a ∆F are relative errors
from the theoretical solution.
mesh a
b
K
flow
S
ξ
∆F

Simulation

1.3
Drag force [nN]

1.2
Teoretical value

1.1
1
0.9
0.8
0.7
0.6
0.5
0.5

1

1.5

2

2.5

3

ξ [−]

Figure 5: The dependence of drag force on value
of friction coefficient.

4.1

Reference Calculating

At the beginning we found correct value of friction coefficient for sphere with 393 nodes and 4µm radius. This
reference value we used for recalculation of value for another spherical object.
We see the dependency of simulation results on friction
value in the Figure 5. The red line represents value of theoretical result following from the physical consideration.
We detected the right value of ξ at 1.82 in our experiment.
The fluid properties, like density and viscosity, were set
to those of blood plasma.

4.2

Generalization of Friction Coefficient for Different Shape of Object

We have derived a formula for calculating the friction
coefficient for spheres with different size and number of
triangulation points. Then, we got the following recalculation formula for spherical object with S surface and n
number of points
ξn,S

√
nref
S
p
ξref .
=
n
Sref

(2)

The referral values are values of calibrated case, so nref =
393, Sref = 201.06 (surface of sphere with radius 4µm)
and ξref = 1.82.
The designed formula (2) was verified in our experiment
with objects with elliptical shape. The shape coefficient
of ellipsoids was calculated by [1]. In the Table 2 we see
simulation results for different ellipsoids, where we used
our designed recalculation formula for friction coefficient
(2).

5. Viscoelasticity of Cell Membrane

In this section, we go to another important part of my
thesis. It is the development and implementation of new
feature into our model. Within this, we have added into
model the new elastic modulus that captures the viscosity
properties of the cell membrane. This property is based
on structure of the cell membrane. As we showed, including these features has a significant impact on dynamic
behavior of cells, especially on the speed of relaxation. It
was the main reason why incorporation of viscosity into
cell model was very important.

622
390
130
986
622
390
130
986
594
130
374
1026
594
130
374
1026

5.1

3
4
5
6
3
4
5
6
3
4
5
6
3
4
5
6

4.5
7
8.75
10.5
4.5
7
8.75
10.5
1.5
1
1.25
1.5
1.5
1
1.25
1.5

1.102
1.153
1.153
1.153
1.194
1.288
1.288
1.288
0.905
0.867
0.867
0.867
0.793
0.682
0.682
0.682

→
→
→
→
↓
↓
↓
↓
→
→
→
→
↓
↓
↓
↓

152.26
306.88
479.50
690.48
152.26
306.88
479.50
690.48
78.05
113.92
178.00
256.32
78.05
113.92
178.00
256.32

1.00
2.27
8.50
1.34
1.00
2.27
8.50
1.34
0.75
4.14
1.80
0.79
0.75
4.14
1.80
0.79

1.17%
1.02%
1.25%
3.05%
-0.28%
-0.47%
-0.43%
2.47%
0.14%
-2.27%
-2.76%
-3.45%
3.26%
3.35%
1.81%
0.70%

Implementation into Computational Model

The cell membrane has viscoelastic properties. The edges
in our model originally had represented the springs. Now,
an edge will represent a scheme with springs and dampers.
The damper describes the physical idea of viscosity and
it acts against the direction of deformation.
We designed a new elastic module which decribes the viscous properties. The viscous force acting between points
A and B is calculated following
Fv (A, B) = µ

dLAB (t)
nA,B ,
dt

(3)

(t)
where µ is the viscous coefficient, dLAB
is velocity of
dt
deformation and nA,B is direction vector from point A to
point B.

5.2

Incorporation into Cell Model

The cell model is described by the five elastic moduli from
Section 2 is expanded by viscous properties. We verified
their effects using the relaxation experiment described in
[7]. According to [10], we describe the relaxation and we
can estimate the relaxation time independently of the initial stretch.
In our simulation experiment we consider a red blood cell
immersed in a fluid with density 1000kg · m−3 and dynamic viscosity 1.5kg · m−1 · s−1 . Its elastic coefficients
were selected according to [13]. The viscosity module has
not affect the static properties that have been used to
calibrate the elastic coefficients. The comparison of the
relaxation for the six different viscous coefficient values
in the simulation experiment thus proposed can be seen
in Figure 6.
In the Table 3, we see a comparison of the relaxation time
calculated by [10] by the best approximation of the exponential function. Compared to the case without viscosity,
we were able to increase the relaxation time more than
five times.

16

Bušík M.: Development and Optimisation of Model for Cells Flowing in Fluid

1
µ=0.0
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µ=100.0
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Figure 7: The periodic obstacle array in a microfluidic device.

0.06

Figure 6: The relaxation of cell for different viscous coefficient by [10].
Table 3: The Comparison of Relaxation Time for
Six Different Values of Friction Coefficient
0
20
40
60
80
100
µ
10−2 × tc [s]

0.4

0.77

1.16

1.53

1.86

2.09

According to [8], the viscosity of the cell membrane causes relaxation to slow approximately twice. It is clear that
this, our solution meets. The problem is inconsistent with
the length of relaxation time in the model in the case without viscosity. This is much shorter than it really should
be. We have not been able to identify the exact cause of
this problem during the work.

6. Application of Model into Biological Research
In the first part, an extensive analysis of microfludic devices with periodic field is presented . Those devices are
intended to capturing of specific cell types, and acquired
results are published in [4]. In the second we focus on the
analysis of microfludic devices with shifted field of obstacles. Here we focused on the effect of hematocrit on
the number of collisions with obstacles.

6.1

Simulation Study of Rare Cell Trajectories and
Capture Rate in Periodic Obstacle Arrays

In this section we show the analysis of a microfluidic device with a periodic obstacle array. We assumed devices
rely on adhesion and antibody coated surfaces. The analysis was performed for different obstacle radii and different
values of hematocrit. We evaluated the design based on
the values of capture rate.
The capture rate was derived from [12], which was extended to include the influence of contact surface. We got
the capture rate value in the following expression

h

Pa ' aAc exp −b

i

τ
,
Ac

(4)

where a, b are constants, τ is the shear stress in the center
of the circulating cancer cell, and Ac is the contact area
of the cell with the wall.

6.1.1

Description of Simulation Experiment

Table 4: The Capture Rate for Different Number
of Cells and Different Hematocrit
r=7
r=9
ncell
Ht
P
Ht
P
10
2.79
1.43
2.92
13.75
50
5.42
1.78
5.67
12.54
100 8.71
2.01
9.10
12.13

Our goal is to simulate a microfluidic device with a periodic array of cylindrical obstacles. The simulation of
whole microfluidic device would be extremely computationally demanding. Fortunately, in our case, we simulate
just one block of the periodic field as shown in Figure 7.
We assumed a periodicity in the x and y direction. The

ncell
10
50
100

r = 11
Ht
P
3.09 38.12
6.00 36.59
9.64 34.93

r=
Ht
3.33
6.46
10.38

13
P
76.48
77.33
73.38

dimension of our simulated area were 100µm × 50µm ×
28µm.
We performed 10 different random seedings of red blood
cell for each radius of obstacle (7, 9, 11 and 13µm) and
for each number of cells (10, 50 and 100). Ten different
seedings of circulating tumor cell was evenly placed at the
beginning of simulation box between two obstacles. We
performed 10 different seeding od red blood cell for each
seedings of CTC. Finally, 1200 simulations were made.
The cancer cells were modeled as a sphere with a radius of
8.75µm. The red blood cells were described with a typical
biconvex shape with a radius of 3.91µm.

6.1.2

Results

We have statistically processed the results of 1200 simulations and they are summarized in Table 4. Here we see
that with a larger obstacle radius the capture rate is increasing. Conversely, with the increasing number of cells,
the capture rate decreases (except for the obstacle with a
radius of 7µm).
As a result, we have shown that a full three-dimensional
simulation involving cell-cell contacts is very useful for
analyzing microfluidic devices with a periodic obstacle array. Through these simulations, we have shown the effect
of hematocrit and the cylindrical obstacle radius on the
trajectory of the cancer cell and the capture rate.

6.2

Study of Collision Rate for Rare Cell in Shifted
Periodic Obstacle Array

Based on [5], we presented the effect of hematocrit on
optimal design of microfluidic devices with shifted obstacle array. In this case the evaluation parameter is the
collisions per row. We showed influence of hematocrit on
the optimal design by collision per row.

6.2.1

Design of Microfluidic Device

In our study, we considered devices with shifted rows of
obstacles, as you see in Figure 8. Here Γ is the horizontal
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Figure 8: Design of microfluidic device with shifted obstacle array. Γ is horizontal distance of two
obstacles, Λ is their vertical distance, ∆ is the row
shift value and R is radius of obstacle. Simulation
box is marked by dotted line.
distance of two obstacles, Λ is their vertical distance, ∆ is
the displacement of adjacent rows of obstacles, and R is
the radius of the obstacles. Our goal is to find an optimal
shift of adjacent rows of obstacles.

6.2.2

Definition of Evaluated Parameter

We evaluated the design of devices with shifted rows of
obstacles by evaluation parameter, collision per row. It
expresses how many times the cell has collided with an
obstacle in relation to the total number of passes by a
row of obstacles. The amount of collisions to shift ∆ is
calculated by [5] as

Pn

hi∆
,
pi
i=1 ∆

(5)

CpR∆ = Pi=1
n

where n is the number of cells in the system, i is the cell
index, hi∆ is the number of collisions of i with the obstacle
and pi∆ is the number of passes of i through row of obstacles. The collision mode is value of ∆, which has the biggest
value of collision per row for all possible displacements.

6.2.3

Results

In Figure 9, we see the evolution of the collision rate for
different values of ∆. We can notice that an optimal displacement maximizing the collision rate is different for the
different number of cells. The collision mode gradually
decreases, when in case with seven cells are all value less
than 0.5. As we see everything important is happening for
∆ = 1, 3, . . . , 31. Beyond these values, the collision rate is
always less than 0.5.
1

1 CTC
3 CTCs
5 CTCs
7 CTCs

Collision rate

0.8
0.6
0.4
0.2
0

1

9

17 25 33 41 49 57 65 73
Delta [µm]

Figure 9: Development of CpR for one, three, five
and seven cells.

Figure 10: The dependence of collision rate on hematocrit for ∆ = 1, . . . , 31. The blue color means
collision rate equals to 0.5 and red color equal to
1.0.
In Figure 10, we see the development of collision rates
for seven different values of hematocrit and for values of
shift ∆ = 1, 3, . . . , 31. The circled values are maximum for
given hematocrit, .i.e collision modes. There is no circled
value in the case of a 4.9% hematocrit because we have
never reached value equal to or grater than 0.5. Based on
the development of these maxims, it is possible to see how
the optimal design changes with respect to hematocrit.
This is another example of how important it is to consider
of cell-cell interactions.

7. Conclusion

This work is devoted to the description, development and
use of simulation model. This model is specialized to simulate the flow of cells in a homogeneous environment
in artificial devices. We have performed the calibration
of immersed boundary method, which is one of the basic things in this kind of model. We have implemented
the new viscous module to computational model and thoroughly analyzed it. At the end we have performed two
application studies. We have optimized design of microfluidic devices and shown how important is full 3D simulation with cell- cell contacts in these cases.
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Abstract

Keywords

Understanding and modelling of the short-term user behaviour represents one of the most relevant topics researched within the Web in last years. It provides information allowing to react to user actions quickly and
in this way to increase the quality of user’s interaction.
Beside the traditional applications of user models as the
personalization or recommendation, which depend mostly
on stable long-term preferences, novel tasks as the session
end intent or next action prediction are researched these
days. These tasks depend on highly actual information
allowing to react in an online time. Additionally, a type
of the modelled data evolve, as the traditional preferences
are often insufficient nowadays. In our thesis, we propose
a novel user model capturing changes in short-term data
on the level of session actions. We evaluate the model by
the session end intent prediction task. To prove model
characteristics, the evaluation was realised on the data
from two domains with highly different characteristics.

user model, short-term user behaviour, website data mining, behavioural changes, session end intent, multi-layer
modelling

1.

Introduction

User modelling is nowadays a highly important concept
in the context of Web. As a process covering acquisition,
processing and maintenance of a data about the user, his
behaviour and preferences, it has a crucial influence on
the task applied: a personalization, recommendation or
various predictions on the site. Moreover, indirectly it
increases the user experience within a website. Traditionally, the process of user modelling aims on long-term user
activity and is focused mainly on the visited content. For
this reason, there are modelled mainly preferences and
long-term interests of the user.

[Human-centered computing]: Human computer interaction (HCI) - HCI design and evaluation methods User models; [Information systems]: World Wide Web - Web searching and information discovery - Personalization, World Wide Web - Web mining - Data extraction
and integration, World Wide Web - Web mining - Web
log analysis

Traditional modelling approaches capture quality information about the modelled user, they, however, need a
sufficient amount of data about the user’s activity. For
new users, they often suffer by a cold start problem. This
is a problem mainly in domains with dynamically changing content and/or minority of loyal users, who visit the
site regularly. Additionally, traditional modelling approaches capture mostly the stable long-term user behaviour
and thus the updates and new directions in user preferences appear only slowly [4].
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Modelling of user preferences offers also information only
for selected types of tasks as mentioned personalised recommendation etc. To be able to capture additional traits
about the user and his browsing habits in a website, there
is need to look for new approaches and also types of a data
[2].
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In our thesis, we address a task of modelling changes in
user behaviour. We focus primarily on the short-term
changes, based on which we observe how the user behaviour evolve within a single session. By a session we
understand a set of site visits (e.g., page views), realised
by the same user, in which couples of consequent page visit time-stamps are distant no more than 30 minutes [8].
Identification of behavioural changes between individual
session actions is important to understand actual user behaviour. In this way we are able to react to user intent
in an online time and to improve his experience almost
intermediately.

Categories and Subject Descriptors
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2. Modelling User Short-Term Behaviour
User behaviour typically subjects to various factors. On
the one hand, there exist long-term interests and knowledge, which are stable and evolve in time only slowly. On
the other hand, there are also several important shortterm factors as user’s actual context, aim and intent, but
also global factors as popular trends. These factors often
change in time very quickly and thus together look like a
random process.
Modelling of short-term behaviour brings valuable information about recent user activity, but without a support
of long-term information, it is mostly insufficient. The
short-term behaviour is highly noisy and thus often does
not offer information of sufficient quality. According to
Xiang et al. [11], for this reason, it is suitable to consider both types of behavioural data together and to use
strong sides of them both. An idea of multiple-term modelling later improved Zhou et al. [12], who added third
layer of medium-term preferences. In this way, these authors tried to ease differences between modelled information from both layers.
There exist various ways of multiple-term modelling. The
first way is based on time windows, where the behaviour
is divided into several uniformly sized time windows (e.g.
sliding, landmark) or variously sized windows (e.g., damped, adaptive) [1]. Another possibility is a usage of forgetting curve, the process simulating principle of human
mind. In this case, the short-term preferences are kept
in a memory only for a while (short-term mind) and if
not refreshed by a new stimuli meantime, they are forgotten. In the case, that some preference is remembered
for a sufficient time, it is moved into long-term memory,
where is remembered for a longer time, also in the case of
long absence of new stimuli (simulating long-term mind).

3. Behavioural Changes Modelling
User model is typically used as a source of input attributes
for a selected machine learning, recommendation or personalization task. According to this task, there is needed
to model the data of specific types, for various time periods etc. Kramar et al. [6] recognises following types of
the data to be modelled:
• User preferences, interests, goals or attitudes,
• Proficiencies, knowledge,
• Interaction history (user’s interaction with the system, tasks performed),
• Stereotypes (e.g., predefined categories).
These types allow detail description of user qualities and
descriptive characteristics, they, however, do not allow to
observe the updates of individual characteristics in time,
their changes or mutual comparisons. These changes are,
however, very important for behavioural changes modelling. This kind of data is important in processes such
as user behaviour evolution observation, user loss prediction or user leave prediction. In our thesis, we focus on
this kind of behaviour, as in this area exist several open
research problems.
The task of user loss is typically researched from the longterm perspective, where the user is observed for a longer

time period. Based on the activity changes on the level
of several days or even weeks, there is possible for example to predict the user attrition. This problem is usually
researched as a customer loss [10], student dropout [9] or
generally churn rate prediction [7].
In our research, we are interested in the same task applied for a shorter time period. Our aim is to observe
behavioural changes within actions of a single session. In
this way, we address the actual trend of high domain dynamism. The ability to react to behavioural changes in
an online time has a potential to increase the user experience. Typical examples of such reactions are retaining the
user within the site, recommending an interesting content
to see before leave (e-learning, news) or offering of a discount for user to purchase shopping basket before leave
(e-shop).
To capture short-term behavioural changes, we proposed
an innovative user model, composed from vector of descriptive attributes and a set of vectors of comparative
attributes. The aim of the model is to capture the user behaviour from multiple perspectives, describe it by a high
number of attributes and according to specific application
to select the important ones. In this way, it is possible
to identify significant characteristics in noisy short-term
behaviour influenced by various external factors.
Descriptive attributes are used to description of actual
session. Here we focus on modelling behavioural attributes capturing data usage, then site characteristics capturing content and structure of pages visited within the
session. Detailed description of the individual attributes
used can be found in our thesis introducing the model [5].
Comparative attributes are also based on the actual session, in this case, however, in comparison to previous sessions. In this way, we observe how similar is the actual
session to previous, or in the other words, if it reminds
moments when previous sessions changed (e.g., user ended the session and leaved). Actual session is compared
to average of the previous sessions for the last hour, day
(short-term behaviour), week, month (long-term) and also
for actual part of the day (morning | afternoon | evening)
and week (weekday | weekend). In this way, we compare
the behaviour in the actual session to the stable long-term
as well as long-term behaviour considering actual context
or trends. For each time period there is created a individual vector of comparative attributes [5].
To address the cold start problem, which is widespread in
dynamic domains with many occasional users, we expand
the set of comparative attribute vectors. For each mentioned time layer (hour, day, week, etc.) we compared
the actual session with previous sessions of modelled user
as well as previous sessions of all users. In this way, we
are able to model and to compare the behaviour for users
with rich browsing activity in a personalised way. For new
and occasional users we compare the actual behaviour at
least to average behaviour of all users. An overview of the
proposed user model is shown in the Figure 1.

4.

Evaluation

To evaluate proposed user model, there is needed to select
at first a task in which the model and its attributes will
be used. In our case we selected a prediction of user’s
intent to end the session. More specifically, our aim was
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Figure 1: An overview of proposed user model principle. Descriptive attributes part is composed from
set of descriptive attributes DA. Comparative attributes part is composed of several sets of comparative
attributes CA. Comparative sets are modelled for multiple time layers and user layers. Time layers are
captured for last hour, day (short-term period) up to last week, month (long-term period). User layers
are captures for modelled user and all site users. The figure is based on [5].
to predict if the user will leave the session in next action
(or defined number of actions or time interval) or not.
Selected task was evaluated on two datasets from domains with different characteristics, stable e-learning system
with lot of loyal users and news portal with majority of
occasional or one-timer users and dynamically changing
articles staying actual only for a while.

4.1

Session End Intent Prediction

We defined the task of session end intent prediction as a
binary classification problem over a stream of user browsing activity. For every user action, at first there is predicted if the next action/s will be end of a session or not.
After evaluation of the prediction correctness, the observation is used for the classifier training. In this way, the
classifier is always up to date, as it is trained continuously
[3].
We used polynomial regression classifier, which consider
every input variable (model attribute) with a certain importance (weight). The weights are learned by a learning
component after every user action processed. This continuous process is ensured by a Stochastic gradient descent
algorithm allowing to follow changes in user preferences,
habits, seasonality and/or concept drift. An overview of
the prediction task is shown in Figure 2.
In addition to prediction of the session end intent in the
next action, we explored the prediction within multiple
actions in advance and also within defined time interval.
The motivation is that an information about the leave in
for example two actions (or thirty seconds) may be more
useful than information about almost immediate leave in
next action. The reason is that a site provider has more
time to react and persuade the user to stay longer.

4.2

Prediction Task Challenges

A task of the session end intent prediction brings three
main challenges. At first there is high volume of the data
to process, secondly there exists a concept drift problem
and third, the data are imbalanced.

The high data volume is caused by a fact that users browse
websites often very quickly and produce a lot of activity.
We reflected this problem by a stream data processing.
The second problem is closely related to the first one. As
the users browse a lot of pages and the sites dynamically
evolve, there often occurs a concept drift. It causes that
the subject and intensity of visits changes, so there is
needed to adapt quickly. This challenge was handled by
a Stochastic gradient descent algorithm.
The third problem lies in data imbalance. Within a session, user typically visits multiple pages, while there exists
logically the only one last action. To address this problem, there is needed to balance the data. There exist three
techniques - oversampling, undersampling and various importance assigning. To avoid overfitting of rarer class (session end) we refused oversampling, to prevent omitting
significant part of data (session continues) we refused also undersampling. Logically as the last option, we decided
to assign different importance to the session end/continue
observations in the process of attributes weights learning.

4.3

User Model Evaluation Results

The proposed user model was evaluated in two domains
(e-learning and news) and three prediction task variants
(prediction of session end in next action, multiple actions
in advance and defined time interval in advance).
At first, we evaluated basic prediction of end in next action. As the prediction on such a short-term level is difficult because the short-term behaviour is very noisy, we
reached for both domains precision at most equal to 60%.
For this reason, we further experimented with additional
two task variants [3].
We found out, that consideration of multiple actions as
a session end increased the prediction quality significantly. We experimented with one, two and three actions in
advance. An rapid increase was observed even with consideration of only one action in advance.
A task variant predicting session end within a defined
time interval did not performed as well and the precision
increase was lower. The reason is that it is more diffi-
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Figure 2: An overview of used prediction method - the user actions are processed continuously as a data
stream. They are used as an input for a polynomial classifier. Based on classification result, a prediction
is realised. After prediction, its result is used for learning attributes importance (classifier weights).
Together with user model attributes, the weights are used as an input for next classifications. The figure
is based on our previous paper[5].
cult to predict how much time will a user spend within
individual pages, even when the user model covers also
the characteristics of pages’ content. For this reason, we
further experimented only with a task variant prediction
session end within multiple actions.
A reason of high increase of prediction precision when
considering multiple actions in advance in comparison to
precision of the only last action is that the changes in user
behaviour are on the level of session actions very slight.
There is very difficult to identify exact changes in user
behaviour. The changes exist, it is however almost unable
to identify them exactly. Luckily, there is not need to,
because as we mentioned earlier, the information about
session end within multiple actions has higher practical
value (more time to react) than end in next action.
We found out that prediction precision within a one action in advance reached, according to domain, up to 72%,
prediction of two actions in advance up to 79% and prediction of three action in advance up to 84% [5]. The
results were higher for e-learning domain with longer sessions and more stable loyal users, but news domain results
were comparable (lower by several percent at most). The
news domain, however contained mostly occasional users
and short sessions. The results thus prove the domain independence of proposed user model and its robustness[5].

5. Conclusions
In our thesis we introduced the task of modelling changes
in user short-term behaviour. We proposed the model
able to capture changes in user behaviour on the level of
actions within a session. The main model idea lies in the
description of actual user session and its comparison to
previous sessions, realised by various users within multiple time periods. In this way, the user model contains a
comparison to stable long-term behaviour as well as actual short-term one. Comparison to previous session of
modelled user ensures personalised modelling. Potential
lack of user’s browsing history is compensated by comparison to average behaviour of other users.
In addition, the model is proposed to be domain and language independent, as it uses only generally available usage data describing user activity and indirect descriptors
of the structure and content of visited pages. For this reason the model is applicable to almost any site without a
need to change its way of user activity logging or content
transformation.

To evaluate characteristics of proposed user model, we
chose the session end intent prediction task. This task
depends mostly on short-term behavioural changes, as it
aims at predicting if the user will end his session in the
next step or not. By experimenting with a data from two
domains with highly different characteristics, we were able
to prove that the model is able to capture changes in the
user behaviour in general.
The results for both domains showed that such a shortterm behaviour is very difficult to recognise exactly. As
a rule, the user behaviour before session end however
changes. For this reason, the prediction of multiple actions in advance brought a significant improvement in the
prediction precision. The high improvement was observed
even when considering the only one action in advance.
The reason is that based on proposed user model, there
is possible to predict that the session end is near.
The slightly better results were reached for e-learning domain with more loyal and stable users who typically visit
multiple pages per session. The reason is that in this case,
the model data was fully used, the global part (attributes
based on comparisons to sessions of all users) as well as
the personal part (attributes based on comparisons to sessions of modelled user). In news domain, for high number
of users, the personal model part did not contain enough
data, so the prediction relied more on global part. Despite
that, the prediction based on our proposed user model was
able to find and learn important valuable attributes.
The user model was evaluated only by a one task, however, we believe that its potential is higher. It could be
used for identification of session author (by looking for the
most similar sessions in the past) or fraud detection (by
identification of highly unusual user activity in comparison to user’s history). Another area for future improvements lies in usage of additional data sources allowing to
model new types of data describing different behavioural
traits. These could be data from eye trackers, which become nowadays very popular, or another biometric data
describing user movements, or gestures.
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Abstract

1.

Eye blink detection has many uses, the most common are
human computer interaction for disabled people, dry eye
monitoring systems, and fatigue detection. We analyze
the state-of-the-art methods with emphasis on usability.
We focus on real-time methods working in the real-world
environment and using a common webcam. We introduce
two new datasets which are the biggest datasets available.
The proposed annotation contains face and eye corners
positions, so the eye blink detection performance is not
influenced either by face or eye detection methods. An
evaluation procedure defines True positives with intersection over union metric. Two state-of-the-art methods are
introduced. The first method analysis motion vectors using an average motion vector with standard deviation.
These are the input to the carefully designed state machine. With the second method, we evaluate different features from the related work as the input to a Recurrent
Neural Network (RNN). This method achieves the best
results on the biggest and the most challenging dataset
Researcher’s night.

Under eye blink detection, we refer to an ability to identify individual video frames which are part of the concrete
blinks. Eye blink is defined as a rapid closing and reopening of eyelids. Mostly due to dry eye syndrome, only
partially closed eye blink often occurs. This is called an
incomplete blink [25]. Extended blinks [28] are the opposite when the eye closure (fully closed eye) lasts from
70 ms to around 1 second. Some people blink multiple
times in a sequence; for example, double blinks or even
quadruple blinks can occur.

Categories and Subject Descriptors

Analyzing blinks and acquiring blink statistics have much
to offer. Recently, there has been an increased attention
to eye blink detection mostly because of face liveness detection [24, 35] (photo can not blink). Eye blinks are often
used as a way of interaction between disabled people [13]
and computers. Eye blink frequency and duration are reliable signs of sleepiness [7] that can be used to detect
driver’s fatigue [6] and eventually to prevent microsleep.

I.4.0 [Image Processing and Computer Vision]:
General—feature extraction; I.5.0 [Pattern Recognition]: General—classification

Keywords
eye blink detection, incomplete blink, blink completeness,
motion vectors, Recurrent neural network, shifting network’s output
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Introduction

Eye blinks can be also detected by electrooculography
(EOG) [23] or electroencephalography (EEG) [4, 18]. We
focus on visual detection using webcam placed about half
a meter in front of the subject. Endogenous eye blink
typically lasts from 100 to 400 milliseconds [34], thus a standard camera with 25–30 fps is sufficient. Later on, we
focus on blink categorization, based on the eyelids touch,
to complete and incomplete blinks.

1.1

Motivation and Applications

Dry eye, also known as keratoconjunctivitis sicca, can occur due to insufficient tear production or excessive tear
evaporation, both resulting in tear hyperosmolarity that
leads to symptoms of discomfort and ocular damage [11].
The tear film is a microscopic protecting coat of the eye
against dust and microorganisms. It lubricates the ocular
surface and protects it from evaporation. The tear film
consists of three layers, organized from the ocular surface:
mucin, water, and lipid layer. The first two layers provide
moisture to the eye and the third layer prevents their evaporation. The lipid layer consists of meibum produced
by Meibomian glands and it is spread on the eye surface
during the complete blink only. Meibomian glands are
placed at the rim of eyelids inside the tarsal plate. During eye blink, eyelids need to touch, so the meibum can be
spread over the ocular surface to protect it from evaporation [3]. Portello et al. [25] observe the negative influence
of the incomplete blinks on dry eye.
One of the main causes of dry eye syndrome is also low
blink rate. A healthy human blinks 10 to 15 times per
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minute. 70% of computer users have decreased blink rate
up to 60% [1].

2. Related Work
The majority of methods are initialized with a Viola–
Jones type algorithm to detect the face and eyes e.g. [12,
6]. Based on circumstances, the detector is often not able
to detect non frontal faces/eyes which can be compensated with region tracking [20, 2].
Eye blink detection can be based on motion tracking within the eye region [8]. Some methods try to estimate
the state of an eye (open, closed [20] or the eye closure [12]) for individual frames which is consequently used
in a sequence for blink detection. Other methods compute
a difference between frames (pixels values [19], descriptors [21], etc.).
Divjak & Bischof [8] use eyelid movements to detect
blinks. Features are detected using FAST [29] and tracked
with Lucas–Kanade tracker [36]. Features are classified
using their location; face, left and right eye. Eye and face
regions are tracked based on the features. The authors
calculate a normal flow of the regions in the direction
of intensity gradients. Eyelid motion also includes head
movements, thus compensation based on the already extracted head movement takes place. Dominant orientations of the local motion vectors for the individual classes
are extracted from a histogram of orientations, due to
which partial invariance to eye orientation is achieved.
To filter the eyelid motion, only the flow in the direction
perpendicular to the line segment between the eyes is considered. The angle between this line and the horizon is
calculated and flow vectors are transformed correspondingly. Corrected and normalized flow is used to calculate
an average flow magnitude of the eye regions. The dominant flow direction is recognized based on the individual
orientation of local motion vectors (optical flow) in a histogram with 36 bins, each bin representing 10 degrees.
Normal flow orientation and magnitude are used as the
input parameter for a state machine.
Radlak & Smolka [27] introduce the Weighted Gradient
Descriptor (WGD) which is based on computing of partial derivatives per each pixel in the eye region over time.
Feature vectors are averaged in two orientations (“up” and
“down”) based on location. The vertical distance between
their points of origin is used as the feature. Closing and
opening of the eye is represented by negative as well as
positive peak within the feature vector. After noise filtering, zero-crossing point between the local maximum
and minimum represents the detected eye blink. In this
modification Gauss weighting is used to suppress eyebrow
movements often falsely detected as eye blinks. The maximum and minimum of the entire feature vector (for given
video) are found and used to estimate proper thresholds,
which reduces the usability for cameras. A new dataset of
5 people recorded by Basler 100 fps camera is introduced,
which is part of Silesian Deception Database [26]. We
will refer to it as Silesian5 dataset. The reported detection rate on Silesian5 is around 90% and 98.8% on ZJU
dataset. In evaluation, only the right eye of the subject
is used. The authors report the best obtained results for
given datasets while tuning parameters.
Template matching using histogram of Local Binary Pattern (LBP) can be used to detect eye blinks [21]. First,
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the initialization takes place. An open eye template is
calculated from several initial images where eye is open
and not moving. For each image in a sequence, LBP histogram is computed from the eye region and compared
with the template using the Kullback–Leibler divergence
measure. The output is a curve where noise is filtered
out using Savitzky–Golay filter and the top hat operator.
Afterward, peaks are detected using Grubb test and considered as eye blinks. Detection rate of 99% is reported on
ZJU and Silesian5 dataset (different parameters are used
for each dataset). Because of the Grubb test, this method
is not suitable for a real-time stream from camera.
Different evaluation procedures take place over the mentioned methods. Often, they are not even specified. For
example false positive rate and mean accuracy. We assume (because it is not specified) that the number of images with open eyes is used as Negatives (N). This is not
proper because blink usually consists of 7 frames in average at 30 fps. Many of the mentioned papers do not even
define what is considered as true positive blink detection.
Whether they use per frame annotation or just threshold
a distance of the detected blink from the ground truth.
Based on the overview of the related work, we observe superior performance of motion based methods. Divjak &
Bischof [8] achieve interesting results. The authors try to
compensate head movement by subtracting the average
face motion vector from the individual eye motion vectors. The problem is that this motion vector is affected
by facial mimics and hand touches over the face. Instead
of compensating the head move we analyze the behavior
of motion vectors.

3.

New Datasets and the Evaluation Procedure

All available datasets are small in size, both in blink count
as in the number of recorded individuals. Talking face 1 is
just one person with 55 blinks. ZJU [24] contains 20 people with 255 blinks and Silesian5 [27] contains 300 blinks.
All mentioned are recorded in a controlled environment.
Another problem is no split into train, validation, and test
set to minimize the possibility of over-fitting on train set
or tuning parameters in a case of using the whole dataset.
We present a dataset called Eyeblink8 and the largest realworld dataset available called Researcher’s night.

3.1

Dataset: Eyeblink8

This dataset contains 8 videos with 4 individuals (1 wearing glasses). Videos are recorded in a home environment.
People are sitting in front of the camera and mostly act naturally with vivid facial mimics, similarly to Talking
face dataset. There is 408 eye blinks on 70 992 annotated
frames with resolution 640 × 480. The Eyeblink8 dataset
is publicly available2 .

3.2

Dataset: Researcher’s Night

We introduce a new dataset which was collected during
an event called Researcher’s night 2014, which is available on demand. People were asked to read an article on
a computer screen or blink while being recorded. There
is sometimes more than one person in the camera field of
view. We have collected 107 videos with 223 000 frames
1
http://www-prima.inrialpes.fr/FGnet/data/
01-TalkingFace/talking\_face.html
2
blinkingmatters.com/research
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of different people with a cluttered background. People are often acting naturally, wearing glasses (around
20%), touching their face, different head movements or
even talking to somebody. Some of the blinks are unnaturally long, which can be considered as voluntary (people
knew they are being recorded) or extended blinks. 1849
blinks were annotated which makes Researcher’s night the
biggest real-world dataset publicly available.
There are two subsets: Researcher’s night 15 and Researcher’s night 30 that are captured with 15 and 30
frames per second (fps) with resolution 640 × 480. Small deviations can occur. Each video contains different
person. Dataset videos are divided into train, validation,
and test set with ratio 1/4, 1/4 and 1/2. We believe this
real-world dataset can help researchers to develop more
precise algorithms.

3.3

While listing the related work, evaluation procedure is
usually not mentioned. Often the performance is evaluated using Accuracy without explicit formula or other metrics like False positive rate where the definition of False
positive respectively True positive are crucial. The reported performance depends also on the threshold used
to classify True positive. What is the true positive while
talking about eye blink detection? Radlak & Smolka [27]
consider eye blink as detected if the detected eye blink
peak is between the start and end frame of the ground
truth annotation. There is a difference whether the blink
is annotated and detected as a single position over a video
or as an interval. A distance of the positions can be
thresholded to report True positive. While using an interval type of annotation, different metrics can be used.
Inspired from PASCAL VOC challenge [9] and its object detection evaluation, we use Intersection Over Union
(IOU) (Equation 1) metrics which penalizes difference between the intersection and union. We define blink as True
positive if the IOU with the ground truth blink interval
is larger than 0.2.
|A ∧ B|
|A ∨ B|

0.1
0
−0.1
2800

The Proposed Evaluation Procedure

IOU =

Figure 1: Visualization of motion vectors for eyelid movement down and up.

(1)

We evaluate blink detection with Precision, Recall and
F1 score metrics:
TP
,
P recision =
TP + FP
TP
(2)
Recall(T P rate) =
,
TP + FN
P recision × Recall
F 1score = 2 ×
,
P recision + Recall
where TP is True Positive count, FP is False Positive
count and FN is False Negative count.

4. Eye Blink Detection Using Motion Vector
Analysis
We assume the eye corners are available for each frame if
face is present. While analyzing motion, it is desired to
have even distribution of motion vectors. Therefore, we
use Gunnar–Farneback [10] algorithm, which is a dense
tracker, to estimate motion vector for each pixel within
the eye region. While computing motion vector for given
feature point, the Gunnar–Farneback tracker takes into
consideration also the nearby motion vectors, which significantly lowers the number of outliers.

2850

2900
frame

2950

3000

2850

2900
frame

2950

3000

0.05

0
2800

Figure 2: Curve of the vector of vertical component of the average motion vectors and its standard deviation. 3 blinks occur around frames
2810, 2850 and 2920 (the gray areas). 1 rapid
head movement occurs around the frame 2880 influencing the third annotated blink.

Size of the eye region depends on camera resolution and
subject distance from the camera. The eyelid trajectory
(measured in pixels) increases with the region size, therefore the magnitude of motion vectors also increases. Eye
region size correlates with the interocular distance (The
distance between centers of the eyes.). We normalize each
motion vector by the interocular distance. The eye corners are used to calculate eye centers and subsequently
the interocular distance.
During head movements, all motion vectors are similar in
magnitude and orientation. On the other hand, motion
vectors differ in magnitude while eye blinks (Figure 1).
Further, we calculate the vertical component of the average motion vector µ and the statistical standard deviation
σ. We use the vertical component only because we assume
that subject in front of the camera does not rotate their
head significantly. The curve visualization of the vector
of vertical component of the average motion vectors (individual motion vectors are already normalized) and its
standard deviation is in Figure 2 where eye blinks could
be observed. Peaks in σ curve could be used to detect eye
blinks, but to verify or support the occurred eye blink,
zero crossing in the µ curve takes place.

4.1

The State Machine

The µ and σ curves together with the ∆t (the time difference between captured consecutive frames) for a given
video stream are the input to the state machine. The state machine is designed manually observing the µ and σ
curves of the train and validation set of the Researcher’s
night dataset. σ increases mostly during eye blink, rapid
head movement or pupil movement. Eye blink is a se-
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mall videos, where only one action per video is present.
Therefore, action recognition is separated from detection.
The state-of-the-art results on UCF101 are achieved by
combining CNN and five-layered Recurrent Neural Network (RNN) [22]. THUMOS’14 dataset [16] contains untrimmed videos which naturally merges action detection
and recognition problem into one. Three-layered RNN
achieves the state-of-the-art results on THUMOS’14 [38].
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Precision

0.85
0.8
Researcher’s night 15
Researcher’s night 30
Researcher’s night 15 test set
Researcher’s night 30 test set
Basler5
Eyeblink8
ZJU
talking face

0.75
0.7
0.65
0.6
0.55
0.5
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0.2
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0.8

1

Recall

Figure 3: Evaluation of our method on all available datasets (Basler5 is old reference for Silesian5).
Precision-recall curves are plotted by
changing the parameter T from 0.0001 to 0.007.
quence of eye lid moving down and up (zero crossing in µ
waveform), so we use this characteristics while designing
the state machine. The state machine consists of the following states: the initial state (0), the eye lid moves down
state (1), the eye lid moves up state (2) and the eye blink
detected state (3). The major movement comes from the
upper eye lid, that is why the states are named after it.

4.2

Merging Left and Right Blinks

There are two separate state machines, one for each eye.
Eye blink is considered detected, if at least one of the state machines triggers the eye blink detected state. The
problem is how to merge detected eye blink intervals from
both eyes to acquire better precision in eye blink duration.
The left and right blink is considered as one, if the intersection over union (IOU = (A ∧ B)/(A ∨ B), where A, B
are eye blink intervals) is higher than the given threshold. In our experiments if IOU > 0.2, the left and right
blinks are merged together (averaged) to get more precise
intervals. If IOU <= 0.2, we assume the left and right
blinks represent two independent blinks. This is important mostly while detecting incomplete or multiple blinks.
Some people blink very fast twice in a row (double blink)
or even four times in a row. If multiple blinks are supposed to be detected as one, different settings should take
place.

4.3

Evaluation

Figure 3 shows precision-recall curves to evaluate performance over available datasets. The time constraint used
as a threshold parameter in state machines for the maximum eye blink duration is 0.5 seconds. The curve has
a tendency to go left at the end, because in our evaluation we assume that one frame belongs to one detected
eye blink only. Because of this, individual TP and FP eye
blinks influence each other.

5.
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Eye Blink Detection Using Recurrent Neural
Network

Blink detection is a type of action recognition problem
in video. The state-of-the-art methods for action recognition often use deep Convolutional Neural Network (CNN) within spatial and time domain [31, 37]. Most action recognition datasets, like UCF101 [32], consist of s-

Recently, RNN presents very good results on speech recognition too. Blink detection is similar to speech recognition because blinks differ in length, as different people
have different speech velocity. Most classifiers could suffer from the fact that blinks vary in duration. Compared
to speech recognition, blink recognition is an aligned problem, which means that each video frame can be classified
to be part of a complete/incomplete or no blink. We use
Researcher’s night dataset and evaluate each eye separately, therefore the dataset has doubled in size.
RNN has difficulties to learn from long sequences because
of the vanishing gradient problem [14]. Moreover, RNN
trains faster on short sequences and it does not use so
much memory, so the sequence size has to be as short as
possible. One blink is often present on 5 to 10 frames. We
use Long Short Term Memory cells [15] to overcome the
vanishing gradient problem and the orthogonal initialization [30] for better convergence.
We present a method where we evaluate the power of
deep learning on eye blink completeness detection while
using different features. We evaluate the best performing
features from the related work. We evaluate motion based
and different appearance based features.
We use Gunnar–Farneback motion vectors, both vertical
and horizontal direction for each pixel within the eye region which results in 610 dimensional feature vector. The
size of motion vector is affected by the time, so the time
between capturing the frames (∆t), motion vectors are
calculated from, is used too.
Time gradients are the basic feature of weighted gradient
descriptor [27], which, practically, is a frame difference
with preserved sign. The Time gradient is computed for
each eye pixel so the dimensionality is 305 elements. We
further normalize the difference to domain < −1, 1 >.
Neural network converges faster if the domain is close to
zero.
Aspect eye ratio (AER) has been proven to be a useful feature [33]. We detect eye landmarks [17] to obtain distance
∆y
.
between eye corners (∆x) and eye lids (∆y). AER = ∆x
Visual features based on Histograms of Oriented Gradients [5] achieve good performance in general. We generate
horizontal and vertical gradients separately using Sobel
operator over the gray-scale image. Next, the arctangent
of these two gradients is computed and normalized with
π to get the angle within the interval < −0.5, 0.5 >. The
magnitude is computed using the Pythagorean Theorem.
We set half of the angles to zeros. These are chosen based
on the lower half of the magnitudes to suppress noise. Only angles are used as a feature, so the dimensionality is
305 elements. This feature is referred to as Gradient Orientations.
The most basic feature is vector of raw RGB values, which
are normalized to < −0.5, 0.5 > domain. There are 305
pixels and three channels, so the feature vector dimensionality is 915 elements.
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Evaluation

Network classification is refined with a simple state machine which decreases the error. The state machine drops
blinks of one frame length because blink should be longer
at given frame rate.
RNN processes data in sequences. Features are generated for each eye separately and concatenated into one sequence. People can blink multiple times in a row. We do
not merge left and right blinks because their completeness can differ. On Researcher’s night dataset we have
observed that one eye can be completely closed while the
other is not. We use F1 score to quantify the network
performance. We focus primarily on the incomplete blink
detection, but we also evaluate the complete and the overall blink detection.
Blink completeness detection is a very hard problem even
for humans, mostly because eyelashes or glasses cause
shadows which make it harder to recognize the touch of
the eyelids. Classifiers can suffer from data insufficiency.
In their normal state, different people have different eye
openness in normal state and different eye size. For one
person, a particular motion length could mean full blink
closure, while for another person with bigger eyes, it could
register as an incomplete blink.
All combination of feature vectors which use Motion Vectors achieve the best overall blink detection F1 score on
Researcher’s night. Our method achieves comparable results on ZJU and Silesian5 datasets. It suffers from performance on Eyeblink8 compared to the related work,
because of facial mimics and head moves (higher false
positive rate). Considering that we have not retrained
our model on these datasets, the results are quite satisfying. Small datasets like ZJU or Silesian5 are not a
good benchmark, but we report their results in order to
compare with the related work.

6. Conclusion and Contribution
Two new fully annotated datasets are introduced. Both
Eyeblink8 and Researcher’s night are real-world fully annotated datasets. Researcher’s night is with 1849 blinks
the largest dataset available. We propose an annotation
which includes face and eyes corner positions, thanks to
which, the performance of eye blink detection algorithms
could be measured without an influence of face and eye
detection methods. An application for video recording
with time-stamp information was created. We also speed
up video annotating by introducing the annotation tool.
We have successfully designed and evaluated two stateof-the-art methods on eye blink detection. Methods do
not use initialization or calibration and many common
real-world situations and variability of the eye regions are
handled well. Thanks to the first method based on motion vector analysis, we were able to identify which feature
could be a good input to the RNN. We have evaluated several features from the related work and evenly distributed
motion vectors seem to be the best feature available. We
achieve the best results on Researcher’s night dataset. We
have introduced a new problem; blink categorization into
complete and incomplete ones using visual methods. We
set the initial benchmark for this problem.
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Abstract
Mobile ad hoc networks (MANET) have been subject of
an active research for the last decade. As opposed to the
wired networks, MANETs have dynamic topology, limited
resources, limited bandwidth and are usually deployed in
emergency scenarios outside, where landscape plays important role. MANETs are susceptible to insider and outsider attacks and bring new security challenges which were
not present in the wired networks due to the individual
nodes of MANETs acting like full-fledged routers. Security of the MANETs usually focuses on some key aspect of
the networks, i.e. securing routing protocol, IPS (Intrusion Prevention System), trust infrastructure or secured
data transfer. Current published works focused on the
security lack top-down approach which would go in depth
and tried to cover as much of the network as possible.
This work deals with the design of a novel approach to
secure MANETs by introducing several security mechanisms at the same time to create novel Security Architecture for these networks. In this paper we introduce
Architecture comprised of PKI (Public Key Infrastructure), secured routing protocol, firewall and IPS. Tying
all those aspects together creates viable security system
for MANETs achieving level of security we are aiming for.
Part of the paper are performance measurements of the
deployed solution.
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1.

Introduction

MANETs are dynamic, self-configuring, mobile and easy
to deploy devices. Comparing it to the wired networks, they do not need fixed infrastructure with the central
point (router) and each MANET node expands network’s
reach and adds another computing resource into the network. However, almost every advantage these networks have over wired networks can be exploited and brings
forth new security challenges that are not present in wired
network scenarios. Shared medium is susceptible to various threats. It can be easily eavesdropped and there are
many ways to disrupt wireless communication. Disrupting at the physical layer is almost impossible to protect
against and will not be in covered within our scope. Mobility of the nodes brings another security concern. It may
divide the network if some of the nodes become unreachable and stranded nodes are easy target for an attack.
Since every node in the network acts like a router, behavior like that brings critical security challenge. What
if one or more nodes gets compromised? What if some
malicious outsider node gets connected into the network?
Depending on the routing protocol used, one node can
severely affect the way the network works. Since by default, MANETs do not use trust model, one compromised
node can safely send malicious data to other nodes without any suspicion from other nodes. In this paper, we
will focus our security improvements onto control and data plane. We address several layers of security vulnerabilities, such as eavesdropping, behavior of the nodes,
cryptography and dynamic trust model between nodes.
More details will be in the following chapters.

1.1

Related Work

During our research, we encountered many papers focusing on the security of the MANETs. We were focusing
our attention on IPS, Firewall and distributed security
systems. Major categories of these works are: Intrusion
Prevention Systems (IPS) [12] [4] [19] [14] [5] [3], Secured
Routing Protocols [1] [18] [16] [24] [15] [22] [11] and Securing aspects of the MANETs, meaning, different mechanisms to protect networks against specific attacks, for
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• Ensure integrity and authenticity of transmitted
control and data traffic

example DoS (Denial of Service) or routing attacks. The
least amount of papers was focused on the firewall systems because of the nature of the MANETs [23] [20] [21]
[10] [17]. We’ve also covered solutions focusing on introducing whole security architecture for MANETs [13] [2]
[8] [6] [7], but all of them have some flaws or they are not
design to cover as security of the network as much as we
aim to do.

– Ability to verify and police all control traffic is
absolute foundation for a secured solution
– Part of control traffic verification is to verify
origin of the traffic and its reliability
– Same conditions as above apply for data traffic

Based on our analysis of existing solutions and previous
work with the security in MANETs, we decided to use
existing PKI with secured routing solution developed in
our department [9] and on top of it we are adding custom
Firewall solution while simultaneously some nodes act like
IPS.

• Control traffic confidentiality
– This requirement is not absolute. Confidentiality in wireless networks has to be approached a
little different since other nodes will lose visibility to the traffic and depending on the deployed
solution it may not be desirable.

2. Thesis Objective
The central thesis of this dissertation is to design, implement and test security architecture for MANETs securing
the network as much as possible using existing and newly
proposed mechanisms to achieve required level of security.

• Data traffic confidentiality
– Requirement is to confidentially secure as much
data traffic as possible, ideally all.

In order to fulfill the main thesis, following objectives have
been defined:

• Keeping network homogeneous.
– To lower the chances of discovering important
nodes in the network, all nodes should look to
the outsiders the same.

• Propose security model for distributed environment
spanning several layers OSI. Under the term security we understand deploying confidentiality, integrity and authentication into the network. Achieving
this objective will require proposal of several mechanisms required to secure behavior of mobile networks in the distributed environment:

– This requirement makes it harder for the attacker to pick and compromise crucial nodes in
the network.

– Verification of node’s identities

• Node behavior control.

– Authorization of services in the network

– Bandwidth

– Distributed control of authentication and authorization in the network

– Services
– Alarms

– Securing of traffic at different OSI layers

– Malicious behavior

– Distributed behavior control in the network
• Verify proposed security mechanisms, approaches,
realized solutions and used methods through analytical model and testing in network simulator environment.
Scientific contribution of the dissertation lies in the
detailed proposal of the new security architecture
for mobile distributed environments, its verification
and evaluation. Our proposed security architecture
consists of several security mechanisms which will
be interleaved and cooperating witch each other.

3. Specifications
Based on our analysis, experiences and thesis objectives
we have defined specification defining our proposal of the
security architecture:
• Utilize verified and reliable mechanisms and approaches
– From the point of building network security,
it is more efficient and better to use existing
mechanisms and approaches, or modify them
to satisfy our requirements

• Decentralized behavior
– Diminishing single point of failure by distributing security functions onto several nodes
• Granularity of access rights in the network
– Different levels of authorization for the nodes

4.

Proposed Solution

This section covers our security model for MANETs and
gives high-level overview how the solution works, what
parts it consists of and security impact it has on the network. Main difference from the analyzed solutions is scope of deployed protection onto the network. We do not
cover only security protocol, part of the behavior or some
different aspect of the security. Our aim is to cover the
network as much as possible and thus introducing security architecture consisting of secured routing protocol,
trusted public key infrastructure, per-node firewall and
IPS. This covers not only confidentiality, integrity and
authentication, but also partial behavior of the network.
Not all secured members of the network execute same security functions at the same time.
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Figure 1: OSI layers to security architecture.

4.1

Security Architecture

As mentioned before, complex security architecture requires securing control and data plane and behavior of
the network. Control plane consists of routing protocol,
firewall and IPS. End-to-End communication is treated
as data plane. Figure 1 depicts how layers of proposed
architecture corresponds to OSI layers.
Per our goals, we are not trying to secure physical layer as
that would in most cases require specially modified transfer medium. Routing protocol (BATMAN) operates at
the data layer and every packet is signed by sender. Due
to the deployed PKI which operates at the same layer as
the routing protocol and utilizes it for its function, there
is already trust model present and every node is capable of control traffic verification. Since every packet sent
has routing protocol header, whether it is control or data
packet, nodes are able to verify integrity and authenticity
of every packet.
Network and upper layers are secured via firewall. Every
node participating in the network communication has attribute certificate thanks to the PKI and firewall further
extends use of attributes in the certificate. When two
nodes want to communicate with each other, they are going through the process of exchanging session certificates,
which are similar to attribute certificates, only these do
not assign identity to the nodes but their main purpose is
to define capabilities which will be used in the subsequent
communication. Session certificates are signed using private keys, but their content is not encrypted even though
deployed infrastructure allows this possibility. Capabilities negotiated contain allowed bandwidth, services and
shared secret. Shared secret is computed via DH (DiffieHellman) algorithm and is used for encrypting data communication. Since it is known only to the pair of nodes, we
are not using it for packet signing. Even though it would
be less CPU intensive, nodes not possessing secret would
not be able to verify signature on the packets they receive.
Sender defines how much bandwidth and what services it
would like to use, but final decision goes to the receiver
which calculates what capabilities will allow based on its
own circumstances and replies back to sender. Sender has
to accept whatever capabilities receiver defines.
Figure 2 depicts data packet in the network based on OSI layers and security mechanisms. From routing protocol higher, the packet is signed by sender’s private key.

Figure 2: Secured data packet.
All data from the network layer higher is encrypted with
shared key. Firewall part is not encrypted so other nodes
can verify capabilities and act accordingly.

4.2

Public Key Infrastructure

What is fundamental for the security is having trust model deployed in the network. That is why we have decided
to use existing solution proposed at our faculty [9]. It
brings to the network trust model along with PKI and
it uses underlying secured protocol for transit. Our architecture proposal required some minor changes to the
approach, namely we changed number of privilege levels
and modified certificates handed by Attribute Authorities
(AA). Trust model divides nodes into several authorization levels:
• Implicit authorization - nodes do not have any certificates, nor access rights, they are not part of the
secured infrastructure
• L1 - basic access rights, not authorized to participate in the routing protocol decisions, only allowed
for end-to-end communication
• L2 - participates in routing decisions, forwards network joining messages from other nodes to the AA,
fully integrated node
• L2s - same as L2, but is also part of distributed IPS
and certification storage, fully integrated node
• L3 - role of AA, capable of escalating privileges to
the nodes, in case of L3 escalation, another ecosystem is created and cross-certification takes place
with the AA, part of distributed IPS and certification storage

4.3

Firewall Layer

As specified in the specification, data are supposed to be
encrypted with shared secret and during session negotiation, network constrictions for node’s communication are
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Figure 3: FW_SES_EST and FW_SES_RES packet.
defined. All this happens after nodes have routing connection between each other, i.e. their identity can be verified
and are part of the trust model in the network. Following
subsections will provide basic view as to how the firewall
part works.

4.3.1

Firewall Certificates

Control plane of the firewall uses two certificates. Forward
and session certificate. Forward certificate is utilizing underlying PKI and is part of the attribute certificate in the
form of attributes. Attributes define allowed communication radius and services for the node. All those depend on
the deployed infrastructure and have to be pre-configured
before or during deployment. Forward certificates are negotiated before data transfer when nodes want to communicate with each other. Semantics of the certificate
are similar to that of X509.3, but slightly changed, since
we do not need to define in this step node’s identities,
only transport attributes.
Session certificate transfer can be secured using few options. All have their pros and cons. One would be to encrypt the whole session certificate with present public key
of the receiver, but that would mean other nodes could
not police traffic based on the negotiated requirements.
Even though this option looks as most secured, it brings
forth drawback which could potentially diminish security
of the network by losing capability of other nodes to verify
passing traffic. Second option would be to encrypt shared
secret with public key and send it to the receiver. This
option would not require DH calculation and it would still
be secured. The last option is to use the DH to compute
shared secret and that is the option we chose. Please note,
that thanks to the routing protocol all packets are at this
point signed. We decided for this option because transport attributes negotiated via session certificates require
sending two packets and this option produces a little less
overhead compared to encrypting shared secret with the
RSA.

4.3.2

Control Messages

For our architecture we proposed and implemented several control messages. Their purpose is to deal with session
negotiation, missing certificates and data transfer encapsulation.
• FW_SES_MIS (Firewall Session Missing) - When node is missing session certificate necessary to verify
passing communication, this request is sent.
• FW_SES_RES/FW_SES_EST (Firewall Session Response
/ Establish) - Responsible for firewall session negotiation and answer to the node missing the certificate
(Figure 3).
• FW_DATA (Firewall Data) - Defines firewall header for
the data packet identifying its session.

Figure 4: Session creation and data transfer at the
firewall layer.
All control messages are identified by the field Packet type
and individually signed by their each originator.

4.3.3 Communication Model
In this subsection we will describe how the session negotiation and subsequent data transfer work at the firewall
layer. Situation before this negotiation is that all secured
nodes possess each other certificates and the routing is
working in the network. Figure 4 depicts communication exchange we will be describing. We also cover possible movement in the network when there is a new node
which has not received session certificate identifying the
communication. Intermediate nodes are part of the secured network and their only activity in this scenario is
to forward traffic to the destination.
1. Requesting permission to communicate end-to-end
and sending Establish message.
2. Verifying message by intermediary node. If successful, message gets forwarded.
3. Processing the communication requirement and
sending response message. Computing shared secret.
4. Same as 2nd step.
5. Processing response message. Movement takes place
in the network and path between Transmitter and
Receiver changes. Transmitter sending data communication.
6. Receiving encrypted data with session certificate not
in the database. Requesting missing session certificate from the node the data packet was received.
7. Sending requested certificate to the requester.
8. Verifying communication and forwarding it.
9. Receiving, processing and decrypting packet.

4.4

Intrusion Prevention System

Secured routing protocol and firewall bring elevated security into the network, but it is still not enough for effectively covering the whole security. IPS is necessary to
dynamically protect the network against inside and outside attack. Currently, this work does not cover complete
stand-alone IPS solution. Implemented were only parts
that cover against violating network constraints, but in
the future we expect architecture to contain full-fledged
distributed IPS which has following functions:
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• Identification of Blackhole, MitM and Sybil attack
• Every entry has defined source in the storage
• Policing of the network constraints identified in the
attribute and firewall certificates
• Certificate revocation in case of violating network
policies
• Keeping up with communication flows in the network and creating security profiles for each node
• Synchronization of the IPS entries with distributed
storage

4.5

Overall Security of the Proposal

Figure 5: Comparison of the end-to-end delay between baseline and architecture.

Proposed architecture is secured against following attacks:
• Spoofing of the routing information
• Eavesdropping of data communication between
nodes
• External node’s attacks on the secured network
• DoS attack of the compromised nodes on the rest of
the network
• Attacks of the compromised nodes on the rest of the
network violating constraints
Distributed PKI along with its routing protocol protects against lower layer attacks, specifically it is resistant
against routing protocol attacks. Every node has its own
certificate and certificate of the AA. In case of crosscertifications, nodes obtain certificates of other AAs. That
gives us working trust model in the network in the form of
PKI. Nodes are able to verify each other identities. Not
only that, but due to the deployed L2 routing protocol
every message sent through the network is signed by the
sender and also verifiable. Trust model is enhanced by dividing node’s access right into several categories. Newly
joined participants do not participate in the routing decisions, after some time they can request AA to escalate
their privileges. By delaying escalation of access rights
nodes become less attractive for attackers to compromise.
Firewall layer protects network above routing protocol
and enforces nodes to comply with dynamic policies created during session establishment. As described in the previous section, pair of communicating nodes goes
through a process of session establishment before they
can forward data packets between each other. During
the session establishment, nodes compute shared secret
with DH algorithm and negotiate network constraints on
the subsequent communication. Secret is used to encrypt
data traffic, since it is more viable solution than using RSA because of processing requirements. Constraints serve
to limit traffic based on the bandwidth or used services.
They are also used by other nodes to actively verify traffic
and in case of the violation, IPS will be notified. Worst
case scenario is revocation of the node’s certificate.
Any communication not belonging to the secure part of
the network is automatically denied. Nodes which do not
possess its own certificate are considered security risk and
the only communication allowed with them is to grant

Figure 6: Comparison of the throughput between
baseline and architecture.
them L1 rights. In case of malicious nodes, situation is
more complicated. When nodes start to perform DoS
attack and clearly violate communication restrictions, it is
easy to detect them and revoke their certification. Other
case is when they do not violate conditions and start to
steadily exhaust resources of the network. In this case,
even with fully operable IPS, it will be difficult to discover
intrusion and shut it down.

5.

Evaluation

We evaluated proposed solution in the OMNET++ simulation environment with a known library INET.
Goal of the experiment was to determine if additional
overhead incurred by cryptographic operations was feasible to maintain normal operation of the network. We
performed evaluation of known cryptographic algorithms
on different configurations. In the simulations we used
the results from the slowest configuration (Rapsberry Pi
- 900MHz, 1GB RAM) which is comparable to current
low-end mobile devices. As our initial topology to compare baseline of unsecured network and our architecture
we decided to use line topology, also present in the analyzed solutions. Encryption algorithms in our solution
are AES 128b, SHA 256 and RSA 1024b.
Simulation results in the Figure 5 and 6 depicts comparing of end-to-end delay and throughput of baseline and
architecture. Distance between nodes is 6 hops and we
can see the difference between secured and unsecured network. We used UDP flow using 1350B of data, sent every
0.005s. Maximum theoretical throughput of this flow is
2.18Mbps at the application layer. Throughput computation used formula to take into consideration whole send-
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ing time, that is why it has ascending nature. Maximum
throughput achieved by unsecured network is 1.6Mbps,
architecture was able to get to the value of 1.5Mbps. Endto-end delay is 0.0032s for the unsecured network, 0.0038s
for the architecture. We can see that architecture causes
5-10% higher delay and about that value worsened delay.

6. Conclusion and Contribution
In this work we present our proposal of security architecture for MANETs. We utilize existing and new security
mechanisms to achieve our required level of protection.
The presented solution uses secured routing protocol, PKI, firewall and IPS. All these components work with each
other and ensure the network is protected as much as
possible. Routing protocol works at Layer 2 and is used
for the PKI. All messages are signed and can be verified.
Firewall takes on novel approach since there were needed
conditions to take into account while deploying it into mobile networks. IPS is able to police network based on the
constraints brought upon by the PKI and firewall. Proposed architecture has been implemented in the network
simulator environment and performance evaluations took
place. We compared unsecured and secured network to
verify feasibility of the proposed solution. Results were
very promising and network operation was only partially
affected. Overall operation of the network was worse up
to 10%.
The contribution of this work is the development of a
novel approach to secure MANETs with complex security
architecture using several elements. Compared to existing proposals, the main difference between them and our
solution is the scope of the security imposed onto the network. None of the other approaches used secured routing
protocol, trust infrastructure, firewall and IPS.
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