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Abstract
With the growing number of viruses and network attacks,
Intrusion Detection Systems have to match a large set of
regular expressions at multi-gigabit speed to detect ma-
licious activities on the network. Many algorithms and
architectures have been designed to accelerate pattern
matching, but most of them can be used only for strings or
a small set of regular expressions. The capacity of avail-
able FPGA chips is a limitation for architectures based on
a nondeterministic finite automaton. Therefore we pro-
pose new algorithm to find a non-collision set of states
which enables to map a part of the transition table to the
memory instead of the FPGA logic cells. For all analysed
sets of regular expressions, the algorithm was able to find
a non-collision set with 61.4 % of states in average and a
non-collision set with 83.6 % of states for the best case.
System of Parallel Automaton Parts is introduced, it is
a model which represent a division of the automaton by
sets of states. New NFA Split architecture is proposed for
mapping of the model to the FPGA. As non-collision sets
of states are mapped to the hardware architecture with
embedded memory blocks, the amount of consumed flip-
flop registers and look-up tables is significantly decreased.
For all tested sets of regular expressions, the NFA Split
architecture reduces the amount of consumed flip-flops to
43.3 % and look-up tables to 66.8 % in average.

Categories and Subject Descriptors
C.2.0 [Computer Communication Networks]: Gen-
eral—Security and protection (e.g., firewalls)
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1. Introduction
The growth of computer networks provides more oppor-
tunities for suspicious activities. The amount of worms,
viruses and network attacks is steadily increasing. Suspi-
cious activities on a network can be detected by Intrusion
Detection Systems (IDS), where the most important op-
eration is pattern matching in packet payload. Pattern
matching is a time-critical task and current processors
are not able to match patterns on multi-gigabit networks
without packet loss, even if they use the best algorithms.
IDS systems use hardware acceleration of pattern match-
ing to speed-up processing of network traffic and achieve
multi-gigabit throughput.

In recent years, researchers have introduced many hard-
ware architectures [1,2,7,18–21,23] for pattern matching
based on FPGA and ASIC technology. Most of presented
approaches are able to work at multi-gigabit speed and
support large set of patterns, but can operate only with
strings and cannot be easily extended for regular expres-
sions. Vern Paxson has shown [14] that regular expres-
sions are more powerful for intrusion detection. Several
papers have presented architectures for regular expression
matching [5,6,15] with significant hardware acceleration,
but only with small set of regular expressions.

As the amount of regular expressions for intrusion detec-
tion is steadily increasing, regular expression matching
remains a serious challenge. Therefore we propose new
NFA Split architecture which reduces the amount of con-
sumed FPGA resources in order to match larger set of reg-
ular expressions at multi-gigabit speed. The proposed re-
duction uses model of nondeterministic (NFA) and deter-
ministic (DFA) finite automaton for effective mapping of
regular expressions to FPGA. We have designed an algo-
rithm to find non-collision set of states and split the NFA
automaton to deterministic and nondeterministic parts.
A System of Parallel Automaton Parts is introduced to
represent the division of the automaton. In NFA Split
architecture, deterministic parts are mapped to memory
units and the nondeterministic part into the FPGA logic.
We have observed that significant part of the transition
table can be stored in a memory, which yields less FPGA
resource consumption and support of more regular expres-
sions.

The paper is divided into the following sections: Section 2
briefly summarises related work for pattern matching,
while Section 3 introduces analysis of mapping nondeter-
ministic automata to FPGA. An algorithm to find non-
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collision set of states is proposed together with system of
parallel automaton parts in Section 4. In Section 5 NFA
Split architecture and synthesis of regular expressions into
hardware matching units is described. Section 6 describes
experimental results obtained by evaluation of proposed
architecture and algorithms, and finally, Section 7 con-
cludes our work and suggests next possible ways of our
research.

2. Related Work
In recent years, many researchers have proposed high-
speed pattern matching hardware architectures. Sourdis
et al. proposed an architecture based on parallel com-
parators [19] and pre-decoded CAM [18]. Baker et al.
introduced an acceleration of the KMP algorithm [2] and
synthesis of patterns to FPGA [1, 23] which uses a tree-
based hardware strategy to share FPGA resources among
multiple patterns. In [20] Tan et al. propose an efficient
algorithm that converts an Aho-Corasick automaton into
multiple binary state machines in order to reduce space
requirements. Several approaches use an off-chip memory
to store a set of patterns and then reduce communica-
tion with the memory by hash functions [4] or Bloom
filters [7, 8].

Vern Paxson has shown [14] that regular expressions are
more powerful for detection of suspicious activities on the
network. Many string matching architectures are fast but
cannot be extended to regular expressions. Mapping of
regular expressions to custom hardware was first explored
by Floyd and Ullman [9], who showed that an NFA can be
implemented using a programmable logic array. Sindhu et
al. [15] proposed efficient mapping of NFAs to FPGA and
Clark et al. improved the mapping by shared decoder [5,
6] which significantly reduces amount of consumed logic
resources.

Kumar et al. [11, 12] and Yu et al. [22] proposed to use
memory-based architectures which use a DFA to represent
set of regular expressions. As DFA representations require
large amount of memory, algorithms to reduce DFA size
were introduced. Yu et al. [22] have proposed an efficient
algorithm to partition a large set of regular expressions
into multiple groups, such that overall space needed by
the automata is reduced dramatically. Kumar analysed
influence of regular expressions on the size of DFA [11]
and proposed to represent regular expressions by Delayed
Input DFA (D2FA) [12]. In [3] Betcchi introduced first
architecture which combines NFA and DFA. She use a
DFA automaton and converts dot-star sub-expressions to
NFA automata in order to reduce memory requirements.
As the architecture uses a memory to store NFA transition
table, the architecture can be easily overwhelmed if an
attacker prepare an appropriate network traffic. Despite
these optimisations the size of models derived from DFA
are large.

We propose new algorithm to find a non-collision set of
states which enables to map a part of the transition table
to the memory instead of the FPGA logic cells. The algo-
rithm does not analyse regular expressions but combines
a model of deterministic and nondeterministic automata.
System of Parallel Automaton Parts is introduced as a
model which represents a division of the automaton by
sets of states. New NFA Split architecture is proposed for
mapping of the model to the FPGA in order to reduce the
amount of consumed flip-flop registers and look-up tables.

1 regular expression m regular expressions
of length n of length n together

Processing Storage Processing Storage
complexity cost complexity cost

NFA O(n2) O(n) O((nm)2) O(nm)
DFA O(1) O(Σn) O(1) O(Σnm)

Table 1: Worst case comparisons of DFA and NFA
time and space complexity.

3. Analysis of Existing Architectures
For a regular expression matching, deterministic and non-
deterministic finite automata are used. The advantage of
deterministic automata is a linear time complexity in the
worst case. One input symbol is processed in every clock
cycle. This means that the matching speed can be guar-
anted. On the other hand the disadvatage of DFA is a
space complexity. Due to the deterministation of the au-
tomaton, the amount of states grows exponentially and
consequently the size of the transition table grows expo-
nencially too. Then it is a problem to find a large and
fast enough memory to store the transition table. NFA
has a linear space complexity with respect to the length
of the regular expression, but have to cope with nondeter-
minism. If backtracking is used, one input symbol is pro-
cessed with O(n2) time complexity, where n is the number
of automaton states. The worst case time complexity to
process one input symbol and space requiremets for DFA
and NFA is shown in Table 1.

Parallel processing can increase matching speed or de-
crease memory requirements. A simple acceleration tech-
nique of regular expression matching in hardware is to use
multiple parallel units, which brings up an overhead with
data distribution and with repliacation of data structures.
Therefore many approaches use parallel processing at the
level of automaton. For example a nondeterministic au-
tomaton can use parallel processing to compute multiple
next states and reduce backtracking. If k next states can
be computed at once, the time complexity to process one
input symol is reduced to O((nm

k
)2). For the determinis-

tic automaton, parallel processing can be used to reduce
memory requirements. The set of regular expressions can
be divided into k subsets and every subset can be matched
by a different matching unit. The memory requirements
are reduced to O(k · Σ

m
k

n). Parallel processing can be
used also to transform the input alphabet or to compress
the transition table.

FPGA technology provides massive parallel processing by
look-up tables, flip-flop registers and embedded memory
blocks. Massive parallel processing can be used to accel-
erate regular expression matching with nondeterministic
automata. Sidhu and Prasanna [16] introduced the first
mapping technique of nondeterministic automaton to the
FPGA in order to accelerate regular expression matching.
The authors represent every state by one flip-flop register
(one bit), which can be set to logical one or zero. Accord-
ing to the stored value the state is active or inactive. As
every state can be set independently of each other to logi-
cal one or zero, any subset of states can be active concur-
rently. The architecture solve the nondeterministic choice
of next state by activation of all next states which can be
reached by executable transitions. Therefore every input
symbol can be processed in one clock cycle. Every transi-
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tion is represented by an AND gate between state and a
comparator of the input symbol and a, where a ∈ Sigma
is the symbol that labels the transition. An OR gate is
used to combine all signals from AND gates which rep-
resent input transitions to given state. Clark [5, 6] has
improved the mapping of the NFA to the FPGA by a
shared decoder which transforms input symbols to indi-
vidual signals. Using the shared decoder, transitions can
be reresented by a two-input AND gates instead of 8-bit
comparators, which significantly reduces amount of con-
sumed look-up tables.

Current approaches for mapping of NFA to the FPGA
enables to have active any subset of states. Although
more than only one state can be concurrentlly active in
an NFA, usually many states are inactive when an input
symbol is accepted. Flip-flop registers of inactive states
and corresponding next state logic is not used to calculate
next states. It means that in every clock cycle only part
of the FPGA logic is used.

The ratio between concurrently active and inactive states
corresponds to the ratio between used and unused logic
to calculate next states of the automaton. The maxi-
mum amount of concurrently active states can be deter-
mined from relations between nondeterministic and de-
terministic models of finite automata. For a DFA AD =
(ND,ΣD, δD, qD0 , FD), every state qD ∈ QD is defined
by set of states qD ⊆ Q from the original NFA AN =
(Q,Σ, δ, q0, F ). Moreover, every set of states, which can
be active concurrently in the NFA, is represented by one
state in the DFA. Therefore we can find state qDmax which
corresponds to the maximum amount of concurrently ac-
tive states in the NFA:

∀qD ∈ QD : |qDmax| ≥ |qD| (1)

We performed an analysis how effectively the FPGA logic
is used in current mapping techniques of NFA to the
FPGA. For the analysis, we used regular expressions of
L7 decoder [13] and five selected modules of Snort [10].
These sets of regular expressions were transformed to an
NFA and then the created automaton was determinised.
After that selected a state qD in the DFA according to
Equation 1 which corresponds to the maximum amount
of concurrently active states in the NFA. The results of
the analysis are summarised in Table 2.

The table contains for all sets of regular expressions the
total amount of NFA states in the first row, the maximum
amount of concurrently active states in the second row
and the proportion between maximum amount of concur-
rently active states and all NFA states in percent in the
third row. We can see that for all selected sets of regular
expressions less than 4 % of states can be concurrently
active. It means that in every clock cycle less than 4 %
of FPGA resources are used to calculate next states and
the remaining 96 % are not used.

As every set of states which can be active concurrently
in the NFA is represented by one state in the DFA, we
can analyse the common size of set of concurently active
states in NFA. For regular expression of the L7 decoder,
we have created a histogram of DFA states in Figure 1. In
the histogram, all DFA states qD ∈ QD are split to bars
according to the |qD|, where qD is the set of concurrently

active states in the NFA.
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Figure 1: Histogram of DFA states. All DFA
states qD ∈ QD are split to bars according to the
|qD|, where qD is the set of concurrently active
states in the NFA.

In Figure 1 we can see that most of DFA states are defined
by set with one or two NFA states. It means that only
one or two flip-flop register and corresponding next state
logic is commonly used to calculate next states in current
mapping techniques of NFA to FPGA. Moreover, all sets
of concurrently active states contain less than 4 % of all
NFA states. Results of the analysis show oportunities for
a new more efficient mapping technique of NFA to the
FPGA.

4. System of Parallel Automaton Parts
The result of the analysis is that the majority of states are
not active and do not need to access transition table at
the same time. It can be considered for efficient mapping
of NFA to the FPGA and store a part of the transition ta-
ble in embedded blocks of memories (BlockRAMs). Two
concurrently active states can cause a collision in memory
access if both states have transitions stored in the same
memory. Therefore we call two states which can be con-
currently active as states with collision. As an opposite
to collision states we call two states which cannot be con-
currently active as states without collision or non-collision
states.

Definition 1. (States without collision) Let A be an
NFA A = (Q,Σ, δ, q0, F ). Two states qi, qj ∈ Q, qi ̸= qj
are called states without collision or non-collision states,
if for any input string w ∈ Σ∗ does not exist a sequence
of configurations:

(q0, w) ⊢∗ (qi, ε)

(q0, w) ⊢∗ (qj , ε)

Similarly we will use these terms for set of states. Tran-
sitions for a set of states without collisions (non-collision
set of states) can be stored in a memory instead of FPGA
logic, because single access to the memory is guaranteed.
Set of states without collision can help not only to store
a part of the transition table in memory, but also enables
to improve state encoding. As states in the set cannot be
concurrently active, binary encoding can be used. Then
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L7 dec. Snort 1 Snort 2 Snort 3 Snort 4 Snort 5

All states of NFA [-] 774 3888 2774 1060 1038 819
Max. active states [-] 23 122 19 18 25 32
Max. active states [%] 2,97 3,14 0,68 1,70 2,41 3,91

Table 2: The maximum amount of active states in nondeterministic automaton for regular expressions
of L7 decoder and for regular expressions of five selected modules of Snort.

the current state of the automaton is represented by less
bits and consequently less flip-flops are used. We propose
an algorithm which has an NFA A = (Q,T, δ, q0, F ) as
the input and calculates the set of states without collision
Qnca. The algorithm consists of the following 5 steps:

1. Transform NFA A = (Q,Σ, δ, q0, F ) to DFA AD =
(QD,Σ, δD, qD0 , FD), where QD ⊆ 2Q.

2. For all states qi ∈ Q create the set Sca
qi which con-

tains collision states with qi:

Sca
qi = {qj ∈ Q | qi ̸= qj ∧ ∃qD ∈ QD : qi, qj ∈ qD}.

3. Let Qnca = Q.

4. Keep removing collision states from the set Qnca

until the set contains only states without collisions:

(a) select a state qmax ∈ Qnca with the largest set
of states Sca

qmax
:

∀qi ∈ Qnca : |Sca
qmax

| ≥ |Sca
qi |

(b) remove qmax from Qnca,

(c) for all states qi ∈ Qnca remove qmax from the
set Sca

qi and

(d) if ∃qi ∈ Qnca : Sca
qi ̸= ∅ then go to (a).

5. Qnca is the set of states without collision.

First, concurrently active states are detected by a trans-
formation of the automaton. Then the Qnca is set to
the whole set of NFA states Q and collision states are
subsequently removed, until no state in Qnca has a col-
lision. The state to be removed is selected according to
the heuristic, which is based on the number of collision
states |Sca

q |. It means that states with the most collisions
are removed first. As the algorithm does not check all
subsets of Q, it might not find the optimal solution. On
the other hand, the algorithm provides very good results
for all inspected sets of regular expressions. In average,
more than 61% of states were identified as states without
collision Qnca, which means that a significant part of the
transition table can be stored in memory.

The proposed algorithm can be applied again to the set
QN = (Q \ Qnca) in order to obtain next set of states
without collision. Generally, if the algorithm is applied
k times, it can find k sets without collision Qnca

1 , ...Qnca
k .

Then every set Qnca
i ⊆ Q, i ∈ ⟨1; k⟩ determines a part

of the NFA A = (Q,Σ, δ, q0, F ) which has the state–
transition function restricted to the set of states Qnca

i .

Definition 2. (Part of the automaton determined by a
set of states). Let A = (Q,Σ, δ, q0, F ) be an NFA and
Qs ⊆ Q is a set of states. Then the set of states Qs deter-
mines the part of the automaton A/Qs , which is defined
by tuple A/Qs = (Qs, Qin, Qout,Σ, δ

s, qs0, F
s), where

• Qs ⊆ Q is the set of internal states.

• Qin = {qs | qs ∈ Qs ∧ qs ∈ δ(q, a) ∧ q ∈ (Q \Qs)} is
the set of input states.

• Qout = {q | q ∈ (Q \Qs) ∧ q ∈ δ(qs, a) ∧ qs ∈ Qs} is
the set of output states.

• Σ is the input alphabet.

• δs : Qs×Σ → 2Q is the state-transition function re-
stricted to the set of states Qs. For a state qsrc ∈ Qs

a qdst ∈ Q and an input symbol a ∈ Σ of transition
qdst ∈ δs(qsrc, a) is defined only if the transition
qdst ∈ δ(qsrc, a) is defined.

• qs0 is the inital state of the automaton part which is
defined as:

qs0 =

{
q0 for q0 ∈ Qs

idle for q0 /∈ Qs

• F s ⊆ F is the set of final states restricted to Qs:

F s = F ∩Qs

Definition 3. (Deterministic part of the automaton).
Let A = (Q,Σ, δ, q0, F ) be a nondeterministic automa-
ton and Qs ⊆ Q is a set of states. Part of the automaton
A/Qs = (Qs, Qin, Qout,Σ, δ

s, qs0, F
s) is called determinis-

tic part of the automaton, if for any input symbol a ∈ Σ
and state qs ∈ Qs exists at most one state q ∈ Q such
that q ∈ δs(qs, a). If the part of the automaton is not
deterministic, the part is called nondeterministic.

As at most one next state is defined for current state and
input symbol in deterministic part of the automaton, we
can define state-transition function for deterministic part
of the automaton A/Qs = (Qs, Qin, Qout,Σ, δ

s, qs0, F
s) as:

δs : Qs × Σ → Q (2)

As two states cannot be active in the set of states with-
out collision, the part of the automaton determined by
the set of states without collision is deterministic. Us-
ing the proposed algorithm, we can find in the automa-
ton A = (Q,Σ, δ, q0, F ) sets of states without collisions
Qnca

1 , ...Qnca
k which divide the automaton to (k+1) parts

A/Qnca
1

, ...A/Qnca
k

and A/QN . The part A/QN is deter-

mined by the set QN = (Q\
∪k

i=1 Q
nca). We do not know

any specific information about the part A/QN . Neverthe-
less parts determined by sets of states without collisions
A/Qnca

1
, ...A/Qnca

k
are deterministic, which can be utilized

for mapping to the hardware architecture.

Generally, if an automaton is split to multiple parts with
specific characteristics, the known characteristics can be
utilized during the mapping to the hardware architecture.
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Therefore we define for an automaton A = (Q,Σ, δ, q0, F )
System of Paralel Automaton Parts A/[Q1,Q2,...Qk], which
splits the automaton to k parts determined by sets of
states Q1, Q2, ..., Qk ⊆ Q.

Definition 4. (System of Paralel Automaton Parts) Let
A = (Q,Σ, δ, q0, F ) be an automaton and sets of states
Q1, Q2, ..., Qk ⊆ Q determine k different parts of the
automaton A/Q1 , A/Q2 , ...A/Qk . System of Parallel Au-
tomaton Parts A/[Q1,Q2,...Qk] is defined by set of states

Q1, Q2, ..., Qk, if

Q =

k∪
i=1

Qi

For the System of Parallel Automaton Parts, the only one
condition is that the union of sets of states Q1, Q2, ..., Qk

have to be equal to the set of all automaton states Q.
Then transitions of the automaton can be defined between
states which belong to different parts of the automaton.
If every part is mapped to a single hardware unit, these
transitions can be viewed as communication between two
different hardware units. Generally, all automaton parts
can be connected by transition one to each other. Then all
hardware units which represent automaton parts have to

be fully interconnected and k(k−1)
2

bidirectional lines are
needed to connect k hardware units (automaton parts).

The communication model can be significantly simplified
if System of Parallel Automaton Parts has a central part
and all transitions between two different automaton parts
enter or leave the central part. Then the number of

bidirectional connection lines is reduced from k(k−1)
2

to
(k − 1). We can see in Figure 2 the difference in com-
munication model between System of Automaton Parts
A/[Q0,Q1,Q2,Q3,Q4] without a central part (Figure 2a) and
with the central part A/Q0 (Figure 2b).

Figure 2: The difference in the communica-
tion model between System of Automaton Parts
A/[Q0,Q1,Q2,Q3,Q4] (a) without a central part and (b)
with the central part A/Q0 .

Definition 5. (Centralised system of automaton parts)
Let A/[Q1,Q2,...Qk] is a System of Automaton Parts for
NFA A = (Q,Σ, δ, q0, F ). The System A/[Q1,Q2,...Qk] is

called centralised if for any set of states Qj , j ∈ ⟨1; k⟩ it
holds:

1. ∀i ∈ ⟨1; k⟩, i ̸= j : (Qi ∩Qj) = ∅

2. ∀i ∈ ⟨1; k⟩, i ̸= j : (Qi
in ⊆ Qj

out)

3. ∀i ∈ ⟨1; k⟩, i ̸= j : (Qi
out ⊆ Qj

in)

Then A/Qj is called a central part or a central item of the
centralised system A/[Q1,Q2,...Qk].

As the System of Automaton Parts A/[QN ,Qnca
1 ,...Qnca

k
],

which is created from k sets of states without collisions
Qnca

1 , ...Qnca
k and the set QN = Q \

∪k
i=1 Q

nca
i is not cen-

tralised, we propose a new algorithm to transform System
of Automaton Parts A/[QN ,Qnca

1 ,...Qnca
k

] to the centralised

System A/[QcN ,Qc1 ,...Qck ] with central part A/QcN . The
algorithm constists of the following four steps:

1. Let ∀i ∈ ⟨1; k⟩, i ̸= r : Qci = Qnca
i \Qnca

r

2. Let QcN = QN

3. For all i ∈ ⟨1; k⟩, i ̸= r do:

(a) QcN = QcN ∪Qci
out

(b) ∀j ∈ ⟨1; k⟩, j ̸= r : Qcj = Qcj \Qci
out

4. The System A/[QcN ,Qc1 ,Qc2 ,...Qck ] is centralised and
A/QcN is the central part.

The algorithm moves output states of all parts A/Qci ,
i ∈ ⟨1; k⟩, to the central part A/QcN . Then all outgoing
transitions from part A/Qci , i ∈ ⟨1; k⟩ can go only to the
central part and all conditions for centralised System of
Parallel Automaton Parts must hold.

5. NFA Split Architecture
We have introduced the algorithm to find set of states
without collisions and the System of Automaton Parts,
which corresponds to the division of the automaton ac-
cording to the multiple subsets of states. The created
model of automaton parts can be utilized for mapping of
NFA to the FPGA. Using the proposed algorithm, we can
find in the automaton A = (Q,Σ, δ, q0, F ) k sets of states
without collision Qnca

1 , ...Qnca
k and split the automaton A

to k deterministic parts A/Qnca
i

, i ∈ ⟨1; k⟩ and one non-

deterministic part A/QN , where QN = Q \
∪k

i=1 Q
nca
i .

Sets of states Qnca
i and QN determine system of parallel

automaton parts A/[QN ,Qnca
1 ,...Qnca

k
], which can be trans-

formed to the centralised system in order to reduce the
complexity in communication between parts. For the cen-
tralised system, we propose new NFA Split architecture
which can be used for mapping of the model to the FPGA
technology in order to store part of the transition table
in the memory instead of FPGA logic. The architecture
is shown in Figure 3.

Nondeterministic part A/QN is mapped to FPGA logic
as an nondeterministic unit (NU) and deterministic parts
A/Qnca

0
, A/Qnca

1
, ...A/Qnca

k
are mapped to deterministic fi-

nite automaton units (DU). DU works like a DFA: it pre-
serves the current state and calculates the next state ac-
cording to the transition table stored in the memory. In
addition to DFA, it must (i) be able to activate states
in NU, (ii) support inactive state (no DU state is active)
and (iii) be able to activate any state from NU.

The NU has to deal with collision states. Therefore the
transition table is mapped to FPGA logic using archi-
tecture presented by Clark [6], where nondeterministic
behavior is solved by fine-grained parallel processing in
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Figure 3: NFA Split architecture consists of pro-
cessing units which correspond to division of the
automaton to deterministic and nondeterministic
parallel parts

FPGA logic. States are represented by flip-flops and tran-
sitions by combinational logic, which is mapped to look-
up tables. A shared decoder is used to convert input sym-
bols to one-hot encoding because it simplifies next-state
logic and reduces the amount of consumed resources.

The DU architecture is shown in Figure 4. It consists of
a memory (TMEM) to store the transition table, a unit
to calculate the next state (NSU), a collision detection
unit (CDU) and Input Encoder and Output Decoder for
communication with NU.

Figure 4: The Architecture of DU consists of a
transition table memory, a next state unit, a col-
lision detection unit and two units for communi-
cation with NU.

The current state is stored in the NSU and updated to
the next state every clock cycle. The next state is cal-
culated from the input symbol, current state and stored
transitions in the TMEM. First, the current state and
the input symbol are added in order to get an address to
TMEM. The address is a pointer to the transition which is
read and passed to CDU to check its validity. For a valid
transition, the current state is changed to the next state
which is stored inside the transition. If the transition is
not valid, the DU is switched to the IDLE state.

States without collisions have usually sparse rows in the
transition table. As rows contain only a few transitions
to next states, we can overlap sparse rows and store all
transitions in a smaller memory. If rows are overlapped,
we need to recognize which transition belongs to which

state. Therefore every transition in the TMEM contains
together with the next state value also the value of the
input symbol. If the transition contains a different sym-
bol compared to the input, then the transition is for a
different state and consequently no transition is defined
for the current state.

As every two states si a sj have a different value si ̸= sj ,
it is guaranteed that collision between overlapped rows
can be reliably detected only by the value of the input
symbol. The current state does not have to be stored in
every transition to detect the collision. Let us suppose
that a collision occurs and is not detected by the stored
symbol vsym. Then assume there are two different states
si and sj and one input symbol vsym. For the collision, the
following equation si + vsym = sj + vsym must hold, but
it means that si = sj , which contradict the assumption
si ̸= sj .

The overlapping can decrease memory requirements, but
it is necessary to find a good placement of rows in the
memory. Therefore we designed an algorithm which uses
a heuristic to find suboptimal overlapping of transition
table rows in the memory. The algorithm consists of the
following consecutive steps:

1. Sort all Qnca states according to the number of out-
going transitions.

2. Select state q ∈ Qnca with the largest number of
outgoing transitions, map it to the memory and re-
move it from Qnca.

3. For the selected state q, find a free place in the mem-
ory. All possible locations need to be tested from the
starting address. If the row with q cannot fit into
the memory, memory size is increased.

4. If Qnca ̸= ∅ then go back to point 2.

As most of the states have only a few outgoing transitions,
the proposed algorithm can efficiently overlap all rows and
map all states without collisions to memory with overhead
less than 10 %.

Both the NU and the DU can activate states in the other
unit. Communication between both units is ensured by
Input Encoder and Output Decoder. The architecture of
both units is shown in Figure 5. Encoder and Decoder
are used primarily to convert state values between one-
hot and binary encoding. Encoded or decoded values are
then issued to DU or NU.

If the DU has to activate one or more states in the NU,
a value of state is converted by Output Decoder to sig-
nal which represents the state in NU. As the state value
has usually less than 16 bits, the decoding is fast and
consumes only a few LUTs. An activation of a state in
the DU from the NU is more complicated, because tran-
sitions to the DU can go to many states which has to be
converted to the binary value of the next state.

For many target states, the encoding logic has to convert
many inputs to one binary value. It means that many
LUTs can be in cascade and maximum frequency of DU
can be affected. In order to speed-up the encoding, we
use flip-flops to represents also states which are a target
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Figure 5: The architecture of Input Encoder and
Output Decoder which converts values of states
between binary and one-hot encoding.

of transitions to the DU. The encoder is then pipelined
in two consecutive stages (state update and encoding).
In the first stage, only the next state is calculated, but
using retiming a part of the encoder is moved from the
second stage to the first pipeline stage and frequency is
not decreased.

6. Experimental Results
The proposed architecture was evaluated on various sets
of regular expressions. We used regular expressions from
L7 decoder [13] and seven different modules of Snort [17].
First, we evaluated the algorithm that computes the set of
states without collision and splits the automaton to mul-
tiple deterministic and one nondeterministic parts. For
every set of reugular expressions, NFA has been created
and the proposed algorithm was used to create k = 8
non-collision sets of states Qnca

1 , Qnca
2 , ..., Qnca

8 . The mea-
sured results are shown in Table 3. The table contains the
amount of all NFA states Q, the size of non-collision sets
Qnca

1 , Qnca
2 , ..., Qnca

8 and the size of QN set, which con-
tains remaining states QN = Q \

∪8
1 Q

nca
i

We can see in Table 3 that the proposed algorithm was
able to find a non-collision set Qnca

1 with 61.4 % of states
in average and a non-collision set with 83.6 % of states
for the best case. For A/[Qnca

1 ,...Qnca
8 ], the amount of

states represented by non-collision setsQnca
1 , Qnca

2 , ...Qnca
8

was increased to 84.7 % in average.

We implemented the proposed NFA Split architecture in
VHDL together with program for mapping nondetermin-
istic and deterministic parts of the automaton to NU and
DU units. Both units were created to process one byte per
clock cycle. Then we measured the utilization of Xilinx
Virtex-5 LX155T FPGA resources for the proposed archi-
tecture and compared the results with mapping of NFA
to FPGA logic presented by Clark [6]. Table 4 contains
results for NFA Split architecture with one DU, where
is mapped deterministic part A/Qnca

1
to DU. We can see

that the NFA Split architecture with one DU reduces the
amount of consumed look-up table to 66.8% and flip-flops
to 43.3% in average for all selected sets of regular expres-
sions only at the cost of a few kilobytes of memory, which
can be implemented by BlockRAMs. We analysed also

Clark et al. NFA Split
Rule set LUT FF LUT FF

[-] [-] [-] [-]

L7 decoder 1538 836 1231 237

Snort (1) 4680 4043 2466 821
Snort (2) 2965 876 1883 374
Snort (3) 1637 555 1370 261
Snort (4) 2436 1392 2233 924
Snort (5) 2807 1099 1969 368
Snort (6) 2680 1097 2259 543
Snort (7) 10314 2812 3393 1439

Table 4: The utilization of a Xilinx Virtex-5
LX155T FPGA resources for the proposed NFA
Split architecture with one DU.

Rule set #Tr Overhead Memory
[-] [-] [%] [B] [BR]

L7 dekodér 2622 65 2.42 9068 6

Snort (1) 18226 109 0.59 61880 27
Snort (2) 15909 90 0.56 53996 24
Snort (3) 7290 133 1.79 25052 12
Snort (4) 4468 457 9.28 16621 9
Snort (5) 6481 12 0.18 21913 12
Snort (6) 8273 174 2.06 28508 15
Snort (7) 6606 26 0.39 22383 12

Table 6: Memory utilization of NFA Split archi-
tecture with one DU.

FPGA logic utilization for NFA Split architecture with
multiple DUs. The results are shown in Table 5. We can
see that multiple DUs can further reduce the amount of
consumed FPGA resources, but the reduction is not as
significant as for the first DU. The reason is an exponen-
tial fall of non-collision sets size with k. While the first
non-collision set Qnca

1 contains 61.5 % of states in average,
it is only 10.5 % of states for the second set Qnca

2 .

For NFA Split architecture with one DU, we evaluated
the efficiency of mapping NFA transitions to memory us-
ing the proposed algorithm. The results are shown in
Table 6. The table contains in column #Tr the amount
of all transition in the deterministic part A/Qnca

1
, which

corresponds to the minimal representation of A/Qnca
1

in
memory words. Last two columns contain memory re-
quirements to store A/Qnca

1
transition table using the pro-

posed algorithm, which tries to find a good overlapping
of transition table rows. The memory requirements are
in bytes and FPGA BlockRAMs (BR). The overhead of
the algorithm is in the third and fourth column. We can
see that the proposed algorithm has an overhead less than
10 % in comparison to minimal A/Qnca

1
representation.

7. Conclusion
In the paper we propose new NFA Split architecture which
reduces the amount of consumed FPGA resources in order
to match a large set of regular expressions at multi-gigabit
speed. The proposed reduction uses model of nondeter-
ministic and deterministic automaton for efficient map-
ping of regular expressions to FPGA. We introduced an
algorithm which is able to find non-collision sets of states,
split an automaton to one nondeterministic and multiple
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NFA k Split
Rule set Q Qnca

1 Qnca
2 Qnca

3 Qnca
4 Qnca

5 Qnca
6 Qnca

7 Qnca
8 QN

[-] [%] [%] [%] [%] [%] [%] [%] [%] [%]

L7 dekodér 806 78.4 7.7 4.0 1.7 1.9 0.7 0.5 0.6 4.5

Snort (1) 3888 83.6 6.2 2.6 1.3 0.8 0.7 0.7 0.4 3.7
Snort (2) 819 63.7 8.5 5.0 2.8 2.2 2.0 1.6 1.5 12.7
Snort (3) 527 59.8 7.0 4.9 3.0 2.1 2.1 2.1 2.1 16.9
Snort (4) 1344 35.9 8.8 5.0 2.3 1.6 0.8 0.7 0.5 44.4
Snort (5) 1060 70.7 10.8 5.4 3.5 3.1 1.7 0.9 0.8 3.1
Snort (6) 1038 56.9 18.8 7.5 4.7 3.2 2.4 2.3 0.5 3.7
Snort (7) 2774 53.4 28.4 5.4 4.5 2.3 2.1 1.1 0.9 1.9

Table 3: The size of NFA and non-collision sets found by proposed algorithm.

NFA k Split
Rule set k=2 k=3 k=4 k=8

LUT FF LUT FF LUT FF LUT FF

L7 dekodér 1364 183 1468 159 1495 153 1669 156

Snort(1) 2743 589 2866 497 2990 456 3222 388
Snort(2) 1853 317 1922 289 1938 278 2147 256
Snort(3) 1283 235 1312 220 1330 213 1575 204
Snort(4) 2170 814 2237 755 2294 732 2489 714
Snort(5) 2168 262 2282 215 2412 186 2542 148
Snort(6) 2378 369 2427 299 2442 258 2586 203
Snort(7) 3778 720 4157 578 4370 461 4786 315

Table 5: The utilization of Xilinx Virtex-5 LX155T FPGA resources for the proposed NFA Split archi-
tecture for multiple DUs (k=2, k=3, k=4 and k=8.)

deterministic parts and map significant part of the tran-
sition table to a memory with a single access port. As it
can be seen in Table 3, the proposed algorithm was able
to find non-collision sets with 61.4 % of states in average
and a non-collision set with 83.6 % of states for the best
case. Moreover, the amount of states represented by eight
non-collision sets was 84.7 % in average for all sets of reg-
ular expressions. We measured the amount of consumed
logic resources for the NFA Split architecture with one
DU on the Virtex-5 LX155T FPGA and compared the
results with Clark mapping of NFA to FPGA. The pro-
posed NFA Split architecture with one DU reduces the
amount of consumed look-up tables to 66.8 % and flip-
flops to 43.3 % in average for all selected sets of regular
expressions only at the cost of a few kilobytes of memory
which can be easily implemented by BlockRAMs. NFA
Split architecture with multiple DUs can further reduce
the amount of consumed FPGA resources, but the reduc-
tion is not as significant as for the first DU. The reason is
an exponential fall of a non-collision set size with k. As
less FPGA resources is utilized, more regular expressions
can be supported.

We introduced also an efficient mapping of a transition
table to a memory. As deterministic part of the automa-
ton has usually a sparse transition table, we overlapped
rows to save space in memory and proved that only input
symbols can always detect collisions between two different
rows. Therefore transitions can be stored in a small mem-
ory with fast access. As we can see in Table 6, the over-
lapping of rows has low memory requirements for all sets
of regular expressions. The proposed algorithm needed
only 10 % overhead in comparison to the minimal repre-
sentation of the transition table.

The presented algorithms and architecture is able to split
NFA to multiple deterministic and nondeterministic part.
In future work, we want to explore if non-collision sets can
be increased by partial determinisation of the automaton.
Concurrently, we want to improve mapping of automa-
ton parts to FPGA in order to achieve further reductions
of look-up tables and flip-flop registers and support fast
change of regular expressions without FPGA reconfigura-
tion.

Acknowledgements.

This research has been partially supported by the Re-
search Plan No. MSM, 6383917201 – Optical National Re-
search Network and its New Applications, Research Plan
No. MSM, 0021630528 – Security-Oriented Research in
Information Technology and the grant BUT FIT-S-10-1.

References
[1] Z. K. Baker and V. K. Prasanna. A methodology for synthesis of

efficient intrusion detection systems on fpgas. In FCCM ’04:
Proceedings of the 12th Annual IEEE Symposium on
Field-Programmable Custom Computing Machines, pages
135–144, Washington, DC, USA, 2004. IEEE Computer Society.

[2] Z. K. Baker and V. K. Prasanna. Time and Area Efficient Pattern
Matching on FPGAs. In FPGA ’04: Proceedings of the 2004
ACM/SIGDA 12th international symposium on Field
programmable gate arrays, pages 223–232, New York, NY, USA,
2004. ACM Press.

[3] M. Becchi and P. Crowley. A hybrid finite automaton for practical
deep packet inspection. In Proceedings of the International
Conference on emerging Networking EXperiments and
Technologies (CoNEXT), New York, NY, December 2007. ACM.

[4] Y. H. Cho and W. H. Mangione-Smith. Deep Packet Filter with
Dedicated Logic and Read Only Memories. In 12th IEEE



Information Sciences and Technologies Bulletin of the ACM Slovakia, Vol. 2, No. 2 (2010) 103-111 111

Symposium on Field-Programmable Custom Computing
Machines (FCCM 2004), pages 125–134, Napa, CA, 2004.

[5] C. Clark and D. Schimmel. Efficient Reconfigurable Logic
Circuits for Matching Complex Network Intrusion Detection
Patterns. In Field Programmable Logic and Application, 13th
International Conference, pages 956–959, Lisbon, Portugal, 2003.

[6] C. R. Clark and D. E. Schimmel. Scalable Pattern Matching for
High-Speed Networks. In IEEE Symposium on
Field-Programmable Custom Computing Machines (FCCM),
pages 249–257, Napa, California, 2004.

[7] S. Dharmapurikar, P. Krishnamurthy, T. S. Sproull, and J. W.
Lockwood. Deep Packet Inspection using Parallel Bloom Filters.
IEEE Micro, 24(1):52–61, 2004.

[8] S. Dharmapurikar and J. Lockwood. Fast and scalable pattern
matching for content filtering. In ANCS ’05: Proceedings of the
2005 ACM symposium on Architecture for networking and
communications systems, pages 183–192, New York, NY, USA,
2005. ACM.

[9] R. W. Floyd and J. D. Ullman. The compilation of regular
expressions into integrated circuits. J. ACM, 29(3):603–622, 1982.

[10] J. Koziol. Intrusion Detection with Snort. Sams, Indianapolis, IN,
USA, 2003.

[11] S. Kumar, B. Chandrasekaran, J. Turner, and G. Varghese. Curing
regular expressions matching algorithms from insomnia, amnesia,
and acalculia. In ANCS ’07: Proceedings of the 3rd ACM/IEEE
Symposium on Architecture for networking and communications
systems, pages 155–164, New York, NY, USA, 2007. ACM.

[12] S. Kumar, S. Dharmapurikar, F. Yu, P. Crowley, and J. Turner.
Algorithms to accelerate multiple regular expressions matching
for deep packet inspection. In SIGCOMM ’06: Proceedings of the
2006 conference on Applications, technologies, architectures, and
protocols for computer communications, pages 339–350, New
York, NY, USA, 2006. ACM.

[13] L7 Filtr. Project WWW Page.
http://l7-filter.sourceforge.net/, 2010.
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