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Abstract
The Internet era has brought higher level of communication among heterogeneous distributed information systems and human end users. One of the challenging demands of the nowadays distributed information systems
is to collect information from legacy systems of various
organizations and from human users in order to semiautomatically manage a business process or to enact decisions on various management levels. This collection of
information should be enacted in a secure manner through
IP-based network while ensuring trust between both parties – information consumers as well as information providers. In a typical distributed application setting many
actors participate in the process where the competences
between all parties are explicitly deﬁned. The gathering
of information can be enacted either from legacy systems
or from human end-users through electronic devices. We
have identiﬁed that processes in production environments
require collection of widely spread information stored over
the network with speciﬁc access rights and security level.
The information conﬁdentiality and trust play one of the
crucial roles in our approach, which enables to set up
complex processes for coordinated information collection
in conﬁdential and trusted way.
This work was submitted in doctoral degree course 25-119 Applied Informatics.
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1. Introduction
The aim of this dissertation is to propose a distributed
secure agent platform for coordinated information collection using central point coordination with special regard
on security and trust. In the context of this dissertation,
the discussed term “information” means any meaningful
data that are available from information sources or accessible using human communication (e.g. decision making). The idea behind the information collection comes
out of the concept of agent systems, speciﬁcally mobile
agent (MA) and multi-agent system (MAS). MA is viewed
as an autonomous program migrating among distributed
computers over the network. It mediates communication
autonomously in behalf of delegating entity (person or
organization). It is presumed that access to information
sources is restricted to the authorized entities and such
information sources providing services only in their local
environment. The agent can contain conﬁdential information (e.g. credit card number, personal information,
etc.) needed to reference other information and therefore
the communication and data of the agent have to be secured in order to avoid attacks from outside. Accessing
such conﬁdential resources requires mutual trust of information provider and consumer in order to assure both
parties that the information an agent can access or even
hold will not be misused or compromised in any way. Information provider has to convince an issuer of an agent
that s/he uses software platform with well known secure
state avoiding attacks on running agents, and information
requester has to claim that an agent accessing information sources cannot harm the execution agent platform.
Information collection is challenged by reaching speciﬁc
goal which usually requires communication of multiple
information providers (information systems or human actors) and thus cannot be achieved in mere single communication step. The agents mediating the information need
to be coordinated by a process system, telling an agent
the location and type of requested information. Managing the itinerary (internal agent schedule) of the agent
deployments requires the discovery of information source
locations and linking the available and required informa-
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beneﬁts of reducing communication cost, easier coordination, asynchronous communication, ﬂexibility
in distributed computing and advancements of process execution integrated into the MA.

tion for planning further actions, while pursuing the speciﬁc goal.

2. Overview of the State of the Art
Distributed information collection requires fail tolerant
and scalable communication architecture. In the process
of designing the methods for information collection, the
existing and mature technologies are preferred to be employed to avoid the complications caused by bugs or unresolved issues.

• Presence of a symbolic reasoning model. The classiﬁcation separates the agents according to the ability
to react autonomously according to agent’s internal symbolic reasoning model. In the concrete, the
agents making immediate actions according to the
external stimulus are classiﬁed as reactive and those
invoking their internal reasoning process upon environmental change are called deliberative agents.

2.1 Communication Infrastructures for Distributed
Systems
The following overview of existing agent platforms approaches presents the communication infrastructures used
for their development. The communication approaches
used in the existing agent platforms employ client-server
or peer-to-peer (P2P) communication paradigm. Here,
the overviewed approaches are focused on existing agent
platforms capable of agent platform discovery and agent
code mobility. The implementation of a P2P agent platform [12] provides transparent interaction for distributed
P2P agents. Proposed agent platform uses own implementation of P2P communication, but the authors had
proposed that other P2P technology provider can be used,
e.g. JXTA1 , OBEX2 or other. The approach described
in [14] explains how the gateway approach allows agents
and Web clients to invoke atomic agent services and Web
services using JADE agents. In the approach described
in [29], the JADE agent platform was used over the P2P
and service-oriented architectures. They proposed using
the JXTA technology for adapting P2P architecture and
Web service (WS) technology (speciﬁcally using AXIS2
WS framework) for adapting client-server architecture.
Paradigma agent platform [1] exploits the Jini technology
and addresses the issues of behaviour control as well as of
discovery, communication and interaction with other entities. Another kind of Jini-based multiagent framework
for resource brokering and management in a Grid environment was proposed in [39]. The Ronin agent framework
[7] exploits Jini features to combine agent oriented and
service oriented approaches and provides dynamic service
discovery in the domain of mobile devices.

2.2 Agent Properties
Evolution of agent systems was focused on two strands
[34]. The original strand, founded with the ﬁrst occurrence of agents in 1977, was focused on deliberative agents
mostly solving communication among agents, task speciﬁcation and problem decomposition and negotiations addressing agents conﬂicts. Since 1995, the second strand
was focused on research of broader agent types dealing
with intelligent agent behaviour extending deliberative
actions using knowledge-based approaches. Agent classiﬁcations proposed by [34, 49, 16] reﬂect the agents’ features according to agent abilities or exhibited properties.
These properties are summarized in the following section:
• Mobility. The mobility feature is neither a necessary
nor suﬃcient condition for an agent, but it brings
1
JXTA Technology, http://java.sun.com/othertech/
jxta/index.jsp
2
OBEX – Object Exchange, http://www.bluetooth.
com/English/Technology/Works/pages/obex.aspx
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• Co-action of primary agent characteristics [34].
These characteristics are autonomy, cooperation and
learning, where autonomous agents can act independently without any human guidance, cooperation of
agents need to expose a kind of social behaviour (e.g.
to negotiate and make mutual agreements).
• Mediating some speciﬁc role. The classiﬁcation focuses on agents’ purpose, ﬁguratively “what they
do”, contrary to their behaviour. An agent in the
category can be considered as proxy or executor of
some speciﬁc tool (e.g. agent performs the role of
network management or price watch agent).
• Hybrid philosophies. The agent category whose constitution is combing in two or more approaches which
beneﬁt is based on a union of individual approach
beneﬁts.
• Secondary attributes. Higher level of agent characteristics actually adopting human properties such as
versatility, benevolence, veracity, temporal continuity, etc.

2.3 Existing Applications and Platforms
It is worth considering the strengths of MAs and the situations in which they can be used eﬀectively. The features
of arising and existing technologies are reviewed in order
to point to possible improvements of existing agent platform approaches. The concept of MAs were successfully
used in the domain of network management in order to
reduce network bandwidth [36], searching quality of service routing paths [28], network for information sharing
[50]. Another kind of domain where MAs have shown
their beneﬁts is distributed data mining. The concept
of MAs enables to improve the response time for the distributed data mining process [25], to provide scalable data
mining applications [47], to support distributed knowledge discovery [30], to provide approaches for constraintbased data mining [44] with frequent disconnection. The
MAs were employed in such domains as human tracking
and interaction [6] or wireless sensors employing mobile
devices [23]. Nowadays, many of approaches, toolkits,
and platforms exist and expose huge number of diﬀerent
quality and maturity levels. Although many agent platforms were developed at various levels of completeness,
due to the descending popularity of agents in the last
years there were extinction of several platforms or discontinuation of their support. In the following paragraph,
the most widely used agent development platforms are
overviewed. JADE agent platform3 is probably the most
3

JADE - JAva Platform DEvelopment Framework, http:
//jade.tilab.com/
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frequently used development framework of MAS including
FIPA-compliant language support, even though it does
not support mature mobility features expected to be used
in MA applications. Therefore the JADE-LEAP [40] introduced a JADE extension to enable it to run on wireless
devices and PDA’s such as cell phones and Palm computers. SeMoA4 agent platform was developed with special
regard on the security and authentiﬁcation (using 3 levels
of protection mechanism). Agent platforms like Tryllian5
and JACK6 support developers with sophisticated visual
agent designing tools, but with weaker security mechanisms (authentication using Java security mechanism and
Java cryptography extensions in case of Tryllian). Good
examples of agent platforms are D’Agents [13], Voyager7 ,
Ajanta [21] or Grasshopper8 providing suﬃcient security
mechanisms on various levels network protocol dependency and code mobility mechanisms, but due to their
discontinuation of support they are not well suitable for
usage. Another approach for agent platform was developed in Aglets9 which implements agent mobility using
Java applet mechanism. This approach is more suitable
mostly for human communication agents. Reviewed agent
platforms provide agent running environments capable of
hosting agents. In the scope of this dissertation, the SeMoA agent platform provides the most advanced security
properties for agents including various security levels and
authorization. From the agent mobility point of view,
the JADE-LEAP platform suits best for mobile agent implementation. The JADE platform allows integration of
WADE10 agent coordination system thus empowering utilization of agent coordination. Considering the communication method property, the agent platforms employing
the RMI approach suit to the requirements, because they
allow direct invocation of remote methods. In this case
the D’Agents and Grasshopper suit best to the requirements, even though Grasshopper is no longer supported.
The communication language property is not very important for implementation of agent system for information
acquisition, because the higher order inter-agent communication languages are widely used in implementation intelligent MASs. In addition, speciﬁc agent communication language can be integrated on top of the communication layer.
Aggregating the requirements for security, agent mobility, coordination of agents, and the ideal agent platform
should be made of SeMoA and JADE-LEAP with integrated trust approaches and multicast lookup services.
Since none of the architectures fully meets these requirements speciﬁc for distributed secure agent platform used
for information collection, we are proposing to employ
the most suitable technologies such as the Jini discovery mechanism and symethric/asymethric cryptography
to design a system that meets such requirements.

4
SeMoA
Platform
Overview,
http://semoa.
sourceforge.net/about/details.html
5
Tryllian, http://www.tryllian.com/
6
JACK, http://www.aosgrp.com/documentation/jack/
practicals/jack\_jde/html/p1n.html
7
Voyager Pervasive Computing Platform, http://www.
recursionsw.com/Products/voyager.html
8
Grasshopper,
http://cordis.europa.eu/infowin/
acts/analysys/products/thematic/agents/ch4/ch4.
htm
9
Aglets, http://aglets.sourceforge.net/
10
WADE – Workﬂows and Agents Development Environment, http://jade.telecomitalialab.com/wade/

2.4 Agent Threats
The most critical challenges among all the above mentioned ones are security and trust. There are certain security and trust risks which must be solved between the
host platform, agent and other systems (more seemly discussed in [48]):
• Host platform attacking the agent. The main requirements from the agent-side are laid out in respect to the “malicious host problem” [4] requiring
isolated execution environment for agent execution not only virtual isolated execution environment but
dedicated isolated hardware.
• The agent attacking the host platform. The agent
platform has the following security requirements in
respect to agents: isolated execution environment
for agent execution - agents must be executed in
isolated environment (isolated hardware preferred),
so an agent can not harm legacy systems.
• The agent attacking another agent. It is required
that any agent which will be used in the system will
need to be audited and certiﬁed by a central authority. In turn, every host platform will be conﬁgured
to execute only agents which are certiﬁed.
• Other entities attacking the agent system. Agents
will also connect to legacy systems (third party software). Therefore there is also a risk of an agent being attacked by a legacy system but also vice versa –
the risk of attacking legacy system by an agent also
exists. Therefore another requirement which arises
from agents to the host platform is secure protected
connection to legacy systems.
Many types of the mentioned attacks are derived from
server-client communication [20], agent platform limitations or gaining unauthorized access to conﬁdential resources.
Several methods were proposed to ensure the untampered
remote code execution. One of the methods tries verifying the computations on the remote untrusted platform
by embedding the tracing code into software running remotely and cross checking the traces locally [32]. Another
solution how to ensure the untampered code execution in
the untrusted platform is known as program slicing. The
program is sliced into critical and non-critical program
code blocks and only non-critical blocks can be executed
in the untrusted platforms [51]. In [37] the author explains why the trusted platform was developed and used
for platform state attestation and gives an overview on basic concepts of TC. Nowadays, the TCG11 -based solutions
seem to be most promising because of the strong standardization and deployment eﬀort. These limitations of
software-based approaches can be overcome by using the
Trusted Platform Module (TPM) with its hardware-based
security. During the boot process, the TPM measures
(producing hashes) all the critical software and ﬁrmware
components, including the BIOS, boot loader, and operating system kernel, before the operating system is started.
By making these measurements and storing them on the
TPM, the measurements are isolated and secured from
11

TCG
–
Trusted
Computing
trustedcomputinggroup.org/

Group,

www.
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subsequent modiﬁcation attempts. Recent work in securing MA platforms [43] proposes the mobile agent security
supporting environment secured by TPM.

2.5 Agent Coordination Mechanisms
Coordination of MAs is anoter challenge addressed in this
dissertation. The coordination principles are based on
the MA nature and its behaviour while dealing with speciﬁc problem. This means that the agents require speciﬁc
information in order to be able to run and produce information according to their behaviour while observing
the hosting environment. The task of the MAs coordination method is to identify speciﬁc agents that need to
be run according to the current state of problem. Such
deﬁnition of MAs coordination system is very similar to
approaches used in workﬂow or process management systems. A workﬂow management system (WFMS) is software that manages workﬂow execution by interpreting the
process deﬁnition, interacting with workﬂow participants
and, where required, invoking external tools and applications. Formal process descriptions such as Petri Net [38]
or calculus of communicating systems (CCS) [31] were
proposed to understand systems before their deployment.
In most cases workﬂows adapt current industry standards
of Web service-based interfaces, namely SOAP, WSDL
and UDDI. There were many propositions for workﬂow
language standards such as WSFL12 initiated by IBM,
WSCI13 proposed by W3C consortium and XLANG14
extension of WSDL proposed by Microsoft corporation.
Then, IBM and Microsoft decided to combine both languages into BPEL4WS and later on it was extended into
WS-BPEL 2.015 that is the most commonly used language for business process model description for composition of Web services. There are also simpliﬁed workﬂow
languages such as the Simple Conceptual Uniﬁed Flow
Language (SCUFL) [35]. Relevant approach in modelling
the process management based on the ontological semantics is described by Soﬀer et al. [45] stating that semantic constraints used in the process models can provide
rules for developing process models. Ontology-based approach for modelling the BPM is described in the work by
Notron et al. [33] that shows how business-oriented and
execution-oriented ontological representations of business
processes can be related similarly. During the agent platform overview the WADE workﬂow system used in agent
execution was identiﬁed. WADE [5] brings the workﬂow
approach from the business process level to the level of
system internal logics, thus supporting the execution of
tasks deﬁned according to the workﬂow metaphor.
An important part of the proposed work is the use of
knowledge modelling tools and languages for representation of processes coordinating the agents in the speciﬁc
cases. Essential overview of ontology-based knowledge
representation is given. An ontology is a speciﬁcation of
a conceptualization. A “conceptualisation” refers to an
abstract model of some phenomenon in the world by having identiﬁed the relevant concepts of that phenomenon.
That is, an ontology is a description of the concepts and
12

WSFL - Web Services Flow Language, http://xml.
coverpages.org/wsfl.html
13
WSCI - Web Service Choreography Interface, http://
www.w3.org/TR/wsci/
14
XLANG,
http://msdn.microsoft.com/en-us/
library/aa577463(BTS.70).aspx
15
http://www.oasis-open.org/
WS-BPEL
2.0,
committees/tc\_home.php?wg\_abbrev=wsbpel
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their relationships that can occur in some domain. Knowledge representation described using ontology is used for
several reasons: common understanding of the information structure, reuse of domain knowledge, separation of
domain knowledge from operational knowledge and domain knowledge analysis. Formal methods for ontology
models description are based on Description Logic (DL)
[19]. The most important languages for knowledge representation are XML16 , RDF17 , RDFS18 and OWL19 .

3. Objectives of the PhD Dissertation
Addressing the requirements for the secured agent platform, challenging the needs for trusted communication
mediated by agents and coordinated information collection, the following objectives were proposed for this dissertation:
1. Design a generic schema of a secured agent platform
for coordinated information collection and a generic
architecture for running environment based on existing distributed platform.
2. Propose methods for secured agent invocation in distributed environment and establishing trust among
communicating parties.
3. Design a knowledge based process management system addressing agent coordination for information
collection, based on information demand-driven agent
invocation.
4. Develop a methodology for proposed approach implementation and deployment.
5. Experimentally verify the designed approach, performance evaluation for agent platform and validation of the created methodology.

4. Motivation and Background
Over the last decades the agent technologies became a
promising tool for solving complex challenges in various
domains from resource planning up to artiﬁcial intelligence, while the agent technologies were being evolved
mostly within the scientiﬁc community and commercial
adoption is still limited to deployment within the Intranet
environments or the virtual enterprises where participants
share the trusted network infrastructure [42]. During last
few years, research in Trusted Computing (TC) technology has introduced the concept of conﬁdential computer
features for sealing the computer platform state. Combination of software and hardware components for TC
provides tamper resilient solution for platform state attestation.
Solving problems in the complex scenarios the information are commonly spread among many distributed information sources and their coordinated acquisition is needed.
The speciﬁc kind of information sources requires speciﬁc
MA implementation to mediate the information access
and collection. According to the available and required
16

XML - Extensible Markup Language, http://www.w3.
org/XML/
17
RDF - Resource Description Framework, http://www.
w3.org/RDF/
18
RDFS - RDF Schema, http://www.w3.org/TR/
rdf-schema/
19
OWL - Web Ontology Language, http://www.w3.org/
TR/owl-features/
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information the process activities need to be interlinked
in order to complete the required information at the ﬁnal state of process. Here, a set of possible process states
need to be modeled, modeling even exceptional states.
The processes are speciﬁed using ontological description
and the designed process execution system works upon
these descriptions to invoke suitable activities according
to the current process state. The ﬁrst partial goal of this
dissertation addresses the proposition of agent platform
integrating TC and securing MA transfer and moreover
providing lookup mechanism for agent host platform discovery that renders relevant services or resources. The
second partial goal addresses the proposition of methods
for information ﬂow coordination mechanism. Our motivation, challenging in this dissertation, is to integrate
both speciﬁed goals in order to provide the concept of
agent platform for information collection within trusted
environment and setup security for MA avoiding various
kinds of attacks. The envisaged impact of the proposed
approaches contributes to the design patterns, and the
proposed approaches attain trusted information access via
proposed agent platform and information gathering process system based on ontological description.

5. Methodology and Tools
In order to model, describe and develop the results for
this dissertation a UML20 methodology was used. It provides notiﬁcation for describing every aspect of software
development. As a UML modelling tools the Astah Community modeller21 development tool was used. The OOM
(Object Oriented Methodology) [46] was used to specify
the building blocks of designed agent platform and the
agent coordination method. The KLAIM [3] language
was used as formalization language using modal logic to
describe properties for mobile agent system.
The following tools were used for designing the methods
and developing software components in this dissertation:
• Java23 is interpreted object-oriented language used
in this dissertation. Java programming language
is an object-oriented, platform independent, multithreaded programming environment.
• The Jini24 technology was used as a service oriented
architecture that deﬁnes a programming model which
both exploits and extends Java technology to enable
the construction of secure, distributed systems consisting of federations of well-behaved network services and clients.

• Jena26 is an API in the Java programming language,
for creation and manipulation of RDF graphs. Jena
was used along with Java framework for building
Semantic Web applications.

6. Overview of the Approach
Our work in the MA domain proposes the platform designed upon the existing and mature service-based technology – Jini, providing promising multicasting facilities
employed to discover the most appropriate hosting environment for a MA. In this dissertation, the concept of Jini
is extended by a specialized service – called DSAP (Distributed Secure Agent Platform) service – allowing agent
issuer to transfer an agent and providing security and
agent code manipulation methods. Our approach diﬀers
from existing Jini-based agent platforms [24, 22, 41, 15]
(based on the principles described by Bayassee [2]) in the
agent nature – in our work the DSAP service uses the Jini
mechanism for service propagation and lookup while other
approaches address agent as Jini service proxy per se. In
other words, our approach uses DSAP service for agent
migration while other approaches use Jini service proxy
as an agent. Novelty also lies in the agent deployment
incorporating TC methods for agent host platform attestation before the agent is deployed. Our approach also
deals with coordination of distributed information collection, therefore the method for coordinated information
gathering is speciﬁed. Available approaches for process
or workﬂow management systems [5] require strict interconnection of process ﬂow while for information collection
loosely coupled process activities suit better. Moreover,
in our agent coordination approach, we have opted for
ontological description providing taxonomy describing resources whose access is coordinated. OWL is used as an
ontological representation. In addition, the information
coordination mechanism uses the ontological property restrictions to deﬁne information semantics and the RDF
descriptions to address external resources. Moreover, it
uses the activities to specify the elementary process entity
and the method of activity matching based on comparison of the activity preconditions with available resources
collected by a process so far (stored within the context
of process instance). The concept of this approach was
presented in [10].
The areas within the dashed rectangles in Figure 1 denote
the sphere of interest of this dissertation, which are:
1. Design of the process ontology introduces the basic concepts of process management ontology-based
representation;

• The Protégé tool was used for designing the ontological models of processes that allow to import
additional tools in form of plug-ins. Speciﬁcally,
the OntoViz plug-in was used for exporting ontology
graphs.
25

2. Activity invocation mechanism provides methods of
ontological resource matching for the purpose of activity invocation and process management;

20

UML - Uniﬁed Modeling Language, http://www.uml.
org/
21
Astah
UML
modelling
tool,
http://astah.
change-vision.com/en/product/astah-community.
html and IntelliJ Idea UML plugin22
23
Java, Sun Microsystems, Inc.: Java Technology, http:
//www.sun.com/java/
24
Jini home page, http://www.jini.org/wiki/Main\
_Page
25
Protégé Ontology Editor, http://protege.stanford.
edu

3. Agent platform design introduces Jini-based approach
for agent relocation among trusted host platforms as
well as secures agent’s communication;
4. Overall methodology for adaptation and extension
of proposed approaches of process management and
custom agent design.
26

Jena – A Semantic Web Framework for Java, http://
jena.sourceforge.net/
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Figure 2: The concept of DSAP based on the Jini
framework, where DSAP service provides methods (dotted lines) for uploading agent (black octagon), sending messages and receiving event on
the client side.

Figure 1: Generic schema of proposed approach
describing important issues in the disertation.
One of the focuses in this dissertation is given on the
agent architecture that employs agent’s code transfer in
a secure manner from client environment to agent host
environment. The agent host platform uses TC approach
for platform state attestation, which means the platform
runs in well known state (system is running over the set
of hardware and software platform components that was
previously checked against viruses or other malware).

6.1 Extending the Jini Technology
Motivation for using Jini framework to design and implement agent platform arises mainly from the need for
secured agent transfer over the network and from the need
for trust among agent home and hosting platforms as well
as to ensure the hosting platform reliance. Moreover, the
lookup mechanism of Jini services suits best to the need
for agent distribution. Our proposed agent platform differs from other Jini-based mobile agent approaches [24,
22, 41, 15] and Paradigm [1] in the way that the agent
code is transferred to the service provider computing facility using Jini service instead of invoking Jini service
proxy as an agent. The roles of communicating entities
shown in Figure 2 are:
• DSAP Server registers DSAP Service into a Lookup
Service,
• DSAP Service provides interfaces for agent deployment and its communication with client code (agent
code security, deserialization mechanism or dedicated
GUI),
• DSAP Proxy provides communication with DSAP
Service (agent code serialization and security policies),
• DSAP Client holds the client code communicating
with DSAP service and is responsible for discovery
of suitable DSAP Service platform

Figure 3: Secured agent block containing entities:
properties, symmetric key, signature and bytecode of an agent.
• Lookup Service provides service discovery capability
according to service interface or additional metadata
of required service.

6.2 Securing Agent Code
Agent repository was designed to store the certiﬁed agents.
In order to certify an agent, the trusted third-party authority must review the agent’s code and issue the certiﬁcate indicating that agent code does exactly what its
creator states it should do and that it does not contain
any malicious code, which may jeopardize the integrity
of the host platform. Moreover, our architecture relies
on a Secure Docking Module (SDM) [8] (concept of key
store introduced in the Secritom project) providing a tamper resilient memory region to store the SDM protected
keys. The basic feature of SDM is that it releases private keys only if the host platform adheres to a conﬁguration (trusted state) that enforces a key protection policy.
DSAP framework implements AES cipher for symmetric
encryption and RSA cipher for asymmetric encryption.
Agent data block is shown in Figure 3.

6.3 Agent Deployment in Trusted Environment
Deployment of agent code is shown in Figure 4. Here, process management subsystem (PMS) was designed to coordinate agents which are transferred into the host DSAP
platforms. PMS is able to verify certiﬁcate of agent classes
and to instantiate an agent object along with conﬁguring its attributes for a speciﬁc goal. The serialized agent
object and its classes are encrypted using AES key secured by TDS1 PubKE/D public key (method for securing
a block cipher using PKI is referred to as key encapsulation) of the host platform. After the encrypted agent
migrates into host platform, DSAP service decrypts the
AES key using TDS1 PrKE/D private key of the TDS (received from SDM) and uses this key to decrypt an agent
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Figure 4: The schema of secured agent deployment using the DSAP platform.

Figure 5: Generic process ontology concepts used
by PMS.

code and object. The agent object is deserialized, instantiated using classloader of DSAP service and run within
the Java environment. The results of the agent are encrypted using the same AES key and sent back to PMS.

6.4 Approach for Mobile Agents Coordination
In order to simplify the information integration and development, the approach for mapping the ontological concepts into Java classes was designed and developed as
the OntoMap tool [9]. In the context of the RAPORT27
project, the methods for ontology mapping were successfully used for integration of activity coordination [11],
activity rescheduling algorithm [27] and recommendation
tool using the same ontology [26], document integration
method as well as for building graphical user interface.
Moreover, the OntoMap approach was used to provide
Java interfaces for PMS that accesses a process described
using OWL ontology language hosted in Jena engine. The
structure of generic process ontology is depicted in Figure
5.
The mechanism of process management subsystem is
27

RAPORT project, http://raport.ui.sav.sk/

Figure 7: Overhead measurements for agent code
transfer.
shown in Figure 6 and can be described in the following
steps:
1. Start new process. New process is started by matching the activities (step 2) that does not require any
context resources.
2. Matching next activities. Brieﬂy, the matching process algorithm compares the preconditions for each
activity template with resources contained in the
context of the process. If the preconditions match
the available resources, a new activity is created according to the activity template (step 3). Otherwise
the PMS waits for state changes in the process (step
4).
3. Create new activity. New activity is created only if
the preconditions of some activity template match
the resources in the context and thus the activity
can use resources from the process context. After
new activity was created the PMS waits for state
changes in the process (step 4).
4. State change listener. If some running activity has
acquired the information the state change listener is
invoked and the changes are updated in the context
of the process (step 5).
5. Context update. It simply takes resources that were
created during the activity run and puts them into
the context. In addition, if this activity is of ending activity type, the process execution is ﬁnished;
otherwise a new activity is matched (step 2).

7. Validation and Verification of the Proposed
Approach

Figure 6: Mechanism of process invocation used
in PMS.

Veriﬁcation of agent platform methods was prepared as
overhead measurements of platform method for agent code
transfer and its communication. Since these methods process agent code and communication object sequentially,
there is no need of proving the correctness of the algorithm i.e. the possibility to produce any false positive
result. The overhead measures shown in Figure 7 were
prepared using agent which queried MySQL database to
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Figure 8: The graph sketches the ontological representation of ProcessTemplate and ActivityTemplate concepts. Activities are prescribed by activityClass attribute in order to create activity
instance.
extract speciﬁc information. Since agent home and host
platform was located on the same computer but in the
diﬀerent Java virtual machines, the network transfer overhead was eliminated. In the case that the agent host platform is deployed in the diﬀerent computer, the network
overhead need to be considered depending on the network bandwidth and latency. Agent code transfer comprises of the security provider initialization in ’upload’
method call, serialization agent classes and object into
bytecode, encrypting agent bytecode, encapsulating AES
key using agent host platform public key, calling the ’upload’ method of remote service to transfer agent bytecode
to agent host platform. Remote service code fragment
queries the SDM key storage to release private key of
agent platform and uses this key to decrypt AES key.
Symmetric AES key is used to decrypt agent bytecode
which is consequently deserialized into classes and agent
object (agent code). The agent classes are loaded in Java
virtual memory, agent object is put into the agent container and the agent’s starting method is executed. Remote service returns the status of agent deployment to invocation code and moreover the handler is waiting on the
response of agent (in the case of performed measures, the
agent code queries MySQL database). The methods were
validated using software components that were incorporated in research projects aimed at information collection
for document management supporting system for administrative workﬂow processes [11] in the RAPORT project,
and agent platform for trusted information collection [17,
18] in the Secricom project28 .

8. Achieved Results
According to objectives given in section 3, the following
results were achieved:
• Result 1: The architecture for secured agent platform, which provides agent execution environment
in trusted manner, was designed. In addition, the
generic approach for coordinated agent deployment
and communication was designed, where the information from agents are collected using process and
actor ontology. The architecture is shown in Figure
1.
• Result 2: Method for securing agent transfer and its
communication was proposed and designed, where
the transferred block of secured agent code is shown
28

Secricom project homepage. http://www.secricom.eu/
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Figure 9: The graph describes interconnection between Activity and Actor. Each Activity is described by ActivityTemplate instances that contain precondition and eﬀect attributes. The precondition speciﬁes when the activity is created
and the eﬀect speciﬁes what activity is created
and which actor is delegated for data acquisition.
in Figure 3. Moreover, the agent deployment mechanism in trusted environment conﬁgured via TC approach was designed, where the method that allows
an agent code to trust its running environment is
sketched in Figure 4. These methods are incorporated into the design of overall agent platform as it
is apparent in the architecture of proposed DSAP
platform depicted in Figure 1.
• Result 3: The designed and developed methods for
coordinated agent deployment automate the information gathering and integration using ontological
description. Information interlinking among various
concepts and resources is the major advancement
of using the ontological concept in process description. Overview of the approach for activity invocation is shown in Figure 6. The process execution
method uses ontological description of process and
activity templates (shown in Figure 8) to steer the
mechanism for activity creation and of actor concept (shown in Figure 9) providing the method for
invocation of actor software entity – mobile agent.
• Result 4: Methodology for adaptation of the proposed approach was described where the installation, adaptation of generic process ontology and invocation of actor software entity are discussed.
• Result 5: Methods for coordination system were
originally designed, applied and validated in the administrative workﬂow scenario supporting military
exercise preparation in the RAPORT project. Here,
the coordination system was used for workﬂow execution and knowledge-based information integration
into working documents. Methods of agent platform approach were experimentally veriﬁed and validated in the sample crisis scenario prepared within
the Secritom project, which exploited every feature
of designed agent platform, namely computer-tocomputer and human-to-computer secure communication via mobile agents deployed in trusted environment. In this sample crisis scenario the methods for agent coordination were successfully applied
in order to manage the deployment of agents and
their information ﬂow. Performance of implemented
agent execution was evaluated, speciﬁcally performance overhead of methods for securing and deploy-
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ment the agent code in trusted environment and secure communication. This evaluation gives an overview on performance of proposed system and veriﬁes
the method functionality.

9. Conclusions
Primary goal of this dissertation was to design a distributed secure agent platform for coordinated information collection with special regard to security and trust.
The dissertation goals are described by objectives in chapter 3. Analysis of the state-of-the-art methods and overview
of existing approaches follow the set goals. The main
contribution is in the proposed approach for interconnection and coordination of distributed heterogeneous resources, like legacy systems or human communication devices, using mobile agents in real-time manner. Special
focus was put on securing agents’ communication and providing trusted execution environment for mobile agents.
Moreover, information gathering from distributed heterogeneous resources, mediated by mobile agents, is coordinated using a process management method which enables
to deﬁne complex information ﬂow for diﬀerent scenario.
The activities in agent coordination mechanism are described by an ontology that allows information integration. Proposed approaches and methods were validated
in two application scenarios within one national and one
international research project.
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